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AXBOROT XAVFSIZLIGI TIZIMLARINI INTELLEKTUALLASHTIRISH MASALALARI

KIRISH.  Axborot xavfsizligi  tizimini
intellektuallashtirish deganda, noma’lum sharoitida
uning yugori darajadagi avtonomligi,

moslashuvchanligi va ishonchliligini ta’minlash uchun
intellektual imkoniyatlarini oshirish tushuniladi. Bu
foydalanuvchilar va tizim ma’murlariga ob’ektda sodir
bo‘lgan vogealarni kompyuterga o‘tkazish, ob’ektiv
baholashga yordam berish uchun ma’lumotlarni
to‘plash, gayta ishlash va to‘g‘ri garorlar gabul gilishi
uchun maksimal mumkin bo‘lgan funksiyalarni o‘z
ichiga oladi. Bunday holda, sun’iy intellektning
usullari va texnologiyalaridan noma’lumlikka garshi
kurash vositasi sifatida foydalaniladi [1].

Axborot  xavfsizligini intellektuallashtirish
tahdidlarni aniglash va ularga javob berish jarayonini
avtomatlashtirish imkonini beradi, bu esa javob berish
vaqtini sezilarli darajada gisqgartiradi va himoya
samaradorligini oshiradi. Mashinali o‘qitish va sun’iy
intellekt algoritmlaridan foydalanish yangi tahdidlarga
tezda javob beradigan va shaxsiy ma’lumotlarning
ishonchli himoyasini ta’minlaydigan yanada samarali
va moslashuvchan himoya tizimlarini yaratishga
yordam beradi [2-3]. Bundan tashqari, axborot
xavfsizligini intellektuallashtirish himoya tizimining
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Annotatsiya: Ushbu magolada axborot xavfsizligi tizimini intellektuallashtirish tushunchasi,
intellektuallashtirishning funksional vazifalari, intellektual tizim xususiyatlari va strukturasi,
intellektual tizim boshgaruv komponentlari va umumiy strukturasi keltirilgan. Axborot xavfsizligini
intellektuallashtirish hozirgi vagtda axborot xavfsizligini rivojlantirishning asosiy yo‘nalishlaridan
biri ekanligi bayon gilingan. Shuningdek, istigbolli intellektual axborotni himoya gilishning
avtomatlashtirilgan tizim arxitekturasi taklif gilingan.

Kalit so‘zlar: axborot xavfsizligi, intellektual tizim, sun’iy intellekt, tahdid, moslashuvchanlik,
o‘rganish va o°z-o0‘zini o‘qitish, mantiqgiy datchik, himoya strategiyasi .

noto‘g‘ri signallari sonini kamaytirishga yordam
beradi, bu esa mumkin bo‘lgan tahdidlar hagida
signallarni gayta ishlash bilan shug‘ullanadigan
xodimlarni ishini yengillashtiradi. Shunday qilib,
axborot xavfsizligini intellektuallashtirish nafaqgat
shaxsiy ma’lumotlarni himoya gilish samaradorligini
oshiradi, balki ularni qayta ishlash va saglash
jarayonini ham soddalashtiradi. Umuman, axborot
xavfsizligini intellektuallashtirish  hozirgi vaqgtda
axborot  xavfsizligini  rivojlantirishning  asosiy
yo‘nalishlaridan biri hisoblanadi [4].

MATERIALLAR VA USULLAR. "Sun’iy
intellekt” atamasi 1956 yilda amerikalik olim Jon
Makkarti tomonidan Kiritilgan. Sun’iy intellekt ilmiy
soha sifatida yarim asrdan ko‘proq tarixga ega. So‘nggi
yillarda sun’iy intellektning aniq ta’rifi, uning
imkoniyatlari va istigbollari bo‘yicha bir gator
munozaralar bo‘lmoqgda. Sun’iy intellekt sohasidagi
mashhur mutaxassis Jorj F.Lyuger «Sun’iy intellekt.
Murakkab muammolarni hal gilish strategiyalari va
usullari»  kitobida: «Sun’iy intellektni aniglash
muammosi aglni aniglash muammosiga to‘g‘ri keladi:
bu turli xil gobiliyatlar to‘plamini birlashtirilganimi?
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Intellekt gay o‘lchamda yaratilishi mumkin va u
ganchalik oldindan ma’lum? Intellektni kuzatish
mumkin bo‘lgan Xxatti-harakatlarga qarab bilish
mumkinmi yoki gandaydir yashirin mexanizm
mavjudmi? Intellekt tirik mavjudotlarda qanday
namoyon bo‘ladi va buni intellektual qurilmalarni
loyihalashda ganday qo‘llash mumkin? Bundan
tashqari, inson giyofasida intellekt kompyuter dasturini
yaratish kerakmi yoki gat’iy "muhandislik™ yondashuv
yetarlimi?» Sun’iy intellektning o‘ziga xos xususiyati
shundaki, u aynan shu muammolarni o‘rganadi,
nazariyalar uchun vosita va model tagdim etadi va bu
nazariyalar dasturlash tillarida gayta shakllantiriladi
[5].

Shuningdek, A.A.Yevdokimov,
E.Ye.Tixonovlarning «Intellektual axborot tizimlarida
axborot himoyasi» monografiyasida korporativ
axborot va kompyuter tarmoglarida axborot
hujumlariga intellektual garshi turish masalalariga
bag‘ishlangan bo‘lib, unda M-tarmoglarini o‘rganish
apparati, genetik optimallashtirish algoritmlari va
"sun’iy texnologiyalar" tushunchasidan foydalanish
taklif etilgan [6]. S.l.Makarenkoning «Intellektual
axborot tizimlari» o‘quv qo‘llanmasida neyron
tarmoglarning intellektual mexanizmlar va mantigdan
foydalangan holda biotizim asosida amalga oshirilgan
adaptiv axborot xavfsizligi tizimining modelini
yaratishning umumiy  konsepsiyasi muhokama
gilingan [7]. V.L.Vasilevning «Intellektual axborot
tizimlarida axborot himoyasi» o‘quv qo‘llanmasida
axborot xavfsizligiga tahdidlarni kompleks baholash
modellarini yaratish, axborot xavflarini tahlil gilish,
hujumlarni aniglash tizimlari va sun’iy intellekt
usullaridan foydalangan holda axborot xavfsizligini
boshgarish uchun qaror qabul qilishni qo‘llab-
quvvatlash tizimlarini qurish bilan bog‘liq konstruktiv
yondashuvlar ko‘rib chigilgan [8].

Maxsus dasturiy ta’minot va apparat ta’sirining
yangi usullari va vositalarini doimiy ravishda ishlab
chigish hamda ularni muvaffagiyatli amalga oshirish
sonining doimiy o‘sishi avtomatlashtirilgan tizimda
xavfsizlikni ta’minlashda tubdan yangi yondashuvlarni
talab giladi.

Bu avtomatlashtirilgan tizimda axborotning
intellektual ~ xavfsizligi  nazariyasini yaratishning
dolzarbligini belgilaydi. Nazariyani yaratish doirasida
yangi nazariy modellar va mahalliy axborot xavfsizligi
tizimlarining yangi avlodini yaratish usullarini tadqiq
gilish va ishlab chigishga qaratilgan bir qator
funksional ilmiy muammolarni kompleks hal gilish
kerak [9]:

— axborot xavfsizligiga tahdidlarning aksiomatik
modelini ishlab chiqish;

— avtomatlashtirilgan tizimda maxsus dasturiy
ta’minot va apparat ta’siri identifikatsiyasining
matematik nazariyasini yaratish;

— avtomatlashtirilgan tizimdagi axborot
jarayonlariga mos keladigan kirishni boshqarish
tizimlarining yangi matematik modellarini
yaratish;

— axborotni muhofaza gilish va
avtomatlashtirilgan tizimlarning moslashuv
tizimlarini qurish metodologiyasini yaratish;

— avtomatlashtirilgan tizimda axborot
xavfsizligini ta’minlashda garor gabul gilishni
go‘llab-quvvatlash tizimini yaratish
metodologiyasini yaratish;

— avtomatlashtirilgan tizim axborot xavfsizligini
baholashning metrologik mezonlarining yopig
tizimini ishlab chiqish;

— axborot risklarining
yaratish;

— axborotni himoya qilish avtomatlashtirilgan
tizimlarining o‘z xavfsizligini  ta’minlash
metodologiyasini yaratish.

Ushbu fundamental ilmiy muammolarni hal
gilish axborot xavfsizligining yangi intellektual
tizimlarini yaratishga imkon beradi, ularning asosiy
ustunligi parametrik xususiyatga ega bo‘lgan maxsus
dasturiy ta’minot va apparat ta’sirini oldini olish,
aniglash va zararsizlantirish, usullar va vositalardan
foydalanish gobiliyatidir.

"Intellektual tizim™ umumiy holda quyidagi
xususiyatlarga ega deb hisoblanadi [10]:

— moslashuvchanlik;
— o‘rganish va o‘z-o°‘zini o‘qitish qobiliyati;

umumiy nazariyasini
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—  “to‘g‘ri amal” bajarishga yo‘nalganlik;

— magsadga yo‘naltirilganlik;

— ta’lim jarayoni va funksiyalarida bilimlardan
foydalanish.

«Moslashuvchanlik» tizimning o‘zgaruvchan
atrof-muhit  sharoitlariga moslashish  qgobiliyatini
anglatadi. Bu xususiyat intellektual tizimlarga turli
vaziyatlarda, shu jumladan noaniglik va to‘liq
bo‘lmagan ma’lumotlar sharoitida muammolarni hal
gilish imkonini beradi.

«O‘rganish va o°‘z-o‘zini o‘qitish» Xxususiyati
intellektual tizimlarga bilim va tajriba to‘plash
imkonini beradi, bu esa natijada samaradorlikni
ortishiga olib keladi. O‘rganish atrof-muhit bilan
o‘zaro ta’sir gilish yoki tizimga o‘quv ma’lumotlarini
tagdim etish orgali amalga oshirilishi mumkin.

"To‘gri amal” intellektual tizim istalgan
natijaga olib keladigan garorlar gabul gila olishi
kerakligini anglatadi.

«Magsadga  yo‘naltirilganlik» intellektual
tizimning ishlashi uchun aniq belgilangan magsadga
ega bo‘lishi kerakligini anglatadi. Bu xususiyat tizimga
o‘z resurslaridan samarali foydalanish va magsadlariga
erishish  imkonini  beradi.O‘rganish va ishlash
jarayonida bilimlardan foydalanish intellektual tizim
bilimlarni saglash va gayta ishlash qobiliyatiga ega
bo‘lishi Kkerakligini anglatadi. Bu xususiyat tizimga
oddiy algoritmlar  yordamida  yechilmaydigan
masalalarni hal gilish imkonini beradi.

Sanab o‘tilgan  xususiyatlar intellektual
tizimlarning muhim xususiyatlari bo‘lib, ularning
mavjudligi ushbu tizimlarga an’anaviy kompyuter
dasturlari hal gila olmaydigan muammolarni hal gilish
imkonini beradi.

NATIJALAR. "Intellektual mashina"
ko‘rinishidagi intelektual tizim mavjud bo‘lsin (1-
rasm). U ma’lum qoidalardan foydalangan holda
Kiruvchi ma’lumotlarni tahlil gilishi va gayta ishlashi
bilan  muammoni hal qilishi hamda natijasini
shakllantirish imkoniyatiga ega.

«Mantiqiy datchik» va «Mantiqiy aktuator»lar
tashqi muhit bilan interfeys rolini
«Tushunishy blokida ob’ektning hozirgi

o‘ynaydi.
holati

«Magsad» bilan taqgoslanadi, shundan so‘ng
«Rejalashtirish» amalga oshiriladi, ya’ni berilganlar
doirasida tafovutni kamaytirish uchun muayyan
«Harakat»larni amalga oshirish to‘g‘risida garor gabul
gilinadi. «Ogohlik/motivatsiya» bloki «Tushunish» va
«Rejalashtirish»ni  kuzatish funksiyasini  bajaradi.
Mashina «Mantiqiy datchik»lar yordamida olingan
ma’lumotlarni tushuna olmasa, «Ogohlik/motivatsiyay
«Bilimylarni moslashtirishi, o‘zgartirishi va olingan
ma’lumotlarni tushunish uchun qulayroq ko‘rinishga
keltirishi mumkin. Shunday qilib, intellektual
mashinaning ikkita asosiy ish rejimini ajratib ko‘rsatish
mumkin - vazifalarni hal gilish rejimi va o‘rganish/o‘z-
o‘zini o‘qitish rejimi.

O‘rganish deganda ob’ekt/atrof-muhit bilan
o‘zaro ta’sir gilish natijalari to‘g‘risida avvaldagi
olingan eksperimental ma’lumotlarga asoslanib,
tizimning kelajakdagi xatti-harakatlarini yaxshilash
gobiliyati tushuniladi. O°z-o‘zini o‘qitish - bu tashqi
moslashuvsiz  o‘rganish, ya’ni "o‘gituvchi" ning
ko‘rsatmalarisiz bilim olish tushuniladi. Umumlashgan
holda amaliyotda ushbu ta’rif keng qo‘llaniladi:
intelektual tizim bu - jarayonlar, buzilishlarni bilish,
ularning ishlashini tushunish, xulosalar chigarish va
o‘rganishga godir bo‘lgan tizimdir. Bu tizim o°zining
bilimini oshirib boradi va tajribasini to‘playdi, undan
sifat xususiyatlarini yaxshilash uchun foydalanadi.

Intellektual tizimning zaruriy xususiyati -
tizimga yuklangan vazifani aniglashtirish va uni hal
gilishning samarali usulini tanlash imkonini beradigan
ma’lumotlar, modellar va usullarni o‘z ichiga olgan
bilimlar bazasining mavjudligidir. Shuning uchun
intellektual tizimlar bilimga asoslangan tizimlar
(inglizcha Knowledge-Based Systems) deb ham ataladi.
Tizimning agl-idrok xususiyatini ta’minlash uchun
quyidagi tamoyillarga rioya qilish kerak:

1) Real tashqgi dunyo bilan axborot alogasining
mavjudligi va maxsus axborot aloga kanallaridan
foydalanish: bu tamoyil intellektual tizim real
dunyodan ma’lumot olishi va undan garor gabul gilish
uchun foydalanishi kerakligini anglatadi. Bunga
tizimning atrof-muhitni his gilishiga imkon beruvchi
turli xil sensorlar, sensorlar va boshga qurilmalar
yordamida erishish mumkin.
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2) Agl-idrokni oshirish va o‘z xatti-
harakatlarini yaxshilash uchun tizimning fundamental
ochigligi: bu tamoyil intellektual tizim o‘rganish va
0°z-0‘zini o‘qitish qobiliyatiga ega bo‘lishi kerakligini
anglatadi. Bunga mashinali o‘qitish, neyron tarmoglar
va boshqgalar kabi turli xil o‘rganish usullaridan
foydalanish orqali erishish mumkin.

5

Tushunish Mantigry

datchik

-

Ogohlik/
motivatsiya

______________________

Rejalashtirish -4 Mantigiy Harakat
aktuator

1-rasm. Intellektual mashina strukturasi

l Boshqarish magsadi

Rejalashtirish bosqichi
- Joriy holatni tahlil qilish;
- Kelgusi holatni bashorat gilish;
- Boshqaruv qarorini optimallashtirish;
- Standart bo‘lmagan holatlar uchun qaror qabul gilish.

l T

Muvofiqlashtirish bosqichi
- Tjrochi quyi sistemalarning ishini muvofiglashtirish;
- Ushbu quyi tizimlarning parametrlarini moslashtirish;
- Ob’ektni va nojo‘ya ta’sirlarni indentifikatsiyalash;
- Quyi sistemalarni tashxislash, qayta qurish va nazorat qilish.

l T

Ijro etish bosqichi
- Ob’ekt holati parametrlarini o‘zgartirish;
- Kiruvehi ma’lumotlarni filtrlash;
- Tjro etuvchi mexanizmlar bo‘yicha nazorat harakatlarini
shakllantirish.

‘ Boshqarish ob’ekti ‘

Itellektuallash
Noaniqlilik
Anialilik

2-rasm. Intellektual tizimning boshgaruvining
funksional sxemasi.

3) Tashqgi dunyodagi o‘zgarishlarni va
tizimning dinamik o‘zgaruvchan tashqgi dunyoda o‘z
xatti-harakatlarini va dinamik o‘zgaruvchan tashqi
dunyoda tizimning oz xatti-harakatlarini prognoz
gilish mexanizmlarining mavjudligi: bu tamoyil orgali
intellektual tizim atrof-muhitdagi o‘zgarishlarni bilishi
va bu o‘zgarishlardagi o‘z Xatti-harakatlarini
boshgarishi  kerakligini anglatadi. Bunga turli
prognozlash usullari, masalan, sun’iy intellekt usullari,

ehtimollar nazariyasi va boshgalarni qo‘llash orqali
erishish mumkin.

4) Ko‘p darajali ierarxik tuzilmaning
mavjudligi: ierarxiya darajasini oshirish uchun
razvedkani oshirish va modellarning anigligiga
talablarni boshgarish: bu tamoyil intellektual tizimni
har bir daraja o‘ziga xos funksiyalarni bajaradigan
ierarxik tuzilishga ega bo‘lishi kerakligini anglatadi.
lerarxiyaning yuqori darajalarida garorlar gabul gilish
uchun va quyi bo‘g‘inlarda esa ma’lumotlarni gayta
ishlash hamda harakatlarni bajarish uchun mas’ul
bo‘lgan funksiyalar mavjud bo‘lishi kerak.

5) Tizimdagi tashqi ierarxiya darajalarining
ulanishlar  uzilishi  yoki boshgaruv ta’sirining
yo‘qolishi holatlarida ishlashning davom etishi: Bu
tamoyilga turli xil zaxira va tiklash usullarini qo‘llash
orqali erishish mumkin.

Ushbu beshta tamoyilga muvofiq tashkil etilgan
va ishlaydigan tizimlar "katta" intellektual tizimlar deb
ataladi. Yuqoridagi talablar uchta darajali boshgaruv
tizimida foydalaniladi:

— ijro etish bosqichi;
— muvofiglashtirish (taktik) bosgichi;
— rejalashtirish (strategik) bosgichi.

Intellektual tizimning ushbu darajalarda amalga
oshiriladigan asosity  funksiyalari 2-rasmda
ko‘rsatilgan.

Tizim quyidagi modullarni o‘z ichiga oladi (3-
rasm):

“Dialog aloqasi” interaktiv  rejimda
topshirigni kiritish va qayta ishlashni, shuningdek,
topshirigni tushunganligi to‘g‘risidagi tasdigni yoki
tushuntirish so‘rovlarini ta’minlaydi;,

- “Magsadni shakllantirish” - mavjud tizim
resurslari va holatni hisobga olgan holda topshirigni
bajarish imkoniyati tahlilini ta’minlaydi, agar vazifani
bajarishning iloji yo‘qligi to‘g‘risida qaror gabul
gilingan bo‘lsa, rad etiladi va topshirigni tuzatish taklifi
beriladi;

“Bilimlar bazasi” - tanlangan usul va
o‘rganilayotgan ob’ekt, uning muhiti va topshirilgan
vazifani bajarish uchun zarur bo‘lgan qoidalarni o‘z
ichiga oladi;
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- “Bilimlarni shakllantirish” — operatordan
jarayon ma’lumotlarini aniglashtirib olinadi va tashqi
ma’lumot bilan birlashtiradi hamda u orqali tashqi
muhit hagidagi bilimlarni shakllantiradi;

- “O‘rganish va o‘z-o‘zini o‘qitish” - jarayon
bo‘yicha qo‘shimcha bilimlarni “o‘qituvchi bilan” va
“o‘qituvchisiz” (ya’ni, avtonom tarzda) to‘plashni
ta’minlaydi;

- “Bilimga asoslangan xulosa / harakat rejasini
shakllantirish” - ob’ektning boshgaruv harakatlarini
bashorat giladi va shakllantirish uchun atrof-muhit va
muammo hagidagi magsad va bilimlarni gayta
ishlaydi;

- “Tashqi va ichki ma’lumotlarni qayta ishlash”
- tizimni tashgi muhit bilan bog‘laydigan turli xil
qurilmalar (datchiklar) va sensorlardan olingan
ma’lumotlar asosida atrof-muhit va boshgaruv
ob’ektining joriy holatidagi o‘zgarishlarni baholaydi;

- “Nazorat va diagnostika” - tizimga yuklangan
vazifani bajarish imkoniyatini tahlil giladi, nazorat

gilish uchun ob’ekt va tizimning holatidagi
o‘zgarishlar to‘g‘risida ichki ma’lumotlarni gayta
ishlaydi.

Intellektual tizimning ishlashi jarayonni

boshgarish g‘oyasiga asoslanadi (3-rasmga garang),
uning mohiyati mavjud jarayonni hisobga olgan holda
ma’lum bir gabul gilinadigan garorlar to‘plamidan
boshgaruv qarorlarini tanlashdir. C joriy holat
ob’ektning X holat vektori va uning tashqi muhitining
buzilish vektori F yig‘indisi sifatida tushuniladi:
C=<X,F > 1)

S to‘liq vaziyat C joriy vaziyatidan tashgari, D
nazorat magsadini ham o‘z ichiga oladi:

S=<C,D>. (2

Muayyan holatda, D nazorat magsadi mavjud
vaziyatni kamaytirish kerak bo‘lgan ma’lum bir
magsadli vaziyat Gq shaklida ifodalanishi mumkin:

S=<C,Gg>. (3)

Aytaylik, joriy vaziyat S ma’lum — Q' sinfiga,
magsadli vaziyat Gg — Q™ sinfiga tegishli bo‘lsin. Qu
ruxsat etilgan boshqarish vaziyatlarning bir toifasini
boshqasiga o‘zgartirishni ta’minlaydi:

C c Q'ﬂ)gg cQ"
(4)

bu yerda U - boshqgaruv harakatlari vektori.

Shunday qilib, vaziyatni boshgarish aks ettirish
vazifasini bajaradi, ya’ni “hozirgi vaziyat - magsadli
vaziyat” juftligini kerakli natijaga moslashtiradi:

Q.Q")—»UeQy

()

Buyruglarni
karitish

A

Nazorat va
diagnostika

Dialog alogasi Magsadni shakllantirish

l

Bilimlar O‘rganish va o‘z-
bazasi o“zini o*qitish

] 1

Bilimlarni
shakllantirish

3

h

Ichki ma’lumotlarni
qayta ishlash

Tashqi
ma’lumotlarni
qayta ishlash

Bilimga asoslangan
xulosa / harakat rejasini
shakllantirish

T l T

Me?’lumot- i Ijrochi mexanizmlar Holatlar
larning tash.ql (quyi tizimlar) datchigi
manbalari
Y ry
.
Vositalar « » Boshgaruv ob’ekti
3-rasm. Intellektual tizim boshgaruvining

umumiy strukturasi.

Boshgacha qgilib aytganda, nazorat harakatlarini
tanlash muammosi ob’ekt va atrof-muhit holatini
adekvat baholashga, tegishli joriy vaziyatni standart
sinflardan biri sifatida tasniflash bilan bog‘liq va

belgilangan magsadli vaziyatga erishishga olib
keladigan bunday nazoratni muqobil variantlar
to‘plamidan tanlash. Shuni qayd etish lozimki,

noaniglik sharoitida buni gilish har doim ham oson
emas.

MUHOKAMALAR. Ko‘rinib turibdiki,
yugorida sanab o‘tilgan intellektual tizimlarni
qurishning umumiy tamoyillariga oid qoidalar

universal xususiyatga ega va axborot xavfsizligi
ob’ektlari kabi murakkab boshqgaruv ob’ektlariga to‘liq

8
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taalluglidir. Shu bilan birga, axborot xavfsizligining
intellektual tizimlarini yaratish yo‘lida ushbu fan
sohasiga xos bo‘lgan ko‘plab hal etilmagan
muammolar mavjud, hatto INFOSEC tomonidan
rasmiy ravishda tasdiglangan axborot xavfsizligi
sohasidagi "giyin muammolar” ro‘yxati mavjud.

“... an’anaviy axborot xavfsizligi tizimlarining
asosiy kamchiliklari arxitekturaning o‘rnatilgan qat’iy
tamoyillari bilan belgilanishi va zamonaviy axborot
qurollariga garshi turishning amaliy gobiliyatsizligidan
iborat” [11]. Zamonaviy axborot xavfsizligi tizimlarida
asosan mudofaa yoki hujumkor mudofaa strategiyalari
qo‘llaniladi, ular fagat avtomatlashtirilgan tizimning
axborot resurslariga zarar yetkazish uchun dushman
tomonidan amalga oshiriladigan maxsus dasturiy
ta’minot va apparat ta’sirining barcha ma’lum va eng
xavfli potensial usullarini blokirovka gilish uchun
mo‘ljallangan. Ushbu strategiyalar dastlab xavfni
yo‘qotishga harakat giladi, chunki ular barcha mumkin
bo‘lgan usullariga muvaffagiyatli qarshi turishga
imkon bermaydi. Shuning uchun ushbu muammoni hal
gilish uchun fagat faol himoya strategiyasidan
foydalanish kerak. Avtomatlashtirilgan tizimning
axborotni himoya qilish tizimi, bu dushmanning
axborot qurolidan foydalanishi natijasida yuzaga
keladigan har ganday o‘zgarishlarga to‘liq moslashish
gobiliyatiga asoslangan bo‘lishi kerak [12].

XULOSA
Axborot xavfsizligining istigbolli intellektual
tizimi quyidagi asosiy talablarga javob berishi kerak:

— noma’lum maxsus dastur va texnik ta’sirlarni
aniglash;

— maxsus dastur va texnik ta’sirlarga garshi kurashish
bo‘yicha garorlar gabul gilishni avtomatlashtirish;

— ish sharoitlari o‘zgarganda maxsus dasturiy va
texnik ta’sirlardan avtomatlashtirilgan tizimning
xavfsizlik darajasidagi o‘zgarishlarni avtomatik
ravishda baholash;

— tizim resurslarini gayta tagsimlash, axborotni
muhofaza qilish, avtomatlashtirilgan tizimlar
bo‘yicha qgarorlar gabul gilish;

— bu hagdagi ma’lumotlarni to‘plash va undan
foydalanish asosida ish muhiti sharoitlarining

o‘zgarishiga qgarab  uning  xossalari  va
parametrlarini avtomatik ravishda o‘zgartirish;

— avtomatlashtirilgan tizimning haqiqgiy xususiyatlari
va parametrlari to‘g‘risida hujum giluvchi tomonga
noto‘g‘ri ma’lumot berish;

— avtomatlashtirish uskunalari va tizimlar
majmuasiga magsadli bo‘lmagan  yukni
kamaytirish;

— hujum giluvchi tomonning resurslariga avtomatik

ta’sir gilish (vaqt, hisoblash va aloga resurslari).
Yuqoridagilardan  kelib  chiggan  holda,

istigbolli intellektual axborotni himoya qilishning

avtomatlashtirilgan tizim arxitekturasi  quyidagi

funksional komponentlarni o‘z ichiga olishi kerak:

— maxsus dasturiy ta’minot va apparat ta’sirini
aniglash uchun quyi tizim;

— ma’lumotlarni to‘plash quyi tizimi;

— xavfsizlikni tahlil gilish quyi tizimi;

— axborotni himoya qilish tizimi moslashuv quyi
tizimi;

— maxsus dasturiy ta’minot va apparat ta’siriga faol
garshi kurashish quyi tizimi.
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JOKAJIbHASI KPUBU3HA KAK CTPYKTYPHBIU NPU3HAK BEPUOUKAIIIN
CTATUYECKOM MOANNCH

cocrtaBmia 99,77.

AxynmkanoB Y mukon IOnyc yrim,

Kanp. texn. Hayk, 3aB. kadgeapoit depranckoro
¢wimana TYUT umenn Myxammana an-Xopa3zmuii
e-mail: axundjanov_90@mail.ru

AnHOTanus: B uccrenoBaHuy TMPenoKeH HOBBIM METOJ OMHCAHUS IUPPOBOTO H300paKEHUS
PYKOIKUCHOM MOANMCH, OCHOBAaHHBI Ha aHAJIM3€ YaCTOTHOTO pacHpe/IeNICHHUs] 3HAYEHUN JIOKATbHON
KPUBU3HBI KOHTYpOB. OMICaHO BRIYUCICHHUE YTOTO IPU3HAKA HA OMHAPHOM H300paKEHHUH MTOIHCH,
rae GopMupyercs HOpPMaIM30BaHHAS THUCTOTpaMMa 3HAYCHHWH JIOKaJIbHOW KpuBHM3HBI it 40
MHTEpBaJoB. YacTOTHBIE 3HAYEHUS MpeJCTaBiIeHbl B Bujae 40-MepHOTO BEKTOpa, KOTOPBIA HAa3BaH
KOJOM JIOKQJIBbHOM KPUBU3HBI MOJNUCH. OKCIEPUMEHTHl OBUIM TMPOBEACHBI Ha IHUPPOBBIX
n300pakeHUSIX HCXOAHBIX M TOAIEIBHBIX Mmoanucei u3 odmenoctynnoit 6a3st CEDAR. PesynbraTsl
MOKa3ajaM, 4TO TOYHOCTh aBTOMAaTHYeCKoW Bepudukanuu moanucedd Ha Oaze manHbix CEDAR

Il Karwouessie cioBa: kpususHa, pykonucHas moanucek, KOppesIs, THCTOIPAMMA.

BBenenue. KpuBu3zHa mHUpPOKO HCMOIB3YETCS
Ui KIaccUpUKau  00pasos,
[1-5].
IIPUBECTH COIOCTABJIEHUE KOHTYPOB, CETMEHTAIUIO

B YaCTHOCTH, B

KaTeropusix B kauectBe mnpumepa MOKHO

KOHTYPOB, perucTpanuio U300paKeHUH,
pacno3HaBaHUE IPEIMETOB, OOHAPYKEHHUE MTPU3HAKOB
nu 1.0 KpuBmsna omnpepensercs — (QyHKIHeH

MIPOU3BOHBIX 00Jiee BBICOKOTO MOPSAIKA OT 3aJaHHOMN
kpuBoil. CymiecTByeT MMOAXOJ0B K
W3BJICUCHHUIO KPUBU3HBI M3 M300paKECHUM, TAKUX Kak

HECKOJIBKO

MPOM3BOJHAS OT KacaTelbHOTrO yria U TEH30p
KpUBU3HBI [6-11].
HccnenoBanust ~ myONUKanUii  OIEHMBAIOT
KPUBU3HY Ha OCHOBE JIMCKPETHBIX 3HAYEHMH TOYEK
KPUBOM. Joxerin  [12]  mposenm

HCCIICAOBAaHUC, B KOTOPOM CpPaBHUJIMU IATbH MCETOO0B

005070305 D |

OICHKMU KPHUBU3HBI U NPUIIINA K BBIBOAY, YTO OHH
Ype3BbIUAHO YYBCTBUTENIBHBI K LIYMy U TpeOyIOT
MHOTOKPATHOTO  CTJIQXMBAaHHUSI ISl CTaOMJIBHBIX
pe3ynbratoB. Yoppusr u Cmonaepc [10] nccnenoBanu
IIATH  Pa3IMYHbBIX METOJOB HU3SMCPCHUSA KPHUBU3HBI
UU(POBBIX KPUBBIX U NPUIILIN K BBIBOJY, YTO HU OJIMH

N3 HUX HC ABJIICTCSA YHUBCPCAJIbHBIM.

Metoa. KacarenbHasi OKpPY>KHOCTh KPUBOH B

TOYKE (x,y) XapaKTepU3yeTCcss KpUBU3HOM 3TON TOUKH,
KoTopasi paBHa 1/R, rme R - paamyc OKpYXHOCTH,
KacCarolIencss KpUBOM B 3TOM TOuke. M3BeCTHO, 4TO
LEHTP M paguyC TAaKOM OKPYXKHOCTH MOXKHO
OIIPECIINTD, 3Hasl KOOPIAUHATBI TPEX TOYEK, JIEKAIUX
Ha Hel. YpaBHEHHE OKPY>KHOCTH, MPOXOAIIEN depes

(X, ¥:) , 3a1aercs hopMyJIoii:
(% =X)2+ (Y, - ¥,)? =R?

X2 —2x X, +x°+y’=2y,y, +y>—R*=0

(X + Y. ) =206 % + YY) + %+ Y, —R* =0

TOYKH

(Xi2 + yi2)+ PX + PY +Ps = 0. (1)

CymiecTByeT JIMHEWHOE ypaBHEHHE, KOTOpPOE

p

MMEET TPH HEM3BECTHBIX
(X, i)
b

OIMUCBIBAIOT TOYKM HaA OKPYKHOCTU C

i, Tak Kak HeJI0O4YUCIIEHHbBIE

KOOPJIMHATBl KPUBBIX
pactpe,
HEeOOJIBIION MOTPEIHOCTHIO, BHIYUCICHHUE TApAaMETPOB

(Xe» Yes R)

IpEACTAaBJICHHBIX Ha

OKPY>KHOCTH BO3MOXXHO  TOJBKO C
MOTPEUTHOCTHIO.
Ha PUCYHKE 1 TpHU

IIOCJICOBATCIIBHBIX 8-CBA3HBIX IMHMKCEIIS KOHTYypa,

IIOKa3aHBbI
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KOTOpbIE HMEIOT BCEro JHIIb TPU KOMOWHAIUH.
[ToBopor moboro w3 Hux Ha 90° He BIMSET Ha
KPUBU3HY M paJuyC KacaTeJIbHOW OKPYXHOCTH, a
TaKXXe He

NpuBOAUT K H3MCHCHUIO

) e ™

Pucynoxk 1. Bo3zmoocnvie KomoOunawuu
Pacnonodcenus Komopwle  mozym
co30aeamp pa3uyHble 3HAYEHUA KPUGUIHDL.

3HA4YCHUA
KPHUBH3HBI.

nuKcesnoe,

Ha pucynke 1 moka3aHo, 4To B IUKcele, TIe
OKPYXHOCTb KacaeTcsi KpUBOM (BBLAEIIEHO TEMHBIM
IIBETOM), BBIYHCIIICTCS KpUBHU3HA. Opnnako
OTpaHUUYEHHOE KOJMYECTBO BAPUAHTOB KACAIOIIUXCS
OKPY’KHOCTEH OTpaHUYUBAET HCIIOJIb30BaHUE
KPUBH3HBI KAaK MpPU3HAKa U HE NEPEeNaeT UCTUHHYIO
JIOKaJIBHYIO KPUBU3HY JIMHUN Ha pactpe. [loOaBienue
[0 OJIHOMY CBSI3HOMY IIMKCEIIO0 C KaXXIOro KOHIA
YBEJIUYMBAET KOJIMYECTBO BApPHUAHTOB, KaK IMOKa3aHO
Ha pUCyHKe 2. BpIOpaB msaTh MOCIeNOBaTENbHBIX 8-
CBSI3HBIX IHUKCEJEH KOHTYpa, MOXHO NOaxy4uTh 30
Pa3JINYHBIX 3HAYECHHUN JIOKAJIbHOW KPHUBHU3HBI. BaxHO
OTMETHUTBH, YTO TOBOPOTHI KOH(UTYpALIHH ITUKCENICH Ha
90° Ha pucyHKe 2 HE U3MEHSIOT 3HaY€HUsI KPUBU3HBI

KpUBOM.

Pucynox 2. Bapuanmul pazmeuwienus namu

COCeOHUX  nuKceneii  KOHmMypa,  KOmMOpblil
npoxooum yepes memMHblil HUKCel.
JUis  OLEHKM  KPUBU3HBI  OKPY>KHOCTH,

KacallIlEiCcss TEMHBIX IIMKCEIEM Ha pUCYHKE 2,

HEOOXOMMO  TOYHO  BBIYUCIUTH  HapaMeTphl
KacaTeJIbHOW OKPY>KHOCTH.

BriOupas nsaTh mociie1oBaTeIbHbIX §-CBA3HBIX
TOYEK KOHTYpa, BO3MOXHBI 30 pa3IMuHbIX 3HAUYCHUN
JOKaJbHOM KpHBH3HBL. [lOBOPOTHI KOH(UTypaIuii
nukKceneil Ha 45° He BIUAIOT HAa 3HAYEHUS] KPUBU3HBI.
MuHuManpHOE 3HAaY€HUE KpHUBU3HBI paBHO 0, 4TO

COOTBETCTBYET ClIydaro, Korja ITMKCEJIbI JICXKAT Ha

OJHOM MpsiMOi. MakcuMaabHOE 3HAYCHHUE JIOKAITBHOM
KPUBH3HBI JUIsl YETHIPEX MUKCEIOB PaBHO 1, a JIst ATH
- 1,0007  (ompeneneHo
Hopmanusanusa rucrorpaMM 3HAY€HHUH JIOKAJIBHOU

9KCIIEPUMEHTAJIBHO).

KPUBU3HBI IyTEM JICJICHUS HAa YUCIO TOYEK KOHTypa
He0OXoauMa JIJIsI CPAaBHEHHS Pe3yJIbTaTOB.

Koapl  nokanmpHOW  KpPUBHU3HBI  MOAMUCH
MPEJICTABISIOT COO0N MacCHUB WM BEKTOp-TIPHU3HAKA,
OIMCKIBAIOIINE

HoAIMnCu

0COOEHHOCTH
MOTYT

HUHAWBHUYAJIbHBIC

4eJIoBeKa. OTH KO OBbITH
WCIIOJIb30BaHbI JUIsl CPAaBHEHUS U OLICHKH MOAMKICEH Ha
HOJUTMHHOCTB. B s3xcnepuMenTe ObuUl IpOBEAEH aHAIN3
KOPpEeJSIIUM ~ MEXKAY nap
PYKOIIMCHBIX ~ IOANKCEH Ul TNPOBEPKH  HX

UCIIONB30BaHUs B KadecTBe mpusHaka [15],[16]. B

KoJaMH KPHUBU3HBI

pe3ynbrare ObLUIO MOKAa3aHO, YTO KOPPEISLUS MEXKIY
KOJIaMU TSI TIOUTMHHBIX MOJMUCENH OJHOr0 YeIOBeKa
BBIIIIE,
MOJ1JIENIbHBIX MOAIUCEH.

4yeM MCKAY KOoAaMu IJid TMOJJIMHHBIX U

JlsiakeniepuMeHTadbuTonCIoNnb30Bano 1 00mo
JTMHHBIXUTIO/IIETBHBIX PYKOTIUCHBIXITOATIACEHI3
6aspianHpix  CEDAR. JInsgs mnpoBepku MHOAIUCH
BBIOMpaNIHCh ciry4aiiHbIM oOpas3oM. Ilo umenu caiina
OTIpeNeNsIOCh, KAKOMY YE€JIOBEKY OH INPUHAJJICHKUT.

Ot6éupasioce N  MOMIMHHBIX  TOJIHUCEH  3TOTO
yesoBeka. B akcriepuMeHTe UCmoab30Baioch HEYETHOE
KOJMYCCTBO MOMIMHHBIX mmoxmucer, N = 7.

I'ucTorpaMMel IOKaIbHBIX KOJAOB KPUBU3HBI peabHBIX
MOJMUCEN KaXIOro 4YeloBeKa B YKa3aHHOW 0ase
JIAHHBIX CPaBHUBAIUCH MKy co00i. KoaddurmeHTs
KOPPEJSIIIAA MEXTY JOKAJILHBIMH KOJAMU KPHBHU3HBI
ObuH paccuntansl A 1000 map moxmuceit. PucyHok
3 WUTIOCTPUPYET MPUHIUI CPABHEHUS Map PeambHBIX
MOAIUCEN OTHOI'O YEJIOBEKA.

out = s [ e R
7 Old | OrlS

ol oy oS - Orgls ongls

3 ogld | omls | ———— Orglé Orgl
oLl ogl3 [ omls Orgl5 OmgL7

- - Old | Ol o
Oail | wml§ - o3 [ onl

. Orglz L
Oell | oEl? ——

Pucynox 3. Ilpunyun  cpagénenusn

OPUZUHATILHBIX ROORUCEI OpY2 C OPY20M.

Nmena ¢aitioB ¢ MOMIMHHBIMUA TOAMHUCIMU
HaynHatoTcsl ¢ OykB org. KpuBusna N BbIOpaHHBIX
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MOJMKCEN CpaBHUBAIACH TOMMAPHO MEXIY CO00M, Kak Aneopumm eepuguxayuu 00HOU noOnuUcu
MOKa3aHo Ha pucynke 4. OOmee KOJINYECTBO Hcxonnbie JTaHHBIE: BepUpUIpyeMast
cpaBHeHuit cocraBisier N(N-1)/2. noanuch Y uenoBeka X, THN Ko3dduumenra

Ha pucynke 4 mokazano cpaBHeHue | koppemsiuuu T, uncio noqmuHbIX noamuceit N, Pk, k
Bepupummpyemoit moamucu ¢ Kaxaod w3 N | or 1 o N, uzo0pakeHui moanmucy yenoBeka X.

noyIMHHBIX.  OO0mee  KOJWYECTBO  CPaBHECHHM BrixonHbpie naHHBIC: pe3ysbTaT BepUBUKAIIUN
coctanisieT N-cpaBHEHHUIA. A. Ecin A=0 — nmoamnuck moanenbHas, ecnu A=1 —
| orgl.1 E‘ fl.l | | orgl2 E] fil | ‘ orgl3 E‘ fll ‘ ‘ Orgl4 E‘ fll | HOHHI/ICB HOIUH/IHHEUI.
[ oas [T || oms T a1 || oms O] m | [ar 1. 3arpy3uth BepuuupyeMyro MoMuch
Pucynok 4. Ilpunyunoi CpasHeHus Y.

npoeepaemvlx noonuceii ¢ NOORUCAMU PeanlbHbIX [lar 2. Io Hassauuio daiina onpeneuTs

00l uacHTuGUKaTOp  YelmoBeKk X, KOTOpOMY  OHa

MPUHAJICIKUT.
[Ilar 3. B 0ase gaHHBIX HAWTH IIOMJIMHHBIE

noanucu Pk, k ot 1 1o N gyenoseka X. 3arpy3uTh HXx.
[IIar 4. [lo MeToauKe, OMUMCAHHOW B pa3zeie

B Tabmune 1 mpeacraBneHbl KOdPHUITUEHTHI
KOPPEJSIIIMKA  JIOKAJIBHOM KPUBHU3HBI MEXKIy IapamMu

TIIOJJIMHHBIX HOI[HI/ICGI\/’I C Pa3HBIM YHCJIOM MHTCPBAJIOB.

JKHpHEIM PHGTOM TOKA3aHBl HAWGONEE HH3KHE 2.8, BBINOJHHUTH TPEIBAPUTEIbHYI0 00pabOTKY BCex

3HauenHs Kod>bOHUIMENTa KOPPENSIHH o cpapHenuio | NOAMHCEH Y u Pk, k ot 1 10 N, 3arpy’keHHbIX Ha I1arax

C APYTUMU TIapaMH. Lu3.
Cpaswere Unerto mrrepsanos [Iar 5. IlocTpouTh HMX HOPMaJIU30BAHHBIE
noamuceit 255 30 60 40 koHTypHBbIe ipeAcTaBiaeHus Ck, k ot 1 1o N.
orgl.l | orgl2 0,8954 0,9680 | 0,9509 | 0,9831 [llar 6. Berauciure LBP npusnaku u LBP-
orgl.l | orgl3 0,8894 0,9880 | 0,9429 | 0,9922 xoxsl Lk Bcex moanuceii mo Ck, k ot 1 10 N, a Taxxe
orgl.l | orgl.4 0,5224 0,5335 | 0,6307 | 0,8322 noxmucH Y.
orgl.l | orgl.5 0,8120 0,9721 | 0,9272 0,9735 "
[MIar 7. BrluUCIWTe KOABI  JIOKAJIBHOU
orgl.l | orgl.6 0,7707 0,8412 | 0,8609 0,9311 o
g g kpuBu3HbI Rk Bcex monmuceit mo Ck, k or 1 1o N, a
orgl.l | orgl.7 0,7044 0,7613 | 0,8199 | 0,9125 v
orgl.2 | orgl.3 0,9517 0,9790 | 0,9910 | 0,9893 TAKKS HOAMICH X .
orgl2 | orgld 06281 | 06175 | 0,6962 | 0,8637 Mlar 8. BH‘MCJ?‘HH’ KOO uLIeHTHL
orgl2 | orgls 0.9158 00788 | 0.9945 | 0,9905 koppensauuu tuna T corLBP1) mexny mapamu LBP-
orgl.2 | orgL6 09158 | 0,9788 | 0,9945 | 0,9905 KOJI0B 1 KO3 duimentsl koppensuun tuna T corRij
orgl.2 | orgl.7 0,7858 0,9788 | 0,9945 | 0,9905 MEXy TapaMyd KOJOB KPHUBH3HBI BCEX MOJJTMHHBIX
orgl.3 | orgl.4 0,8737 0,9836 | 0,9901 | 0,9915 nojmucei, i, j or 1 go N.
orgl.3 | orgls 0,9257 0,9840 | 0,9870 | 0,9894 [ar 9. O6yuuTh MOIeTb OJTHOKIaccOBO SVM
orgl.3 | orgl.6 0,7888 0,8436 | 09292 | 0,9845 Ha kod(ddunmenrax koppensiuu corLBPij m corRij
orgl3 | orglL7 08959 | 0,9444 | 0,9918 | 0,9980 Hap TOTHHHBIX TOJIIHCEH.
orgl.4 | orgl5 0,6169 0,6462 | 0,7060 0,7913 IIIar.10. BLIUHCIIHTE KOB(i)(l)I/IIII/IeHTI)I
orgl.4 | orgl.6 0,5755 0,6301 | 0,6597 | 0,7107 xoppemsmun corlL BPyj mesny mapamu LBP-koxos
orgl.4 | orgl.7 0,5450 0,5980 | 0,6352 | 0,6691 .
noamucu Y u LBP-kogamu moamucei Pk, k ot 1 1o N.
orgl.5 | orgl.6 0,8266 0,9121 | 0,9867 0,9921 1 1 B
orgl.5 | orgl.7 0,6748 0,7301 | 0,7581 | 0,8142 ar " BIHCIMTE KOS QHITHEHTE!
orgL6 | orgL? 07469 08384 | 09450 | 0.9787 KOppesiiuu corRyj Mexmay mapaMu KOJIOB KPHBH3HBI
Taonuua 1. Koppensuus mencdy napamu nonnucu Y ¥ KOJoB KpuBU3HKI oamnucedt Pk, k ot 1 no
cemu nooaunnsix noonucein us oazst CEDAR N.
[lar 12. [Toouepeano BBIIOJIHUTH
knaccupukamuro N 00pa3oB  map  MOJINHUCEH
13

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252
Tom: 1] Son: 1 | 2024-yil

(Bepuduuupyemas-noanuHHasi), MPEICTaBICHHBIX Har 2. Ilo meToauKe, ONUCAaHHOW B pasjene

napamerpamu corLBPyj u corRyj Ha mnpenmer | 2.8, BBINOTHUTH NpEeABAPUTEIBHYI0 00paOOTKY BCEX

MPUHAAJICKHOCTA  KJIAcCy MOJUIMHHBIX —moanuceil | moamucedr Si, 1 or 1 mo 2640, u 3anmcath

yesoBeka X.

OG6yuennas wmoxmenb SVM  ompenensier
sBJsieTCs i BBIOpocoM o6pa3 mapsl (Y, Pk), k oT 1 10
N OTHOCHTENBHO KJlacca, Ha KOTOPOM OHa oOydYeHa.
Ecnu BeiOpoc Ak=0, ecnut Het Ak=1.

[Har 13. Ilpuate pemieHHe  METOAOM
ronmocoBanus: ecian cymma Ak < N/2, To moamnucey Y
noanensHasg A=0, eciii HET — mmoyIuHHasA A=1.

Tonpko Monenu kiaccudukaropa tuna MM-1
(MHOUBHyanbHas MoOJENb, OOy4YeHHas Ha OJHOM

KJj1acce ﬂaHHHX) MMPUMCHHUMBI B pCaJIbHBIX
IMPAKTUYCCKHUX CUTYyalluAX.
HHH CpaBHCHHA AUCCCPTALITMOHHBIX

PE3yNbTAaTOB C pe3ybTaTaMu APYTUX UCCIIE10BaTENEH
6bun BepuguipoBansl Bee 2640 noanuceit u3 6as3bl
CEADR cornacHO HUXE€ ONHCAaHHOMY QJITOPUTMY.
OpnoknaccoBast mozenb SVM mepeoOyuanach Jist
Ka)KJJ0M MOJIHUCH, T.€. OHa o0ydajach Ha MOJJIUHHBIX
MOAIHUCAX OJJHOTO YEJIOBEKA.

Jlyumast TouHocTh Bepudukauuu mpu N = 15
coctaBuna 99,77% xoppektHoil Bepudukauuu. [Ipu
9TOM JlaX€ NpPU MEHbBIIEM YHCIE MOJJUHHBIX
noanuceid N, HCNONb3yeMbIX Uil 00y4eHUs MOAEIU
HU OJ{Ha TMOJJIeIbHAs MOJIKMCh Ha ObLIa OMO3HaHa Kak

nognuHHas. [lomydeHHBI — pe3yiabTaT — SBISETCS
ayumum s 6a3et CEDAR.
Jlyammi pe3yJibTar Bepudukanum

nostydeHHbIi B [13] npu N = 12, TouHOCTB COCTaBUIIA
94,4 %.

Aneopumm sepugpuxayuu écex noonuceu
Bxonnble mnapamerpsl: Tl Kod(dduiMeHTa
Koppessanuu T, 4ucio NOMIMHHBIX MTOAIIUCENH OJHOIO
yenoBeka N, M300pakeHUs! MOANHUCEH BceX 4YeIoBeK
6a3e1 CEDAR Si, 1 0ot 1 mo 2640.

Boixoansle: pe3yabTaT Bepudpukanuu Ai, 1 ot 1
10 2640. Ecau Ai =0 — mognuck noaaeabHasi, eciau Ai
=1 — nognuHHAs.

Mar 1. Yka3ath nmyTh K 0a3ze u3o0pakeHHH

noxnuceid CEDAR.

o0OpaboTanHble H300paxeHus B nupexroputo K.

[ar 3. Opra#au3oBaTh LMK BBIYUCICHUS
KOJIOB IUIA BCEX MOAIMCEN Si.

Hlar 4. Beruncaoute LBP-xox xaxmon Li-it
noanucu u3 gupekropun K u 3amucate B Mli-to
CTpOKy MaTpuisl M1.

IMMar 5.
KpUBU3HBI Kakaou Ri-it mognucu u3 nupextopun K u

Bpaucnuts  KOIBI  JIOKaJIbHOM
3anucaTh B M2i-10 CTpoKy Matpuis M2.

Iar 6. Konen nukia.

[ar 7. OpraHu3oBaTh UK BepUPUKAUU
BCeX IoAImMcen Si.

Iar 7.

koppensiun Tuna T corLBPSi mexay mapamut cTpok

Beraucoute ko3 duiimeHTs
matpul;, Mli,j Bcex moamuced u 0as3bl, a TaKxke
k03 puunentsr koppensuuu tuna T corRSi mexny
napamMu cTpok maTtpuil M21,j Bcex mojmnucei 6a3sbl, 1,]
ot 1 mo 2640.

[IIar 8. O0yuuTh MOJENH OAHOKIacCOBOM SVM
Ha Koodduuuentax koppemsuuu T corLBPSi m T
CorRSi.

Iar 9. [Toouepeano BBINOJIHUTH
kraccupukammio N 00pa3oB  map  MOJNUCEH
(Bepudumpyemas-oaJInHHAS), IIPEICTABIICHHBIX

napametpamu corLBPyj u corRyj na mnpeamer
NPUHAAJICKHOCTH  KJaccy TMOJIMHHBIX IOJAIHUCEH
yesoBeka X.

OOyuennass mozenb SVM  ompenensier
ABIsieTCs T BeIOpocoM o0Opa3 mapsl (Y, Pk), k o 1 o
N OTHOCHTENIBHO Kjlacca, Ha KOTOPOM OHa O0OydeHa.
Ecmu BeiOpoc Ak=0, ecm Het Ak=1.

[Iar 10. IlpusaTe peuieHre TOJOCOBAHUEM,
€CJIM YUCJI0 BEIOPOCOB OOJIBIIE MTOJTOBUHBI, TO TIOIMUCH
MO//IEIbHAsSL, €CIIH YK€ HET — IOJIMHHAS.

[Har 11. IlpoBectn ouEHKY

anroput™Ma BepupHUKaIUH.

TOYHOCTH

Iar 12. Konerr nuxiia.

[lar 13. BpMUCIUTL OICHKU TOYHOCTH,
Accuracy, Sensitivity, Balanced accuracy, FAR, FRR
pe3ynbTaToB BepUUKALMKM BCeX MOIMUCEH MO
dbopmynam, onrcaHHoM B pasnene 1.6.
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ABtopsl ctathu [13] nocturium Ha 6aze CEDAR
cpeaneit Tounoctt AER = (FAR + FRR)/2 paBno#t
8.70%, 7.83% wu 5.60% mnpu uUCHOJIB30BAaHUU IS
Bepudukanuu 4, 8 1 12 NOUIMHHBIX MOTUCEH.

PesyabTaThl

B Ttabmuue 3 mnpenacTaBieHbl Ppe3yJIbTAaThl
Bepudukanuu noamucei 6a3st CEDAR mony4yeHHbIE B
JaHHOU paboTe.

Ymeno

nero Tojceit upn

Yieno nogmuceit | ERR, | Accuracy, | FAR, | FRR,

KJIacCoB NpH ) - i
| TIpH BepH(pHKaIm % % % %o

o0yueHnH
oDyueHHHI

HMonn. | o

5
7
9
11
13
15

92,84 0,12
96,86 0,05
OJIHH 98,45 0,03
98,98 0,02
99,51 0,009
99,77 0,004

TM-1 2640

Knacc

o © © o o <
c © o O © <o

Tabnuua 3. Pe3ynomamul eepugpuxayuu

noonuceit 6azst CEDAR nonyuennvie 6 Oannoi

paoome

[Ipumeuanue:

NM-1 — unauBuayanbHast MOACIb MOITHHHBIX
noanuceu a1 X 4elIOBeK;

Ilonn. — moaIMHHEIC,

ITogn. — moanenLHEIE.

Balanced
Specificity | 01O FAR FRR
- - - accuracy

basa naHubrx
Database

CEDAR 99,77%
TUIT 88,62%

Taonuua 3.

Recall

0,004% 0.0%
11,80% 10,93%

eéepupuxayuu

100,00%
89,06%

Peszynomamut

99,54%
88,19%

99.77%
88,63%

PYKORUCHBIX noonuceil

3akiaoueHne

boin mpemsiokeH HOBBIM METOA ONHCaHUs
o1 pOBaHHBIX TOJIMUCEH, KOTOPHIH BKIIFOYACT B ceOs
KOZ KpuBU3HBL. [l
uHpOopManus
MOCJIEI0BATENIbHBIX IHUKCENSIX KOHTYypa IOJIMKCH.
Bepudukanus MOIUCH OCYILECTBISETCA c

JIOKaJIbHOM BBIYMCJICHUS

KPHUBU3HBI  HCIIOJIB3YCTCA 0 IITH

HCHOJB30BAHMEM MOJIEIN OJHO-Ki1accoBoii SVM,
MMOCTPOCHHON Ha ocHOBEe N=7 TMOJJIMHHBIX TOAMHCEH
yenoBeka. JIBymMepHOE€ MpPOCTPAaHCTBO MPU3HAKOB

npeacTaBiasieT u3 ceds Kod(DUIUMEHTH KOppEIsuu

MEXJ1y MHOTOMEpPHBIMHM TMPHU3HAKAMH [JIsI BCEX Map
MOJUTMHHBIX Toanucedt. Moaens SVM ananmuzupyer
o0pa3oB

OTHOCHUTEJIBHO

HaJIM4ue BBIOPOCOB  cpeau

HOJIIUCHU

nap s
BepuduKauu KJjlacca
NOJJIMHHBIX ~ MOJNHCEe  4YenoBeka. Pesynbrathl
MOKa3aju, YTO MpPHU HCIOJB30BaHUU 7 MOJIJIMHHBIX
MOANHUCEN YAAIOCh TOCTUYh TOYHOCTH BEpUPUKAIINH
Ha ypoBHe 99,77% Ha o0mienocTymHON 0a3e JaHHBIX

CEDAR, conepxamueit 2640 nognuceii.
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Linear cryptanalysis of the SM4 block cipher algorithm

Liu Lingyun,

Ph.D. student of the National University of Uzbekistan,

Keywords:

Introduction. SM4 has garnered significant
attention within the cryptographic community, leading
to the production of various cryptanalytic findings. In
[2], rectangle and boomerang attacks on 18-round
SM4, as well as linear and differential attacks on 22-
round SM4, were presented. Etrog and Robshaw
introduced an attack on 23-round SM4 utilizing
multiple linear attacks in [5]. Additionally, [4, 7]
introduced the concept of differential attacks and
multiple linear attacks on 22-round SM4. Up to the
present, the most effective differential attack for 23-
round SM4 is outlined in [6]. Cho and Nyberg
proposed a multidimensional linear attack on 23-round
SM4 in [9]. The optimal linear attack on 23-round SM4
is detailed by Liu and Chen in [8]. Bai and Wu put forth
a novel lookup-table-based white-box implementation
for SM4, designed to safeguard large linear encodings
from cancellation, as described in [11]. Furthermore,
[10] provides insights into related-key differential
attacks on SM4, while [13] analyzes the lower bound
of the number of linearly active S-boxes for SMS4-like
ciphers.

Linear cryptanalysis [12] stands out as a crucial
technique in the examination of symmetric-key
cryptographic primitives. This method primarily
focuses on establishing linear approximations among
plaintext, ciphertext, and the key. When a cipher
exhibits non-random permutation behavior under
linear cryptanalysis, it becomes possible to construct a

Jining Normal University,
Shenyu International Community, Jining District,
Ulangab, Inner Mongolia, China

Abstract: In this paper, the Chinese block cipher algorithm SM4 is evaluated as a linear cryptanalysis
method. As a result of the analysis, it was found that 21264 plaintext and ciphertext pairs and 21217
time complexity are required for 23 rounds of the SM4 algorithm for linear cryptanalysis. And to
implement the round 23 attack by the multidimensional linear cryptanalysis required N = 21223
plaintext and ciphertext pairs. The time complexity is equivalent to 222>

cryptographic, linear attack, differential attack, multidimensional linear attack,
approximations, XOR, Branching operation, linear transformation, S-box

distinguisher or even initiate a key recovery attack by
incorporating additional rounds. The process involves
making educated guesses for the subkeys of appended
rounds, decrypting ciphertexts and/or encrypting
plaintexts using these subkeys to calculate the
intermediate state at the ends of the distinguisher. If the
subkeys are accurately guessed, the distinguisher
should be valid; otherwise, it will fail. Linear
cryptanalysis has been employed in the analysis of
various ciphers, including those detailed in [14-17].

Main part. Regarding the efficacy across all
previous SM4 attacks in terms of the number of rounds,
the most effective key recovery methods are linear
cryptanalysis and differential cryptanalysis. Both
approaches rely on 19-round distinguishers. Our
primary motivation is to enhance the attacks on SM4
by seeking a superior distinguisher. Consequently, our
focus centers on exploring linear approximations for
SM4. The contributions of this paper can be outlined as
follows.

The most effective previous linear attacks have
focused on 19-round linear approximations. In
response, we introduce a novel search algorithm
specifically ~ designed  for  iterative  linear
approximations over a small number of rounds in SM4.
This involves systematically expanding the partial
linear approximation table of the S-box. Initially, it is
demonstrated that there are no one-round or two-round
iterative linear approximations for SM4. Subsequently,
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certain properties are derived for the iterative linear
approximations of 3-round SM4. Leveraging these
properties, our search algorithm is applied to obtain a
19-round linear approximation with a bias of 27573
and a 20-round linear approximation with a bias of
27605 A comparison of our identified linear
approximations with previous ones is presented in
Table 1. Notably, our linear approximations emerge as
the most effective to date.

Table 1. Overview of Linear Approximations

for SM4.
Reference Bias (probability) | Rounds
[8] 2-62,27 19
[27] 2758 19
[27] 2761 20
this work 27573 19
this work 27605 20
The most effective prior attacks have

demonstrated efficacy up to 23 rounds for SMA4.
Leveraging our identified  20-round linear
approximation for SM4, we introduce a key recovery
attack targeting 24-round SM4, which currently stands
as the most potent attack based on the number of
rounds for SM4. Additionally, we employ the newly
established 19-round linear approximation to launch an
attack on 23-round SM4, thereby enhancing the
effectiveness of the best previous linear attack on 23-
round SM4. An overview of our attacks and those
previously conducted on SM4 is provided in Table 2.

Table 2. Overview of Attacks on SMS4

Differential 23 21267 1 2118 | 6]
Differential 22 2125711 2118 | 2]
Differential 22 21123 1 2117 1 4]
Linear 22 2117 | 1184 | 5]
Linear 22 210986 | 2117 1 2]
Linear 23 2122 | 212654 | 18]
N!UItipIe 22 2119.75 2112 [18]
Linear
Multidimensio

u I_ I I 23 2127.4 2126.6 [9]
nal Linear
Multidimensio

u I_ I I 23 2122.7 2122.6 [8]
nal Linear
Linear 23 21217 | plz64 \t/\r/]cl)srk
Multi_dimensio 93 1225 | 91223 this
nal Linear work

Approximations of SM4

All the previous attacks on SM4 are effective in
terms of the number of rounds. Among the top key
recovery attacks for SM4 are linear and differential
cryptanalysis, both relying on 19-round distinguishers.
Our primary motivation for enhancing SM4 attacks is
to explore the possibility of obtaining a superior
distinguisher. Therefore, the critical aspect is the
search for the linear approximation of SM4. Various
methods for finding linear approximations of SM4
have been explored in existing literature, including
references [2, 5, 8, 18].

The approach outlined in [2] involves creating
linear approximations for a reduced-round SM4. This
is achieved by identifying a one-round linear
approximation with identical input and output masks

Typeo;zrmygi”a'ﬁis N‘:;:?g:f Time(T) | Data(D) Ref‘zrenc for the T function. This minimizes the number of active
Rectangle 16 2116 | 2125 | [26] T fun.ctlor?s. (?onseq.uently,_Sa;r;8 18-round linear
Rectangle 1 28769 | 210789 | [13] apprOX|mat|o_n Wlt-h-a bias of 27>7-“® for SM4 has been
Rectangle 18 211285 | 2128 [ [2] successfully identified.
2 = In [5], Etrog and Robshaw developed a 5-round
Integra! 13 2 2 [7] iterative linear approximation, with only the last two
Imp055|b!e 16 29607 | »117.06 | [13] rounds exhibiting activity. Subsequently, they
Differential combined three of these five-round iterative linear
Boomerang 18 2efs ] 220 | [2] approximations to formulate an 18-round linear
Differential 21 21206 | 2119 | [26] approximation with a bias of 27562,
18
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In [18], Liu et al. applied the branch-and-bound
algorithm from [20] to acquire a set of 5-round iterative
linear approximations. These approximations were
then employed to build an 18-round linear
approximation with a bias of 275614,

To enhance the linear approximation for SM4,
Liu and Chen introduced a more specialized search
algorithm in [8]. Initially, they employed a Mixed
Integer Linear Programming (MILP)-based method to
identify the configuration for the linear approximation
with the minimum number of active S-boxes in
reduced-round SM4. Subsequently, using the identified
configuration, they derived a 19-round linear
approximation with a bias of 276227,

Clearly, minimizing the number of active S-
boxes in a linear approximation doesn't guarantee that
its bias will be maximized. Therefore, our emphasis is
on searching for superior linear approximations, even
if they involve a slightly higher number of active S-
boxes.

During CT-RSA 2014, Biryukov and
Velichkov expanded the branch-and-bound algorithm
to explore the differential characteristics of ARX
ciphers, incorporating the use of a partial differential
distribution table for modular addition to enhance
search efficiency [20]. Drawing inspiration from this
concept, we intend to leverage the partial linear
approximation table in our quest to discover linear
approximations for SM4.

Methodology. Initially, we will introduce some
properties related to fundamental operations like the
XOR operation, the three-forked branching operation,
and the linear map.

Biham highlighted that, akin to differential
cryptanalysis [28], it is possible to define
characteristics in  linear  cryptanalysis  [23].
Subsequently, one can derive the linear approximations
of a cipher by combining characteristics from each
round. However, there are crucial distinctions in the
concatenation rule:

Operation XOR: If x = vy @ z, I, [, and [},
are the masks of x, y and z, respectively. Then I}, =

Branching operation: Ifx = y = z, I}, [}, and
are the masks of x, y and z, respectively. Then I, =

L linear transformation: Ify = L(x), I and [},
are the masks of x and y, respectively. Then I, =
LE(I;,) where L' is the transpose of L.

Using these guidelines, discovering a linear
approximation is akin to finding a differential trail. The
remaining challenge is to devise a strategy for finding
the longest possible linear approximation. In this
subsection, we introduce a novel approach to explore
the linear approximations of SMS4. Our method aims
to identify linear approximations with minimal active
S-boxes, resulting in non-iterative ones that differ from
those presented in [4, 11, 16, 18]. A representation of
the 3-round linear approximation for the SM4
algorithm is shown in Figure 1. We employ a two-step
procedure to accomplish this objective.

In the first step, our objective is to establish the
minimum number of active S-boxes in the linear
approximation and determine the positions of the
active rounds. Following the approach suggested by
Mouha et al. in [23], this can be accomplished using
Mixed-Integer Linear Programming (MILP). In the
context of linear cryptanalysis, Mouha et al. initially
formulated equations that incorporated additional
binary dummy variables for all branching operations
and linear transformations in the cipher. Subsequently,
they inputted these equations into a MILP solver for
resolution. For instance, if the masks of a branching
operation are represented by I, I3, I and the binary
dummy variable is denoted as D,, the equations for this
particular branching operation are as follows:

§(N) + () +&(T,) = 2Dy,
(), Dy 2 §(Iy), Dy 2 §(I,)

Likewise, if the input and output byte-masks of
a linear  transformation are denoted as
lint, linz, Tinss Tinas Tout 1, Toutzs Toutss Touta and the
binary dummy variable is D,, the equations are as
follows:

E(Finl) @ f(rinz) @ f(rin3) S¥ f(l—‘inzl) ® E(Foutl)

@ E(Foutz) @ S;(Fout3) @ E(Foutzl)
=2qx*D,

D, >
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D2 2 E(Finl)
D2 = f(rinz)
D2 2 f(rinB)
DZ > E(Fim})
D2 = E(Foutl)
D2 = E(Foutz)
DZ = ‘f(r‘out3)
DZ = S(Foutél)

Here, q represents the linear branch number,
and for SMS4, q is equal to 5.

Utilizing this approach, we formulate the MILP
for SMS4 and apply it to the solver implemented in
SAGE. Given that the best previous linear
approximation involves 18 rounds, we aim to discover
a linear approximation extending to 19 rounds. The
solver provides a 19-round linear approximation with
one active S-box in the 1st, 4th, 5th, 8th, 9th, 12th,
13th, 16th, and 17th rounds, respectively. It's important
to note that what we obtain is solely a lower bound for
the number of S-boxes, and it might be impossible to
find such a linear approximation due to the limitations
of degrees of freedom.

Jany
-/L —
N
E
=
)

0
rnl

. I, 2, 2,

Fig. 1. Linear approximation of 3-round SM4.

To address this, we opt to fix the positions of
the active rounds and increment the number of active
S-boxes until a valid linear approximation is identified.
Our observation suggests that a linear approximation is
likely valid when the number of active S-boxes in each
active round is two. In other words, the linear
approximation we are attempting to discover has the
following form:

2-0-0-2-2-0-0-2-2-0
-0-2-2-0-0-2-2
-0-0
Theorem 1. To construct the aforementioned
19-round linear approximation, it is necessary for the
input masks of the T functions in two consecutive
active rounds to be identical.

Proof. LetT,,and I}, (i = 1,--,6) represent
the input and output masks of the T functions in the six-
round linear approximation with the pattern 0 — 0 —
2-2-0-0. Then I3 ®rk, or3 =
T @3, T @S, @S, = T5@r2,. Since T, =
r/ . =0 for j=1256. As a result I3 =T%.
Theorem 1 is proved.

Results. When extending backward to 19
rounds, it is established that the number of active S-
boxes in the first round is 2. Given that for each S-box,
there are 5 linear masks resulting in the highest bias, a
total of 200 19-round linear approximations with the
same bias can be identified. One such linear
approximation is presented in Table 2. In this table, the
fourth and fifth columns represent the output and input
masks of the S-box layer, respectively, while the sixth
column indicates the bias of the round. The remaining
columns provide the masks of the intermediate values.
Referring to [11], it is observed that the piling-up
lemma [20] works effectively for SM4, resulting in a
bias of approximately 27573 for 19-round and 2760
for 20-round for the linear approximation in Table 3.
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Table 3. One of the 20-round Linear
Approximations
ound | i X; Sout Sin Bias Xis1 Xiin Xira
(v}4

bl

0x88086828 | 0x88084228
0x00006000 | 0x0000AA00
0x00004A00 | 0x00006000

0x88086828 | 0x00008200 | 0x0000CA00
0 0 0

LIS

0x88084228
0

0

1

2 0 0 0 -

3 0x88084228 | 0x00004A400 | 0x00006000 | 2~*
4

1

1

=}

0x8808C228 | 0 0
0x88084228 | 0xB88086828 | 0x88080828

0x88080828 | 0x00004A00 | 0x00008000 | 27*

—_ [P S [ [P

8 | 0x88084228 | 0x00004400 [ 0x0000CA00 | 2=* [ 0x 88086828 | 0x8808C228 | 0x88084228
9 [ 88084228 | 0x00008200 | 0x00004400 | 2~* | 0x 88080828 | 0x88086828 | 0x88084228

9 ]
0|

]

To carry out the attack using these
approximations, we need N = 21264 plaintext and
ciphertext pairs.

Conclusion. The time complexity of Step 3 is
approximately 21264 which is equivalent to 21217,
23-round encryptions and is also the dominating
complexity of the attack. The time complexity of Step
5 is about 2112, 4-round encryptions. In Step 6, e is
calculated using the technique from [7], requiring the
execution of 3 Fast Fourier Transformations; the
complexity is 3 x 2112 x 2112 ~ 21204 jrithmetic
operations. The time complexity of Step 7 is 2120
encryptions. The memory complexity is approximately
(126.4 x 2112 x 2112)/8 ~ 2116 hytes, which is
necessary to store t and the first column of M.

And to implement the round 23 attack by the
multidimensional extension as presented in [27], we
need N = 21223 plaintext and ciphertext pairs. The time
complexity is equivalent to 222>
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Annotasiya. Ushbu maqolaning magsadi fraktal xususiyatli organlarning o’Ilchovlarini aniqlash
sxemasi va fraktal o’lchovlarining algoritmlari hamda kompyuterli intellektual axborot tizmini ishlab
chiqishga qaratilgan. Shuningdek, inson organlarining fraktal o’lchovlarni aniqlashning prizmalar,
kublar usullaridan foydalanildi. Fraktal tuzilishli obyektlarni aniglash va ularni
geometrik modellashtirish, fraktal o’lchovlarini aniglash hamda shular asosida algoritmlar ishlab
chiqish muammolari keng yoritilgan. Fraktal tuzilishli tasvirlarning fraktal o’Ichovini aniqlash uchun
sonli algoritmni qo’llash kerakligi taklif qilindi va fraktal o’lchovlar asosida inson organlarining
fraktal o’lchovlari aniglandi. Ushbu 0’zaro munosabatlar ma’lum qonuniyatga egaligi tadqiq qilindi.

|| Kalit so‘zlar: Fraktal, fraktal grafika, qoplamalar, kublar, fraktal o’Ichov.

KIRISH

Hozirda jadal sur’atlarda rivojlanib borayotgan
tibbiyotda inson organizmining fraktal tuzilishga ega
bo’lgan tana organlarning fraktal o’lchovini aniglash
masalasi tadgiqot ishida garalgan. Bundan tashqari,
insonlardagi turli xil kasalliklarni oldindan aniglash va
davolash uchun amaliy yordam berish muhim sanaladi
[1; 2-7-b]. Shu bois, ishda inson organizimining fraktal
o’lchovlarini aniqlash va tashxislash masalalari
garalgan. Inson tana a’zolarining fraktal o’lchovlarini
aniglash uchun daraxt shoxlarining fraktal o’lchovini
qiyoslab qoplamalar usullari qo’llanildi. R.V.Genni va
boshga dunyo olimlari tamonidan inson o’pkasining
fraktal o’lchovi vektorlar usulida aniglangan bo’lib,

mazkur ishda esa inson o’pkasining fraktal o’lchovi
kublar usuli yordamida aniglangan [2; 423-426-Db].
Tomirlarning  joylashuvi fraktal tuzilishga ega
ekanligini bilgan holda, inson ko’z to’r pardasi va
o’pkasidagi qon tomir tizimlarining fraktal o’lchovlari
aniglangan.
ASOSIY QISM

Inson qon tomir tarmog’ining murakkabligi va
ko’p darajali takrorlanishi tufayli qon tomirlarining
tuzilishini tavsiflash uchun qanday parametrlardan
foydalanish kerakligi hagida aniq fikr keltirilmagan.
Bundan tashqari, kasalliklarni aniglash uchun normal
rivojlanish mezoni zarur. Ushbu muammolarni hal
qilish uchun har xil sog’lom va bemor insonlarning qon
aylanish tizimlarini baholash uchun, bir gancha fraktal
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tahlillar o’tkazildi [3; 155-162-b]. Inson gon tomir
tizimlari qat’iy fraktal tuzilishga ega emas, chunki ular
cheksiz ~ tarqalgan, ammo o’ziga  o’xshash
xususiyatlarga ega, shuning uchun targalish jarayoni
bir xil bo’ladi. Shu sababli, inson qon tomirlari fraktal
xususiyatga ega va fraktal tuzilishni tashkil giladi deb
hisoblanishi mumkin [4; 349-b]. Qaralayotgan ishda
inson nafas olish organi o’pkaning fraktal o’lchovini
aniglash usullari keltirildi.

1-rasm. Nafas olish yo’llarining tuzilishi

Murakkab fraktallarni matematik usullar bilan
o’rganish va tavsiflash mumkin. Shu nuqtai nazardan,
inson o’pkasi qon tomirlarining joylashuv zichligini
tahlil qilish bu bo’shligni to’ldirishni miqdoriy
aniglash sifatida garash mumkin hamda tarmoglangan
gon tomirlar tizmining fraktal o’lchovini qiymati
ikkiga qanchalik yaqin bo’lsa qon tomirlar bo’shligni

shunchalik samarali to’ldiradi [9; 15-18 b]. Shu
sababli, fraktal o’lchovning yuqori chegarasi butun
o’lchamga to’g’ri keladi. Haqiqat shundaki, fraktal
tuzilishli tasvirlarni odatda har doim tekislikda deb
garaladi, shuning uchun fraktal tuzilishli obyektlarning
tasvirlarni tekislikda gancha maydonni egallaganini
aniglash mumkin. Buning uchun tekislikni N ta
katakchalarga bo’lib, ularning o’lchami & bilan
belgilanadi va fraktal tasvirlar nechta katak kesib
o’tishi hisoblab aniglanadi [5; 70-b].

Qoplamalar usuli yordamida fraktal tuzilishli
tasvirlarning fraktal ya’ni, kasrli o’lchovni aniqlash
algoritmi ishlab chiqildi:

1-qadam:

Yugoridagi N va @ far, quyidagi formula bilan
bog’liq: Ya’ni,

N=C*a>®,
1)

bu yerda, D— fraktal o’Ilchov, C— fraktal
geometriyaga xos bo’lgan kattalik. Fraktal o’lchov
tekis sirtni ya’ni, obyektni fraktal tuzilishli tasvir bilan
to’ldirish darajasini ko’rsatadi [6; 36-38-b].

2-gadam:

1-jadval. Formuladagi N va @ lar asosida
quyidagi jadval to’ldiriladi

Katakchaning a a, a,

o’lchovi a

Katakchalar soni | N . N, N,

N

y=InN InN, InN, InN,

x=1Ina Ina, Ina, Ina,
Fraktal tuzilishli  tasvirlardan  ajratilgan

katakchalar chiziglarning joylashgan bloklar soni va
katakcha kattaligiga bog’ligligini aniqlash natijalari
[10; 153-155 b] 1-jadvaldgidek aniglanadi hamda
shular asosida logarifm giymatlar hisoblanadi.
3-gadam:
Ya’ni,

y=-D-x+c, @)
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bu formuladagi D — aniglanayotgan fraktal
o’Ichov.

4-gadam:
So’ng 1-jadvaldagi barcha X va Y lami
yig’amiz:

n n

> y=n-c-D->x,

i=1 i=1 (3)
5-gadam:

Xi

yuqoridagi formula = ga ko’paytiriladi:
inyi :C‘in - D’inz’

i=1 i=1 i=1 (4)

6-gadam:
Qoplamalar usuli yordamida fraktal o’lchovni
aniglash formulasi kelib chigadi:

in Yi _nzxiyi
=1 i=1

D=

n
i=1

(5)

Tibbiyotda o’pka nafas yo’llarining fraktal
tuzilishi chuqur o’rganilgan [11; 32-35 b]. O’pka inson
tanasida kislorod va karbonatangidrid almashinuvi va
nafas olish  funksiyasini  bajaradigan  muhim
organlardir. O’pka tuzilishiga ko’ra uchta asosiy
tarkibiy elementni o’z ichiga oladi: bular: bronxlar,
bronxiolalar va o’pka qon tomirlari. O’pkaning sirti
bronxlarning tarqalgan tizimidir. O’pka ko’plab
strukturaviy birlikmalaridan iborat. Har bir bronxlar
o’rtacha o’lchami 15x25 mm bo’lgan piramidali
shaklga ega [7; 350-b]. Bronx 5-20 bronxiollarga
bo’linadi. Shuning uchun inson o’pkasi fraktal
tuzilishga ega va uning fraktal o’lchovini aniglashning

2-rasm. Inson o’pkasining fraktal tuzilishi

Kasrli o’lchovni baholash odamning ko’z to’r
pardasidagi, turli o’sma shakllanishlarini [8; 37-b, 12;
78-80 b] tavsiflash, bundan tashgari, kompyuter
tomografiyasi (KT) dan olingan inson o’pkasining
arterial gon tomirlarini tahlil gilish mumkin.

Boshlash
¥

= log, (M)

k=1 m
h=M/5(k)
Ma)=0

L 4

algoritmi quyidagi 2-rasmda keltirilgan. ”% [~
3-rasm. Fraktal o’lchovini aniqlashning
algoritmi
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S
¥

2-jadval. Inson o’pkasining fraktal —
o’lchovini aniqlash parametrlari 1
Katakchaning '
9 16 48 o l ==l
2 i a FGAM 1
o’lchovi . b h | n
Katakchalar soni 89 97 8 TI_ Tl
N - == e
y=IN 44886 | 3,2958 | 2,0794 ﬁlm— S
| Set FGAM ft‘ H n
x=Ina 21972 | 27726 | 3,8712 1 | p U
Tasvimi chegarasi S

-

Tasvirni (og, qoraga) ajratish

2-jadvaldan inson o’pkasi murakkab tuzilishga

ega ekanligini N ning giymatlaridan bilish mumkin.

Chunki bo’lingan katakchalar o’lchami gisqarganda 4-rasm. Ko’z to’r pardasidagi qon tomirlar

katakchalar soni ko’payib boradi [13; 56-b]. Bu esa
o’pkadagi tomirlarning cheksiz har tomonga
tarqalganligidan dalolat beradi. Shu ma’lumotlar

yordamida inson o’pkasining kasrli o’lchovi

tasvirlarini ajratib olish sxemasi

Buning uchun ko’z to’r pardasi tasvirida uch xil
o’lchamdagi katakchalar tortilib quyidagilar aniglandi:

goplamalar usuli asosida aniglandi: a =48 mm, chizma joylashgan katakchalar soni mos

n X n Y, —nzn: XV, holda, qora rangdagi katakchalar soni N, =6 ta, sariq
D=+ . = ; = =15626. rangdagi katakchalar soni N, =24 ta, ko’k rangdagi
ny x> —| ) x -
2. [21: j @ katakchalar soni "3 = 11 ni tashkil gildi.
Fraktal tuzilishga ega bo’lgan ko’z to’r
pardasidagi qon tomir tizimlari ko’zdagi qon
aylanishini  yaxshilash, oziglantirish, funksional

buzilishlarning oldini olish vazifasini bajaradi. Inson ““
ko’z qon tomirlari ham yuqorida keltirilgan fraktal
tasvirlar kabi fraktal tuzilishga ega bo’lib, fraktal
o’lchovi aniglandi. Buning uchun ko’z to’r pardasidagi
gon tomirlar ajratilib olinadi [14; 3-b]. Quyidagi sxema
asosida ajratib olinadi, ya’ni mavjud tasvir yuklanadi
va chegara o’lchovlari aniglandi.

J el N N

7

5-rasm. Ko’z to’r pardasidagi qon tomir
tizimlarining fraktal o’lchovini aniqlashda
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S5-rasmdagi ma’lumotlar asosida ko’z to’r
pardasidagi qon tomir tizimlarining fraktal o’lchovi
quyidagicha aniglandi:

3-jadval. Ko’z to’r pardasidagi qon tomir

tizimlarining fraktal o’lchovini aniqlash
parametrlari
Katakchaning 9 16 48
o’Ilchovi &
Katakchalar soni | 116 24 6
N
y=InN 4,7536 3,1780  1,7917
x=1Ina 2,1972 2,7726  3,8712
Yugoridagi 3-jadvaldagi keltirilgan

ma’lumotlar asosida inson ko’z to’r pardasidagi qon
tomir tizimlarining fraktal o’lchovi qoplamalar usuli
yordamida hisoblandi.

Yi — nz XY

n
X.
i=1 i=1

D — i=1
nz X2 — [Z X, J
i=1 i=1 (7)

Insonning ko’z to’r pardasidagi qon tomir

=1,7021.

2

tizimlari o’ziga xos xususiyatlaridan biri odam
ulg’aygan sari uning ko’z to’r pardasidagi qon

tomirlarning o’sib borishi kuzatiladi.

TaceupHn foxtam  TacBHpHH axpatnm  HIKKIIHK OymiHmm

i( A /v:,\
Mk \' )‘\ X\
(A= / )
“\\ o »;7
&

6-rasm. Ko’z to’r pardasidagi qon tomir
tizimlarining fraktal o’lchovini aniqlash

DpaKTal JTI0BHH aHNKTAII

Bu esa insonning ko’z to’r pardasidagi qon
tomirlar vaqt o’tishi bilan fraktal o’lchovini o’zgartirib
boradi degan xulosaga kelish mumkinligini ko’rsatadi.
Biroq fraktal o’lchovning qiymati asl o’lchovga

nisbatan ko’p o’zgarmaydi. Ya’ni tadqiqotlar natijasi
shuni ko’rsatadiki, odamning ko’z to’r pardasidagi qon
tomirlarning fraktal o’Ichovini o’zgarish sohasi £0,073
lar orasida farq qildi [9; 29-b].

XULOSA

Fraktal  tuzilishli ~ tibbiy  tasvirlarning
o’lchovlarini prizmalar, kublar va qoplamalarning
takomillashtirilgan usullar asosida ishlab chigilgan
algoritmlar yordamida quyidagi natijalar olindi:

inson nafas olish tizimi, ko’z to’r pardasidagi
gon-tomir tizimi hamda tana gon-tomir tizimlarining
fraktal tuzilishga ega ekanligi ko’rsatildi;

fraktal o’lchovlarni hisoblash usullari asosida
inson o’pkasining fraktal o’lchovi tana hajmiga bog’liq
emasligi, uni 1.57 — 1.68 oraliqda o’zgarib turishi
aniglandi;

ko’z to’r pardasidagi qon tomir tizimining
fraktal o’lchovi insonning yoshiga qarab o’zgarishi va
uning giymati uni 1.7021 — 1.8083 oraligda o’zgarib
turishi aniglandi.

Mazkur  aniglangan  fraktal  o’lchovlar
prizmalar, qoplamalar usullari yordamida inson
organlarining fraktal xususiyatligi aniglandi va shu
usullar asosida bemorlarni tashxislashning algoritmi
ishlab  chigildi hamda bemorlarga  birlamchi
tashxislashlar qo’yishning intellektual axborot tizimi
ishlab chigildi.
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kabi mezonlardan foydalanilgan.

baholash mezonlari, obyektlarni aniglash

Kirish. Imo-ishora tili qo‘l va tana harakatlari
yordamida sog‘lom va eshitishda nugsoni bor yoki
umuman  eshitmaydigan  (kar-soqgov)  shaxslar
o‘rtasidagi muloqot o‘rnatishda foydalaniladigan
vosita hisoblanadi. Dunyoda mulogotdagi deyarli
hamma tilning 0‘zga xos imo-ishora tili mavjud. Lekin
aksariyat insonlar imo-ishora tilini tushunmasligi kar-
soqov insonlarning jamiyatda yetarlicha o‘z o‘rnini
topishda katta to‘siq ekanini guvohi bo‘lish mumkin.
Imo-ishora tilini  yozuvlar orgali ushbu tilni
tushunmaydigan insonlarlarga samarali tarjima qilib
berish zamonaviy tilshunoslikning muhim
vazifalaridan biri desak mubolag‘a bo‘lmaydi. Jadal
sur’atlar bilan rivojlanib borayotgan sun’iy intellekt
texnologiyalari hamda kompyuter ko‘rish algoritmlari
imo-ishora tilini real vaqt rejimida matnli yozuvga yoki
audio ma’lumotga o‘girish imkoniyatini yaratmoqda.
Ushbu maqgolada O‘zbek imo-ishora tili (O‘IT) ning
daktil alifbosini tanib olishga mo‘ljallangan algoritm
yoritilgan. Taklif etilgan algoritmni ishlab chigishda
o‘ramli neyron tarmoq (CNN) arxitekturasi asosida
qurilgan YOLO (You Only Look Once) obyektlarni
aniglash algoritmidan foydalanilgan.

Masalaning o‘rganilganlik darajasi.
Dunyoda 300 dan ortig turli xil imo-ishora tillari

muhriddin.umarov@gmail.com

Annotasiya. Ushbu maqolada o‘zbek imo-ishora tilining daktil alifbosi harflarini tanib olish
algoritmi yoritilgan bo‘lib, qo‘yilgan masalani yechish uchun chuqur o‘qitishga asoslangan YOLO
arxitekturasining beshinchi versiyasidan foydalanilgan. Modelni o‘qgitish uchun o‘zbek imo-ishora
tilining daktil alifbosi harflarini ifodalovchi tasvirlardan tashkil topgan tasvirlar to‘plami hosil
gilingan. Ishlab chigilgan model samaradorligini baholash uchun precision, recall, average precision

Kalit so‘zlar: imo-ishora tili, sun’iy neyron tarmoglar, YOLO, daktil alifbo, tasvirlar to‘plami,

mavjud va ularning aksariyati to‘liq tabiiy tillar sifatida
tan olingan. Shuningdek, xalgaro imo-ishora tili
(International sign language, ISL) ham mavjud bo‘lib,
u turli mamlakatlardagi kar va eshitish qobiliyati zaif
odamlar tomonidan karlar o‘rtasidagi xalgaro
tadbirlarda va muloqotda qo‘llaniladi [1]. Keng
targalgan ishora tillari sifatida amerika imo-ishora tili
(AIT), xitoy imo-ishora tili (XIT), britaniya imo-
ishoratili (BIT), rus imo-ishora tilllarini (RIT) keltirish
mumkin. O‘zbekiston va boshqa sobiq sovet ittifoqi
davlatlari hududida RIT ishlatiladi. Dastlabki
tadqiqotlar shuni ko‘rsatadiki, Qirg‘iziston, Tojikiston
va O‘zbekistonda qo‘llaniladigan imo-ishora tili
Rossiya Federatsiyasida qo‘llaniladigan RITdan
unchalik farq gilmaydi. Biroq mahalliy madaniy
konteksdan kelib chiqib, ba’zi farqlanishlar ham
kuzatiladi [2]. Misol uchun “D” va “J” harflari rus
alifbosidan farqli belgilar bilan ifodalansa, “O”,”G*”,
“Q” harflari faqatgina o‘zbek tilida ishlatilgani uchun
rus daktil alifbosida uchramaydi. Shuningdek, “II1”,
“Bb”, “E”, “E”, “I1” kabi rus daktil alifbosidagi harflar
lotin yozuviga asoslangan o‘zbek daktil alifbosida
mavjud emas. 1-rasmda o‘zbek va rus tili daktil alifbosi
keltirilgan. Hozirda respublikamizda rus va lotin
yozuvidagi  daktil  alifbolardan  foydalanilanib
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kelinmogqda. “O‘zbek imo-ishora tili va brayl alifbosini
rivojlantirish bo‘yicha qo‘shimcha chora-tadbirlari
to‘g risi’dagi O‘zbekiston Respublikasi Prezidentining
Qarorining 5-bandida 2024-yil 1-yanvarga qadar ilg‘or
xorijiy tajribaga tayangan holda O°‘ITning ilmiy
asoslarini va uning lotin yozuviga asoslangan daktil
alifbosini ishlab chigish hamda ushbu ishlarga oid
ilmiy-tadqgiqot loyihalari bo‘yicha grantlar ajratish
uchun tanlovlar o‘tkazilishini tashkillashtirish belgilab
o‘tilgan.

Yuqorida keltirib o‘tilgan qarordan kelib
chiggan holda lotin yozuvidagi daktil alifbosini tanib
olishga mo‘ljallangan algoritm ishlab chiqish magsad
qilingan. O°‘ITning o‘ziga xos murakkabligi shundaki,
alifbo harflari lotincha bo‘lgani bilan uning belgisi rus
daktil alifbosi belgilaridan olingan. Bu esa imo-ishora
tilini matnga o‘girishda bir qator murakkabliklar
keltirib chiqaradi. Ya’ni, videoda tasvirlanayotgan
imo-ishora tilidagi xabarni lotin yozuvida matnga
o‘girish kerak bo‘ladi. Agar ushbu xabarni Kril
yozuvidagi matnga o‘girish mumkin bo‘lgan ushbu
masalaning yechimi bir gadar yengillashishi mumkin
bo‘lar edi. Chunki bunday holatda avvaldan rus tilida
ishlab chigilgan yechimlardan ham foydalanish imkoni
bo‘lar edi.
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O‘zbek imo-ishora tilining lotin
yozuvidagi daktil alifbosi

1-rasm. O’zbek va rus daktil alifbosi.

Rus daktil alifbosi

Adabiyotlar  tahlil.  Hozirda  ko‘plab
rivojlangan davlatlarda ishora tilini tanib olishga
mo‘ljallangan dasturiy tizimlar ishlab chiqilgan.
AQSh, Kanada, Xitoy, Hindiston kabi davlatlarda
ushbu masalani yechish bo‘yicha ko‘plab yutuglarga

erishilgan. So‘ngi yillarda chuqur o‘qitishga
asoslangan algoritmlar imo-ishora tilini tanib olish
anigligi va tezligini oshirishda muhim vosita sifatida
qaralmoqda. Ayniqsa o‘ramli neyron tarmoq
arxitekturalaridan foydalanish boshga usullardan
samaradorligi bo‘yicha ajralib turadi. [3] ishda YOLO
modeli arxitekturasi asosida harf va ragamli
ma’lumotlarni tanib olishga mo‘ljallangan usul taklif
etilgan. Mualliflar algoritm samaradorligini baholash
uchun MU qo‘l tasvirlari to‘plami va Okkhor Nama
tasvirlar to‘plamidan foydalangan va mos ravishda
98,9% va 97,6% aniglikka erishgan. [4] ishda
Generativ ragobatlashuvchi neyron tarmog (GAN-
Generative adversarial network) modeli taklif etilgan
bo‘lib, bunda imo-ishoralarni tanib olish uchun
iyerarxik yondashuv ilgari surilgan. Taklif etilgan
model davomli ma’lumotlarni tavsiflash uchun ikkita
o‘ramli qatlamni, kiruvchi ma‘lumotlarni siqilgan
ko‘rinishini ifodalovchi yashirin fazo va uning
ma’lumotlarini tanib oluvchi qatlamlarni (HAN —
Hierarchical Attention Network) o‘z ichiga oladi.
Mualliflar algoritm samaradorligini baholash uchun
CSL (Chinese Sign Language) va SLR (Sign language
recognition) tasvirlar bazasidan foydalangan va ikkala
to‘plam bo‘yicha o‘rtacha 83% aniqlikka erishgan. [4]
maqolada ikkita kiruvchi qatlamli o‘ramli neyron
tarmoq modeli taklif etilgan bo‘lib, bunda modelga
kiruvchi ma’lumot sifatida imo-ishora tili belgisi tasvir
va qo‘lning shu belgini ifodalagan holatdagi maxsus
nugqtalari o‘qitilgan. Dastlabki ishlov berish bosqichida
imo-ishora  tasviri ustida kulranga o‘tkazish,
o‘lchamlarini kamaytirish va chegaralarni aniglash
kabi amallar bajarilgan bo‘lsa, qo‘lning maxsus
nuqtalarini aniglash uchun ushbu nugtalar joylashgan
koordinatalar aniglanadi. To‘liq bog‘langan qatlamdan
avval ushbu ikki gatlam birlashtiriladi va chiquvchi
gatlam sifatida ishora belgisi tasniflanadi. Ushbu usul
tasvir modelida 96.24% va maxsus nuqtalar modelida
96.29% aniqlikka erishgan bo‘lsa, ikkala usulni
birlashtirish orgali 98.98% aniglikni gayd etgan.
Yuqorida  keltirib  o‘tilgan
algoritmlardan tashqari yana ko‘plab chuqur o‘qitishga

usul va

asoslanga algoritmlar ishlab chiqilgan bo‘lishiga
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garamay o‘zbek tili uchun bunday dasturiy usul yoki
algoritm ishlab chigilmagan.

Masalaning qo‘yilishi. Ushbu magolada
o‘zbek imo-ishora tilining daktil alifbosini tanib
olishga mo‘ljallangan algoritm taklif etilgan bo‘lib,
algoritmni ishlab chigish uchun transfer-learning
(oldindan o‘qgitiigan CNN model) yondashuvi
go‘llanilgan va buning uchun YOLO arxitekturasi
tanlab olingan. Modelni o‘qitish uchun lotin yozuviga
asoslangan o‘zbek daktil alifbosi belgilaridan tashkil
topgan tasvirlar to‘plami hosil qilindi. Hosil qilingan
to‘plam 464 ta o‘quv namunasidan tarkib topgan
bo‘lib, bunda har bir sinf uchun 16 tadan tasvir
ajratilgan.

To‘plamga qo‘yilgan talablar. Bilamizki,
sun’ly neyron tarmoq modellarini ishlab chiqish
modelga katta hajmli ma’lumotlar to‘plamini o‘qitish
orqali amalga oshiriladi. O‘z navbatida modelni
o‘qitishga mo‘ljallangan to‘plamga ham qator talablar
qo‘yiladi. To‘plamda har bir sinfdagi o‘quv
namunalairini iloji boricha teng tagsimlanishi, bir
sinfga tegishli namunalaning yetarlicha ko‘p bo‘lishi
va turli ko‘rinishlarda (fon, rakurs, yorqinlik,
okklyuziya va boshga tashgilar) aks etishi,
na’munalarning bir xil hajmda bo‘lishi kabilar shular
jumlasidan. Dunyo tajribasidan ma’lumki, imo-ishora
tilini tanib olishdagi dastlabki gadam - shu til
alifbosidagi belgilarni tanib olishga mo‘ljallangan
algoritmni ishlab chiqish hisoblanadi. So‘zlashuvdagi
har bir tilning boshqa tillardan farq qgiluvchi harflari va
xususiyatlari bo‘lgani kabi bir xil harflari va shunga
muvofig imo-ishora belgilari ham mavjud. Misol
uchun lotin yozuviga asoslanga o‘zbek daktil
alifbosida ham ingliz tilidagi harflar bilan bir xil va farq
giluvchi harflarni ham uchratish mumkin.

Taklif etilayotgan model

O‘zbek imo-ishora tilining daktil alifbosini
tanib olish modelini qurish uchun YOLO arxitekturasi
tanlab olindi. Ushbu arxitekturani ishlash jarayoni uch
bosqichni 0°z ichiga oladi (2-rasm). Birinchi bosgichda
manbaadan kelayotgan kiruvchi tasvirning xarakterli
xususiyatlari ajratib olinadi. Shuningdek, CNN modeli
orgali turli masshtablarda ierarxik xususiyatlarni
to‘plash uchun bir qator konvolyutsiya va birlashtirish

operatsiyalarini bajaradi. Ikkinchi bosgichda avvalgi
bosqgichda ajratib olingan xususiyatlardan kelib chigib,
ma’lum bir obyekt tavsiflanadi. Uchinchi bosqichda
aniglangan obyektning qaysi sinfga tegishli ekanligi
tasniflanadi. Bizning misolimizda ushbu bosgichda
aniglangan obyektlar imo-ishora tilidagi qganday

=) -
7
2 ﬁ

Natija

belgini ifodalashi tasniflanadi.

2-rasm. YOLO arxitekturasi.

Taklif etilayotgan o‘bek imo-ishora tili
harflarini tanib olish algoritmi tuzilmasi 3-rasmda
keltirilgan. Modelga ma’lumotlarni o‘gitish uchun
lotin yozuviga asoslangan o‘zbek daktil alifbosi
tasvirlaridan iborat tasvirlar to‘plami hosil gilindi.
Hosil qilingan to‘plamda ma’lumotlar 29 sinfga
bo‘lingan bo‘lib, bu sinflar alifbodagi 29 harfni
anglatadi. To‘plamda har bir sinfga o‘qitish uchun 13
tadan, testlash uchun 3 tadan na’muna ajratilgan.

Modelni Modelui
9 ofqitish Sinov tanlanma testlash
O°quv tanlanma estlas!
Ma’lumotlarni Bo'sagaviy
belgilash qavmatlamni kiritsh
YOLO neyron tarmog i Chegaralovchi
giperparametrlarini ramkalarmi bashoratlash
sozlash Avval
o'qitilgan
vaznlar Bo'sagaviy giymat

boyicha chegaralovchi

Tarmogni
ramkalarm saralash

o'qitish jarayomi

Ishora belgisini

Magbul vaznlamni aniglash

olish

3-rasm. O‘zbek imo-ishora tilining daktil
alifbosini tanib olish algoritmi tuzilmasi.

Tajribaviy tadqiq gilish. YOLO arxitekturasi
asosida ishlab chiqilgan modelni o‘qitish uchun
maxsus ishlab chigilgan O‘zbek imo-ishora tilining
daktil alifbosini (O‘ITDA) tasvirlar to’plamidan
foydalanilgan va o‘zbek daktil alifbosi tasvirlarining
annotasiyalari kvadrat ramkalar bilan chegaralangan
(4-rasm).

31

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

4-rasm. O‘zbek daktil alifbosini belgilash.

Ushbu to‘plamning har birida 16 tadan tasvir
bo‘lgan kichik to‘plamlarga bo‘linib  ketma-ket
o‘qitilgan. Shu tartibda butun to‘plam 50 marta
takroran o‘qitildi. Epoxalar (to‘plamni to‘liq o‘qitish
va testlash jarayoni) sonini ortib borishi bilan o‘qitish
va sinov bosqichidagi xatolik va aniqlikni o‘zgarib
borish grafigi 5-rasmda tasvirlangan. Bu yerda
train/box_los o‘qitish bosqichidagi belgilarni
aniglash xatoligi, val/box_los — sinov bosgichdagi
belgilarni aniglash xatoligi, train/obj_los — o‘qitish
bosqgichdagi obyektlarni aniglash xatoligi, val/obj_los
— sinov bosgichdagi obyektlarni aniglash xatoligi,
train/cls_los — o‘qitish bosqichdagi obyektlarni
tasniflash xatoligi, val/obj_cls — sinov bosgichdagi
obyektlarni aniglash xatoligi.

trainfbox_loss trainfobj loss train/cls_loss metricsfrecall

metricsfprecision
1.0
0.08 0.6 G 0.8
0.07 0.4 06
0.4
0.06 0.2
0.2 -
0.05 0.0

e 20 40 0 20 40 0 20 40

valicls_loss metrics/mAP_0.5 metrics/mAP_0.5:0.95

I
0.5
0.07 0.016 0.6
0.08
0.06 0.014 a4
0.05 0.012 o7 04 03
0.010
.04 0.06 0.2
0.63 0.008 0.2
_ 01
0.006 0.05
0.02 0.0 0.0 @

0.004
0 w40 0 0 4 o 20 4 0 20 40 0

5-rasm. Epoxalar ortib borishining model
samaradorligiga ta’siri.

Model samarodorligini  baholash  uchun
precision, recall va avarage precision mezonlaridan
foydalanildi [5]. Tarmoq stoxastik gradiyent tushish

20 40

(SGD) orgaga siljish usuli orgali optimallashtirilgan va
maksimal iterasiya 5x10? kabi o’rnatilgan. Tajribalar
3.2 GHz chastotali protsessor va RTX 3050
videokartali ~ kompyuterda  bajarilgan.  Taklif
etilayotgan algoritm asosida ishlab chigilgan dasturiy
ta’minotdan olingan natijalar 6-rasmda keltirilgan.

6-rasm. O‘zbek imo-ishora tilining daktil
alifbosini tanib oluvchi dasturiy vositadan olingan
natijasi.

Xulosa. Ushbu magqolada o‘zbek imo-ishora
tilining daktil alifbosini tanib olish algoritmi taklif
etilgan bo‘lib, qo‘yilgan masalani yechish uchun
hozirgi kunda obyektlarni real vaqt rejimida tanib olish
masalalarida  keng go‘llanilayotgan =~ YOLO
arxitekturasining beshinchi versiyasidan foydalanildi.
Modelni o‘qitish uchun o°‘zbek imo-ishora tilining
daktil alifbosini ifodalovchi belgilardan iborat tasvirlar
to‘plami hosil qilindi. Taklif etilgan model asosida
O‘zbek imo-ishora tilining daktil alifbosini tanib
oluvchi dasturiy vosita ishlab chigildi. Magolada
yoritilgan algoritm hamda u asosida ishlab chigilgan
dasturiy vosita o‘zbek ishora tili so‘zlarini matnga
o‘tkazish hamda ushbu matndan nutq signallarini
sintezlash masalalarini yechish uchun dastlabki gadam
vazifasini bajaradi.
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MATHEMATICAL MODEL OF CALCULATION OF THE

TEMPERATURE IN THE CONTACT ZONE OF INTERACTION
BETWEEN THE SHUTTLE SOCKET AND THE BOBBIN OF SEWING
MACHINES

semi-finished products, heat treatment.

Introduction. In order to produce different
shuttle components different types of steel are used.
The requirements for the steel used are determined at
the designing stage, and its choice is directly related to
the corporate quality strategy. Harder types of steel will
produce a more wear-resistant shuttle, but will result in
a lower level of product machinability, which will
negatively impact production costs. Because of
extensive experience and the desire to always provide
clients with only the highest quality shuttles, only the
highest quality shuttles, differentiated steel selection
depending on the shuttle components, even going as far
as using very hard bearing steel types to produce
components subject to maximum load. Where other
shuttle manufacturers have opted for synthetic
materials (polymers) for the production of various parts
of the shuttle (shuttles for home sewing machines) or
only for bobbin holders (shuttles for sewing machines
that do not require lubrication), more expensive
solutions made of steel with a special coating, thereby
guaranteeing a longer service life for their products
have been settled on.

Kengboev Sirojiddin Abray ugli,

Senior lecturer at the Shakhrisabz branch of the
Tashkent Institute of Chemical Technology.
sirojmagistrstudent@gmail.com

Abstract. The article covers the issues of increasing the level of hardness and wear resistance,
reducing the level of friction resulting from sliding, or some shuttle components may have an external
coating simply for the purpose of protecting against rust. The use of one or another type of coating
depends on the choice of the shuttle manufacturer; in particular, hard chrome plating has been used
for many years on all shuttle devices, not just on the shuttles of high-speed sewing machines.
Calculations determining the effectiveness of introducing antifriction coatings on the surfaces of
contacting parts have been done, in particular, tribological couplings of the shuttle socket with a
bobbin have been studied in detail, which leads to an improvement in the temperature conditions of
operation in the contact zone and, as a consequence, to a reduction in wear of the surfaces of
contacting parts and an increase in the durability of tribological couplings.

Keywords: temperature, slip, chrome plating, high-speed sewing machine, contract parts, durability,

Higher quality products, resulting from the use
of more refined raw materials, the processing of which
produces steel with a more homogeneous structure and
the absence of stress, are much more expensive, but are
considered more reliable and wear-resistant. In order to
guarantee the maximum quality of the raw materials
used, only the best European steel foundries source
steel, always accompanied by certification of casting,
chemical and metallographic analysis, surface and
internal analysis using ultrasound and induced flows
has been used.

After processing the steel by removing chips
through turning, milling, through-hole cutting, internal
threading, polishing and grinding, the semi-finished
shuttles are heat treated to achieve the required level of
hardness and final structure of the product. For the life
of the shuttle, a huge role is played by both the hardness
and structure of the surface (guarantee of wear
resistance), the depth of carburization (i.e., the
thickness of the top layer: the harder it is, the longer the
shuttle will last), and the hardness of the core (which,
in order to avoid fragility of the shuttle, must be less
than surface hardness). This type of processing is very
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delicate, so to ensure the best final results and a high
level of repeatability requires extensive experience and
expensive equipment, leaving nothing to chance,
therefore cooperation for many years is set with the
best suppliers in the field of heat treatment - those who
process machine components from the aerospace
industry and Formula 1, where Italy has no equal.

In order to increase the level of hardness and
wear resistance, reduce the level of friction resulting
from sliding, or simply to protect against rust, some
shuttle components may have an external coating. The
use of one or another type of coating depends on the
choice of the shuttle manufacturer; in particular, hard
chrome plating has been used for many years on all
shuttle devices, and not just on the shuttles of high-
speed sewing machines. In addition, obtaining a high-
quality coating that provides the best technical
performance of the shuttle requires knowledge of high
technology and extensive experience. Hard chrome
plating, in which considerable capital has been
invested, is carried out today in the Company's
production premises. Many years of research and
comparative analysis have allowed strengthening
cooperation with the best suppliers of coatings, in
particular special coatings. Many shuttle manufacturers
claim that they use certain types of coatings for their
products, however, as they say in Italy, “all that glitters
is not gold.” The technology behind a quality coating,
as well as the technology behind a quality shuttle.

These two aspects help determine the
coefficient of friction between the components of the
shuttle in motion (specifically, between the bobbin case
holder and the shuttle body). The lower the friction, the
less wear and longer the life of the shuttle. These
characteristics when processing a shuttle can only be
achieved through the use of high technology and the
availability of expensive high-precision equipment,
and this requires extensive experience and considerable
investment. In order to achieve a high level of
automation and maximum precision, the company
itself develops and produces such equipment for the
production of shuttles.

Theoretical Basis. The development of
measures to increase the durability of tribological

couplings is a very urgent task. Therefore, much
attention is paid to the engineering of the surfaces of
elements of tribological couplings, in particular when
using antifriction coatings [1].

There are various ways to select materials for
tribological couplings for newly designed machines:
they use analogue data, information on wear resistance,
strength, hardness, etc. But, as a rule, these data may
not be reliable and do not take into account the
requirements for operating modes. As an integral
indicator when choosing a material or coating, it is
advisable to use the flash point on the contacting
surfaces of tribological interfaces. As a result, an
urgent task is to create a model for theoretical
calculation of the flash point on surfaces in contact with
coatings. The solution to this problem allows analyzing
the influence of the main design parameters and
material characteristics on the flash point and, on this
basis, already at the design development stage, select
the necessary coating materials and select optimal
operating modes for the contacting structural elements.

An analysis of the results of studies carried out
for frictional contact [2] shows that the value of the
flash point significantly depends on the thermophysical
characteristics of the materials of the contacting
surfaces, the relative sliding speed and the actual
pressure at the contact area. In addition, the value of
the flash point also depends on the elastic physical
constants of the material, which significantly
determine the amount of deformation in the zone of the
actual contact area.

In engineering practice, the formulas of H. Blok
and A.V. Chichinadze are often used to calculate the
flash point [3,4]. However, these formulas do not
consider the presence of antifriction coatings on the
surfaces of tribological interfaces.

A model for calculating the flash point on
surfaces in contact with coatings is given in the article.
Since the contact zone is quite small, the following
hypotheses are accepted:

- the amount of heat generated in the contact
zone due to friction is transferred to the contacting
bodies with almost no losses;
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- the contacting bodies are semi-infinite solids,
i.e., the dimensions of the actual contact area are small
compared to the radii of curvature of the contacting
elements;

- for a moving source, the heat flow at the
contact area is considered as one-dimensional,
propagating normal to the contacting surfaces;

- thermophysical quantities for materials of
contacting bodies are constant in the temperature range
under study.

The calculation model is shown in Fig. 1, where
1 is the coating layer; 2 is the main material. Here I, is
the thickness of the coating layer; x,y is coordinate
system; A,, 4, are the thermal conductivity coefficients
of the coating material and the base material,
respectively; k,, k, are the thermal diffusivity
coefficients in the coating layer and the base material.
Since the coating is thin, the layer of base material is
considered quite thick. For the region under
consideration, the solution to the heat equation [5] after
using operational calculus methods is written in the
form:

dqxk
40 = it
* 11)?
T S atexp {— S 4

3dq*k1a oo 1 (n+11h)21h
2/111/7rk1t2n=1a exp{ } @)

where dO is the increment in flash point on the

1-w A . .
surface; a =—, w =-—"= are dimensionless

1+w

parameters; dq is the increment in the intensity of the
heat flow moving along the surface of the layer x = o
(Fig. 1); tis time.

In [6] it is shown that since the heat caused by
friction is proportional to the magnitude of the contact
load and the friction coefficient, the heat flow
distribution region is elliptical and can be represented
as two parabolas. In this case, the heat flow intensity
can be described by the following expression:

q=4q [1 M] )

X

q

[ “ra'tt:"
1A |F6 B

! =
o k: 2b '

8
T el ).--Jf. T -‘_"j

b

Fig. 1. Model for calculating the flash point
value

where g, is the maximum value of heat flow; [,
is half the width of the contact pad; V is the speed of
relative sliding of the heat source in the contact zone;
t = 7 — € is the time of passage of the contact zone; &
Is the time of passage of part of the contact area; f =

Vv . . .
—lisa dimensionless parameter.

Using expression (2) and performing
integration in equation (1), we obtain the following
expression for determining the surface flash
temperature © at an arbitrary point of the contact pad
C.

po U e R
ZRoat 1=« g e [ de s

(eV-1op)

3aYy,at fOT [1 —
(n+1)21%
exp [— e (T_E)h de} (3)
In order to generalize the calculation results, we
introduce a dimensionless expression for the flash

temperature T
_ n/llV

2k1%*® ()

Carrying out integration in (3) taking into
account (4), we obtain the following equation for
determining the dimensionless characteristic of the
flash point:

= 378 |18 —2p)ap (5 -

%ﬁ) Yn=oa"exp (—ZnZh2 %) +4 G -
2B) Lh? 53z atnexp (~2n2h2L) -
%Lzm Y=o aexp (—2n2h2 %) _
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a erf(x) =
j—ﬁ f;c exp (— &2)d¢ is the error function of the

where erfc(x) =1 — erf(x),

parameter X.
The following dimensionless parameters are
introduced in (5):

Vi, - . . . :
L= i is a dimensionless sliding speed in the
1

contact zone of bodies;
ﬁ=Tl—V is a dimensionless coordinate that

o

determines the position of an arbitrary point C on the
contact area and a dimensionless coordinate that
determines the position of an arbitrary point C on the
contact area (see Fig. 1). Point 4 corresponds to § = 0,
point O correspondsto f =1, =2, h = ;—z 2; h=1
/1, is relative thickness of the surface layer.

Results and Discussion. The scheme of contact
of a gear transmission with coatings of thickness Ij,; is
considered as an example of tribological coupling. In
the most general case, we consider that the surface
layers and the main material of the contacting bodies
have different thermophysical characteristics 4,; and
kyj, where kj =1,2 are indices corresponding to the
designation of the layer number and the number of the
contacting bodies, respectively.

Using relations (4; 5), we obtain the following
expression for the flash temperature on the surface of
the j™ body:

2k1j*q,
T[lle]' * TI (6)

Using relations (4; 5), we obtain the following
expression for the flash temperature on the surface of
the j™ body:

where T; is determined from equation (5) by
substituting 4, = A4j; ky = kqj; and A, = 4;

ky = ky;.

If we assume that the temperature of the
surfaces of the contacting bodies is the same, and the
amount of heat released at the contact area is
determined by the heat transfer coefficients (1 to the
first body and 1 — to the second body), then we
obtain the following expression for the flash

temperature at the contact area:
2kq1%*
0=y e, (7
The heat transfer coefficient is determined by
the expression:
— k1241151
k12412T1Va+k12411ToVq

(8)

The heat transfer coefficient is determined by
the expression:

The maximum value of the intensity of the heat
flux released at the contact area is calculated by the
formula:

Go =5 8f P01 = V), (©)

The heat transfer coefficient is determined by
the expression:

where f is the friction coefficient, P, is the
running load, § is the coefficient of the considered
load, the value of which depends on the geometry of
the contacting surfaces and the operating features of the
structure in the contact zone.

The dependences of the flash point on the main
parameters of tribological coupling are nonlinear.
From the analysis of relation (5) it follows that at w =
1 the maximum flash point is achieved at f = 1,5. The
main interest is in cases where w < 1, i.e., surface
layers of contacting bodies have improved thermal
properties. In this case, the maximum value of the flash
temperature T,,,, corresponds to the condition 1,5 <
B < 2 the value T,,,, itself shifts towards the rear
boundary of the heat source as the parameter w
decreases. This corresponds to the fact that with an
increase in thermal conductivity in the surface layers
A1, the maximum value of the flash temperature T,
is achieved at points C of the contact pad (Fig. 1),
which are shifted to the rear zone of the heat flow front,
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which is a consequence of the thermal “inertia” of the
system.

The results of calculating the flash point in the
contact zone in the presence of coatings made of
various materials are shown in Fig. 2, where the
concept of coating efficiency coefficient is introduced,
which is defined as:

max®

C

" max®,’ (10)

Here max®, max0®, are the maximum flash
point values for contacting surfaces with and without
coating, respectively. This coefficient characterizes the
decrease in flash point (K. < 1) or its increase (K, >
1) in the contact zone (in calculations: K. = 1 for
shuttle steel) in the presence of a coating.

Ky

1.8
1.6
1.4
1.2
1.0
0.8

0.6

0

800 T° C

100 200 400 600

Fig. 2. Dependence of the flash point on the

efficiency coefficient of coating the shuttle socket with

the bobbin of a sewing machine. max® is flash point

of a needle with coating; max0, is flash point of a
needle without coating

Conclusion. The results obtained show that the
use of copper coating is effective from the point of
view of reducing the flash point in the contact zone.
The consequence of a decrease in the flash point is a
decrease in volume and surface temperatures, which
has a positive effect on lubrication conditions and, as a
consequence, on increasing the wear resistance of the
shuttle mechanism of sewing machines. The
calculations carried out confirm the high efficiency of
introducing antifriction coatings on the surfaces of
contacting parts of tribological interfaces to reduce the
flash point. This leads to an improvement in the
operating temperature in the contact zone and, as a
consequence, to a decrease in wear on the surfaces of

contacting parts and an increase in the durability of the
shuttle with a bobbin during tribological coupling.
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Annotatsiya. Turli chegara hududlarini fraktal o‘lchov bilan tavsiflanishi mumkin. Biroq tasvir
ma’lumotlari cheklangan bo‘lsa, yuzaning fraktal o‘lchovlarini muntazam ravishda hisoblash
birmuncha murakkab. Ammo yuzaning o‘lchovi ba’zan taqriban hisoblanadi.L-sistemalar yoki
Lindenmayer sistemalari yordamida tabiiy shakllarning modelini qurish mumkin. Shu nugtai
nazardan Zarafshon daryo tarmog’larining murakkab strukturalarni oddiy qoidalarga asoslanib
yaratish imkonini beradi. Buni daryo tarmogqlari yoki suv yo’llarini modellashtirishda ham
go’llanilish mumkin.

Kalit so‘zlar: fraktal, fraktal o‘lchov, geometrik o‘lchov, masshtablangan xarita, L-sistemalari usui,
Daryo tarmog’i geometrik tuzilishi.

KIRISH. Daryo tarmoglarini L-sistemalari iborat.

yordamida qurish  algoritmlari, tabiiy daryo

yig’indisidan Har qganday hududda

takrorlanadigan daryo o’zanining turlari bir hil

tarmoglarining fraktal xususiyatlarini tadqiq gilish va
shu ma’lumotlar asosida C++ tilida yozilgan oddiy L-
sistema asosidagi daryo tarmog'ini qurish algoritmini
ishlab chigildi. Bu algoritm, daryo tarmog’ining asosiy
yo’nalishini va uning bo’linmalari (tarmoqlari)ni
generatsiya qilish uchun ishlatilishi ~ mumkin.
Algoritmda, har bir belgi (masalan, 'F' - oldinga
harakat, '+' — o’ngga burilish, '-' - chapga burilish)
ma’lum bir harakatni anglatadi va shu goidalarga
asoslanib daryo tarmog’i hosil bo’ladi [1].

ASOSIY QISM. Daryo o’zani — hududda
joylashgan barcha daryolar yig‘indisi; gidrografik
tarmoqning bir qismi. Daryo o’zaninig tarmoqlangan
shaklining chizmasi bir qgator oddiy egiri chiziglar

chizmalar hosil gqiladi. Daryo tarmog’i geometrik

tuzilishiga ko’ra quydagi turlarga bo’linadi [3]:

yelpazesimon, ildizli, parallel, panjarali, daraxt
shoxlari, labirintsimon [2] (1-rasm).
a) Parallel
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f) Daraxt shoxlari kabi
1-rasm. Daryo tarmog’i geometrik tuzilishiga
ko’ra quydagi turlarga bo‘linadi

IImiy tadqiqotlardan ma’lumki, ko’pgina tabiiy
daryo tarmogqlari daraxtga o’xshash chizmalar bilan
tavsiflanadi. Daryolar suv quyilishiga ko’ra ikki turga
bo’linadi ya’ni, okean va kontinent daryolari. Okean —
bunday daryolar suvini okean yoki dengizlarga tutash
bo’lib suvini shularga quyadi. Kontinent daryolar -
berk havzalardagi dengizlar yoki ko‘llarga quyiladi.
Masalan, Amudaryo, sirdaryo, va boshqalar [4]. Ayrim
hollarda kontinent daryolari suv havzalarigacha, hatto,
bosh daryogacha ham yetib bormasligi mumkin.
Masalan, Zarafshon daryosi, Qashgadaryo va
boshqalar. Zarafshon daryo tarmog’i geometirik
tuzilishiga ko’ra daraxt shoxlari kabi bo’lib, Shu
sababli tadgiqot ishida zarafshon daryo tizmining
farktal o’lchovini aniqlash va bu asosida daryo

tarmoqlarining  o’zgarish sohasini aniqlash tadqiq
qgilindi (1-rasm). Umuman olganda gaysi ogim asosiy
daryo va gaysi irmoq ekanligini aniglash uchun oxirgi
shoxdan yuqoriga qarab quyidagi qoidalar qo’llaniladi
[5]:

1) ikkita oqimning qo’shilishidan boshlanib,
asosiy daryo qo’shilishdan pastda ogadigan yo’nalish
bo’yicha yuqoriga qarab davom etadigan va asosiy
daryoga katta burchak ostida ulanadigan daryoga
irmog nomi berilishi kerak.

2) agar ikkita ogim asosiy daryoga taxminan bir
xil burchak ostida quyilsa, gisgarog ogqim odatda quyi
tartibli ogqim hisoblanadi.

e) Labrintli
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'A

‘A

2-rasm. Uch xil tartibli daryo tarmog’ining
ko’rinishi

Daryo tarmog’ining tuzilishini belgilovchi eng
muhim xususiyatlari quyidagilardir []:

- daryo va irmoglarining tez ogishi, uzunligi va
soni;

- daryo tarmog’ining zichligi;

- daryo tarmoglarining burilish burchagi va
tarqalishi;

- daryo tarmoqlarining ko’l tarkibi;

Bundan tashqari daryo tarmog’ini farktal tahlil
gilinsa ularning eng muhim geometrik belgilari [6]:

- daryo havzasi maydoni;

- suv havzasi chizig’ining o’sish koeffitsienti;

- hovuzning assimetriya koeffitsienti;
o’rtacha kabi

parametirlar farktal hususiyatli daryo o’zanlarining

- hovuzning balandligi,
farktal o’lchovlarini aniqlashda muhim o’rin egallaydi.

Daryo tarmog’ining o’sish darajasining eng
oddiy va eng qulay tavsifi daryo tarmog’ining zichligi
hisoblanadi. Daryo tarmog’ining zichligi odatda
havzadagi barcha yer usti suv ogimlarining umumiy
uzunligining ushbu havzaning maydoniga nisbati
sifatida aniglanadi, ya’ni

¢ 2t
oA 1)

Bu yerda 54 ~ daryo tarmog’ining zichligini,

Z L_daryo tarmoqlari uzunligi yig’indisini, A-
havzaning maydonini (kv.km yoki xarita masshtabida
kv.sm) bildiradi.

Zichlik  giymatlariga ~ muvofiq  daryo
tarmogqlarining quyidagi turlarini ajratish mumkin (1.1-
jadval). 1.1-jadvalda keltirilgan daryolar tarmog’i
zichligining giymatlari, agar ular turli masshtabdagi
xaritalardan yoki bir xil  darajasidagi tadgiqotlar
natijasidan olingan bo’lsa, alohida hududlar uchun bir-
biri bilan taqqoslanadi. Daryo tarmog’ining zichligi
qo’shni suv oqimlari orasidagi o’rtacha masofani
tavsiflaydi. Yomg’irning ko’payishi va o’tkazuvchan
jinslarning kamligi bilan ajralib turadigan tog’li
hududlarda daryolar tarmog’ining zichligi odatda
pasttekisliklarga garaganda kattaroqdir [7].
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1-jadval. Daryo tarmoglarining zichligi
bo’yicha tagqoslash
Ne Daryo Tarmoglarining
tarmoglarining zichlik koeffitsientlari
zichligi (km/km? da)
‘= zichligi juda kam 0,10 dan kam
7= zichligi kam 0,10 dan 0,20 gacha
< zichligi o’rtacha 0,20 dan 0,40 gacha
“ 1 zich 0,40 dan 0,70 gacha
5| juda zich 0,70 dan ko’p
O’rmonli  hududlarda aksincha, daraxtsiz

joylarga nisbatan daryo tarmog’ining zichligi pastroq.
Bu suv filtrlash uchun qulay sharoitlar va
bug’lanishning kuchayishi bilan bog’liq. Umuman
olganda daryolar tarmog’ining zichligi hududning
geologik tuzilishi va iqlim sharoitiga bog’liq bo’lgan
ko’plab omillar bilan belgilanadi [8].

Ogim  chastotasi F- maydon  birligiga
ogadigan daryolar soni:
N
F=—,
A )

N= suv yig’ish maydonidagi

ogimlarning umumiy soni, A suy yig’ish maydoni
(km? yoki xarita masshtabida sm?).

Katta va kichik suv havzalari uchun daryo
tarmog’ining zichligi va oqim chastotasi qiymatlarini
to’g’ridan-to’g’ri taqqoslab bo’lmaydi, chunki ular
odatda suv havzasining hajmiga bog’liq. Katta havzada
kichik havzada bo’lgani kabi birlik maydonda ham
shuncha kichik uzunlikdagi elementar irmoglar
bo’lishi mumkin va qo’shimcha ravishda odatda bir
yoki bir nechta yirik daryolarni o’z ichiga oladi. Bu
hodisa daryo tarmog’ining ortib borayotgan zichligi va
odatda kichik suv havzalarida kuzatiladigan tik
giyaliklarda ogimlarning chastotasi bilan baholanishi
mumkin. Daryoning keskin qayrilish yoki burilish
darajasi daryoning haqiqiy uzunligining barcha
AB

bu yerda

tarmogqlarida aniglangan ~ segmentining

uzunligiga nisbati (3-rasm) deb ataladigan koeffitsient
bilan tavsiflanadi. Burilish koeffitsienti hisoblangan
daryo havzasining boshlang’ich va tugash nuqtalari
o’rtasida joylashadi. Daryo havzasining asosiy
geometrik xarakteristikasi uning maydonidir. Havza
maydonining Kkattaligi daryodagi suv migdorini
aniglabgina qolmay, balki oqim hosil bo’lish
jarayonlariga ham bevosita ta'sir giladi [9].

P R
ﬁ\M b)‘z j\( \/77 {ﬁ? g/\}vN
S Ly

3-rasm. Daryo ogimlarining chastatasini aniglash

Suv havzasining farktal o’lchovini aniqlash
uchun xaritada suv havzasi chegaralari aniglanadi va
suv havzasi bilan chegaralangan maydon o’lchanadi.
Shu bilan birga xarita masshtabining kichiklashishi
bilan hisob-kitoblarning anigligi ham kamayadi,
chunki xaritalarda sferik yer yuzasining proyeksiyasi
ushbu yer maydoning haqiqiy o’lchamlaridan
ganchalik farq gilsa, yerning masshtablari shunchalik
kichik bo’ladi. Bundan tashqari irmoqlarning asosiy
daryoga nisbatan quyilishiga qgarab simmetrik va
assimetrik ~ havzalarga  ajratiladi. Hovuzning
assimetriyasining o’lchovi assimetriya koeffitsienti
bo’lib, ga teng [10].

a= I:L — Fn ’
F+F, 3)
bu yerda F - chap qirg'oq irmoglarining

umumiy uzunligi, " o’ng qirg’oq irmoqlarining

umumiy uzunligi.

Zarafshon daryo tizmi daraxt shoxlari kabi
farktal tuzilishga ega ekanligi aniglandi.

XULOSA. Fraktal tuzilishli tabiiy tasvirlardan
olingan obyektlarning o‘lchovlarini L-tizimlari usuli
va katakchalarni sanashning takomillashtirilgan
usullari asosida Zarafshon daryosining suv sathining
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kamayishi hamda qirg‘oqlari fraktal tuzilishga ega

ekanligi aniglandi;
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REAL VAQT REJIMIDA NOQAT’IY MA’LUMOTLARNI QAYTA
ISHLASHNING ANALITIK MODELLARINI ISHLAB CHIQISH
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Islom Karimov nomidagi Toshkent davlat texnika universiteti,
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Axborotlarga ishlov berish va boshgarish tizimlari kafedrasi tayanch doktaranti,

baholash uchun nigoblashni tagdim etadi.

Kirish. Bugungi kunda real vaqt rejimida
noravshan axborot mubhitlarida garor qabul qilish
jarayonlarining samaradorligini  oshirish  muhim
masalalardan biri hisoblanadi. Shu munosabat bilan
ob’yekt ma’lumotlarining dinamik xususiyatlarini
hisobga olgan holda, real vaqgt rejimida katta hajmli
ma’lumotlarni qayta ishlash, boshqarish va tahlil
gilishning yangi usullarini yaratish dolzarbligicha
golmogda [1-2]. Mazkur yo‘nalishda sun’iy intellekt
va chuqur oqitish texnologiyalari, mashinali o‘qitish,
noqat’ly mantiq tizimlari, nogat’iy neyron tarmogqlari
kabi bir gancha muvaffagiyatli usul va yondashuvlar
ishlab chiqilgan [2]. Shunga garamay, ma’lumotlar
hajmining eksponensial o°sishi va ularning shakllanish
tezligining ortib borishi mazkur usul va yondashuvlarni
doimiy ravishda takomillashtirish va o‘zgartirishni
tagozo gilmogda. Noravshan axborot muhitlarida katta
hajmli ma’lumotlarni qayta ishlash muammolarni
yechishda samarali vosita sifatida noravshan
to‘plamlar, noravshan mantiq va noravshan

O’zbekiston respublikasi, Toshkent sh. 100095.
E—mail: abdumalikovich@mail.ru

Annotatsiya. Mazkur ilmiy-tadgiqot ishida boshgaruv va qaror qgabul qilish tizimlarida hosil
bo‘ladigan yuqori chastotali noaniq ma’lumotlarni qayta ishlash masalalari ko‘rib chiqilgan. Mazkur
masalalarda noaniq to‘plamlar uchun gorizontal va vertikal analitik modellarning hisoblash
kutubxonasini sintez gilishga alohida e'tibor garatildi. Ishlab chigilgan hisoblash kutubxonasidan
foydalanish real vaqt rejimida noaniq ma’lumotlarni qayta ishlash tezligi va aniqligini oshirish
imkonini beradi. Tadgigotda hisoblash kutubxonasidan mos modelni avtomatik rejimda aniglash
imkonini beruvchi noaniq ragamlarning mos keluvchi parametrlari o‘rtasidagi munosabatlarni

Kalit so‘zlar: big data, noqat’ity to‘plam, vertikal va gorizontal modellar, maksimum, hisoblash
kutubxonasi, real vaqtda ma’lumotlarni qayta ishlash.

optimallashtirish  nazariyasini alohida
e’tibor qaratish lozim bo‘ladi [2-3].

Adabiyotlar tahlili va metodologiya.
Barchaga ma’lumki, noravshan to‘plamlar nazariyasi
dastlab L. Zade [3,4] tomonidan taklif etilgan bo‘lib,
ko‘plab olimlar tomonidan ma’lumotlarni qayta
ishlash, muhandislik, iqgtisodiyot va boshga turli
murakkab tizimlarni boshgarish sohalarida noravshan

mantig va uni nazorat qilish, garor gabul gilishning

qo‘llashga

usul va yondashuvlaridan foydalangan holda
tadgiqotlar olib bordilar. [2,3,4,6].
So'nggi yillarda olib borilgan ilmiy

ishlanmalarning tahlili shuni ko‘rsatadiki, noqat’iy
yondashuvlar asosida ko‘plab qaror gabul qilish va

boshqarish tizimlari ishlab chigilgan. Jumladan,
o‘rnatilgan boshqaruv tizimlarida ma’lum
arxitekturaga ega bo‘lgan nogatly boshgaruv

texnologiyasi (fuzzy control technology) va nogat'iy
adaptiv PID algoritmlari (fuzzy adaptive PID
algorithm) asosida Loyihalash metodologiyasi (Design
methodology), Sanoat boshgaruvi (Industrial control),

44

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

Boshgaruv tizimi (Control systems), Loyihalashni
avtomatlashtirish (Design automation), Qurilmani
loyihalash tillari (Hardware design languages), Sanoat
elektronikasi (Industrial electronics) va Qayta ishlash
(Refining) [5,6] kabi yirik loyihalar muvaffagiyatli
amalga oshirilishi mumkin.

Noravshan axborot muhitlarida real vaqt
rejimida ma’lumotlarni tahlil qilish turli yirik
loyihalarni amalga oshirish uchun yangi modellar va
algoritmlarni ishlab chigishga zamin yaratadi. Ushbu
model va algoritmlar amaliy masalalarni yechishda
hisoblash  tezligi, anigligi, ishonchliligi  kabi
samaradorlikni ko‘rsatuvchi parametrlarni oshirishga
xizmat giladi [5,7,8].

Tadgiqgot ishi davomida noaniq
(% 24, ) 54 fiklar to*plami sifatida ko‘rib chiqamiz
(1-rasm). Bu yerda x universal to‘plamning F -
elementi tegishlilik  funksiyasining (membership
function (MF)) #y () €[0.1]

Az (%)
1 -

H to‘plamni

oraligdagi giymati.

h () ho () ho
1-rasm. H-H €Rychburchak noqat’iy sonning

a-kesimi.

Noaniglik sharoitlarida erishilgan natijalarni
samarali yechimlarini qo‘llashga turli texnologik
jarayonlarni avtomatlashtirish, transport
yo‘nalishlarini  optimallashtirish ~ va  tadqiqot
loyihalarini baholash sohalarida garor gabul gilish va
boshgalarni misol keltirish mumkin. Ma’lumotlarni
tahlil gilishning ushbu usullarida
parametrlashtirilmagan va parametrlangan
operatorlarining moslashuvchan yumshoq hisoblash
komponentlaridan foydalanishga tayanadi. Vektor
kvantlash va turli noniq xulosa chigarish mexanizmlari
(Mamdani, Sugeno va boshgalar), shuningdek,

noqat’iy raqamlar (fuzzy numbers(FN)) bilan noanig
arifmetik amallarni amalga oshirish uchun turli xil
noaniq yondashuvlar, jumladan FNs-minimal, FNs-

maksimal, FNs-ayirish, FNs-ko‘paytirish, FNs-
bo‘linish  va  FNs-qo‘shishdan  faol  tarzda
foydalanishga tayanadi [5-9].

Katta  hajmdagi  ma’lumotlarni  qayta

ishlashning anigligi va tezligini oshirish qobiliyati
tufayli noaniq arifmetika uchun olingan analitik
modellarni shakllantirishga alohida e'tibor qaratish
lozim [9]. Ba'zi amaliy holatlarda FN bilan mos
keladigan arifmetik amallar uchun olingan MF larni
keyinchalik amalga oshirish bilan katta hajmdagi
axborotga mos keladigan noanig ragamlarga
aylantirish mumkin [10-12].

Olingan MF larning analitik modellarini sintez
gilishning samarali usullaridan biri a-kesimlardan [11-
14], xususan, hosil bo‘lgan a’zolik funksiyalarining
gorizontal (teskari) va vertikal (to‘g‘ridan-to‘g‘ri)
modellarini qurishda foydalanish hisoblanadi. Biroq,
bazi hollarda, bunday natijaviy  modellarni
shakllantirish zarurati ko‘p vaqt talab qiladi va
ma’lumotlarni qayta ishlash tezligining pasayishiga va
real vagt rejimida boshgaruv va qaror gabul gilish
jarayonlari sifatining pasayishiga olib keladi [9-13].

Yana bir yondashuv Zadening kengaytma
prinsipidan [11-14] yoki Maks-Min konvolyutsiyasi
algoritmidan foydalanish bilan bog'liq bo‘lib, u har bir
dastlabki noaniq to‘plamni (noaniq ma’lumotlarni
gayta ishlashda ishtirok etgan) diskretlik bosgichi
yordamida diskret shaklga o‘zgartirishni talab qiladi.
Xit1 = Xit AX, (1=0, 1, 2, ..., K) nianiglash uchun,

Yoo — % _ ot

. Bu natijada paydo bo‘lgan
nonaiq to‘plamlarning sinteziga olib keladi, masalan,
jadval uslubi yoki birlashgan singletonlar to‘plami

= :iﬂg(xi)

T X

AX =

Yugqorida aytib o‘tilgan a-kesimlar va Maks-
Min konvolyutsiya yondashuvlari [12] natijasida hosil

bo‘lgan noaniq P to‘plamining Ho (X) a'zolik
funksiyasining  analitik modelini  olish  uchun
qo‘shimcha matematik o‘zgarishlar kiritishni talab
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giladi, bu esa hisoblash uchun ishlatilishi mumkin

bo‘lgan (har qanday y.y E[ymi”’ymax]) y ning

natijaviy  noaniq P to‘plamiga  tegishliligini

tavsiflovchi mos keluvchi a’zolik qiymati He (X) [13]

P= ZK: Hp (%)
diskret noaniq to‘plami i X
hisoblanadi.

Agar y* har gqanday qo‘shni giymatlar xi va

Xi+10°‘rtasida joylashgan bo‘lsa, ya'ni Xj <X* < Xj+1

bo‘lsa, tegishli He (X) giymatini hisoblash uchun
interpolyatsiya protsedurasidan foydalanish ham
mumkin. Ko‘rib chiqilgan ikkala yondashuv ham "ko‘p
bosgichli”  hisoblash  protseduralarini  amalga
oshirishga asoslangan. Dastlabki noqat’iy
to‘plamlardagi har qanday o‘zgarishlar noaniq
ma’lumotlarni gayta ishlash uchun ko‘p nomli
yaginlashish yoki interpolyatsiya protseduralarini
amalga oshirishni talab giladi, bu esa hisoblashning
murakkabligi va hisoblash vaqtining oshishiga,
shuningdek, hisob-kitoblarning anigligini pasayishiga
olib keladi. Shunday qilib, olingan analitik modellarni
sintez qgilish jarayonlarini avtomatlashtirishning yangi
usullarini ishlab chiqgish nogat’iy ma’lumotlarni qayta
ishlashda “bir bosqichli” hisoblash jarayonlari sifatini
sezilarli darajada oshirishi mumkin.

Ikki nogat’iy to‘plamlar uchun FN-maksimalni
amalga oshirishda a-kesishdan foydalanish turli o-
darajalar uchun mos keladigan arifmetik algoritmni

uchun o‘rinli

bosgichma-bosqgich amalga oshirish  zaruriyatini
yuzaga keltiradi [12-15] (1-rasm):
o =a,+oa,(i=12,..,N) (1)

Bu yerda 9@ diskretlik bosqichi bo‘lib, uni

1
oo =—
N orqali ifodalash mumkin.

Ushbu takrorlanuvchi jarayon yugori hisoblash
murakkabligiga ega hamda N parametri va mos
keladigan da giymatini tanlash natijasida olingan MF

ning hisoblash tezligi va hisoblash anigligiga yetarlicha
ta’sir giladi [13-15].

Umuman olganda, H €R

H, ={X|ug(x)2a}, a [0,1]

noqat’iy sonining a-

kesimi anig kichik
to‘plam bo‘lib, u (1-rasm) fagat P to‘plamiga a'zolik
darajasidan kam bo‘lmagan x € R qgiymatlarini o‘z

ichiga oladi, bu yerda R - haqiqiy sonlar to‘plami

[29,30 HeERBER ,oqariy to‘plamlar uchun
ularning a-to‘plamlari H, va B, ni quyidagi uslubda
tasvirlash mumkin:

H, =[h(a),h,(2)], )
B, =[b,(a).b,(@)], @ €[0,1] 3)

Dastlabki sintezlanishi mumkin bo‘lgan MF
ning analitik modelida hisoblash tezligi va anigligi
nugtai nazaridan FN-maksimalni hisoblash
samaralirog hisoblanadi [15]. Ushbu tadgigotning
asosiy magsadi (a) hisoblash  jarayonining
murakkabligini kamaytirish, (b) hisoblash jarayonining
tezligini oshirish uchun FNs-maksimalning arifmetik
ishlashi uchun olingan gorizontal va vertikal analitik
modellarning hisoblash kutubxonasini sintez gilish
orgali, (c) rooting iterativ hisoblash protsedurasini
istisno qilish va (d) noaniq ma’lumotlarni qayta
ishlashning anigligini oshirish hisoblanadi.
turli xil R
munosabatlarga ega bo‘lgan uchburchak noqat’iy
sonlar (triangular fuzzy numbers(TrFN)) MF lari
asosida yugorida gayd etilgan hisoblash kutubxonasi
[42,43] uchun sintez jarayonini keltiramiz (1-rasm).

H=(.hhe) o B=00000) enpurchak

noaniq ragamlari bo‘lgan MFs #y (X) va *8 (x) mos

keladigan ~ parametrlari  *% (o) =1 4(y) =1
Hy (hl) =0 , Hy (hz) =0 , Hg (b1) =0 va up(dz) = 0 bilan
tavsiflanishi mumkin. Gorizontal H,, B, va vertikal
H (X), #3() HeRBER ihburchak noqat’iy

sonlarning modellari (4)-(7) [9,11,12,15,16] ifodalar
bilan tavsiflanishi mumkin:

H, :[hl(a)vhz(a)]:[hl"'a(ho_hl)yhz_a(ho_h1)]’ (4)

Parametrlari o‘rtasida
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0,¥(x<h)u(x=h,) hosil bo‘lgan bir bosqichli hisoblash protsedurasi
) = =1h
. . .. . X
ty (X) =9 Eyy (X, 0y, hy), V(R <x<hy) uchun a'zolik funksiyasi giymatlari He(X).
E, (x,h,,h,),v(h, <x<h) Noaniq  arifmetik  amallar  “TrFNs-
() Maximum” uchun gorizontal va vertikal natijaviy
B, =[b(a).b, ()] =[b; + (B ~b). b, —a(b ~B)] (5 | modellarni shakllantirish.
0,V(x<hb)u(x=>b,) TrENlaming H € RvB € Rpning chap novdalari
g (X) =4 Eg (X,b;,b;), V(b <x <hy) HLNB va He N By o‘ng  shoxlari  orasidagi

Es (X,by,b,), V(b <x<b,) kesishuvni alohida ko‘rib chiqamiz. Chap va o‘ng
shoxlar  uchun  kesishish  nuqgtalari ~ TrFNs-
maksimalning natijaviy analitik modellari uchun

kommutatsiya nuqtalari hisoblanadi.

(7)

bu  yerda  or (Mfb)=(=R) /(R —h)

TrEN B uchun MF 4+ () ning chap gismi;

Eg (Xby,0p) =(x—=b)/ (b, —b,) TEN B Tenglamaning yechimlarini (XL’ XR
(%) argumentlari) :
uchun MF #2" ning chap gismi; 1 (X) = 125 (X) ©)
E,. (X,hy,hy) =(h,=x)/(h,—h) H ' )
" (O) i i © Y TEN HeR.BeR T/EN laming (a) chap shoxlari
ay Xy .o
uchun MF 7" ning o*ng qismi; HU OBy kesishishini tahlil gilish orgali (2-rasm).

Bo, (.00, 0) = (0, =X) (0, =b) 1y B | E, (xh,h)"E, (x,B,b):H R BeR (10)
uchun MF #5(X) ning o‘ng qismi; va (b) HeRBeR N larning o‘ng
FNs-maksimal hisoblashda, -kesish .. . .

I . . ¢ shoxlarini He OBy (3-rasm) hisoblash mumkin.
algoritmiga nisbatan Max-Min yoki Min-Max _
konvolyutsiyalari  [30,42] kabi  algoritmlardan | Fre (%Mo M) MEg (xBo, ) - H R BER gy

foydalanish ko‘p hollarda (a) xususiyatlarning
buzilishiga olib keladi, xususan hosil bo‘lgan nogat’iy A U (x)

to‘plamning normalligi va gavariqligi (P=H(v) B),
(b) noaniqg ma’lumotlarni qayta ishlash uchun 11
murakkablik va hisoblash vaqgtining ortib borishi
yuzaga keladi.

FNs-maksimal (P =H(V)B) ning ishlashi a-
kesmalar yordamida shunday uslubda tagdim etilishi ,
mumkin: U(XL)-

P, =H,(V)B, =[h(a) h,(a)](V)[by(a)b,(a)] 5

=[h(a) viy(a).h,(a) v b, ()], X
8 1 1 1 T -~
o9 0 b 2 he b
bu yerda "¢ =[p(@). py(@)] natijadan olingan —h(
noaniq P to‘plamning gorizontal modelidir. o - XL 'l(aL)

2-rasm. Uchburchak noanig sonlar (TrFNs)

kesishlar protsedurasi FNs-maksimal ishlov berish (8)
chap shoxlarining kesishishi.

natijasida olingan noaniq to‘plamning universal

(P=H(V)B)

analitik modellarini sintez gilish uchun
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Mt h,(az¢) parametrini (4) va (16) yordamida
1S B N aniglash mumkin:
SN o SRS S b, —h,)(h, —h,)
L B h, (c) = h, — g (h, —hy) = h, — LN
() ==t (=) =h, R
. bu yerda "(@) & [max(ho, bo), max(hz, bo)].
0 h: bi xi o) P TrEN ning chap shoxlari orasidagi kesishuv
’ o _ R . P (20) uchun a = ar € [0, 1]ni aniglash mumkin va o‘ng
cosi h_s;]-_rasm. TrFNlaming — o'ng  shoxlarining | ¢noyjar  kesishishi uchun bir xil yondashuvdan
esishishi.

O‘ng shoxlarning kesishishini (3-rasm) batafsil
ko‘rib chigamiz.

a € [0, 1] shartli o‘ng shoxlar orasidagi
kesishish (11) uchun shunday tenglama hosil gilish
mumekin:

h,(a) =b,(a) = p,(a) (12)
boshga uslubda gayta yozilishi mumkin:
h,—a(h,—h,)=b, —a(b, —b,) (13)
Gorizontal H,(2) va B,(3) modellarining to‘g'ri
komponentlari asosida:
h,(a) =h, —a(h,-h,)
va
b,(a) =b, —a(b, - by) (15)
(12) va (13) yordamida kesishish nugtasining «
= or Vvertikal koordinatasini topish mumkin:
— bz — hz
_bz_bo_h2+ho (16)
Bunda ifodani quyidagicha yozish mumkin:
O =ty (Xg) = Hg (Xg) = 115 (Xg) (17)
(11) shart uchun xr gorizontal koordinatasidan

foydalanish.
Shunday qilib, ikkita juftlik:

(@), ), (% 1 (%0) )} (18)
(12) uchun kesishish nugtasining koordinatalari
gorizontal (h(ae) @) \a vertikal (e 185 (45))

modellarining to‘g'ri komponentlari uchun tuzilishi
=h, (), Hy (X)) =«a

(14)

Qg

mumkin. Bunda *® R ega bo‘ladi.

foydalanib, ikkita juftlikni aniglash mumkin:
{(h(a) @) (%2 0))]
kesishish

(20)

nugtasi  (10) koordinatalarining

gorizontal (hz(aL)’“L) va vertikal (XL"HU(XL))
modellarning chap komponentlari.

Bu holda X =M(a) q Hu (x)=a uchun

mos keluvchi a. va h(a,) parametrlarini quyidagicha
ifodalash mumkin:
L __ b-h
L
hy —h, =D+, (21)

e ey B =)
M) =) =h Rt

bu yerda h(er,) € [max(hy, b1), max(ho, bo)].

Ushbu holatda, ishlab chigilgan analitik
modellar (17), (19) yordamida kesishish nugtalari (10)
va (11) uchun (hi(on), a) va (h2o(ar), ar)
koordinatalarining giymatlarini hisoblash mumkin,
(21), (22) va ko‘rib chiqilgan tegishli ma’lumotlar (hy,

b1, ho, bo, hz, b2) TrFNs uchun H=hh) \,

B =008 1,514¢da bo'ladi.

Ishlab chigilgan modellar (17), (19), (21) va
(22) har ganday TrFN juftlari uchun universal
hisoblanadi. Masalan, h; < bi, ho > bo, h2 < b, kabi
TrEN parametrlari orasidagi munosabatlar uchun
ishlab chigilgan analitik modellar yordamida hosil

=H,(v)B

bo‘lgan MF ning gorizontal R @ va vertikal

#p (%) modellarini hosil gilish mumkin (17), (19), (21)
va (22).
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Shunday qilib, analitik modellar (23) va (24)

P, =H,(V)B, =[h(a) vb(a).h,(a) Vb, ()] =[p(a), p,()]= fagat TIEN H=(hh.h) |, B=(b,byb,)
_ Hbl(a)’ valae [O'O’L]},{hz (a),Va|ae|a]] H holatlarida (25) munosabatlar uchun tasdiglanadi.
h(@) Valae[al] | |b(a) Valae[0 a] Shu bilan birga, parametrlari o‘rtasidagi R
(23) munosabatlari turlicha bo‘lgan TrFNlar real tizimlar va
jarayonlarda juda ko‘p kirish signallarini taqdim etishi
0,v(x<b)U(x=bh,) mumkin [42]:
Eq, (x,b,1)), V(b < x<by(a,)) {hRb;, hyRby, h,Rb, } (26)
Hp (x) = EHL (x, hlv h0)1v(h1(aL) <X= ho) bu yerda Re{() (>)}
By, (6 1y, 0y), ¥ (hy <x <, () TrENs (H.B) parametrlari (hy, b1; ho, bo; ha, b2)
Es, (X,by,0,), v (h, (ag) <x<b,) (24) orasidagi har xil kombinatsiya (25) uchun FNs-

maksimal arifmetik operatsiyani amalga oshirishda
olingan MF ning alohida gorizontal va vertikal analitik
modellarini sintez gilish kerak.

bu yerda p1(0) = bs; p2(0)=b2; p1(1) = p2(1) =ho;

Olingan noaniq P to‘plamlarning hisoblash
: kutubxonasini R munosabatlari  bilan  turli
0. (c) = h, +a(h,—hy). Vala eag,1] kombinatsiyalar (26) uchun TrFNs 7 va B bilan FNs-
? b, +a(b, —b,), Va|a €[0, o] maksimal arifmetik operatsiyani amalga oshirish
uchun gorizontal va vertikal analitik modellarning mos

b, +a(b, —bl),‘v’a|a €[0,,]
pl(a) =
h+ah, - hl),‘v’a|a ela, 1]

Yudorida  asosly  komponentlar sifatida keladigan to‘plamlari sifatida sintez qilaylik.

umumlashtirilgan hisoblash kutubxonasiga Maskani ko‘rib chigamiz:

birlashtirilishi mumkin bo‘lgan P, va He(X) analitik Mask (H,B)=1{q,,q,,q,} 27)
. . HeR,BeR ’

modellari to‘plamini yaratish hamda TIEN H va B parametrlari  orasidagi

boshlang'ich noaniq to‘plamlarining chap (21), (22) va

- - - R
o‘ng (16), (19) tarmoqlari orasidagi kesishish munosabatlar_ . Slfatld_a mos_ ke!""_d'ga” )
parametrlarini  aniglash uchun yondashuv taklif munosabatlarini tan olish uchun ishlatilishi mumkin

gilingan. [37.42].

FNs-Maksimal operatsiya natijalari uchun ‘ I\‘/Iaskafjagl‘ (27) ql" G2 Va3 "kk'“k
gorizontal va vertikal analitik modellarning ko‘rsatkichlari quyidagicha ko‘rsatilishi mumkin:

hisoblash kutubxonasining sintezi. 4 = {01 if by > bl}.

Hosil bo‘lgan nogat’iy to‘plam (P=H(v)B) Lif h <b

(X) 0, if ho > bo

uchun gorizontal P, (23) va vertikal He (24) analitik q; = Lif h. <b
modellari TrFNs parametrlari orasidagi quyidagi i r: t;)
munosabatlarni hisobga olgan holda FNs-maksimal = {O'_' b > 2}
ishlash uchun sintez qgilindi: Lif h, <b, ; (28)

h1< b1, ho> o, h2 < b2. (25) Maska (27) yordamida gorizontal (29)—(44) va

vertikal (45)—(52) analitik modellarning {PQ; . .. PQs}

FN-lar parametrlari orasidagi turli R munosabatlari
(26) bilan maksimal operatsiya bajarilgan taqdirda
olingan noqat’ly to‘plamlar uchun hisoblash
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kutubxonasini shakllantirish mumkin PQ;, (i=1 ... 8) Mask (H,B)={0,,q,,0,} ={1,.0,1}

. . . - ~E uchun

i-analitik model. Maskalar (27) va mos keladigan model POs:

modellar, PQj, i = 1 ... 8, hisoblash kutubxonasining > a@)vale el (h@),vale iz
. g . . a),Va|lael0,a, ,(a), Voo elag,

komponentlari sifatida {PQs, PQz, ..., PQs}, 1-jadvalda | P, =[p() "2‘“’]:Hma>,m e[m,ﬂ}'{w),wae[o,aRlH

keltirilgan.
(33)

B b1+a(b07b1),Va‘ae[O,aL] hzfa(htho),Va‘ae[aR,l] )
1-jadval.  TrFNs H,BeR ning turli [pl(a)’pZ(a)]_Hnm(hﬂ—n),Vaae[a_l]}’{bz_a(bz_bo),\mae[o,aR]H'

kombinatsiyalari uchun modellar PQ;, (i=1...8) va | (34)

maskalar { gz, g2, . — _
{0102 03 } _ Mask(H,B)={0,0,,0,} ={L0,0} -
POsi=1.8 PO PO POs POy POs POs PO: POS model PQa: )
; v . b(a), Vala [0, ]
fgngngsl  (LL1} (1L1L0} {101} {L0,0} {011} {0.1,0} {0.0.1} p — _ h 1
10,0,0 « =LR(). Pyl th(a),Vawe[aL’l]}’{ ,(2),Valael0, ]}_,

35
Turli maskalar (27) uchun hosil bo‘lgan noaniq (35) by + (B, ~by), Vel <[0, ]

to‘plamning gorizontal P, = [p1(a), p2(e)] va vertikal | [P(@) pz(“)]zﬁhlw(hom,Vaae[aL,l]}’{hz_a(h"_m’vaae[o’l]};
Hp (x)

analitik modellarining hisoblash kutubxonasini (36)

tuzamiz. 1-jadval. _ Mask(H,B)={0,,q,,0,} ={0.01} .
Gorizontal P, modellari quyidagilar asosida model PQs:
sintezlanadi: ~ (a)  a-kesimlarning  parametrlari o (0. @] {hl(a),Vakxe[O,aL]} @) vala <0D
=[p,(a), p,(@)]= b, (a), Vala €0, ,
{m(a):hz(a)’bl(a)vbz(a)}, (b) a giymati va (c) TrEN «~LP P b(a),Valaela, 1]
37
DMameUMH'Ubh”hyh“@’Q}- o0 h,+a(h,—h), Yarler [0, ]
Hisoblash kutubxonasining asosiy | [P.(@).p:(@)]= Hbl by, el <l }’{bz ~a(b,~h) Vala e [0*1]}}?
komponentlari (29)-(44) {PQi, PQz, . . . , PQs}
gorizontal analitik modellarining P [p1(a), p2(a)] (38)
a = 1 a ’ 2 a _ _
Iari: _ MaSk(HlB)_{qlququ} _{0)110}uchun
_ - model PQe:
_ Mask(H,B)={0,, 0,6} =113 Qs _
. P —[o(@), pu(a)] = h(a),Va|ae[0,a.1| [by(a),Va|aelag.l]
model PQ: w = [Py(a), P, b(a), Valaela 1| |h(@),Valae[0,a]] |
P, = [p(a), p(a)] = [{Bi(a). Val|a [0, 1}{b,(a), V| [0, 1]}, i
29) (39)
[p.(@). pa(@)] = [4b,+atlby—b). Ve | [0, Wb, —r(by ~by), ¥r| e <[0, 1] [Py(@). p (a)]=th+a(h°hl)’vaae[o’ad} {bza(bzb")'vaae[o’%]}'
&) P, o "R/ PN 27k ' R b +a(b,—b),Valaela 1 | |h-alh,~h), Vel cla, 1) |
) Mask (H,B) = { V={1,1,0} 0
as 1,6)=10,0,,035 =1, L,
_ o PO 10 H21 M3 uchun ) MaSk(Ijxg):{ql'qZ'an} Z{O’O’l}uchun
model PQz: i model PQ7:
b, (), Va|a e[ag.1]
R, =[pi(@), p,(a)] {{bl(a),wla € [0,1]},{h
2((:r),Voc|oze[O,ozR]
. h,(a),Val|ae
(31) P, =[p.(a), p,(@)] =| {h (), V| € [0,1]},
] b, (@), Va|a e
_ b, -b) Va‘ae[O 1D b2+a(b2—b0),Va‘ae[aR,l] .
[P.(@). ()] = | {b + (b, ~b), Bt s o, ). valeclo.o]] | 41)

(32)
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h, +a(h, —h,),Vala € [ag. 1]
b +a(b,—b,) Va|a €[0,]

}

[pu(@). py()]=|{h +a(h, —h). Vala [0,1]},{

(42)
_ Mask(H,B)={d,,0,,0} ={0.0.0} | 1, 1o
model PQs:

P, = [p(a), p()] = [{h(a).Valaelo, Wi, (@), Yala <o, 1]}

(43)
[Pu(@), P:(@)] = [{h+a(h—h). Valaclo, Thin, —alh, ~h).vala <o, 1}];
(44)

Olingan noaniq to‘plamlarning vertikal (45)—

(52) () modettari B=H(V)B quyidagilar asosida
sintezlanadi: (a) chap o‘ng funksiyalar

{EHL 1 EHR 1 EBL 1 EBR}Va (b)
{hp hO’ hzvbl’ bO'bZ}.

va

TrEN  parametrlari

Vertikal analitik modellar #e (X) hisoblash
kutubxonasining {PQ1, PQ, . , PQg} asosiy
komponentlari (45)—(52):

MaSk( H, B) = {ql’ qzvqa} 2{1’1’1}uchun
model PQ::
0,V(x<b)U(x>b,) 0,V(x<b)U(x>b,)

Hp (x)= = (x,by,bp), V(b <x<by) ¢ =
Ee, (X, b,,0,), (b, < x <b,)

(45)

(x=b)) 7 (by —by), V(b < x<by)
(bz _X)/(bz _bo)rv(bo <X< bz)

| |

_ Mask(H,B)={q,,0,,9;} ={1,1,0}

model PQ::
0,v(x<d)U(xz=h,) 0,v(x<h)U(x>h,)
Eg, (X.b1,10,), (b, < x<hy) (x=b)/ (b, —b), V(b < x<by)
Eq, (X,D,0,), V(0 <X <hy(a)) [~ | (b, %)/ (b, ~by), ¥(b, < x <, (z,))
En, (15, 0), V(hy () <x<h)| (0, =x)/(h, —by), ¥(h,(ag) <x<h,)

uchun

/‘E(X =

(46)
Mask (H,B)={q,,q,.0,} ={L 0,3

model PQz:

0,v(x<b)U(x>b,) 0,v(x<b)U(x>h,)

Eg (x.b;,b,), V(b <x<hy () (x=D,) 7 (b, —by), v (b, < x<hy(e))
/IP(X): EHL(thuho)vv(hl(aL)<X<h0) =4(x=h)/(hy—h),V(c () <x<c))

Ey, (X Do, 1), V(hy < x<hy(ag))| | (h=X)/(h, —hy), ¥V (hy <x<h,(az))

Eq, (x.b;,0,), ¥ (h, () <x<b,) | (0 =X)/ (b, =by), V(N (e) <X <b,)

uchun

_ Mask(H,B)={q,,0,,0,} ={10,0}

model PQa:
0,v(x<h)U(x>h)
Eg, (X,0,,1)), V(b, < x <hy(ex,))

uchun

i

0,v(x<h)U(x=h,)
(x=b )/ (b, —b ), V(b <x<h(a,))

07 1E, () V() <x <) [ ] Gh)1 (b =b ). V(ha) <x<h)
Ey, (X.hy,h), ¥(hy < x<h)) (h, =x)/(h, —hy),V(h, <x<h,)
) 48)
i Mask( H, 5) = {qlv q21q3} 2{0’1’l}uchun
model PQs:
O,V(Xﬁhl)U(Xsz) Ovv(X£hl)U(XZb2)

~ EHL(X,I’H,hO),V(l‘ll<XS|'11((ZL)) B (X—hl)/(ho—hl),V(hl<X§hl(a|_))
#e0) =T e (xby), Yl(e) <x<B,) [ | (x—b )/ (B, —b ), v(h(a,) < x<by)
EBR(X,bO,bZ),V(b0<X<bZ) (b, —x)/ (b, —by,), V(b, < x <b,)

(49)
_ Mask(H,B)={0,,0,,%}={0.10} , ;.
model PQe:
0,v(x<h)U(x>h,) 0,v(x<h)U(x=h,)

By (%0, hy), V(hy <x<h(e))
Hp(X)=1Eg (X, 0y, 1), V(N () <x<by)

Esq, (X,15,b,), V(b < x <h, ()

E, (X, h,), ¥(h, () < x<hy,)

(x=h)/(hy =), V(h <x<h(a))
=3 (x=0) /(b —1,), V(N () < x<by)

(bz _X)/(bz _ho)vv(bo <X< hz(ak))

(hz _X)/(hz _ho)vv(hz(aﬁ) <Xx< hz)

(50)
. Mask(H,B)=10,,0,,0j={0.01} . .
model PQ7:
0,v(x<h)U(x>b,) 0, V(x
EHL(X’h1’ho)fv(h1<XSh0) (X_h1:
A V=V E () Wy < x < hy(a)) [~ ] (hy = x
Eq. (X.1,0,), V(h,(a) <x<b,) | (b, —x
(51)

i MaSK( H, B) = {q11q27q3} ={0,0,0}

model PQs:
0,v(x<h)U(y=h,)
Hp(X) =1 By (%, 0y, hp), V(hy <x<hy)
E,,_ (x.hy,h,), v(h, <x<h,)
(52)
Shunday qilib, har ganday nogat’iy sonlar

uchun

0,V(x<h)U(x=h,)
(x=h)/(h,—h),v(h <x<h)
(hz _X)/(hz _ho)vv(ho <X< hz)

juftligi uchun ularning {h, by, by, by, by} parametrlari
orasidagi turli munosabatlar (26) uchun maskani (27)
hosil qilish quyidagilarga imkon beradi: (a) mos

(47)

keladigan sonlarni (avtomatik ravishda) aniglashga

o1
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imkon beradi. ishlab chigilgan hisoblash kutubxonasi
(29)—(52) asosida hosil bo‘lgan nogat'iy to‘plamning
gorizontal va vertikal analitik modellari va (b) x
o°zgaruvchining turli giymatlari uchun ushbu analitik

ﬂE’(X) a’zolik funksiyasi giymatlarini bir
bosqgichli hisoblash uchun foydalanish. Keyingi
bo‘limda hisoblash kutubxonasi (29)-(52)
go‘llanilishiga asoslangan nogat’iy ma’lumotlarni
gayta ishlashning ragamli misolini ko‘rib chigamiz.

Natija. TrFN uchun FN-maksimal operatsiyani
amalga oshirish misolini ko‘rib chiqaylik (4-rasm):

H =(8,20,25), B = (5,10, 40)

(53)

TrFN parametrlari bu yerda: hy=8; b1=5; ho=
20; bo=10; h2 = 25; by = 40.

modellardan

M
u(x) B B=(5.10,40)
T S— WP H=(8.2025)
N\ 1(xa)=02=0.6
0.6 1-------7- A N
b [ nf, o \b n
0 10 20 2 30 40

ho(og=xe=22
4-rasm. TrENs H €R va BER ping FNs-
maksimal £ =HM)B

Bunda (21)
aniglash mumkin
h1> b1; ho> bo; ho < ba.

munosabatlarni  quyidagicha

(54)

(27), (28) va (54) yordamida biz avtomatik
ravishda quyidagilarni aniglashimiz mumkin:

(@)  tegishli
MaSk(U’B)Z{qqu’qs}:{o’o’l}

(b) modellarning hisoblash kutubxonasidan
mos keladigan PQ7 modeli {PQi, PQ2, . . ., PQg}
(Table 1).

Berilgan (53) noaniq sonlarning (H.B)
kesishish nugtasi (11) uchun koordinatalarini (h2(ar),
ar) (19) va (16) hisoblaymiz:

h (@) =h, - L) —R) _ 5o (40-25)(25-20)

22.0
b, —b, —h, +h, 40—-10-25+20
(55)
b, —h, 40-25

= = =0.6
bz—bo—h2+h0 40-10-25+20 (56)

Keyingi bosgichda biz (taniglangan PQ7 uchun)

olingan analitik modellarning hisoblash

kutubxonasidan (29)—(52) mos gorizontal P (41)—(42)

#p (X)

va vertikal tanlashimiz

mumkin.

Keyinchalik FNs-maksimal P=H(v)B uchun

olingan gorizontal F.=H.(V)B,

15 (X)

(51) modellarini

(57) va vertikal

(58) modellarini (4-rasm) tagdim etamiz:

{h+a(hy—h),Valae[01]}, {8+12a,Va|a e[01]},
P,=H,(V)B, =| [h,+a(h,—N).Va|aelaz 1] |=| [25+5a,Va|a [0.6,1] ,
{szra(bszo),Vodae[O,aR]} {40+30a,Va|ae[0,0.6]}
(57)
0,V(x<h)U(x>h,) 0,V(x<8)U(x > 40)
(x—h) _
ﬁ,v(mxém) %,V(8<x£20)
X)=1 (h,—x =4(20- .
#(X) ﬁ,V(hO<XShZ(aR)) (SX),V(20<x§22)
(b, —%) H0-% o2<x<40
m,v(hz(aR)sx<b2) 30 "(22=x<40)

(58)

Modellar (57) va (58) aniq analitik modellar
bo‘lib, aniq hisoblash natijalarini olishga yordam
beradi.

Gorizontal analitik model (57) har ganday

ale€0,1] uchun F=H (v)B natijaviy noaniq
to‘plamning P ni hisoblash imkoniyatiga ega.
Masalan, 0=0,35 uchun P natija

P,= [8 + 12, 40 — 30a] = [8 + 12-0.35, 40 - 30-0.35] = [12.2, 29.5]
kabi hisoblanadi.

Vertikal modeldan (58) foydalanib, x=x* ning
istalgan talab qilinadigan qiymati uchun natijada

olingan a'zolik funksiyasi #p (X) ning Hp(X)
giymatini hisoblash oson. Masalan, x* = 21,1 uchun
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yE,(Zl.l):O.78 %+ = 2305 ,uE,(23.05):0.565 ning
aniqg natijasiga egamiz.
Analitik  modellarning  ishlab  chigilgan

hisoblash kutubxonasi (45)—(52) yordamida olingan

anig  natijalarning (¢ =215, (21.1)=0.78)

(X" =23.05; 1, (23.05) = 0.565) bolinmalarin

an’anaviy a-kesish usuli [29,30,43] yordamida olingan
natijalar bilan solishtiramiz. (1)
a=a_,+0a,(i=1 2, ...,N)

Masalan, N =
6a=0.25 ya FNs-maksimal

4 ni tanlaymiz. Bu holda,
P=HMB ,chun

gorizontal modellar P FNs-maksimal algoritm (8),

dastlabki  ma’lumotlar  yordamida  hisoblanishi
mumkin. a« = 0 uchun P =18,40] va iterativ
protsedura o =0, +025,(1=123,4), quyidagicha:

= [11, 325];S, ,, = [14, 25];S, ;s = [17, 21.25]; and S, , = [20, 20].

a 0.25

Tegishli gorizontal modelning P“:“i ning har
bir komponentini aniglash uchun turli formulalar
yordamida ko‘p bosqichli hisoblash protsedurasini
amalga oshirish kerak:

(@) TrEN H ning chap filiali uchun gorizontal
model (4-1) yordamida hy () ni hisoblash;

(b) TrEN H ning o‘ng filiali uchun gorizontal
model (4-1) yordamida h, (c;) ni hisoblash;

(c) TrEN B ning chap filiali uchun gorizontal
model (6) yordamida d,(cr) ni hisoblash;

(d) TrFN B ning o°‘ng filiali uchun gorizontal
model (6) yordamida dy () ni hisoblash;
(e) hosil bo‘lgan noaniq to‘plamning H chap

tarmog‘i uchun gorizontal model (8) asosida va Max-

operator yordamida h(e) ni aniglash kerak:
@)= hy(a)vh(e) = max. {by(a). b(a));

() hosil bo‘lgan noaniq to‘plamning H o‘ng
tarmog‘i uchun gorizontal model (8) asosida va Max-

operator  yordamida hz((Zi)ni aniglash:
h, ()= h,(er)vh, () = max. {hz(ai), bz(ai)};

Tegishli natijaviy noaniq to‘plam

N (%) o 025 05 075 1 075 05 025 0

z —t—t—t— =t ———+—+—+—

X 11 14 17 20 2125 25 325 40
(59)

Agar X gsupp(E’), bu yerda (59) ga ko‘ra
supp(P) = {X: 1, (X) > 0} = {(8),11,14,17,20,21.25, 25,325, (40)}
bo‘lsa, u holda, keyingi bosqich sifatida, polinomga
yaginlashish yoKki chiziqgli interpolyatsiya
protseduralarini amalga oshirish kerak. Noqat’iy
to‘plam (59) va chiziqli interpolyatsiya usuli asosida

X, < X*< X H (X)

i1 uchun ni topamiz:
. Mo (%,1) — 1 (%) | .
pp (X) = 15 (%) + 0 (X = x)
i+l N (60)
* *
Masalan, (a) X=22, % <X*< X, uchun

(22) ni (60) yordamida quyidagicha hisoblashimiz
mumkin:

u.g(xe)fur_a(xg)(22 %)= O75+05 0.75

(22 21.25)=0.6786
Xs — Xs 25—

Hp (X*) =Hp (Xs) +

(61)

* _ *
®) X*=211X, <xX*<X sehun:

0.75-1
21.0) =1+ 2171 2195 20y=078
#e (210 =14 Zoe o )

(62)

© x*=23.05, X, < X*< Xq sehun:

14,(23.05) = 0.75+%(23.os— 21.25)=0.622 )
Ishlab chigilgan hisoblash kutubxonasidan
olingan analitik modelga asoslangan hisob-kitoblar
bilan solishtirganda tegishli interpolyatsiya xatolari
tagdim etiladi(58):
x*= 22 uchun, Aa= 0.6 — 0.6786| =
x*=21.1 uchun, Ap=10.78 — 0.78| =
x*=23.05 uchun ,A¢=[0.565 — 0.622| =0.057,
bu 13,10%, 0,00% va 10,08% nisbiy
giymatlariga (foizda) mos keladi.
Bu misollar interpolyatsiya

*
X5 < X* < X

0. 0786;

xatolarining

sharti uchun mavjudligini ko‘rsatadi.
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Umumiy holatda bu xatolar X % va [X;, %;.1]
oraliglariga tegishli bo‘lgan xx qiymatlari uchun
mavjud bo‘lib, tegishli  shartlarga ega:

he)elxoxal ,  Ml@elgxal

kesimlarning N sonini oshirish orgali interpolyatsiya
xatolarini kamaytirish mumkin, ammo bu holda hosil
bo‘lgan noaniq to‘plam (59) ko‘proq komponentlarga
ega bo‘ladi va ko‘p bosqichli hisoblar tufayli hisoblash
vaqti sezilarli darajada oshadi.

ular

Xulosa. Ushbu ishning asosiy hissasi
metodologik yondashuv va nogat’iy ma’lumotlarni
gayta ishlash uchun "bir bosqichli" hisoblash

algoritmini ishlab chiqgish bilan bog'lig: (a) taklif
gilingan uch komponentli maska yordamida FN
parametrlari o‘rtasidagi munosabatlarni baholash; (b)
nogat’iy ma’lumotlarni gayta ishlashning yuqori
aniqligini ta'minlaydigan noaniq to‘plamlar uchun
universal gorizontal va vertikal analitik modellarni
ishlab chiqish; va (c) FN parametrlari o‘rtasidagi turli
kombinatsiyalar uchun "bir bosqichli" hisoblashni
amalga oshirish imkonini beruvchi natijaviy analitik
modellarning umumlashtirilgan hisoblash
kutubxonasini yaratish.

Gorizontal va vertikal analitik modellarning
tavsiya etilgan hisoblash kutubxonasi (29)—(52) real
vaqt rejimida ma’lumotlarni yanada samarali qayta
ishlash imkonini beradi. Uchburchak nogat’iy raqamlar
parametrlari  bilan FN-maksimal operatsiyalarni
qo‘llash va amalga oshirish hagida gap ketganda,
TrFNs parametrlari asosida hisoblash kutubxonasidan
dastlabki sintezlangan analitik modellarni tanlash
kerak. Ushbu yondashuv ma’lumotlarni qayta
ishlashning hisoblash tezligini sezilarli darajada
oshirishga olib keladi, chunki gorizontal va vertikal
modellarning  tavsiya  etilgan kutubxonadan
foydalanish nogat’iy ma’lumotlarni gayta ishlashda
fagat bir bosqgichli hisoblashni avtomatlashtirish
rejimini amalga oshirishga imkon beradi, xususan,

FNs-maksimal P=H(V)B;

hisoblash uchun.
Ba'zi amaliy qo‘llanmalarda turli ma’lumotlar
ogimlari uchun yig'ish algoritmlari yordamida katta

arifmetik operatsiya

ma’lumotlarni (tasodifiy vaqt seriyalari, tasodifiy
oqibatlar va boshgalar) siqilgan noqat’iy to‘plamlar
(nogat’ly ragamlar) sifatida ko‘rsatish kerak [15-17].
Taklif etilgan hisoblash kutubxonasidan foydalanib,
bunday tasodifiy oqimlarni yoki "Katta ma’lumotlar-
nogat’iy ma’lumotlar" ni qayta ishlash uchun to‘rt
bosgichli algoritmdan foydalanish mumkin:

(a) Katta ma’lumotlarning har bir tasodifiy
oqimi yoki natijasi siqgilgan noqat’ty to‘plamga
(nogat’ity son) aylantirilishi [14-18].
Shuningdek tartiblangan noqat’ly ragamlar va
tartiblangan noqat’iy to“plamlar [15] ishlatiladi;

(b) sigilgan noqat’iy to‘plamni uchburchak
TrFNs

mumkin

noqat’ty son bilan yaqinlashtirish va
parametrlarini aniglash;

(c) har ganday TrFN juftligi uchun ularning
parametrlari o‘rtasidagi munosabatlarga asoslangan
maskani (21) aniglash;

(d) TrFN
{H(#)B,H(=)B,H(x)B,H(+)B,H(~)B,H(v)B}
bilan noqat’iy arifmetikaning istalgan amalini bajarish
uchun hosil bo‘lgan noqat’iy to‘plamning mos
gorizontal va vertikal modellarini tanlash (tegishli
hisoblash kutubxonasidan) . FN-maksimalni amalga
oshirish uchun 4-bo‘limda taklif gilingan hisoblash
kutubxonasidan foydalanish mumkin.

TrFN ning noqgat’ly maksimallari uchun
olingan analitik modellarning hisoblash kutubxonasini
sintez gilishning ushbu yondashuvi TRFN ning chap va
o‘ng tarmogqlari uchun kesishish nugqtalarini tahlil
qilishga asoslangan va turli xil noaniq to‘plamlarning
ma’lumotlarini  gayta ishlash tegishli hisoblash
kutubxonalarini qurish orgali a'zolik funktsiyalarining
shakllari (gauss, qo‘ng'iroq shakli, eksponensial,
trapezoidal va boshgalar). uchun muvaffagiyatli
qo‘llanilishi mumkin.

Simulyatsiya natijalari turli xil amaliy ilovalar
uchun gorizontal va vertikal analitik modellarning
tavsiya etilgan hisoblash kutubxonasining universalligi
va samaradorligini tasdiglaydi. Hisoblash kutubxonasi
ilovasi turli boshgaruv va qarorlar qabul gilish
muammolarini hal qilishda, masalan, “universitet-
sanoat” hamkorligining optimal modelini tanlashda
[16], biznes, ta’lim, sportda hamkorlarni tanlashda
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nogat’iy ma’lumotlarni gayta ishlash uchun tavsiya
etilishi mumkin. yoki madaniyat almashinuvi [17-18],
noaniqlik sharoitida marshrutni rejalashtirish va
optimallashtirish  [18-19], portfel tanlash [20],
mutaxassislarning malaka darajasini baholash, dinamik
muhitda robotlarni boshqarish [18-20], ko‘p sensorli
ma’lumotlarni qayta ishlash bilan sanoat jarayonlari
[21] va boshgalar. Ishlab chigilgan hisoblash
kutubxonasini qo‘llash (29) - (52) FN ning uchburchak
shaklidan foydalanish bilan cheklangan. Kelgusi
tadqgiqotlarda kutubxonaning noqat’ty ragqamlarning
turli shakllari uchun kengayishi, shuningdek, turli
amaliy va real muammolarni hal qilish uchun
qo‘llanilishi ko‘rib chiqilishi kerak.
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Annotatsiya. Ushbu tadgigotning magsadi tasvirni tahlil gilish yordamida matoning gisgarishi va
shikastlanishini ragamli baholash usullarini ishlab chigishdir. Ishlab chigilgan baholash usuli hagigiy
o‘lchangan giymatdan 1 mm dan kamroq farq qiladigan qiymatni beradi, bu uning ahamiyatini
tasdiglaydi. Xaqgiqiy matodan foydalangan holda zararni baholash usulini ishlab chigish uchun odatiy
xosil bo‘lgan teshiklaridagi iplarni bo‘shatish natijasida yuzaga keladigan maydonning o°zgarishi
baholanadi. Ishlab chigilgan usulda maydon o‘zgarishi va an’anaviy usulda bo‘shashgan iplar soni
yugqori korrelyatsiyaga ega. Sinov matosidagi nuqtalar sonini o‘lchashdan oldin va keyin solishtirish
ishlab chiqarish jarayonida noto‘g‘ri yaratilgan nuqtalarni ajratish va yetishmayotgan nuqtalar sonini
aniq o‘lchash imkonini beradi, natija haqiqiy o‘lchovga o‘xshash bo‘ladi. Baholash usulini
raqamlashtirish baholovchilar o‘rtasidagi mehnat va xatolarni kamaytirish orqali kiyim sifatini
baholashning ragamli o‘zgarishiga hissa qo‘shishi mumkin.

Il Kalit so‘zlar: Matoning qgisgarishi, matoning shikastlanishi, tasvirni tahlil gilish, ragamlashtirish.

Kirish. Texnologik rivojlanish va bozorning
diversifikatsiyasi tufayli kiyim-kechak mahsulotlari
juda funktsional va xilma-xil bo‘lib qoldi. Shu
munosabat bilan, yuvish va quritish kabi foydalanish
bosqgichida kiyimning asl funksiyasini yoki hajmini
saglab golish muhimdir. Shu sababli, kir yuvish va
quritgich ishlab chiqaruvchilari va iste’molchilari
doimiy  ravishda kiyim-kechak  mahsulotlarini
boshqarishga e’tibor berishadi. Xususan, kir yuvish
mashinasi suv, mexanik kuch ta’sirida matoning
deformatsiyasi va shikastlanishiga olib kelishi
mumekin. Yuvish natijasida etkazilgan zarar eskirish va
foydalanishdan ko‘ra ko‘proq bo‘lishi mumkin.

Matolarning deformatsiyasi va shikastlanishini
muhokama qilish uchun aniq of‘lchash usuli talab
qilinadi. Hozirgi vaqtda matoning qisqarishini o‘Ichash
uchun ishlatiladigan standartlarga AATCC 135,
AATCC 150, ISO 6330 va boshgalar. Kir yuvish
mashinasi yoki quritgichning mexanik kuchi sifatida
ham ifodalangan matoning shikastlanishini

baholashning standart usullari 1ISO 7772-1 (Sanoat kir
yuvish  mashinalarining  to‘qimachilikka  ta’siri
bo‘yicha baholash; ISO 7772, 1998) ni 0‘z ichiga oladi.
Mashinada mexanik ta’sirni aniqlash uchun neylon
mato (E-304), (E-307) va Original Daniya Sinov
matosi (MA-24) kabi sinov matolari odatda
qo‘llaniladi (ISO 7772-1, 1998; Talu, 2021; Swissatest
Testmaterialien, 2018; Gallen Daniel & Feliks, 2011).
Biroq, kiyim-kechak mahsulotlari sifatini
baholashning mavjud usullarida natija o‘lchovchining
mahoratiga qarab farq qilishi mumkin va o‘Ichovchilar
o‘rtasidagi farqlar noto‘g‘ri natijalarga olib kelishi
mumkin. Ya’ni, baholash uchun asos bo‘lgan
takrorlanuvchanlik, takrorlanuvchanlik va aniglikni
olishda giyinchilik bor edi; Shunday qilib, ularni
ob’ektiv va gayta-gayta baholay oladigan usul kerak
(Textor va boshqg., 2019). Sari-Sarraf va boshgalar.
(2002) o‘Ichovli bargarorlikni o‘Ichashni
ragamlashtirish  uchun tasvirni  gayta ishlash
algoritmini ishlab chigish orgali ushbu muammoni
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yaxshilashga harakat gildi. Bundan tashqari, mato
shaklining saqlanishini ob’ektiv baholash uchun
kundalik  hayotda shaklni  saglash jarayonini
simulyatsiya qilish bilan birga tasvir tahlili ham
go‘llanildi (Vang va boshgq., 2020).

Ushbu tadqiqotning maqsadi qo‘lda o‘Ichash va
o‘lchagichlar orasidagi og‘ishlar natijasida yuzaga
keladigan xato omillarini minimallashtirish orqali
matoning qisqarishi va shikastlanishini ob’ektiv
baholay oladigan usullarni ishlab chigish, shuningdek,
baholash usullarini ragamlashtira oladigan dasturiy
ta’minotni ishlab chiqishdir. Raqamli baholashlar
takrorlanuvchanlik, takrorlanuvchanlik va aniglikni
ta’minlagan holda o‘lchash vaqtini qisqartirishi
mumkin. Bu, shuningdek, matoning qisqarishi va
shikastlanishiga ~ oid  keyingi  tadgigotlarning
ishonchliligini oshirishga yordam beradi.

Metodlar. Sinov matosining har bir pozitsiyasi
uchun qisqarish va egrilik ma’lumotlarini olish uchun
mavjud paxta matosi uchun gisqgarish sinov matosidagi
belgilarga qo‘shimcha ravishda 81 nuqta, shu jumladan
2 sm oraliqda to‘qqizta gorizontal chiziq va to‘qqizta
vertikal chiziq ishlatilgan (E-320). ). Matoning
shikastlanishini baholash uchun Te Original Danish
Sinov matosi (MA-24, Testfabrics Inc., West Pittston,
PA, AQSH) va sinov matosi (E-307, Testfabrics Inc.,
West Pittston, PA, AQSH) ishlatilgan. . Asl Daniya
Sinov matosi uchun hududdagi o‘zgarishlarni kuzatish
uchun aylananing tashgi chetidan 1 sm masofada
joylashgan joyga konsentrik doira chizilgan. 1-rasmda
tajriba oldidan har bir o‘lchov sinov matosining
ko‘rinishi ko‘rsatilgan.

44444 Original mate Polka-nuqta sinov

® O
I = I &
® O

1-rasm. Matolarni gisgarish va shikastlanish
o‘Ilchovlari uchun sinov

Sinov matosini skanerlash. Sinov matolari
yuvishdan oldin va keyin 300 dpi ruxsatda Epson
WorkForce DS-50000 skaneri yordamida
skanerlangan. Te Sinov matosi oq ipni aniq aniglash
uchun qora fonda skanerdan o‘tkazildi.

Ishlab chiqgilgan baholash usulining to‘g‘riligini
tasdiglash uchun xatolarni  tekshirish  tajribasi
o‘tkazildi. 1%, 2%, 3%, 4% va 5% qisqarish holatlarini
o‘rnatish uchun siqilish sinovi matoning egri yo‘nalishi
bo‘yicha qisqargan pozitsiyada nuqta va belgilar
chizilgan. Keyinchalik, zanglamaydigan po‘latdan
yasalgan o‘Ichagich va ishlab chiqgilgan usul yordamida
o‘lchangan qisqarish darajalari solishtirildi va tahlil
gilindi.

Sinov matosi uchun dastlabki sinov matoidagi
nugqtalar soni ishlab chigilgan o‘Ichov usuli yordamida
o‘lchandi va raqamning 1%, 2%, 3%, 4% va 5% ga mos
keladigan nuqtalar o‘chirildi. xatoni tekshirish uchun
tasodifiy joylar. Olingan giymatlar sinov matosi ishlab
chigaruvchisi tomonidan taqdim etilgan J Image
o‘lchov qiymatlari, AY, haqiqiy giymatlar va ushbu
tadqiqotda ishlab chiqilgan o‘Ichash usuli yordamida
tagqoslandi. Sinov matosi uchun xatoni tekshirish
amalga oshirilmadi, chunki haqiqiy o‘lchov tamoyillari
va ishlab chiqilgan o‘Ichov usuli boshqacha edi.

Ishlab chigilgan baholash usullari turli
haroratlar, vaqgtlar va mexanik kuchlar ostida gisgarish
va shikastlanishni aniq o‘lchashi mumkinligini

tasdiglash uchun kiyim yuvish mashinasining haqiqiy
iste’molchi foydalanish shartlari bo‘lgan jun, normal
va sanitariya davrlari yordamida tekshirish amalga
oshirildi.

Fagat mexanik kuchning ta’sirini tekshirish
uchun yuvish vaqti o‘zgartirildi va qisqarish va
shikastlanish o‘lchandi. Oddiy tsiklga asoslanib, 40 © C
da 17,7 L suv ishlatilgan. Yuvish vaqgtlari oddiy
siklning yuvish vagtiga (30 minut) asoslangan holda
15, 30, 45 va 60 daqigaga o‘rnatildi. Kir yuvish tezligi
46 rpm ga o‘rnatildi va teskari ritm 10 s / 10 s (yoqish
/ ofchirish) ga o‘rnatildi. Yuvib bo‘lgandan so‘ng,
matolar yuvilmasdan aylantirilib, keyin quritilgan.

Har bir tekshirish uchun tajribalar uch marta
takrorlandi. Ishlab chiqilgan dasturiy ta’minotdan
foydalanganda o‘lchovchilar o‘rtasida hech qanday
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farq yo‘q edi. Haqiqiy o‘lchovlar uchta panelist
tomonidan individual ravishda o‘tkazildi.

Sinov matosidan foydalangan holda zararni
o‘lchash nuqtai nazaridan, IBM SPSS Statistics
hududdan foydalangan holda yangi ishlab chigilgan
usul va bo‘shashgan iplar sonidan foydalangan holda
mavjud usul o‘rtasidagi korrelyatsiya tahlili uchun
ishlatilgan.

Natija. Nugtalar yordamida matoning
qisqarishini baholash g‘oyasini yaratish va dasturlash.
Belgilar yordamida mavjud o‘Ichash usuli faqat egri va
to‘quv yo‘nalishidagi uchta joyda qisqarishni o‘Ichashi
mumkin. Biroq, har bir joyda matoning gisqgarishidagi
o‘zgarishlar aniglanishi kerakligi sababli, barcha
joylarda qisqgarishni  aniglash uchun nugtalar
yordamida o‘Ichash usuli ishlab chiqilgan. Nugqtalar
yordamida o‘lchovlarni bajarish nafaqat bir nechta
joylarni, balki nuqgtalar orasidagi masofaning
o‘zgarishiga asoslangan bir nechta yo‘nalishlarni ham
tahlil qilish imkonini beradi va shu bilan an’anaviy
usullar bilan solishtirganda qisqarish bilan bog‘liq turli
xil ma’lumotlarni taqdim etadi. Nuqtalar dasturiy
ta’minot tomonidan avtomatik ravishda tan olinadi va
agar noto‘g‘ri joy aniqlansa, o‘lchagich uni qo‘lda
o‘zgartirishi mumkin. 2-rasmda ko‘rsatilganidek,
nuqtaga asoslangan o‘lchash usulidan foydalanib,
burilish (Y) va to‘quv (X) yo‘nalishlaridagi qisqarish,
shuningdek, maydonning gisqarish darajasi va egrilik
giymatini olish mumkin. Bundan tashqari, 2-rasmda
ko‘rsatilganidek, joylashuv  bo‘yicha
darajasini tasvir orgali aniglash mumkin.

qisqarish
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2-rasm. Matoning qgisqarishini
yordamida gisqgarish tahlili.

tekshirgich

Sinov matosi uchun an’anaviy usuldan
foydalanganda, to‘rt tomondan bo‘shatilgan iplar soni
hisoblangan vahosil qgilingan teshiklari uchun
baholangan. Biroq, o‘lchagichning fikriga ko‘ra, xato
muhim ahamiyatga ega, chunki har bir o‘lchagich
uchun bo‘shashgan iplar mezonlari har xil bo‘ladi va
baholashda singan iplarni hisoblash usuli boshgacha.
Shu sababli, bo‘shashgan ip mexanik kuch ta’sirida va
3-rasmdagi kabi sohadagi o‘zgarishlar tufayli teshikka
surilganligi sababli, gazlamaning shikastlanish darajasi
mexanik  kuch ta’sirida  teshik maydonining
o‘zgarishiga qarab baholandi.

o

3-rasm. Oldin va keyin Sinov matosining
maydoni o‘zgarishi

Teshik chetidagi ipni mexanik kuch bilan
bo‘shatganda, u teshikning ichki qismini egallagan va
maydon gisgargan. Bu vaqgtda yuvish orgali kiritilgan
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qisqarish yoki cho‘zilish sinovdan o‘tgan mato
maydoniga ta’sir qildi. Shunday qilib, radiusi teshik
radiusidan 1 sm kattaroq aylana chizilgan va aylana
asosida qora piksellarning o‘zgargan maydon nisbati
hisoblangan.
12.0 Ri:UB“

10.0

oo

8.0
6.0

40 60 80 100

4-rasm. Hududning o‘zgarishi va bo‘shashgan
iplar soniga asoslangan matoning shikastlanishi
o‘rtasidagi bog‘liglik

O‘lchov ~ usulini  qo‘llaydigan  dasturiy
ta’minotdan  foydalanish  tartibi ~ quyidagicha.
Yuvishdan oldin va keyin sinov matosini skanerlash va
tasvirlashdan so‘ng, dastur 4-rasmda ko‘rsatilganidek,
tasvirlarni yukladi. Te maydoni barcha teshiklarni o‘z
ichiga olish uchun qo‘lga kiritildi va kesildi. "O‘lchov"
tanlanganda, yuvishdan oldin va keyin gora piksellar
maydonining o‘zgarishi va matoning shikastlanish
darajasi ko‘rsatiladi.

Sinov matoidagi teshik bilan bog‘liq holda,
bo‘shashgan iplar sonini hisoblashning mavjud usuli va
maydon o‘zgarishiga asoslangan yangi kiritilgan usul
o‘rtasidagi bog‘liglik tekshirildi. 36 ta namuna uchun
olingan natijalar 6-rasmda ko‘rsatilgan. Mavjud usul
va maydonga asoslangan usul o‘rtasidagi bog‘liqlik R
2 0,949 bilan ko‘rsatilgan va bu ularning muhim
korrelyatsiyasini tasdiglagan. Reyting yoki interval 36
ta namunada to‘liq mos kelmadi, chunki maydonga
asoslangan usul nafagat bo‘shashgan halqga va to‘quv
iplarini, balki burchakdagi bo‘shashgan iplarni ham o‘z
ichiga oladi, bu maydon o‘zgarishiga ta’sir qiladi.
Burchakda bo‘shashgan ip mexanik kuch ta’sirida
o‘zgarishlarni aks ettirganligi sababli, uni baholashga
kiritish mazmunli bo‘ladi.

Test yordamida matoning shikastlanishini
baholash g‘oyasini yaratish va dasturlash Y
qiymatidagi farqiga asoslangan bo‘lib, u nuqtalar

tushib qolganmi yoki yangi dastur yordamida
nugqtalarni tanib olish usuliga qarab o‘zgaradi. Biroq,
bu usullarning hech biri tushgan nugtalar sonini
aniglay olmadi, chunki ishlab chigarish jarayonida
ba’zi nuqtalar to‘liq yoki gisman yo‘q qilinadi va bu
nuqgtalarni hisoblash qiyin. sinov matosini ishlab
chiqaruvchisi ta’kidlashicha, 30% dan past bo‘lgan
nugta tushib ketgan nuqgta sifatida gabul qilinadi.
Shunga ko‘ra, taklif qilingan usulda har bir nuqta
egallagan pikselni shunday hisoblash mumkinki,
tushgan nugtalar yuqoridagi mezon bo‘yicha
aniglanishi mumkin. Bundan tashgari, yuvishdan oldin
ba’zi nugqtalar yo‘qoldi. Bundan oldin, yuvish yo‘li
bilan etishmayotgan nugtalar sonini anig aniglash
uchun yuvishdan oldin va keyin tasvirlar solishtirildi.

Xulosa. Ushbu tadgigotning magsadi matoning
gisgarishi va shikastlanishini aniq baholash uchun
yangi usulni ishlab chiqish va ragamlashtirish edi. To‘r
nuqtalari yordamida turli yo‘nalishlarda, shuningdek,
an’anaviy o‘ralgan va to‘quv  yo‘nalishlarida
gisqarishni o‘lchash va maydonning qisqarishi va
egriligini ta’minlash mumkin. Bundan tashqari,
joylashuvga qarab matoning qisqarishini intuitiv
ravishda ko‘rsatadigan tasvir xaritasi taqdim etilishi
mumkin. Ishlab chigilgan usul muhim ahamiyatga ega,
chunki u haqiqiy o‘lchangan giymatlardan 1 mm dan
kam farq giladigan giymatlarni beradi, bu haqiqiy
o‘lchovda ishlatiladigan o‘lchagichning minimal
birligidan kamrog.

Sinov matosidan foydalangan holda matoning
shikastlanishini baholash uchun bo‘shatilgan iplar soni
o‘rniga mexanik kuch tufayli maydonning o‘zgarishiga
asoslangan o‘lchov wusuli ishlab chiqilgan, bu
o‘lchovchiga garab farq gilishi mumkin. Buning sababi
shundaki, teshik chetidagi iplar mexanik kuch ta’sirida
bo‘shashganda, ular teshikning ichki qismini egallaydi
va maydoni kamayadi. Bu bo‘shashtirilgan iplar
sonidan foydalangan holda mavjud baholash usulining
natijalari bilan yuqori darajada bog‘ligq. sinov
matosidan foydalangan holda matoning
shikastlanishini o‘lchashda ishlab chigarish jarayonida
noto‘g‘ri qilingan nuqtalarni mukammal ajratib
ko‘rsatish amalga oshirildi, bu ularni tushgan
nuqtalarning haqiqiy soniga eng o‘xshash qiymat
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sifatida ifodalash imkonini berdi; Bunga mavjud
baholash usullari bo‘lgan Image J dasturiy ta’minoti va
AY yordamida erishib bo‘lmadi. Tushgan nuqtalar
soniga qo‘shimcha ravishda, joylashuvga asoslangan
olib tashlash darajasi, daraja va tashlab ketish
ma’lumotlari taqdim etildi, bu esa matoning
shikastlanishini ko‘p qirrali tahlil qilish imkonini berdi.
Bundan tashgari, nugtalar yordamida matoning
gisqarishi aniq o‘lchandi. Shunday qilib, kabi sinov
matoni yaratishda, agar substrat mato va polimerni
tashkil etuvchi nugtalar yaxshi birlashtirilishi mumkin
bo‘lsa, u holda matoning qisqarishi va shikastlanishini
bir vaqtning o‘zida o‘lchash mumkin.

Ishlab chiqilgan wusullarning to‘g‘riligini
baholash uchun xatolarni tekshirish o‘tkazildi.
Ularning qo‘llanilishini tasdiglash uchun tekshirish
jun, normal va sanitariya davrlarida har xil yuvish
harorati va mexanik kuchlarda o‘tkazildi. Haroratdan
tashgari fagat mexanik kuchning ta’sirini tekshirish
uchun har xil yuvish vagtlarida qo‘shimcha tekshirish
o‘tkazildi.

Ragamli o‘lchash usulini ishlab chigish orqali
o‘lchagichlar orasidagi xatolikni aniq va yuqori
natijalar orgali kamaytirish mumkin.
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Annotatsiya. Ushbu maqolada tashqi buzilishlar mavjud bo‘lganda texnologik jarayonlarning
holatini aniglash masalasi oddiy chizigli differensial tenglamalar yoki uzatish funksiyalari yordamida
o‘rganilgan. Ushbu turdagi matematik modellarga imkon beradigan texnik obyektlar va tizimlar sinfi
juda keng va turli xil tizimlarni o‘z ichiga oladi. Boshgaruv elementlari, monitorlar, o‘lchash
datchiklari, axborotni gayta ishlash, saglash va uzatish tizimlari, konsentrlangan va tagsimlangan
parametrlarga ega tizimlar, mexanik, gidravlik, elektr, elektron qurilmalar va boshqalardir. Taklif
etilayotgan algoritmlar ishlab chigarishning dinamik boshgaruv tizimlarida quyi tizimlarni
diagnostika qilish, shuningdek Kalman tipidagi filtrni yangilash ketma-ketligi yordamida dinamik
tizimlardagi muammolarni aniglash va diagnostika gilish uchun taklif etiladi. Shu munosabat bilan
dinamik tizimlarni diagnostika qilish va optimallashtirish algoritmlarini va ularning dasturiy
ta’minotini ishlab chiqish tahlil gilinadi.

Kalit so‘zlar: avtomatik boshgaruv tizimi, diagnostika, Kalman filtri, stoxastik model, faza vektori,
kovaryans matritsalari, Gauss ketma-ketliklari, matritsa.

KIRISH.  Texnik  diagnostika  texnik | holatini baholash uchun to‘liq testlarni talab qiladi va
ob’ektlarning holatini baholash tamoyillari, usullari va | shuning uchun eng giyin hisoblanadi.
qurilmalarini o‘rganadigan bilim sohasi sifatida Tizimning ishlashi barcha taqdim etilgan
o‘rganilayotgan tizimlarning samaradorligi va sifatini | rejimlarda barcha funksiyalarini bajarish qobiliyatini
oshirishga qaratilgan sohadir. Uning asosiy vazifasi | anglatadi. Shu bilan birga, tizimning asosiy
tekshirilayotgan ob’ektning texnik holatini unga | funksiyalarini  yo‘qotishiga  olib  kelmaydigan
yuklangan funksiyalarning to‘g‘ri bajarilish nuqtai | nugsonlarga yo‘l qo‘yiladi. Sog‘ligni saqlash

nazaridan aniglashdir.

Diagnostika jarayoni paytida hal qilinishi
mumkin bo‘lgan uchta turdagi vazifalar mavjud:
xizmatga yaroqliligini, ishlashini va to‘g‘ri ishlashini
tekshirish.

Boshqarish tizimi, agar unda nugsonlar
bo‘lmasa, xizmatga yaroqli hisoblanadi. Xizmatga
yaroqliligini tekshirish diagnostika ob’ektining texnik

tekshiruvi ham ancha vaqgt talab etadi, chunki u
tizimning barcha ish rejimlarida ko‘rsatilgan barcha
funksiyalarning to‘g‘riligini tahlil qilishni o‘z ichiga
oladi.

ADABIYOTLAR TAHLILI VA METOD.
Hozirgi vagtda noaniglik sharoitida baholashga
ko‘plab yondashuvlar mavjud [1-3]. Biroqg, ularning
barchasi ma’lum tizim modellaridan foydalanishga
asoslangan va ularni aniq amalga oshirish bilan
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bog‘liq. Xususan, tasodifiy signallarni filtrlashning
asoschisi N.Viener tasodifiy jarayonni mavjud to‘liq
amalga oshirish asosida optimal filtrni yaratishni ko‘rib
chigdi. Kalman-Busi filtrlashning ma’lum usuli [2]
allagachon real vaqtda ishlaydi, ammo uning harakati
o‘rganilayotgan ob’ekt haqidagi apriori ma’lumotlarga
asoslanadi.

Birinchi marta tagdim etilgan Kalman filtri [2-
5] diskret tizimlar uchun rekursiv baholash
protsedurasidir  (chizigli uzluksiz tizimlar uchun
shunga o‘xshash filtr ham ma’lum - Kalman-Busi
filtri).

Har ganday tizimning vaqt evolyutsiyasini,
agar uning matematik modeli berilgan bo‘lsa va
qo‘shimcha ravishda ma’lum bir vaqtda tizimning
kirish ta’siri va holati (faza vektori) ma’lum bo‘lsa,
aniqlash mumkin. Ba’zi hollarda faza vektori texnik
sabablarga ko‘ra yoki kuzatuv jarayonining haddan
tashqari katta xarajatlari tufayli aniq o‘lchovga ega
emas. Bunday holatlarda faza wvektori tizimning
chiqishini o‘lchash natijalari asosida aniqlanishi kerak.
Bundan tashqari, agar tizimda ishlaydigan o‘lchov
xatosi va buzilishlar hisobga olinmasa, ular
deterministik kuzatish vazifalari hagida gapirishadi.

Faraz qilaylik, k vaqgtidagi tizimning holati X,
vektori bilan belgilanadi, jarayonni baholash uchun
stoxastik model mavjud, shuningdek u ni o‘lchash

Xk+1:Aka+Bkuk+Vk1 (1)
yk:Hka+Wk’ )

cov(v,) =Q,, cov(w,) =R,, cov(vk,wk)zo’ 3)

Har bir k uchun noma’lum * faza vektorini
eng yaxshi taxmin giladigan uk, o‘lchov natijalariga
garab bunday xk vektorni topish talab gilinadi. Bundan
tashqari, baholashning magbulligi mezonini tanlash
ko‘rib chiqilayotgan aniq vazifaga bog‘liq [4].

Gauss (normal) kirish effekti yoki aralashuvi
bo‘lgan chizigli tizimlar uchun Kalman filtridan
foydalanish quyidagi sabablarga ko‘ra maqbuldir.

1. Algoritm rekursiv bo‘lib, uni real vaqtda
tizimlar uchun ideal giladi. Oldingi barcha
ma’lumotlarni eslab qolishning hojati yo‘q.
Tizimning kelajakdagi holati fagat uning

joriy bahosi yangi olingan ma’lumotlar
bilan belgilanadi.

2. Filtr optimal baho beradi. Tuzilgan holatni
baholashning maqgbulligi sharti  uning
o‘rtacha kvadratik xatosining minimalidir.

3. Filtr o‘rtacha kvadratik qochishdan
foydalanadi, bu taxmin va haqiqiy miqdor
o‘rtasidagi xato kvadratini
minimallashtiradi.

4. Chigish  nafagat tizimning holatini
baholash, balki natijalarni yanada talgin
qilishda ishlatilishi mumkin bo‘lgan
olingan balning anigligini aks ettiruvchi
kovaryans matritsalari hamdir.

Baholangan dinamik jarayon shakl tenglamasi

bilan tavsiflanadi

X[k +1] = f[X[K], K]+ @[X[Kk], kK]wik]

(4)
kuzatish paytida
2[k] = h[X[K], k]+V[K] )
(5) formulada wik], v[k], k=0, 1, "= bir-

biridan mustaqil bo‘lgan oq Gauss ketma-ketligi
ko rinishi
E[wlk] w' [11=QIK1S,,

E[v[k] v’ [I1]=R[K]d,, (6)

0,
kI _ Kroneker belgisi.

optimal takrorlanadigan

(6) formulada
Ikkinchi  darajali
algoritmni ko‘rib chigamiz.
Baholangan jarayon va kuzatuv shartlari uchun
(1)-(3) optimal quyidagi takrorlanuvchi algoritmdir
[2,3]:
a) asosiy modul
X =[k+1]=x[k +1|k]+
+ K[k +1){z[k +1] - h[[k +1| K],k +1]—h, [X[k +1| k],k +1]: P[k +1]},
()
b) matritsa KIK +11 ifoda bilan belgilanadi
K[k +1] = P[k + 1Jh] [X[k +1| k], k +1JR [k +1];
(8)
V) matritsa Pk +1] tenglamani quyidagicha
bo‘ladi
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P[k +1] = P[k +1|k]— P[k +1| K]h [X[k +1| k], k +1] x
s {h [XIK +1[ K],k +1]P[k +1| KINT [X[K +1| K],k +1]+ R[k +1]} " x
x N [X[k +1| k], k +2]P[k +1|K];

(9)

g) natija X[k +1]K] takrorlanish nisbati bilan
aniglanadi

f[k +1|k] = f [X[K],K]+0,5f, [X[K],k]+ P[K]
(10)

d) matritsa Pk +1]k] takroriy nisbat
Plk +1|k]= f,[X[K],KIPLK] f, [X[K],k]+ o[X[k], k1QIK]e' [X[K], k] +
+05{pX[K], KIQIK] " [X[K].KIf,, - PIK]
(11)

Agar (4)-(8) ifodalarda pastki indekslari bilan
belgilangan Hess matritsalari bo‘lgan atamalar bekor
gilinsa, u holda Kalmanning umumlashtirilgan
takrorlanadigan filtri deb nomlangan birinchi darajali
algoritm olinadi.

Har bir bosgichda hisoblash tartibi avvalgi filtr
bilan bir xil, ammo ikkinchi hosilalarni hisoblash yo‘q.
Ko‘p o‘lchovli ko‘p tarmogqli jarayonlarni baholashda
birinchi darajali takroriy filtrlarni amalga oshirish
uchun zarur bo‘lgan hisoblash ko‘rsatkichlari ikkinchi
darajali filtrlarga garaganda kattaroq va kichikrog.

Takroriy  chizigli  baholash  algoritmlari
zamonaviy davrda avtomatik boshgaruv tizimlarida
eng keng targalgan. Ushbu algoritmlar tenglama bilan
tavsiflangan holat o‘zgaruvchilarini baholash uchun
tuzilgan
X =[k +1] = AIk]x[k] + B[k]Ju[k]+ C[k]WK]

(12)
(12) ifodani kuzatish paytida

z[k] = H[k]x[k] + v[k] (13)

(13) ifoda WK1, VIKT _ bir-biridan mustagil
bo‘lgan oq Gauss ketma-ketliklari. (12) ifodadagi
tenglama ma’lum bir bezovtalanmagan yoki dasturiy

MUHOKAMA. Hozirgi vagtda matematik
usullar dinamik tizimlarni modellashtirish va texnik
diagnostika masalalarida tobora ko‘proq
qo‘llanilmoqda. Ko‘pgina tizimlar to‘g‘ridan-to‘g‘ri
kuzatish uchun mavjud emasligini va fagat ularning
bilvosita o‘Ichovlari bilan o‘rganilishini hisobga olsak,
tizimni matematik model bilan tavsiflash dolzarb
bo‘lib qoladi, to‘g‘ridan-to‘g‘ri o‘rganish mumkin
bo‘lgan tizimlar uchun, o‘lchash jarayonida olingan
natijalarni qayta ishlash ushbu tizim haqida to‘liq
ma’lumot bermaydi, bu esa bunday tizimlar keyin
elektron hisoblash texnikasi yordamida natijalarni
gayta ishlashdir [5-8].

Matematik modelni yaratish haqiqiy ob’ektni
yetarli darajada matematik xaritalashni maqgsad giladi.
Matematik modelning haqiqiy tizimga to‘liq mos
kelishi mumkin emas, ammo o‘rganilayotgan tizim
hagidagi barcha mavjud bilimlarni hisobga olgan holda
tizimning eng muhim Xxususiyatlarini matematik
tenglamalar tilida tavsiflash mumkin. Matematik
model biroz soddalashtirishga asoslangan va tizimning
taxminiy tavsifi bo‘lishiga qaramay, tizimni matematik
sifatida o‘rganish muammosini shakllantirishga imkon
beradi va tahlil gilish uchun ob’ektning o‘ziga xos
xususiyatiga bog‘lig bo‘lmagan universal matematik
apparatdan foydalanadi.

Matematika sizga keng ko‘lamli faktlar va
kuzatuvlarni bir xilda tavsiflash, ularni batafsil tahlil
qilish, tizimning turli sharoitlarda o‘zini ganday
tutishini bashorat qilish, ya’ni kelajakdagi kuzatuvlar
natijalarini bashorat gilish imkonini beradi, shuning
uchun boshqgarish va diagnostika ob’ektlarini
matematik baholash muammosi ko‘plab olimlarning
tadqiqot mavzusi bo‘lib kelgan va shunday bo‘lib
golmoqda [5,6,8].

Aniglanadigan jarayonning tenglamalari va
kuzatish shartlari quyidagicha yoziladi:

X[k +1] = f[x[k], a[k], k]+ w[k]

harakatning kichik mahallasida vaqt o‘tishi bilan (14)
chizigli bo‘lmagan diskret jarayonni linearizatsiya alk +1] = a[k] + w,[k] (15)
qilish yo‘li bilan olinadi. Umuman olganda, diskret z[k] = h[x[k], a[k], k]+ v[k]
vaqtdagi chiziqli statsionar bo‘lmagan jarayonlar (7) (16)
shaklida tavsiflanadi.
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(14), (15), (16)
wik], w,[k], v[K], k =0, 1, ...

ketma-Kketliklari.
E[wlk] w' [1IT1=Q, [k,
E[w,[k] w, [IT]1= Q. (K15,
E[vk] v' [I1]=RIK]d,,

tenglamalarda

- mustagil og Gauss

(17)

0,
(17) tenglamada ¢! - Kroneker belgisi

(14), (16) farq tenglamalarida ufk] boshgaruv
anig hisobga olinmaydi. Biroqg, boshgaruv har doim
ma’lum (aniq o‘lchanadigan) vaqt funksiyasi
hisoblanadi. Shuning uchun uni diskret vaqtga
bog‘liglik orqali hisobga olish mumkin k, bu (14), (16)
iboralarda nazarda tutilgan. Kengaytirilgan holat

T _ruvTAT
Xp =[x'a’] vektorini kiritish orgali biz (18)-(19) ni
quyidagicha yozamiz
X [k +1]= f,[x,[K], k]+w,[K],

z[k +1] = h[x, [k], k]+VIK],
(18) formulada

wfg)

f[x[k], alk], K]
alk]

wik]

(18)
a[k] w, [k]

|
(19)

Umumiy takrorlanadigan Kalman filtri orgali
bir vaqtning o‘zida baholash va identifikatsiyalash
masalalarini ko‘rib chigamiz [6,7,8,9].

Kengaytirilgan holat vektorini (19) baholash
uchun umumlashtirilgan Kalman takroriy filtridan
foydalanish mumkin:

a) asosiy modul
%, =[k+1] = f,[%,[K],k]+ K[k +1}z[k +1]-h[%, [k +1] K],k +1]

(20)

b) matritsa ifoda bilan aniglanadi

K[k +1] = Pk +1]n] [X,[k +1] K],k +1R [k +1]

(21)
€) matritsa, tenglamani ganoatlantiradi

P[k +1]=P[k +1|k] - P[k + 1| KI] [X,[k +1|K].k +1]x

x {hxp [%, [k +1]K].k + 1P[k +1|KI] [X,[k +1]K].k +1]+ R[k +1]f %
xh, [%,[k +1/K]k + Pk +1/K];

(22)

d) matritsa Pk +1[k]

ganoatlantiradi
Pk +1[K]= f,, [X,[k].KIP[K] f . [, [K].k]+Q,,

(23)
(23) formulada

takroriy nisbatni

_|Q 0
0|2 o
e) miqdor )A(p[k-l_l'k] nisbati  bilan
belgilanadi
Xp[k +1|k]= fp[Xp[k],k]. (24)

Takroriy m-algoritm [8,9] yordamida bir
vaqtning o‘zida baholash va identifikatsiya qilish juda
samarali ekanligi juda keng targalgan.

Asosiy  modul  (20)  undagi
almashtirgandan so‘ng (21) shaklni oladi
X, =[k+1] = f [X [k],k]+ P[k +1]hjp[fp(>“<p[k],k),k+1]><

x Rk +1{z[k +1- h[ (%, [K], k), k +11}
(25)

(25) formulada p giymati hali ham taxminiy

baholash xatolarining kovaryans matritsasiga teng

Axp =X, =X,

ifodani

Takroriy m-qo‘shma baholash va parametrik
identifikatsiya qilish algoritmi hisoblash jihatidan
tejamkor. U uzluksiz r algoritmi [10] kabi sinxron
aniglash ~ bilan  qgidiruv  gradient  algoritmiga
o‘xshashlikka ega.

Davlat makonidagi dinamik tizimlarni aniglash
uchun yuqoridagi algoritmlar ko‘rib chigilayotgan
diagnostika muammosini samarali hal gilishga yordam
beradi.

NATIJALAR. Yuqoridagi  algoritmlarni
amalda  qo‘llashda  foydali  bo‘lgan  ba’zi
yondashuvlarni ko‘rib chiqamiz. Baholashning bir

I

usuli o‘lchov natijalarining ehtimollik zichligi va
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Bayes teoremasi yordamida olingan aniq yoki taxminiy
tenglamalarga asoslanadi.

Boshga yo‘l - Kalman filtridan foydalanish.
Kalman va Busi [9,10] birinchi marta ushbu masalani
berilgan boshlang‘ich shartlar bilan oddiy differensial
tenglamalarni yechishga gisgartirish orgali og shovqin
fonida tenglama bilan ifodalangan chizigli modelning
holat o‘zgaruvchilari uchun minimal dispersiya
ballarini qanday olish mumkinligini ko‘rsatdi. Asar
mualliflari variatsion usullar va optimal boshgaruv
nazariyasidan foydalangan holda Kalman va Busi
natijalarini chizigli bo‘lmagan oddiy differensial
tenglamalar modeli misolida kengaytirdilar va ularni
taxminlarni ~ topish  muammosini  hal  qgilishda
qo‘lladilar. Tavsiya etilgan usullarning aksariyati ba’zi
bosqgichlarda linearizatsiya giladi va keyin Kalman
filtri yoki uning ekvivalentidan foydalanadi. Boshqga
filtrlash usullari (taxminlarni topish algoritmlari)
[10,11,12] asarlarida tasvirlangan.

Parametrlarning taxminlarini olish uchun holat

o‘zgaruvchilarining vektori quyida (26)
ko‘rsatilgandek to‘ldiriladi (kengaytiriladi)
X .
Z=/3=V09~-&A@-~&]
= (26)
va koeffitsientlar doimiylar tomonidan gabul

gilinganligi sababli, p=0 bo‘ladi. Keyin jarayon

modeli yana quyidagicha (27) shakllanadi:

d—Z=Z=g=F}
dt - L0 27)

Turli xil chizigli bo‘lmagan filtrlash usullarini
ko‘plab taqqoslashlar shuni ko‘rsatdiki, kovaryans xato
matritsasi faktorizatsiyasi bilan kengaytirilgan Kalman

P=UDU’

filtri ( bunda Y. yugori uchburchak

matritsa, D diagonal matritsa) ragamli hisob-kitoblar
paytida eng kam beqarorlikni va kirish buzilishlarining

apriori  statistikasining o‘zgarishiga eng katta
befarglikni beradi. Kvadrat ildiz filtri (Potter-Shmidt
p=ss’

filtri) [26] bilan =~ 22 (bunda 5. kvadrat matritsa)
bundan tashqari, chizigli bo‘lmagan filtrlashning
gonigarli usuli [12].

Tizimli va tasodifiy baholash xatolarini tahlil
qilish masalalarini ko‘rib chigamiz. Kalman filtrlash
usulida o‘lchash moslamalari tomonidan
qo‘llaniladigan tizimli (dinamik) shovqin va shovqin
mustaqil tasodifiy Gauss oq shovqin o‘rtacha nol
hisoblanadi. Ikkala shovginning kovaryans matritsalari

mos ravishda quyidagilar bilan belgilanadi g va 5.

Bundan tashqari, shovginlarning korrelyatsiya vaqtlari
tizimning reaksiya vaqtlariga garaganda ancha kichik
deb taxmin qilinadi. Holat o‘zgaruvchilari vektorining

boshlang‘ich qiymatlari 74

P

va kovaryans xato

- o‘rtacha bilan normal

tagsimlangan qiymatlar £z

ko‘rago. Shu bilan birga, Z va P holat va parametr
o‘zgaruvchilari uchun kerakli nuqta va intervalli
taxminlarning foydali yaqginlashuvi sifatida garalishi

mumkin.

matritsasi qiymat

kovaryans va shunga

Baholarning dastlabki aniglik darajasini Z
tanlash uchun biz P matritsadan foydalanishimiz

mumkin . Priori ma’lumot nisbatan kamdan-kam

hollarda ma’lum bo‘lganligi sababli, af tanlov
o‘zboshimchalik bilan amalga oshiriladi va qoniqgarli
baholarni aniglash muddati ushbu tanlovga bog‘ligligi
sababli bir gator giyinchiliklarga olib kelishi mumkin.
Agar holat o‘zgaruvchilarining dastlabki kovaryans
xato matritsasi ishlatilsa Ro elementlarning Katta
giymatlari bilan, keyin Kalman filtri Kkattaroq
o‘sishlarni beradi va hozirgi o‘Ichovlar taxmin gilingan
qiymatlarga ko‘proq ta’sir qiladi. Shuning uchun
filtrlash ~ jarayoni chegara qgiymatlariga tezroq

yaginlashadi. B matritsaning juda kichik elementlari
bilan Kalman filtri juda kichik o‘sishlarni beradi va
filtrlash jarayoni yakuniy hisob-kitoblarga erishish

uchun ko‘p vaqt talab etadi. E’tibor bering, Py =0

p

tenglik nimani anglatadi, Xo bu ham ma’lum, = ham

va shuning uchun parametrlarni baholashda Py
matritsaning bunday oddiy tanloviga yo‘l qo‘ymaslik
kerak; ammo, agar parametrlar ma’lum bo‘lsa, unda
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o

Py tanlov holat o‘zgaruvchilarining taxminlarini
topish uchun foydalidir.
Agar filtrlash fagat o‘lchovlarning shovqin

fonidan foydalansa, ya’ni tizimning shovqini (yoki

holat o‘zgaruvchilari) bo‘lmasa , demak, = = aniq

Q=0

dinamik model ma’lum. Afsuski, = = tanlov
Kalman filtrining oxir-oqibat yangi o‘lchovlarga kam
vazn berishiga va qoniqarsiz ishlashiga olib keladi
[11,12].

Umuman olganda, 2 juda kichik elementlarga
ega bo‘lgan matritsa filtrlash jarayonining yomon

yaginlashishiga olib keladi, shu bilan birga, agar (=?
elementlar juda katta bo‘lsa, taxminlar yangi
o‘Ichovlarga juda bog‘liq.

Algoritmning qoniqarli ishlashini ta’minlash

Q : . :
uchun = matritsa elementlari sinov va xatolar orgali
tanlanishi (“sozlanishi”’) mumkin va ba’zida holat
o‘zgaruvchilari vektorini yanada kengaytirish mumkin

bo‘ladi, shunda ba’zi Qi elementlar  model

koeffitsientlari bilan bir vaqgtda baholanadi.

1- Jadval. b ba’zi qiymatlar

Elementla Ehtimollik uchun _Ehtimollik uchun
7 ishonchli giymatlar
rsoni = [|=1 1=2 1=3 90 % 95%
1 0683 | 0955 |0997 |1645 | 1960
2 0394 [0865 |0989 |2146 | 2447
3 0200 [0739 [0971 |[2500 |279
6 0144 [0305 |0926 |3,263 |3548
10 2'0017 00538 | 0467 |3998 | 4,279
=o? Q 2
Agar R=0"Q 3 2 ma’lum bo'lsa va @
noma’lum bo‘lsa, unda shunga o‘xshash maydonni
qurish mumkin [6,10]. Shuni yodda tutish kerakki, £
vektor % va b 2 Xy £ dan iborat.
Vaziyat o‘zgaruvchilari va model
koeffitsientlari uchun individual ishonch intervallarini
giperellipsoidni (;_Z) elementlarga mos keladigan

koordinata o‘qlariga loyihalash orqali aniglash

(i)

mumkin. matritsaning k-diagonali elementi
yordamida qurilgan t-mezon yordamida tekshirish
yanada taxminiy, ammo sodda.

O‘lchov xatolari qo‘shimchalar va odatda

o‘rtacha nol bilan tagsimlangan deb taxmin qilamiz. Z
R=0°Q

hagida oldindan ma’lumot yo‘q. ma’lum

2
giymat Q va 9 noma’lum bilan bo‘lsin. Keyin

§zk = (Pkk)l/z
Z

(28) ifoda 52, vektorning Zx elementining =
o‘rtacha kvadratik (standart) og‘ishining taxminiy
giymati va zx uchun ishonch oralig‘i

Z, -5Z, t

(28)

o <L < Z, +5Z, tl_g
2 2 (29)

(29) ifoda "2 . kvantil t-ishonch ehtimoli
100(1-a) % va erkinlik darajalari soni uchun tagsimot,

bu Z (nugtalarni)
hisoblashda ishlatiladigan songa teng bo‘lib, taxmin

eksperimental ma’lumotlarni

qilingan holat va parametr o‘zgaruvchilari soniga
kamayadi [10,12].

Ishda anigroq mezonlar tasvirlangan. Bu yerda
nol gipotezaga muvofiq normal tracktoriya bo‘ylab
ishonch maydoni va joriy o‘lchovlarni gayta ishlash
orgali Kalman filtri yordamida topilgan traektoriya
bo‘ylab ikkinchi ishonch maydoni quriladi. Agar bu
ikki ishonch sohasi bir-biridan farg gilsa va shu bilan
nol gipotezani tasdiglamasa, unda muammo yuzaga
keladi.

Yuqoridagi usullar dinamik tizimlarning
holatini tashxislash vazifalarida baholash
protsedurasining bargarorligi va anigligini oshirishga
imkon beradi.

XULOSA.
- dinamik tizimlarning holat o‘zgaruvchilarini
baholash algoritmlari tahlil qilindi va ularni

diagnostika muammolarida qo‘llash masalalari ko‘rib
chiqildi;

- dinamik makondagi
aniglash algoritmlari berilgan;

dinamik tizimlarni
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- dinamik boshqaruv tizimlarida quyi tizimlarni
diagnostika qilish algoritmlari taklif etiladi;

- Kalman filtrining yangilanish ketma-ketligi
bo‘yicha dinamik tizimlarni diagnostika qilish
algoritmlari ishlab chigilgan;

- adaptiv baholash usullari asosida tizimning
ishlash jarayonini optimallashtirish algoritmlari taklif
etiladi;

- ko‘rib chiqilayotgan baholash
protseduralarining bargarorligi va anigligini oshirish
uchun hisoblash algoritmlari va usullari keltirilgan.
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AOayIXaMuI0B A3HM3:KOH

JloxTopaHT, kKadeapsl 00padoTKu HHGOPMAITUU U CUCTEM
ynpaeiieHus1 TallkeHTCKOTr0 TOCY1apCTBEHHOTO
TEXHUUYECKOro yHuBepcuteTa umenu Mcnama Kapumosa,
TamkenT, Y30ekucraH,

e-mail: azex_91@mail.ru

AHHOTanms. B 1aHHOM cTaThe MpeyIoyKeH yCOBEPIICHCTBOBAHHBIN AJITOPHTM OOHAPYKEHHS, MO/ICYETa,
OTCIJISKMBAHUS U KITACCU(MKAIH XIIOTTKOBBIX KOPOOOYEK ITO CTETICH! PACKPBITHS XJIONKA Ha H300PaKEHHUSIX
ne(omMMpoBaHHBIX PACTEHUL. ANTOPUTM OCHOBAaH Ha wucmoib3oBaHuU monenu YOLOV8 u 1BetoBoit
CErMEHTAINH [T OOHapy»)eHusl Kopobouek B anroputMe Jlykaca-Kanane. 9ToT anroput™ mpoBOaUTCs ¢
IEJBI0  OTCNICKUBAHUS X TIEPEMEIICHHSI U TNPeoOpa3OBaHUM M300PKEHUH I BOCCTAHOBIICHHS HX
MO3MIMM HAa CJIEMYIOMMX Kajapax. [Ipy 3TOM Uil MOBBIMIEHHS TOYHOCTH OOHApY)KEHHMS HCIIONB3YETCS
aHcaMOJIeBbI TOJIXOA, OOBECAMHSIOIIMIA PEe3yJbTaThl I[BETOBOM CETMEHTAIMH, ONTUYECKOTO IOTOKA U
MeTozia TipeoOpa3oBaHus M300pakeHUsl. IPPEKTUBHOCTh TPEITIOKEHHOTO aJrOPUTMa CPaBHUBACTCS C
ISITBIO JIPYTUMU  QITOpUTMaMu  00paboTKu m300paxkeHnit u3 Oubmmotexkun OpenCV, u pe3ynbTarhbl
TIOKA3bIBAIOT €T0 MPEBOCXOICTBO TI0 TOYHOCTH ¥ CKOPOCTHU. DTH TApaMETPhI CAUTACTCST OYCHb BXKHBIMH TS
cOopa yporkast ¥ TpeOyIOT HaJIEHOT'O ONpPEIeNICHHs CTENEHN PaCKPhITHUS KOPOOOUEK B peabHOM BPEMEHH,
YTOObl YMEHBUIUTh 33/IEPKKy MEXKTy OOHapy>KEHHEM M OTIPAaBKOM YIPABISIOIIEr0 CHIHAlA Ha
UCTIOJTHUTENBHBIM MEXaHU3M [UTs YIPABJICHHsT pabOTOM THIPOIWIIMH/APA, YCTAHOBICHHBIM Ha yOOPOYHOM
armapare. B CBsI3U ¢ 3THM OCHOBHOMW HEJBIO JIAHHOTO WCCIICIOBAHUS SIBISIETCS ONEPATHBHOE W TOYHOE
0OHapy’KeHHe, TTOJICUET, OTCICKUBAHNE U KJIACCU(DUKALMS CTETICHH PACKPBITUS XJIOMKOBBIX KOPOOOUEK.

KarueBbie cioBa. PacriosHaBanue o0pa3oB, KiaccuuUKaiys, MallMHHOEC 00yYeHHE, HEHPOHHBIC
cetu, YOLO, TensorFlow, CSRT, KCF, MedianFlow, MIL, MOSSE, xionkoBast KOpoOo4Ka.

Beenenne. Cenbckoe XO3SIMCTBO CUMTAETCS | MPOLYKLIUHU U ONTUMU3ALUEN IIPOLIECCOB
OJIHOM U3 BaXKHEUIIHNX OTPACIIC MUPOBOM SKOHOMHKHU. | Tpou3BoACTBA. [[puMeHeHne nepeaoBbIX TEXHOJIOT UM,
CoBpeMEHHOE CebCKOE XO3SICTBO CTAJKMBAETCS C | TAKMX Kak HeWpoHHble ceTH [1] W KommbloTepHOE
BBI30BaMU, CBA3aHHBIMU c NOBBIINICHUEM | 3peHue [2], CTaHOBHTCA HEOOXOAMMOCTBIO ISt
MIPOU3BOUTEIBHOCTH, YIIy4IIEHUEM KauecTBa
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JOCTHIXXCHUA Sq)(i)CKTI/IBHOCTI/I u COO6H.I€CTBa, TaK U OJI ITPAKTHYCCKOI'o IPUMCHCHUA B

KOHKYPEHTOCIIOCOOHOCTH, 3TOM OTPaCIIH.

OngHoll W3 KIIIOYEBBLIX 3a7ad B CEJILCKOM
XO35UCTBE SBJISIETCS MOHMTOPHUHI U YIPABJICHUE
ypoxaeM [3], BKIItoUas omnpezeaeHne ONTUMAIbHOTO
BpeMenu cOopa [4] mpoaykimm.
KOpoOOYKa - 9TO BaXHBIA JJIEMEHT XJIOMKOBBIX

XJI01IKOBas

pacTeHuil, U €€ COCTOSIHUE (CTENEHb PaCKPBITHS)
MOXET CIY>KHTh Ba)KHBIM ITOKa3aTeJIeM F'OTOBHOCTHU K
coopy ypoxkas. OnHako, BU3yaibHOE OOHApYyKEHUE U
XJIOITKOBBIX

KJIaccuuKarus KopoOoYek Ha

N300paKEeHHSIX ne(oJIMNPOBAHHBIX pacTeHuit
SIBIIIETCS  CJOKHOW 3ajayed u3-3a pas3jinuuii B
TEKCTYpPE U OKpPYKAIOILEH cpelie.

B nanHOll pabore mnocrapaeMcsi NOKa3aTh
BO3MOXHOCTb INPHUMEHEHHS YCOBEPIIEHCTBOBAHHOIO
IrOpUTMa OOHAPYKEHUS, OJICUETa U OTCIICKUBAHUS
XJIOIIKOBBIX KOpoOouek Ha U300 paKESHHUSIX
ne(pOIMUPOBAHHBIX PACTEHUH C HUCIOJIb30BAaHUEM
COBPEMEHHBIX HEUPOHHBIX TEXHOJIOTHI. AHAJOTUYHOE
HCCJEeIOBAaHUE C  HUCIOJb30BAaHUEM  TEXHOJOTUH
riryOokoro oOy4yeHus aisi OOHapyXeHUS KOpOoOOdeK
XJIONKa TpoBoamiock panee [5-11]. Okazanoch, 4to
OHO TPEBOCXOAMUT OOJBIIMHCTBO CYIIECTBYIOIIUX
QITOPUTMOB  KJIacCUPUKALMM  KOPOOOYEK XJIOMKA.
OpHako B 3TOM MOAXOJAE M CEMaHTHUYECKOMN
CeTMEHTALIMU HCIONb30BajICcH Ooyiee  MeIJICHHBIN
QITOPUTM, Ha3bIBa€MbI IIyOOKOM  CBEPTOUHOM
HelpoHHOU ceThlo. [Ipemyaraemslii moaxoa OCHOBaH
Ha wuHrerpamuu  wmoxenu  YOLOV8, mnBertoBoid
cermeHTauuu u aiaroputma Jlykaca-Kanmane mid
oOHapyKeHUs, KiIacCU(UKAUK U OTCICKUBAHUA
KOpoOoUeK, a Takke Ha aHCaMOJIEBOM IOAXOJE JUIs
YJIyUIIEHUs] TOYHOCTH M CKOPOCTH PabOThI CUCTEMBI.

Orot anroput™ nosryuna Hazsanue CropBoxCounte.

JlaHHO€ HCCIIEJOBAHME HMEET 3HAa4MMOeE
3HAQYCHUE JUIL  CEJIbCKOXO3SMCTBEHHOM  OTpaciy,
npeaiaras YCOBEPILEHCTBOBAHHBIN aJTOpUTM

dBTOMATHU3alMK IIponecCa MOHUTOPHUHIA YpOKasd,

KOTOpI)IfI MOXKET MMPUBECTH K ITIOBBIIIICHUIO

3¢ (HEeKTHBHOCTH  TPOU3BOACTBA W CHIDKCHHIO

OICpallMOHHBIX 3aTpar. PC3YHBT8,TBI HUCCICOAOBAaHUA

CEJIbCKOM XO35HCTBE.
Metopnosorus. IlpemioxKeHHbI aIrOpUT™M
OCHOBaH Ha HCIOJIb30BAHUU HEUPOHHBIX CETEH IS
oOHapyXeHUs n3o0pakeHusx. B
YaCTHOCTH, OOHapy)XeHUs  H

OOBEKTOB Ha
i 3a/1a4d
KJIaccu(UKAIUU XJIOMKOBBIX Kopobouek [12, 13] Obita
BeIOpana wmojenbs YOLOV8, koTtopas mo3BosseT
3¢ hexTHBHO paboTaTh B peKUME PEATHHOIO BPEMEHH.
YOLO (You Only Look Once) mpexacraBnsier coboii
OBICTPYI0O M TOYHYIO MOJEIb [JIsi OOHApy>KEeHUS
O0BEKTOB Ha H300pakEHUSAX, YTO JenaeT eé
ujcalbHBIM BBIOOPOM I pEelIeHHs Hallel 3aJaud,
Tpebyromiei peanbHOro BpeMenu [14] BeimonHeHus.

B cBs3u ¢ Tem, uto YOLO moxer gomyckaTh

OIIOKH U HEAOCTATOYHO TOYHO OMPCACIIACT I'PaHUIIbL

00BEKTOB, TpeOyeTcs JOTIOJTHUTENBHOE
UCIIOJIb30BAaHUE  LIBETOBOM  CErMEHTAlMM A
MOBBIIICHUSI TOYHOTO OOHApPY)KEHUS  PACKPBITHS

KopoOouek. IIpemioskeHHBI aarOpUTM TO3BOJISIET
Ooiee SIBHO BBIICIHTH XJIONKOBBIE KOPOOOUYKHM Ha
U300paXEHUSIX M YMEHBIIUTh KOJIMYECTBO JIOXKHBIX
TAHHBIX (PE3yJIbTATOB).

ITocne oOHapykeHUs OOBEKTOB Ha IIEPBOM
Kaape ucnosub3dyerca airoput™m Jlykaca-Kanane s
OTCIIC)KMBAHMS WX TEPEMEIICHUS Ha TOCIEIyIONIIX
KaJpax. TOT aIrOPUTM MPEOCTaBIsAET HH(DOPMALIHUIO
0 BEKTOPE CMEIICHUSI 0OBEKTOB MEXIY KaJpaMH, 4TO
1o3BOJIsIeT dPHEKTUBHO OTCIICKUBATh WX JBIKCHUE
[15, 16].

Jinsg  ynydiieHus
obHapyxenus [17, 18], mnpenmnaraem 0OBEAUHUTH
pesyapratel  YOLO, mBeTOBOW CerMeHTaluu |
ajnropuTrMma Jlykaca-Kanane c MTOMOUIBIO
ancamOyieBoro moxaxoxa [1, 11]. Drto mo3Bosser

TOYHOCTH W  CKOPOCTH

COKpATHTh KOJIMYECTBO JIOKHBIX CpaOaThIBAaHUN U
HOBBICUTh YCTOWYMBOCTH PaOOTHI CUCTEMBI.

Jlnst cpaBHEHMsI MPEATIOKEHHOTO aIropuT™Ma ¢
JOpPYTUMH  ajaroputMaMu oOpaloTKu H300pakeHui
MOYKHO MCIIOJIB30BaTh CIEAYIOIINE AITOPUTMBIL:

MOTYT OBITh MOJE3HBIMH KaK Ui  HAYYHOTO Aaroputm 1. CSRT (Channel and Spatial
Reliability — Tracking) —  ngamHBIii  amroputm
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UCTIOJIB3YET PErPECCHIO IS OTCIIC)KUBAHKS OOBEKTOB.
OH ocHOBaH Ha ujee, 4ro GhopmMa 0OBEKTa OCTACTCS
MIOCTOSTHHOM Ha MPOTSHKEHUN BCETO BPEMEHU;

Aaroputm 2. KCF (Kernelized Correlation
Filter) — nmaHHBIH anrOpuT™M, OCTPOEH Ha (QUIBTPAX
KOppEJISIIIMK M TPEACTaBIsieT coboi 0000IeHue
(GWIbTpa KOppENSIHUU C WCTOIB30BAaHUEM Spa, YTO
MO3BOJISIET YBEJIMYUTh TOYHOCTH M CTAOMIIBHOCTD
JIETEKTOpa UTO YJIyUIIaeT CBOIO MPOU3BOIUTEIBHOCTD.
OH paboTtaer myTeM HaxOXACHHA I[apaMeTPOB
¢bunbTpa,
MEXTy OOBEKTOM U €T0 Ia0JI0HOM;

Aaroputm 3. MedianFlow — astoT anroputm

KOTOpPhIE MaKCHUMH3UPYET KOPPEISITUIO

CIeKEHUS, OCHOBaH Ha CJEXEHUs OO0BbeKTa B
ontudeckoM MmoToke. OH HCHOJB3yeT MeTUaHHBIH
GWIBTp ISl OTIpeNeNIeHUsT IBIKEHUSI 00BEKTOB U UX
¢dona;

Aaroputm 4.  MIL  (Multiple-Instance
Learning) — »3To moaxoa K OOYYCHHIO, KOTOPBIH
paboTaeT ¢ HabOpaMH JaHHBIX, TAE KKIBIH MpUMED
coboit coJiepKaluit
HECKOJIBKO IK3eMIUIIpOB KopoOok. Ilems cocTout B

TPEeACTaBISIET “memnIox”,
TOM, YTOOBI HAYYUTHCS KJIaCCU(DUIIMPOBATH MEIITKU Ha
OCHOBE UX COJICPKHUMBIX;

Aaroputm 5. MOSSE (Minimum Output Sum
of Squared Error) — 3To anroput™ OTCJICKUBAHHMS,
OCHOBaHHBIM HAa METOJ/I€ HAUMEHBIIIUX KBaJIpaToB. OH
WCIIONIb3YeT KBAJAPATUIHYIO0 (DYHKIHUIO IOTEPh, YTOOBI
MUHUMH3UPOBATH OMIMOKY MEKAY MPOTHO3UPYEMBIM U
peanbHBIM MOJOKEHUEM 00BEKTa;

Brime
MPECTABISAIOT

MpEaACTABJICHHLIC
HEOOJBIIIYIO

QJITOPUTMBI
T 4acTh
Bo3MokHOCTe# OpenCV 1 MOTYT UCTIOJIB30BAThCS JJIS
pasIMuHBIX 3a1a4 00paboTku n3oOpakenwii [19, 20],
BKJIIOYass OOHapyXeHHEe OOBEKTOB, CETMEHTAIHIO,
¢wibTpanuio M aHanu3 wu300paxkeHuil. Bce aTH
QJITOPUTMBI CBSI3aHHBIMU  C
HETOYHOCTBIO OOHApPYKEHUS, 3aJCPKKOH BpPEMEHH
T.a. s
ONITHMU3AIMH PEIICHHS JAHHOU POOJIeMbI TpedyeTcs

HUMCIOT HCIOOCTAaTKH,

OOHapyXeHUs, BBIJIAYM JAHHBIX W
MPOBEJICHUE MOJCPHU3AINU WK pa3paboTKa HOBBIX

MOJIX0I0B (2JTOPUTMOB), KOTOPBIE PACCMOTPUM HIKE.

MeToauka  pemieHHsi  3aJadd.  3ajaya

pacmo3HaBaHUS W KJIACCU(UKAINNUA  XJIOMKOBBIX
Kopobouek siBisiercst [21] akryanbHOlM mpoOiiemMoit B
00JIacTH aBTOMATH3AllMM CEIbLCKOTO XO3SicTBa U
NPOMBIIUICHHOCTH. J[7Is1  pelmeHus dSToW  3aaauu
UCIIOJIE3YETCS COBPEMEHHAsI TEXHOJIOTHS, TaKas Kak
YOLO v8. Dtor mporecc cBsizaH ¢ 0OydeHHEM
MoJIeNiell ISl pacro3HaBaHUS ©  KIAcCUpUKAIUU
00BEKTOB M BKIIIOYACT B €01 HECKOJIBKO ATAIlOB.

[Ipennoxennsiii  anroputm  CropBoxCounte
(Aaroput™m 6) - OCHOBaH Ha IPUMECHEHHE aJTOPUTMOB
JUIsT  OOHapy»KEHHS, IMOJCYeTa W  OTCIICKUBAHUS
KOpOOOYEK XJIOMKA C UCTIOJIB30BAHUEM COBPEMEHHBIX
HEHPOTEXHOJIOTMYECKUX TMOAXOA0B. DTOT QJITOPUTM
ocHoBaH Ha uHTerparuu mojenu YOLO v8, npeToBom
paznenenuun u  anroput™me Jlykaca-Kanamwl — miist
OOHapyXeHUS, KIAaCCH(PUKAIUU U COMPOBOKICHHS
KOpOOOYEK, a TakKe Ha aHCAaMOJIEBOM TMOIXOAE st
MOBBIIICHUSI TOYHOCTH H  MPOU3BOJIUTEIHHOCTH
CHCTEMBI.

PaccMoTpuM miporiecc 0Oy4eHHST MOACIH IS
pacmo3HaBaHUS W KJIacCH(PHKAIMM  PACKPBITHS
XJIONIKOBBIX KOPOOOYEK ¢ MPUMEHEHHEM HEWPOHHBIX
OXBaTBHIBAET M  TpeOyeT

TCXHOJIOI'UH, KOTOpBII‘/JI

BBIITOJIHECHHUA HECKOJIBKUX 3TAaIlIOB:

1 - Jran. DKcnepuMeHTAJIbHASL YCTAHOBKA
(Habop oOy4arommx gaHHbIX). [0 npoBeneHus
9KCIIEPUMEHTA OBUTH BBIOPAHBI HCXOJAHBIE JTaHHBIE,
YCIIOBUSL OKCIUTyaTalldd M JpYyrue TeXHUYECKHe
DKCTIEpUMEHT OBLT
(Puc. 1).
XonkoyOOpouHasi MallllHa ¢ BUjaeokamepamu [22],

TpeOOBaHUSI OMUCAHHBIE HIDKE.

NpoBeeH B  TOJIEBBIX  YCIIOBHH
JBIDKYIIIASICSL CO CKOPOCThIO MeHee 4 kv/dac. CHUMKH
pacTteHuii Aenanuch ¢ paspemieHuem 720 mukcenew,
ckopocteio 30 CHUMKOB B CEKyHAy, Ha BbicoTe 1,5
MeTpa Haj 3emiiedl. Bugeokamepa nmena auadparmy

/2.8 1 00BEKTHUB ¢ pa3pelieHneM 5 Meranukcenei.
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ManirHa C

YCTAaHOBJICHHBIMHW BUACOKaMCpPpaMH Ha XJIOIIKOBOM
noJe.

UtoObl  coOpath  Oousibmie  0OydYaromux

n300pakeHUI ChEMKH CHUMAIIUCh B IBYX BapHUaHTaX:
1. Bunpeokamepa ObuTa HaKJIOHEHA (BHU3) O
yraom 90 rpagycos;
2. Tlox yriom 45 rpaaycos (Puc. 2).

Puc. 2. Bun skcnepuMeHTaIbHON yCTaHOBKU
2— cucTeMa TeXHHUYECKOTo 3peHHUs]; 3 — 3NEKTPOHHBIH
omok; 11 — TUAPONMIMHAP, YCTAHOBJIEHHBIM Ha
yOOpOYHBIH ammapar.

Jis nonmy4yeHue n300pa’keHHi ¢ pa3HbIX YIJIOB
U COYETaHUs HU300paKEeHUIl Pa3NMUYHBIX BUIEOKamep
(Puc. 3), a Takke s TOBBIMICHUS HAEKHOCTH
OOHapyXE€HUs] ~ WCIOJB30BAJCS  pa3paOOTaHHBIN
anroput™. bosee Toro, paspemieHue H300paskeHUA
(360 mwmkceneii, 720 mukcenedr u 1080 mukceneir)
YCTaHABIIMBAJIOCh W3MEHEHHUEM HACTpPOEK

BHJICOKAMEDPBI.

Puc. 3. XinonkoBoe rmone i TNPOBEICHUS
00y4eHUs: MOJICTIH.

2 - Jtan. Ilpoumecc mnpoBexeHusi coopa,
00pabdoTku JaHHBIX. [l BBIIONHEHUS JaHHOU
omeparuu ObuTa coOpaHa cucreMa 00pabOTKH U
u3BiedeHuss uzobpaxenuid. Ilpm sToM BHAEO C
BUJICOKaMepbl ObUTH MepeHeCceHbl Ha KOoMMbIoTep ACer
Nitro 5 AN515-42 (rpaduxa NVIDIA GeForce GTX
1650 4 T'b ¢ mpouieccopom AMD Ryzen 5 3550H 2100
MI'1) ¢ yCTaHOBIEHHOM OIEPAIMOHHOW CHUCTEMBI
Windows. U300paxkeHusi, TOITy4YeHHbIE C TOMOIIBIO
JIpYrux BHUIEOKaMep, Takke ObUIM MEepeHeceHbl Ha
paboumnii croN KOMIBIOTEpPA, Ha KOTOpoM Oblia
wiatpopma  TensorFlow. [lannbie
o0yuyeHHsI U JJaHHBIE TECTUPOBAHUS OBLIN 3arpy KEeHBbI
B KOMIIBIOTEp M7 00pabOTKM M  W3BICUCHUS
HU300pakeHUI.

3 -
TECTUPOBAHUS IAHHBIX.

yCTaHOBJICHA

Jtan. [lpouenypa o0ydeHuss u
JanHoe

WCIIOJIb30BAJIOCh JUIsI OOYYEHHsS] MOJENH, a Jpyroe

BUJICO HaMH

BUJICO — Ui €€ TecTUpoBaHuUs. B obuieit cinoxHOoCTH
ObuT0 co3mano 760 oOywaromux n3oOpakeHmii ¢ 14
307 xopoOkamu. [1pu s3TOM paspemreHue n300paskeHMA
BapbupoBaiock oT 360 nukceneit 1o 1080 nukceneit.
PazHooOpa3zue kauecTBa M300paKEHUH IO3BOJSAET
MOJIETIM  CBEPTOYHOM HEUPOHHOW CETH H3ydaTh
pasznuuHble NpoOJEeMBbl, CBS3aHHBIE C pa3MepoM
m3o0paxenuit. Kpome Toro, wuzoOpaxeHus ObLIH
CHSTHI B Pa3HOE BpEMs CYTOK: YyTPOM, THEM U BEYEPOM
[1, 2]. UsobpaxkeHus CHATbIE B MOJACHb OBUIH
UCKIIIOYEHBI, C LeNpl0 u30exaHue OJMKOB Ha
M300paKEHUSIX U3-32 OTPAKEHUH OT OesbIX (LUIyMOB)

Kopobouek xynonka. Hekoropele yTrpeHHHE U THEBHbBIE
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n300pakeHusi OBUTM 3aTEMHEHBI JJIS1 CO3/IaHUSI TEHH M | OTCIC)KMBAaHUS. OJTH  (QYHKIMH  UCIOJB3YIOTCS
YCIOXKHEHHS 3a7adi. Monenb JIOCTUTIIa TOYHOCTH | TPEKEPOM JUISl ONMpPEACTICHHS CIIETYIOIIETO IMOJI0KEHUS
94.4% nocne 2000 smox (tabnuua 1). KOpOOOUYKH Ha U300paKECHUH.

4 - DJran. OOHapyXKeHHe  CTeNeHU
packpbiTusi KopoOodek xJjonka. Hamum Oputa
coszana nporpamma [23], ucrosp3yromas Moaesb JIIs
oOHapyXeHUS U KiIaccu(UKAIMU KOPOOOUEK XJIOTKA B
3aBHCUMOCTH OT CTeNeHM UX packpbitus. YOLOVS
npenackaspiBaetr BeposTHOCTE oT 0 mo 100% mns
KaXJIOi  OOHAPY)KCHHOW  KOPOOOYKM  XJIOTIKA.
ANTOpPUTM HaCTpaMBAETCs HA CICTYIOIINE CIyJIan:

- 17151 OOHAPY>KEHUH KOPOOOUKH, €CITH X YHUCIIO
B BbIOpaHHOM ydacTke mnpesbimaer 50% mocTymnHOM
MaMsITH;

- 17151 OOHAPY>KEHUH KOPOOOYKH, €CITH X YHUCIIO
B BeIOpaHHOM yd4acTke coctaBisier 40% noctymHOU

HNaMSITH.
Puc. 4. OOHnapyxeHHass KOpoOOYKa XJIOTKa,
Takune TpeGoBaHuUs HE JOTTyCKaeT

KOTOpas 6y,Z[CT CErMCHTUPOBAHAa II0 NBCTYy JIA
NEepErpy’>KEHHOCT CUCTEMbI U3-3a HpO6J’IeMH C

. MOJTyYeHUST KpaeB KOPOOOUKH (BBIACICHBI KPACHBIM).
HEXBAaTKOM TMaMSATH, B TO € BpEeMS HMEETCS

JIOCTaTOYHas MaMsITh U1 OBICTPOTO MPOTHO3UPOBAHUS
6 - Jran. OTcie:kMBaHHEe KOPOOOUKHU U €ro

BO BpEMsI BBITIOJHEHUS APYTUX 3a7a4.
ocodennocTu. IlpusHaku oOHapykeHHsS KOpoOouek

[Tocne mpenckasaHusi MOAENH, MPOTPAMMHOE
oOecricueHre, C TIOMOIIbIO aJrOpUTMa IIBETHOM
cermentanuu [11], omnmyas mBer xmomka ot (oHa,

pPacCUMTHIBAIOTCA C HUCIOJIB30BAHUEM  aJIrOpHUTMa
ONTHYECKOTO MIOTOKA Jlyxaca-Kanansr,
. peanmzoBanaoro B OpenCV. [Ipu 3ToM UCTIONB3YIOTCS
MPOBEPSET SBIACTCS JIM OOHAPYXKCHHBIH OOBEKT

TOJBKO T€ TOYKH, KOTOpble OBUIM  YCIEIIHO
OTCJIEKEHBI, JJIs1 IOCTPOCHUS CIEAYIONIEH TPaeKTOPHH

oOpekra. Ecim kakag-muO0 w3 TOYEK He ObUIa

OeNbIM XJIOTIKOM WJIM HET. DTOT MPOLECC COCTOUT M3
4eThIpex 1maros: 1) cOop u300paxeHus; 2) pa3aeiicHue

KaXKI0ro KaHalia RGB N300 paKEeHUS C ) ;
) BBIUKCJIEHA, OHA TIepeaaéTcs Il IIPOBENECHUS pacyéTa
HCIOJB30BaHHEM [BeToBoro rmopora RGB; 3) > pea A poBen p

o C HCIOJIb30BAaHHEM TOMOrpaduveckoro crocoda
MAaCKHpOBKa O€JBIX KOMIIOHEHTOB (IIBETOBOHM IMOpOT

npeoOpa3oBanus. 3/1ech OOHapyKeHHE KOpOoOOUeK
KpaCHOI'o KaHaJjia BCC 3HAaUCHUA IBETOB YCTAHOBJICH Ha

. XJIONKA  OCVIIECTBIAETCS C  HCIOJIB30BaHUEM
150, ocranbHbIe BCe 3HAYCHHS 1IBETOB - Bhiie 170); 4) yim

QITOPUTMa ONTHYECKOro ToToKa. IIpeoOpasoBanue

MOATBEPKIeHNE OOHAPYKEHUSI. }
U300paKeHUsl  JOCTUTaeTcss MyTEM  HAXOXKICHUS

5 - Jran. O0Hapy:xeHHe MOJe3HbIX (PYyHKIUIT

M HIIbI 2 II INEKTUBHOT II BaHU
A orcjeskuBanus. [ oOHapyxkeHUs ““Xopommx arpurter  [25] mepene oro mpeoSpasora

n3o0paxkenuss 3xX3 ¢ wucnomszoBanuem OpenCV

(GYHKIMHA  OTCII@KMBAHUS ~ HMCIIONB3YETCd  METOJ .
merona “findHomography”. Touku ¢ Xxopommm

OpenCV  “GoodFeaturesToTrack”. Ortor wmetox

N . crarycoM B Mmetonae Jlykaca-Kananel vCnonb3yroTcst
crocoOeH HalTH KpaifHue TOYKH KOPOOOYeK, YTOOBI UX

MOXXHO OBUIO TOYHO OTcieAuTh (0OHapyxkuth) (Puc. o pactcta MaTpHIIBL romorpagu. C
UCTIONF30BAaHUEM TMPEABIAYIIET0 Kaapa, TEKYIIeTo
kagpa u merona RANSAC mnomywaercss matpuna
npeobpazoBanust (H). DTa MaTpuiia HCIIONB3yeTCS ISt

npeoOpa3oBaHUs ~ OTPAHUYUTENIBHBIX  PaMOK |

4). OH mpHUHUMaeT W300pakeHHEe KOPOOOUKH U ee
Mackd,  4roObl  yOeauThCs,  4YTO  CHCTEMa
JICWCTBUTEILHO BHUIUT TOJBKO KOpPoOouky [24] wu
OKpY’KaloIIHe e Kpast JIJIs TOMCKa XOPOIIHX (PyHKITHI
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00BEKTOB.
Apyr  Apyra,
MOMOIIBI0 MATPHIIBl MPEoOpa30oBaHMs, ITO CBA3aH C
KOpOOKH,

OTCICKHNBACMBIX KOpO6KI/I, KOTOPbIC

MIEPEKPHIBAIOT OTCJICKHUBAIOTCA  C
BO3MOXXHOCTBIO  TMEPEKPBIBAHUS
MPUBOJIAT K yTepe
OTClIe)KMBaeMoil oObekTa. TakuMm oOpa3om, cucreMma
Oyner

4To
TIOJIC3HBIX CBOJCTB,
MPUHYIUTEIBHO 0TOOpaxarb
OTPaHUYMBAIOLIYIO PaMKy Ja)Ke €CJIM OHAa HE YBEpeHa
B Hamuuuu KopoOku. OrpaHuyuBaromas pamka
JOJDKHA OBITH OTOpOIIEHa, €Clii KOpoOKa He OblLia
oOHapyXeHa B TEYCHHE IIATH IIOCIEIOBATEIHHBIX
KaJpoB. YBEINYCHNE KOJIMYECTBA TTOCIECAOBATEIBHBIX
KaJpOB MOXET yJIy4IIUTh Pe3yJIbTaThl, HO 3TO TaKXkKe
MOJKET 3aMEIJIUTh paboTy MOJENH, TaK Kak B 3TOM
cillydae CBepXy C KaMepbl 4YacTO TIPOHMCXOIMT
Hayoxenue 00bekToB. Ha (Puc. 5) muuun 0603HagaoT
TPEKJIETHI, TO €CTh MyTh, MO KOTOPOMY KOPOOOUYKH
Obul OOHapy>XeHBI B pa3HbIX Kajapax. Tpexieramu
MOKa3aHbI OTCJIe)KBAEMbIe KOpOOKH,

JEMOHCTPUPYIOIIAMHU  TIEPBBIX
00HapyKEHHBIX KOPOOOUECK.

U TIOCIEAYIOIINX

i 2 Skiey N
Puc. 5. OtcnexxnBanue KOpoOOYEK XIJIOMKA.

DTOT MOJXOJ MOXKET OBITh MCIOJB30BaH IS
aBToMaTH3armu mporecca [26-30] coopa u 00paboTKH
XJIOTIKA, YTO MOXET TPUBECTH K TOBBIIICHHIO
¢ dexTuBHOCTH PAbOTHI B CEIBCKOM XO3SAUCTBE U
npoMbIuieHHOCTH. OJTHAKO, HEOOXOAMMO YUUTHIBATh,
9TO TOYHOCTH MOJICTTH MOXKET CHIIKAThCS B YCIOBHUSX
(bakTopoB,
OCBEIIICHHE WU MTOTOIHBIC YCIOBUs. B CBsI3M ¢ 3TUM B

U3MCHCHUA BHCHIHUX TaKuX KaK

JanbHEWIIMX paboTax HEOo0XOIUMO MPOAOKATH
WCCJEeIOBaHUS B 2TOM 00nacTd, 4YTOOBI YIYyYIIUTh

TOYHOCTh MOJICJICH M clieslaTh UX 00Jiee YCTOMYMBBIMH

K TaKUM U3MEHEHUSIM.
7 -  Oram

JIKCIIEPUMEHTOB "

Metoauka
aHaJIn3

NPOBeIEHNs
pe3yJIbTaTOB
uccaenoBanmsi. JIis OIEHKH MPOU3BOAUTEILHOCTH
mojenu [31] mpoBeaeHBI HCCIIEA0BAHUS U PACCUNTAHBI
BOCEMb MMApaMeTPOB IS KaXIOro aiaroputma. [lpu
3TOM BCTPOCHHOW CUCTEMOH IPOBEACHBI U3MEPEHHUS
CKOPOCTH 00pabOTKH KaJpoB (KOJUYECTBO KaJpOB B
cekyHay). Jlanee coOpaHo KOJIMYECTBO MOICUUTAHHBIX
KOpOOOYEeK ¥ OLEHMBAJIOCH OOIIEe KOJUYECTBO
00paboTaHHBIX KaXJI0H MOJENbI0 KaJpoB. 3aTeM
PYYHBIM crioco0am, ObLTH COOpaHbl JaHHbIE 17151 cOopa:
BEpHO ompeneseHHbIx pesynsTatoB (TP), moxHO
ompeeneHusix  pesyabratoB  (FP) wm
nponymieHusix pesyiabratoB (FN). Ilpu stom mist

JIOXKHO

Ka)KI0T0 BUICOKApa U3 BRIOOPKHU OBLIO TIOJICYUTAHO U
orieneHo obee kommuecTBo TP, FP u FN. [lanee Obuin
OTIpeIeIICHbI YYBCTBUTEIBHOCTH (IIOJHOTA), TOYHOCTD,
F1-mepa v PEeIU3UOHHOCTD alNroOpuT™MOB [7, 32].
Precision (TOYHOCTh) — 3TO METPUKA, KOTOpast

MPEICTABISACT cobon pi (0 1) BEPHO
KJIaCCU(PULIMPOBAHHBIX IOJIOKUTEIbHBIX TMPUMEPOB
cpeau  BcCeX IMPUMEPOB,  KIACCUPHULIMPOBAHHBIX

MojieNiell Kak mosiokuTensaeie. dopmyiny Precision
METPHKH MOYKHO 3aITUCATh B CIIEAYIOIIAM BUJIE:

.. TP
precision= ————;
TP + FP
Recall (momnora) — 3T0 MeTprKka, KoTOpas
MPE/ICTABIISIET coboit JOJTIO BEPHO

KJIACCU(ULMPOBAHHBIX IOJOXKHUTEIBHBIX TMPUMEPOB
CpelMd BCEX MCTHHHO IIOJOKUTENIBHBIX IPUMEPOB.
®opmyna ans Recall umeer cnepyrommii BU:

TP
recall= ———;

TP +FN
F1Score (F-mepa) — 3T0 MeTpuka, KoTOpas

06'LGI[I/IH$IGT MOJIHOTY W TOYHOCTH MIJid ITOJIYUCHUSA
€JMHOM BEJIMYUHBI, KOTOPAsl IOKA3bIBA€T CYMMAapHYIO
MPOU3BOIUTEIILHOCTD Qopmynny s
F1Score Mo>XHO 3amucaTh B CIICIYIOIIAM BUJIC:
2* precision*recall |

precision+ recall

ajiropurMma.

F1Score =
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Accuracy (TO4HOCTh KJIacCCH(PUKAIMH) — ITO

METpHKa, KOTOpas MPEICTaBIsieT COo00il  OJIr0
NPaBUIBHO KJIACCH(DUIIMPOBAHHBIX MPUMEPOB CPEIH
Bcex npumepoB. Dopmyna s ACCuracy mpuBeacHa
HIDKeE:
TP +TN

TP+TN+FP+FN

Jns Beraucnenus Gopmyn Precision, Recall u
Accuracy HeoOX0IMMO UMETh JaHHBIE O Pe3yJbTaTax
TP, FP, FN, TN.

Bo

00y4YeHHOM

Accuracy =

BpeMsi  TNPOBEJEHUS  TECTHPOBAHHE

MOJCIM HAa MHOXECTBE 00pasIoB
uccienoBaiu ckopoctb pabotst YOLOV8 wu ero
TOYHOCTbH. J[JIs1 3TOro 3amyckaid MoOJeib, KOTopas B
pesyibTaTe  00pabOTKH

Kaxxgoro TECTOBOI'O

BBIJIACT
obpasra.

MPOTHO3BI  JIS
B Tabmume 1
MOJIyYCHHBIC PE3YJIbTaThl  PabOTHI
YOLOV8 nns xaxgoro oOpasia U CpelHssl 4acToTa
KaJIpoB B CEKyHOy. B pesynbrare, wuccieaoBaHus
YCTAaHOBJICHO, 4YTO cpemHss TouyHocTh YOLOVE
nocturiia 75,3, a CkopocTh 00paboTKH - 5,7 KaapoB B
cekyHay. HecMmoTpst Ha TO 4YTO OBUIO MPOITYIICHO

MHOT'0 KOPOOOYEK XJIOMYATHUKA CO CHEIU(PUIHOCTHIO
75,6. YOLOvVS

MpEeACTaBICHBI

Lenbto MIPOBEICHUS UCCJIEIOBAHMUS
IKCIIEPUMEHTA OBLIO: TIOBBICUTH TOYHOCTH C 75,6% un
py HEU3MEHHOH CKOpocTHu 00paboTku 5,7 KaxpoB B
ceKkyHay. Pe3ynpraT nocturinm myTéM OOHapy KEHHS
KaJIpOB TOJIbKO 4Yepe3 OMpEICIICHHBIE MPOMEKYTKH
BpeMEHH W B pe3yibTare OTCICKHUBAHHUS IO
cnenyronmx kajapo. B Tabmumax 2, 3 u 4 npuBenéx
pe3ynpTaThl  TECTOB  JUIsl  BCEX  AJITOPUTMOB
OTCIIC)KUBAaHUS W OBUIM OMNpeNeNeHbl IMapaMeTphl
(4yBCTBUTEIBHOCTD, TOYHOCTH, Crieu(pUIHOCTh U F1-
Mepa).
Tabnuupl cofepKaT pe3yiabTaThl  KakJOTo
Tecta. B nmepBoMm Tecte npocmorpeno 605 kaapos, BO
BTOPOM — /27 KaJpoB, a B TpeTbeM — 672 kaapos. [Ipu
9TOM YCTAaHOBJIEHO, YTO HU3-3a MPOOJIEM C MaMSIThIO
Anroputmbl  Boosting, Goturn u TLD wne cmormu
obOpaborath m300pakeHusi. HemocraTkamu
QITOPUTMOB OBUTH CIeAyIoliee: HHU3KUE CKOPOCTH
o0pabotku kaapoB (Menbine 200 kaapoB), U HU3KHE
Han&XHOCTH paboThl. Tabmuip! 2, 3 U 4 MOKa3bIBAIOT
obO1mree xommuectso 3HaueHuit TP, FP u FN mua 24
n300paKeHNd, KOTOpbIE OBUTH TPOAHATH3HPOBAHEI

AJI KaKA0ro aJiropuTrMma.

9THUX

MOKa3ajl  BBICOKYI0O TOYHOCTh
obpabotkn - 99,6, koTOpas CBHJAETEILCTBYET O .
Xopouei 00y4aeMoCTH MOAENN HJIECHTHU(PHUKALUU = g\i ;\3 ’O\E?
KOpoboUeK E TP [FP FN £ § 5| e é S
= = 2 Q =
£ 2 3181885
—~~ = [<5) (] S — o (@}
L ,\a = < n < o LL n | O
2 | S S - Anr.1 35210 30 [92.1 [92.1 100.00.96 0.7 [100.0
= [TPFPFN| £ | > | < 8
s S| &5 |2 | £ Anr.2 333[16 49 87.2 83.7 954 091 2.2 [53.4
2 | 3/8|8|% Anr.3 B46/10 36 (90.6 88.3 97.2 0.94 3.6 985
5 s|18| &3 8
~ Flslall | & Anr.4 3478 35 [90.8 [89.0 97.7 0.94 0.2 84.7
[MepBriii 286 0 (96 [74.9 [74.9 100 |0.86 5.6 Aunr.5 334|116 48 87.4 83.9 954 091 8.1 [57.3
Bropoit 4103 [126(76.5 [76.1 99.3 [0.86 [5.8 Anr.6 3590 23 [94.0 [94.0 100.00.97 [7.5 954
Tperuit 3852 [126(75.3 |75.0 [99.5 0.86 5.8
Cpennee 75.6 [75.3 99.6 0.9 5.7 Tabauna 2. Pe3ynpTaThl MEepBOro MpoOHOTO
CrangapTHOe 07 05 03 00 b1 IKCTIEPUMEHTA.
OTKJIOHECHHUE

Ta6auna 1. [Tporroszst YOLOV8 ns xkaxmoro
HUCIIBITAHUA.

B Tabmumne 2 mpencTaBieHO IMEPBOE BHUJEO,
CHATOE KaMepoH, KOTopas [ABUrajach ObICTpee, 4eM
BTOPOM M TPETbEH HCHBITAHUU. [l IIPOXOKICHHUS

JUCTAaHIIUIO 5 MCTpPOB B IICPBOM, BTOPOM H TPCTHEM
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npoxoaax mnotpeboBamock 43, 57 m 51 cekynna,
COOTBETCTBEHHO. B X07€ HCHBITaHUS YCTaHOBJIEHO, = g ;\3 ;\3
YTO HAaMMEHBIIAss CKOPOCTh ABIDKEHHS Kamephl Oblia 2 TPFP FN| 2 g = . 2 ;\3
BO BpEMsI BTOPOI'O MCIBITAHUS. E. E © .g 5 ‘% =
Bo Bropom wucneitannm mexnay 104 u 584 E @ § 'g A 3 §
KajJjpaMu ObUIO OOHAPYKEHO OOJIbIIE KOPOOOK, YeM B < gl |la | |&|O
MepBOM M TpeTheM HCTBITAHHAX. B  mepsom Anr.1 4913 20 96.1 [95.5 99.4 0.98 0.6 [105
WCTIBITAHUH, TIPU OTHOCHUTEIHHO OOJBIICH CKOpPOCTH, Anr.2 465114 46 91.0 88.6 97.1 0.94 18 [65.6
MPEUIOKEHHBIA aIrOpUTM (JIropuT™M 6) TOKa3bIBaeT Anr.3 487114 24 953 928 97.2 0.96 3.1 [105
XOpOLIKE Pe3y/IbTaThl [0 OTHOLICHHUIO KO BropbiM | (AJI.4 484 11 27 94.7 192.7 97.8 0.96 0.2 87.0
ANTOPHTMaM MMEIOLIHiT GoJlee BRICOKYI0 Hambomsmeii | AIr-5 42612 85 1834 81.5 97.3 0.90 7.5 [71.0
ckopocTh. Ho B TaGmume 2, anropurm 6 ycrymaer | Anr.6 4860 25 95.1 95.1 100 0.97 [7.6 [96.2

anroputmy 1 B mojicuere KOJIrm4ecTBa KOPoOOK XJIOTKA.
Opnako, mojacyeT KOpOoOOK XJIOMKa B aJITOPUTM 6 B
Tabnuie 3 C OTHOCHUTEIBHO OOJBIION CKOPOCTHIO
MPEBOCXOJIUT JITOPUTM 1, HO HE B OTHOIICHHUH
YYBCTBUTEIBHOCTH U TOYHOCTH. DTO CBSI3aHA, C TEM,
YTO 3/1€Ch UCIIOIB30BaH YUCTBIA anroputrm Jlykaca -
Kananme, mocnemnuii aiaropuT™M MO3BOJSIET TOYHO

OTIPENICTIUTh  MEIJICHHO  JIBMDKYIIHECS  OOBEKTHI
(kamper). HecMmoTpss Ha 3TO, YyBCTBUTEIBHOCTH H

TOYHOCTH 6-TO anropuT™Ma OJU3KH K MOKa3aHusM 1-ro

Tabauna 4. Pe3ynpraThl TpeThero mpoOHOTO
JKCIIEPUMEHTA.

B 1o e Bpems amroputm 5 Obuta camas
BBICOKasi CpeliHss CKOpocTh (7.8 Kaapa B CeKyHAY), a Y
anroputMa 6 ObUTa BTOpas MO BEIUYHUHE YaCTOTHI
kazapoB (7.6 xampa B ceKyHIy), U Ha He€ HE BIUSLIO
KOJINYECTBO 00padaThIBAEMBIX KaJIPOB, TI0 CPABHEHHIO
C aITOPUTMOM 5, KOTOPHI paboTan MeajieHHee, KOT1a

aaropuTMa. KOJIMYECTBO KaJpOB yBEIMYMBAJIOCH (Tabmuua 5). V
IropUTMa 2, aNropuTMa 4 1 anropur™a S5 B Ta0IMLax
yacTo ObUla HU3Kasg TOYHOCTH (Tabmmma 5), dro

_ ;\5\ < Q OOBIYHO  BBI3BAHO  HENPABWIBHBIMH  OICHKAMU
2 T |2 —_ | =~ 0
E ™ EP EN| 2 > | = RS CJ'IC)KGHI/Ii[, TaK Kak TvquOCTI) YOLOVS8 onu1a 99.6%.
= 2 c | .2 L | & | =~ | Xopommwii creasuiyii aliroput™M IO0DKEH YIYUIIUTh
oy = S |2 Q | - | B

E @ a3l 8| & o S | TouHocTh, Kak 310 cuenanu anroputMm 6 (100.0%) u
< 3|12 lald|& 3 anroput™ 1 (99.7%). U13-3a Mopdosaoruun Kkopodbouek

Anmr.l 5182 18 96.6 [96.3 99.6 0.98 0.6 199.2 | yjopka, pu OOHAPY>KEHUH KOPOOOUYEK MOXKET OBITh

Anr.3 4903 46 914 90.9 99.4 0.95 3.1 [96.2 | ;xenaTenbHBIM ~ SBIOAETCS  UMCIO  TIOJCYMTAHHBIX

Anr.4 B102 26 [95.1 [94.8 99.6 0.97 0.2 [94.7 | oobexkroB Oospmie 100%, kak B caydae ¢ TSPT

Anr.5 48524 51 90.5 86.6 95.3 [0.93 [7.7 [73.3 | (101.3%) (Tabmuua 5).

Anr.6 5050 [31 94.2 [94.2 100 0.97 [7.8 [101

S| e ¢
o S > X
Taoéauna 3. Pe3ynbTaThl BTOpPOTro MpPOOHOTO = g < & —_ —
= £ 2 c ° g N
JKCIIEPUMEHTA. = S g S ) £ S
3 215|128 |8 |E
5 S 8 L ] o3 5]
< 9] < o LL n ]
A1 950 P47 Q9.7 10 06 [101.3
’ (2.0) (1.8) ((0.3) |0.0) |0.0) |2.4)
IAnr.2 90.2 869 96.0 (09 2.0 646
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(2.2) |(2.3) ((0.8) |(0.0) |0.2) (8.8) (rmyObokoe oOydeHHE M I[BETOBAs CETMEHTAIMS) JIS

P 924 [90.6 979 [1.0 B2 997 oOHapy>KeHUsI KOPOOOUYEK XJIONKa, a TaKKe elle JBa
(21) (1.8) [1.0) |(0.0) |(0.2) |(3.5) anropurma  (Jlykaca-Kamaze u  mpeobpaszoBaHue
Aur.4 882 857 968 09 5.1 763 romorpaduu) s uX oTchaexuBaHus. OpaHaKo,

(1.9) |(24) |0.9) (0.0) (0.0) (4.2) CKOPOCTh 00pabOTKH H300paKCHHsI Ha KOMITBIOTEPE
87.1 840 P60 09 78 67.2

AT, 6])1.]'[3 HCBBICOKAs H3-3a OT aHI/II‘IeHI/Iﬁ apolueccopa n
ar.3 2.9) (2.1) (09) [0.0) (0.3) [(7.1) P P P

A6 944 944 1100.0 1.0 [7.6 975 B 6
. (05) (0.5 (0.0) [(00) (0.1) |(2.4) HACTOSIIME BpEMsT CYILIECTBYET OoJiee

ONEpPaTUBHON MaMSTH.

MOIIHbIE  KOMIIBIOTEPbl, W MBI  IUIAHUPYEM
IPOTECTUPOBATh BHIOPAHHYIO MOJENIb U IPOBEICHHUS
Tadauma 5. CpeaHee u  cTaHZapTHOE P P pamiy A POBEA
HCCIeI0BaHUS.
OTKJIOHEHHsT (B CKOOKax)  Tpex  IpOOHBIX

VYuutsiBas pe3yIbTaToOB IIPOBEICHHBIX
JKCHEPUMEHTOB.

I/ICCJIGI[OBaHI/Iﬁ JJIA MOJTy4YCHHUA padrOHAJIIBHBIX

3akaiouenue. B pe3yIbTaTe TPOBEIEHHOTO pPE3yJIbTaTOB B JaTbHEUIIINX pa60Tax HCO6XOI[I/IMO

HUCCIICAOBAaHUA pa3pa60TaHHHﬁ AJIrOPUTM  CUCTCMBL
aHcaMOJIeBOro 3pC€HUA, ITO3BOJIHUI 06Hapy}KI/IBaTL,

pelIaTh CICIYIOIINE 33 JauH:
1. lngs o00paGOTKM MaHHBIX ©  IOBBIMICHUS
TOYHOCTH OOpabOTKH KaJpOB HEOOXOIMMO
OTCJIC)KUBATh, JIOKAIHM30BATh M CUYHTATh KOPOOOYKHU N
MCIIOJIb30BATh MOIIIHBIE KOMIIBIOTEPHI C BBICOKOM

XJIOTIKA B PeaTbHOM BpeMeHU. ANITOPUTM 6 codeTaer B
CKOpPOCTBIO 00pabOTKM HHPOPMALIUH.

cebe rmybokoe o0ydeHue, IBETOBOE CETMEHTHPOBAHUE
2. YIy4uuTh AITOPUTM OTCIIC)KUBAHUS

U TpeoOpa3oBaHHME H300paKEHUS MJid TMOHCKA U
Hee(hOTMMPOBAHHBIX KOPOOOUYEK XJIOMYATHHKA,

OTCJIC)KUBaAHUA XJIOIIKOBBIX KOpO6OLIeK. 9TtoT

OTKPBITBIX, TPECHYTBIX U HE3PEJIBIX KOPOOOUEK.
alnroput™M  obecrieuuBaeT  OBICTpOE UM TOYHOE

3. Jo6aBuTh erie 0HY KaMepy MOOIIKE K HIDKHEH
YaCTH TOJISA, YTOOBI YNYYIIHTh OTCIIECKUBAHUE
KOpOOOYEeK Ha XJIONKOBBIX pAaCTEHHAX C

OTCJICKMBAHME U TMIOJCYET KOPOOOYEK XJIOMKa C
TOYHOCTHIO 10 94.4% u ckopocThio 00paboTKU B 7.6
KaJpoB B CEKyHAy. M3 TOJy4YEeHHBIX pPE3yJIbTaTOB
JUCTBSMH H T.JI.
BUJIHO, YTO TOKa3aTeNb 6-Tr0 alropuT™Ma YIydIleH 1o
cpaBHeHHIO ¢ netekTopoM YOLOVS8, 9bs TOYHOCTH
0 HUcTounuku nHpopmanuu
cocrasiser 75.3%, a ckopocTb 00pabOTKH - 5.7 KapOB
B CEKYH]LY.

AnroputMbl 1 W 3 1O CpaBHEHHIO C
anropuTMOM 6 ToKazanu 0oJiee BHICOKHE PE3YJIbTaThI

B mojicueTe kopobouek, ¢ TouHocThio 101.3% u 99.7%

1. A6aynxamumoB, A. (2023).  Cséprounas
HeﬁpOHHaH CETh AJIA KJIaCCI/I(i)I/IKaIII/II/I XJIOIIKa II0
cTeneHn packpbiTus. Engineering problems and
innovations, 1(3), C. 23-34.

2. AopasumoB A., Yaexkaes 3., OmonoB H. u
Pamxabos C. (2014). TlpumeHeHHE aIrOpUTMOB
KOMITBIOTCPHOT'O 3pCHHUA JJIA OLCHKU

COOTBETCTBEHHO, HO CO 3HAYUTEIBbHO MEHbIICH
ckopocteto (0.6 m 3.2 «Kkampa B  CEKyHZLy,
COOTBETCTBEHHO).

AnroputM S5 OBIT CTOJb XK€ OBICTPHIM, Kak

MMPOU3BOAUTCIILHOCTU CGOpH_II/IKOB XJIOIIKA.
aAJIropuT™M 6, OQHAaKO CpCaHAA TOYHOCTHL IIOACYETa

[TepenoBoii HayuHsli )xypHain. 12 , C. 49-51.
3. JIm Ix., Kapku M., Uxan K., Cs0 K. u ®an T.
(2016). Xapaktepuctuka Mojeneil cOopa 00K

cocraBwia Jjumb 67.2%. Takum o0pazom, XOTA
alropuT™Mbl 5 W 1 mnpeycneBaloT B OTAEIBHBIX

NOKa3arensaX, a JAPYrMX OCHOBHBIX IIOKa3aTeNax

T R —— s poOoTu3upoBaHHON yoopku. KommnbroTeps! u

AJIEKTPOHHKA B CEIIbCKOM Xx03siicTBe, 127, C. 633-

Takum oOpa3oM, B JTOM MOJEIH MBI 640

HUCIIOJIB30BaJIn ABa  YHUBCPCAJIBbHBIX aJIropurMa

7

https://al-fargoniy.uz/



Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

10.

11.

12.

Ban Xenren, 2./1xk., Ban Tyiin, b.B., Xemmunr,
Hx., Kopuer, JIx.I'., bonnema, Ix., u Ban Oc,
E.A. (2003). IloneBbie MCIBITAHHS ABTOHOMHOIO
pobora mis cbopa orypuoB. buocucremnas
umkenepus, 86 (3), C. 305-313.

Kymap H., benxymep I1.H., bucBac A., [xeiko6¢c
I.B., Kpecc B.JIx., Jlonec UK. u Coapec Ix.B.
(2012). Leafsnap:
3peHHsl JIUISl  aBTOMATHYECKOW HICHTU(UKAIIUH
BU/IOB pactenuii. B xypuane Computer Vision —

ECCV 2012: 12-5 EBponeiickas KoH(epeHIus 1Mo

CUCTCMAa KOMIIBKOTCPHOI'O

KOMIIBIOTEPHOMY 3peHuto, Pnopenuus, Mranus,
7-13 okTs6ps 2012 r., Matepuansl, yacts |1 12 C.
502-516

Bbappe I1., Ctésep bK, Mromnep K.®. u [lItalinxare
B. (2017). LeafNet: cucrema KOMITBIOTEPHOTO
3peHuss ISl aBTOMATHYECKOH WACHTU(DUKAIIH
BUJIOB PAacTeHUU. DKolorndeckas WH(OpMaTHKa,
40, C. 50-56.

®depenrunoc, KIT (2018). Mogaenu riy6okoro
oOy4eHHs JUIi OOHAPYKEHUS W JIMATHOCTUKU
Oone3nelt pacteHnil. KoMnploTepsl 1 31€KTpOHUKA
B CelIbcKOM xo3siictBe, 145, C. 311-318.

®ysurec A., FOH C., Kum C.C. u ITapk JI.C. (2017).
HazgexHblii JgeTekTop Ha OCHOBE TIIyOOKOIO
o0yueHusi 11 pacro3HaBaHHs OOJie3HEW U
BpEeAHUTENICH TOMATOB B PEXHME PEaIbHOTrO
Bpemenu. [latuuku, 17 (9), 2022.

I'ense H., bxaptu P., I'pu6 M., lllyneraiic C.JIx. u
I'pumm  JI.I.  (2020). oOHapyKeHHE

BCXOJ0B, MPOTHO3WMPOBAHHUEC M OLCHKA Ka4YCCTBa

Tounoe

TPEX 3€pPHOBBIX KyJIbTYp Ha OCHOBE MAIIMHHOTO
oOyuenwus. Pactutensubie meronsl, 16 (1), C. 1-11.
I'ynxane, Bupmkunus, u ['ypmrkap, A.A. (2011).
O6Hapy>xeHue 00JIe3HEH Ha JTUCThAX XJIOMIATHUKA
U UX BO3MOXHas JUArHocTUKa. MeXyHapOIHbII
XypHas oopaborku nzodpaxenwuii (IJIP), 5 (5), C.
590-598.

Jsau, X. (2021).

INATHUCTOCTHU JIMCTBEB XIJIOIIKAa, OCHOBAaHHAas Ha

Knaccudukanus OGone3nei

METPHUYECKOM 00y4YeHHH. PacTUTEbHBIE METOIBI,
17, C. 1-11.

Ab6aynxamunoB A. OLEHKH MPOU3BOIUTEIBHOCTH
CBEPTOYHON HEHPOHHOU CETH ISl KIacCU(pUKAITIT

13.

14.

15.

16.

17.

18.

19.

XJONKa MO CTeneHu packpbitus. JKypHai
«IIpuboper» 2023. Ne 9. C. 51-55.

[3sa 1O., Jlu K. u Ilarepcon A.X. (2016).

BricokonpousBoauTeNbHOE (dbeHoTUnUpoBaHue
BBICOTBI pacteHuit XJIOITYaTHHAKA c
WCIIOJIb30BAaHUEM  HM300paKeHWH TIIyOMHBI B

TMIOJICBBIX YCJIOBUAX. KOMIIBIOTEPHI U JICKTPOHUKA
B ceabckoM xo3aiictae, 130, C. 57-68.

bynanon /.M., Karaoka T., Oxamoro X. u Xara
C.H. (aBryct 2004 r.). Pa3pabGorka cucTeMsl
MaIIMHHOTO 3pPCHUS PEATBHOTO BpEMEHH IS
pobora, cobuparomero sonoku. Ha exeromHoi
koH(pepenmu SICE 2004 r. Tom 1, C. 595-598.
Uxao 1O., Tonr JI., Xyan 0. u JIro K. (2016).

HanmexxHoe ~ pacro3HaBaHue  TOMATOB IS
POOOTHU3HPOBAHHON yOOpKH ypoxKas c
HCII0JIb30BaHUEM CIIASTHUS N300paKeHHH.

Hartuukwy, 16 (2), C. 173.

Xascu C., SImamoro C., Caiito C., Otuan lO.,
Kamara [Ix., Kypura M. u SImamoto K. (2014).
[ToneBas skcrTyaTanusi MepeABHXKHOTO pobdoTa-
cOopimKa UCTIOJIb30BaHUEM
nepeaBKHOW  TuiaTdopmbl.  EjxexkBapTaibHBIN
JKYpHaAJI CEIbCKOXO3SMCTBEHHBIX HCCIEIOBAHHIA
Snonun: JARQ, 48 (3), C. 307-316.

Kamunos, M. M., Mup3aes, H. M., & Pamxa6os,

C. C. (2009). CoBpeMeHHOE COCTOSIHUE BOIPOCOB

KIlyOHUKH €

MoJelen
XuMH4eckas

MMOCTPOCHUA AJITOPUTMOB

pacro3HaBaHusl. TEXHOJIOTHS.
Kontposns u ynpasnenune, 2, C. 67-72.

Kammiio, M. M., ®a3snos, L. X., Mup3aes, H.
M., & Pamxados, C. C. (2020).

AJITOPUTMOB  pacCliO3HaBaHHA, OCHOBAHHBLIX Ha

Mopenu

OLIEHKE B3aMMOCBSI3aHHOCTH IPU3HAKOB. TaIlIKeHT:
@®aH Ba TEXHOJIOTHUS.

PoBupa-Mac @., Uxkan K., Pun JIx. @. u Yt k.
J. (2005). Anroput™M MamIMHHOTO 3peHHS Ha
OCHOBe IpeoOpa3oBaHus Xada 11 0OHapYyKEeHUS

psI0B CEJIBCKOX O35 ICTBEHHBIX KyJbTYp
aBTOMAaTU3UPOBAHHOMN CEJIbCKOXO035CTBEHHOM
MamuHbel.  Tpyasl  MHcTuTyTa  MHYKEHEpOB-

MmexanukoB, Yacte D: Xypnan aBTOMOOMIIBHOM
texuuku, 219 (8), C. 999-1010.

78

https://al-fargoniy.uz/

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252
Tom: 1] Son: 1 | 2024-yil

20. Pyomu D., Pa6o B., Konomure K. u bpancku T'.

IIUPHUHBI paboYeH 1Menn yposKaifHOTO YCTPOKWCTBA

(mostOpr 2011 1.). ORB: »>ddexruBHasK cp. Texundeckue Hayku U naHOBaIwH, 2021 (3), C.
anprepHatuBa SIFT wm SURF. B 2011 r. 207-216.
MexnyHapoaHas KOH(pepeHIHs no | 28. Ymxkaes D., YoaiiaynnaeB Y., A6aynxamMuioB A.
KoMITbIoTepHOMY 3peHuto C. 2564-2571. AHanm3 COBPEMEHHOTO COCTOSIHUSI aBTOMAaTH3AIIH
21. VipxaeB OpkuH, AOmynxamumoB — A3U3XKOH, KOHTPOJII M PETYJIHPOBAHMS IIMPHUHBI PabOUnX
VYo6aiinynnaeB YTkupxoH CBepToyHas HEMpPOHHAs niesieit yOOpo4YHOro ammapara XJIOIKOYOOpOUHOH
CeTb I KIACCU(PUKAIMH CTETEeHU OTKPBITUS MallMHBl € BEPTUKAIbHBIM  INIUHACIEM.
XJIOMKOBOM ~ kopoOouku  //  Anp-Dapronuii MexnyHapoaHou Hay4YHO-IIPAaKTHYECKOU
aBJIOJJIapH. 2023. Neq., URL: KoHpepeHIMH  «BBI30BBI  HAYKH  CETOJHS».

22.

https://cyberleninka.ru/article/n/a-convolutional-
neural-network-for-classification-cotton-boll-
opening-grade (mata oopamenus: 19.12.2023).
Azuzxkon A. u DpkuH Y. (ceHtsopr 2022 r.).
BeiObop kamepbl il paclio3HaBaHHS —XJIOTIKa-
CBIPIIa W aHajK3a €ro OCHOBHBIX HapameTpoB. B
2022 rony MexayHaponHass KOH(epeHIus 10
UH(POPMALMOHHBIM
kommyHHKaoHHbIM TexHodorusim (ICISCT) C.

HayKaM 51

29.

30.

Bammarron CHIA 4-5 anpens 2021 1. Ne 48. C.
977-989.

Ban M., Boit [Ix., FOanps JIx. u Croit K. (uroHp
2008 r1.). UccrnenoBaHuwe HHTEIEKTYaIbHOTO
poboTa-cOOpIIrKa XJIONKa Ha OCHOBE MAaIIIMHHOTO
3penusi. B 2008 r. MexayHapogHas KOH(pEpEeHIHS
no uHpopmaruke u apromaruzanuu C. 800-803.
VikaeB
IIMPUHBl KYyCTOB XJIOMYaTHUKA C MPUMEHEHHEM

3., AOGnpynxamunoB A. H3mepenue

1-4. TEXHUYECKOTO  3peHHs U MaTeMaTHYEeCKOIro
23. AbnynxamunoB A., Ymxkaes J. OmnpenencHue o0ocHoBaHMs, HayyHo—TexHUYeCKUH KypHal
CTENEHH PACKPBITHOCTU XJIOIIKOBOTO ChIPb C @epraHcKOro  MOJUTEXHUYECKOTO  MHCTUTYTA,

MIOMOUIBIO TEXHUUYECKOTO 3peHusl. 2023 crer. Boimyck Ne2, ctp. 248-251.
3apeructpupoBad B ['ocynmapctBenHom peectpe | 31. bak, K.B., Xemmunr, Ix., Ban Tyiin, BAJ, bapr,
MIPOTrpaMMHBIX MIPOJTYKTOB PecryOmnmku P., Baiic, D., u Ban Xenren, D.JIk. (2017). Ouenka
V36exuctan Ne DGU 23492, 18.03.2023 — rog. POM3BOIUTEILHOCTH poboTa-ybopuiuka
24. JIyo JI., Tan 1O., 1130y X., EM., ®3a B. u JIu I CIIaJKOr0 nepua. Kypnan IIOJICBOI

25.

26.

27.

(2016). W3Bneuenue MIPOCTPAHCTBEHHOM
uHbOpMallMd Ha OCHOBE 3pEHHUS B TPO3ABIX
BUHOTpAJIa TUTST poOOTOB-yOOPIITHUKOB.
buocucremnas umkenepus, 151, C. 90-104.
Ymkae D., AbnynxamunoB A. IIpeoOpa3oBanue
BUJICOM300paKEHUSI B MATPUILy, OLIEHKA W BHIOOP
KaueCTBEHHBIX anropuTt™MoB. JKypran «IIpubopsn»
2023. Ne 6. C. 21-25.

Vxaes, 3., AGnazumos, A. /1., Pasytos, I1I. T., &
Tyn6aes, ®. A. (2011). MukpormpoleccopHas
CHUCTeMa KOHTPOJS M pEryJlupoBaHus pabdoueit
HIeNTM XJIOIKOYOOPOYHOTro ammaparta. Y30eKCKHi
xKypHai «IIpoOiaembl HHPOPMATUKHU U SHEPTETHUKH,
(5), C. 48-52.

YawxkaeB 3., Y naosigymiaes YM, AGmyiaxaMuioB
A.A., DpkuroB Mactep C.M. (2021). Ananus u
BIOOpD METOJOB U JAaTYUKOB I KOHTPOJIA

32.

pobororexnuku, 34 (6), C. 1123-11309.

Mup3aes, H. M., Pagxabos, C. C., & Kymaes, T.
C. (2008). O mapaMerpu3anuud  MOJEJCH
QITOPUTMOB  PACIlO3HABaHMS, OCHOBAaHHBIX Ha
OLICHKE
[TpoGnemsl nHpOpMaTHKU U dHEpreTuKy, (2-3), C.

23-27.

B3aMMOCBA3aHHOCTHU IMPU3HAKOB.

79

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252
Tom: 1] Son: 1 | 2024-yil

WCCJIEJOBAHUE METOJ0B UJIEHTU®UKAIIUA MOJIEJIENA
BUPTYAJIBHbBIX AHAJIM3ATOPOB HQKA?.ATEJIEﬂ KAYECTBA
PEKTU®OUKAIIMOHHOMN KOJIOHHbI

¥Y3ako .M.,

AOKTOpaHT TalIkeHTCKOro yHuBepcuTeTa
HH(GOPMALMOHHBIX TeXHOJ0rMil ”MeHn Myxammana
a1b-Xope3mMu

barhayotuzogov@gmail.com

XomumoB b. M,

AOKTOpaHT TalmkeHTCKOro yHuBepcuTeTa
HH(GOPMALMOHHBIX TeXHOJ0rMil nMenu Myxammana
anb-Xope3mMu

bxoshimov89@gmail.com

AnHoTanusi. B HacTosmiee BpeMs TpU  OLEHKE KadecTBa  BBIXOJIHBIX  MPOAYKTOB
HedTenepepabaThIBAIONINX M XUMUYECKUX IPOLIECCOB U, B YACTHOCTH, PEKTH()PUKAIIMOHHBIX KOJIOHH
(PK), ucnonn3yroTcsi BupTyanbHble aHanu3aTopsl (BA). OHu mpenHasHaueHbl 7S OICHKH HE
U3MEPSEMOr0 HEMOCPEACTBEHHO, HO HEOOXOAMMOIro IOKa3zaTelsl KauecTBa MpPOAyKTa IO
U3MEpSEMBbIM IapamMeTpaM TEeXHOJIOTHYECKOro TMpoliecca (TeMmreparypa, AaBiI€HUE, PacXof),
HENPEPBIBHO KOHTPOJIMPYEMBIM COBPEMEHHBIMU CUCTEMAMM YIIPABIICHUS.

KuaroueBble cioBa. npoaykToB HedTenepepadaThIBalOIIMX M XMMHYECKUX IPOLIECCOB 3a
JUIMTEJIBHBIX U TPYIOEMKHX 0TOOPA, TPAHCTIOPTUPOBKU

1. BBenenue CTOMMOCTH. B oOTiMuMe OT HUX BHUPTyaJIbHbIE

OCHOBaH Ha

[lpunuun  neiictBus BA
HETIPEPHIBHOM OTPEICIICHUN TTOKA3aTellsl KauecTBa Mo
MaTeMaTUYeCKOH  MOJENH,  ONHCHIBAIOIIEH  ero
B3aMMOCBSI3b C TCKYIIUMHU 3HAYCHUSIMHU H3MEPSICMBIX
XapaKTePUCTHUK PEKMMa TEXHOJIOTHUECKOTO MpoIiecca.
Hcnonb3oBanue BA 00yciOBI€HO Te€M, YTO CHUCTEMBI
71a00paTOPHOTO KOHTPOJISI KAauecTBa Ha MPEIIPUSTHH
HE B COCTOSHHHM BBIIaBaTh  CBOEBPEMEHHYIO
HENPEPBIBHYI0 HH()OPMAINIO O KaYeCTBE MPOIYKIIHH
W3-32  JUIMTENBHBIX W TPYJOEMKUX  0TOOpa,
TPAHCTIOPTUPOBKU U aHAlM3a MPOU3BOAMMBIX MPOO
(MHOT]a OHM MOTYT OCYIIECTBIISITBCS HE 0OJiee IBYX
pa3 B CMEHY). DTO MOXKET IPUBECTHU JINOO K BBIITYCKY
Opaka, T0O0 K BEJICHUIO MpoIiecca ¢ OOJIBIIIM 3a11acoM
1o kauecTBy. OgHaKo 06a ATH BapuaHTa CyIIECTBEHHO

CHIXKAIOT () PEKTUBHOCTH MTPOU3BOACTBA. [1]

aHAJIM3aToOPhl, MPAKTUUYECKU HE YCTylas B TOYHOCTH,
3HAUYUTENBHO JEIIEBIIE U HaJe)KHEE.
B IOKJIaze

npeajaaracTcs METOJHKA

noctpoeHuss BA kauecTBa poLyKTOB IPOMBIIUIEHHOM

PEKTH(PHUKAIIMOHHON  KOJIOHHBI C TNPUMEHEHHEM
PErpeCCUOHHBIX MOZEIIeH u ajaropurma
YEPEeAYIOIIErocss  YCIOBHOIO  MAaTe€MaTH4YeCKOro

oxunanus (ACE) [2].
2. IlocTanoBKa 321241
B peanpHBIX yCIIOBUSX Kay€CTBO BBIXOJHOTO
npoaykta PK ananusupyetcs 1a60paTopHbIM ITyTeM, a
9TO JOCTATOYHO CJOXHasg, AOPOroCTOSIAs M, YTO
nporexypa.
AnbTEpHATUBON TaKOMY MOJXOY SBJISIETCS MEPEXO] K

HEMaAJIOBAXXHO, AOJITOBPEMCHHAA

BUPTYAJIbHBIM aHanau3aropam, HCIIOJIb3YOLIUM

IMPOMBIIIJICHHBIC JTAHHBIC (,Z[aHHBIe CO BCTPOCHHBIX

Hcnonb30BaHue B 3TUX LENSIX ABTOMAaTHUECKUX | U3MEPUTENbHBIX  JATYUKOB)  PEKTU(PUKALMOHHON
aHAJIM3aTOPOB C NPSIMBIM 3aMepoM Tokazarenst | KonoHHbL. Ilpu paspaborke BA  npumensroTcs
KauecTBa B IIOTOKE HE MOJIYYWIO JOJKHOTO Pa3BUTHS | HEKOTOpHIE BUJIBI THOPUTHBIX HEHPOHHBIX
13-3a CBOEH CJIOKHOCTH B JKCIUTyaTallUd U BBICOKOM | TE€XHOJOTHH, aJlanTUBHbBIE aITOPUTMBI
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ABTOMATUYECKOTO YIpPABICHUS MJsi HENPEPHIBHOM
HaCTPOMKN MOJICNIH, PETPECCUOHHBIC MOJIEH U T.1.

st moctpoenust BA ucnonb3oBajiuch METO
HauMeHbpmx kBagpatoB (MHK) [3], poOactHas
perpeccust (PP) [4], MmeTom mpoeKIuu Ha JIaTEHTHBIC
ctpyktypsl (IIJIC) [5-6]. IIpu 3TOM mepeuyucieHHbIC
BBIIIIE METOABl MPUMEHSUIUCh IS TTOCTPOEHUS
nuHenHbIX Mopenet BA, a amroput™m ACE - mus
MOCTPOEHHUS HEIMHEUHBIX MOJIETIEH.

CraBuTcss  3amaya  pa3paboTku  MeTona
noctpoeHuss BA pekTHQUKAIMOHHONW KOJOHHBI C
nomonibto anroputma ACE u ananmusza kauyecTBa
MOJIeNIel, TOJIydaeMbIX Ha OCHOBE HECKOJIbKHX
PErPECCHOHHBIX METOJIOB C MOCIEAYIOIIMM BBIOOPOM
HauboJsee aJJleKBaTHOM U3 HUX.

3. Onucanne npombinuieHHo PK

ITpoutecc maccooomMena B PK mokazan Ha
pucynke 1. CpenHue 3HAYEHUSI TEXHOJIOTMYECKUX
rnapaMeTpoB B onpeneneHHbIx Toukax PK, Ha ocHOBe
KOTOPBIX OyayT co3maBaThesi BA, mpuBeIeHBI HIDKE B

Tadimre 1.

Ts. Ps (Mucmu aqam)
L Lix Ten, Tep, Or, Cex
i
Veyj+ 1 Lexji
i
Le
Tsc ) iv'
Fv o [
FXi " * '
(ctipne) Jv’ L
L j=! (mapeaxa nogsauu chpbs)
s
vl
i
Vayj+1,i [LaXal
j+1
j=N-1
me:nr!‘::bm
3 Teex, Cnz
Tr, Pr Bxg
| -
(HexsaEE OpoxykT)

Puc. 1 — Cxemaruueckoe nzodpaxenue PK

Tabnuma 1 Cpennue 3HAUYECHUS
TEXHOJIOTMYECKUX [TapaMeTPOB B 3aJaHHBIX TOukax PK
Haumenos | Py - T -
D - pacxon
aHue JIaBJIEHUE TeMIeparyp
IOUCTUILIATA,
JlaTyrKa BBepxy PK, T/ a BHU3y PK,
PK Kr/cm® e
PI1C643 F1C622 TIC663
X1 X2 X3
[Tokazaren
2 30 120
b JaT4YHKa
PaBHoBecue (a3 Ha KaxIOW  CTyNEHHU
pasmenenus  PK  onwuceiBaeTcs  cieayrommmu
ypaBHEHUsAIMH [7]:
Yii = KijX; (1)
c c
2V =1 Xx;=1
i=1

IIPU YCIIOBUAX =L , 1= ,

Ky _ KOHCTaHTa (PU3NYECKOr0 PaBHOBECHUS Ha

) -oit tapenke !-ro KommoHeHta (HaXOHUTCS TIO
ypaBHeHUIO AHTyaHa [7]),

X . i
) — xoHIEHTpaus B KUAKON (daze Ha J -0Uu
tapenke ! -ro xommonenTa,
Yi _ KOHLICHTpaLus B razoo6pasHoii dase J -
o Tapenke ! -ro kommonenra,
C _ KonM4ecTBO KOMIIOHEHTOB B CMECH.

B wuccimenyemoM  ciydae = KOJMYECTBO
KoMroHenTos C = 28, (i=1, 2,..., C), KOJINYECTBO
tapenok B PK N =44, ( ] =1,2,...,N).

YpaBHEHHsSI MaTepHAIBLHOTO OajgaHca HUMEIOT

BUI:

ViaYiai = LiX; + DXy, (j=1,2,..., f —2)
ViVa +VeYe =L 4%y + DXy,
Vj+lyj+1,i = L,-in - BX;,

FX, = DXy, + BXg,

(j=f,f+1.,N-1)

(2)
rae \ j — IApOBOM MOTOK, MOKUAAOLIHI J -yI0
Tapesiky,
L j — IOTOK KUJKOCTH, MOKHIAOUIUI J-on
TapeliKy,
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D — aquctmmar (Bepxauit npoaykt PK),
B —awxnHuit nponykr B PK,

N _ konmuectso cryneneil B PK,

FXi — konn4ecTBO I-ro KOMIIOHEHTa B ChIPhE,

nocrynaroueM B PK Ha Tapenky f :

P Homep Tapenkun B PK, Ha kotopyro

I0JJA€TCS ChIPhE,
Xpi —

TUCTHIIIATE.

KOHIIEHTpauus !-ro KoMmoHenTa B

VYpaBHEHMs] SJHEPIeTUYECKOT0 OajlaHCa UMEIOT
BU/I;

VHHj+1 = Ljhj +DH, +Q,
ViH, +V.H. =L, ,h, , +DH_,+Q,
VMHj+1 = Ljhj —-Bh, +Q;

FH = Bh, + DH, +Qc-Q,
(3)

H. i
rae ' —sHTanbnus napos HA ) -oii Taperke,

(j=12...f -2)

(j=f,f+L.,N-1)

hj — SHTaNBIHIs KUAKOCTH Ha ) -0 Tapeke,

Q
Q

Permenue

¢ — TerIoBasg Harpy3Ka KOHJICHcaTopa,

R — TerioBasi Harpy3Ka KUMSTUILHHUKA.

(D-3)
SIBJISICTCS CIIOXKHBIM U TPYZAOSMKHM, YTO HE TIO3BOJISICT
MIPOBOJIUTH pexume  on-line
(CITO’)KHOCTH M BpEeMs BBIYMCIICHUS YBEIHMYMBAIOTCS B

CHCTEMBl  YpPaBHECHHHU

BBIYMCIICHUA B

pa3pl C KaXIbIM HOBBIM KOMIIOHEHTOM C &
UCCIIelyeMOM CHCTeME) M HCIOJb30BAaTh €€ Kak
pabouyto Mmoaens BA.

Coznanue BA onuchiBaeTcsi Ha IpUMeEpe JIBYX
roKasaresnei

KadeCTBa: COJACPpIKaHnC

0€H301000pa3yIONIMX BEIIECTB U KOHIICHTpALUs U30-

Js

HEOOXOUMBIC JTAHHBIE JIAOOPATOPHBIX MCCIICIOBAHUIA

NeHTaHa B JUCTHILISTE. 3TOT0  UMEIOTCS
BepxHero mnpoaykra (muctwuisita) PK u  nanHble
natunkoB PK B 3aianHoe Bpems.

4. Aaroputm ACE

Mopnenb, monyudaemas mno ainroputmy ACE

[2,8], umeet crenytomiyto 001IyI0 popMy:

e(v):mgﬂ(xi)w “

rae 0 - (GYHKIUS BBIXOJHOU MEpEMEHHOM Y u

X.,i=1..p

4 . (GYHKIIUN BXOJIOB , € - OIIKOKa, T.€.

9TOT  QJIrOPUTM  NO3BOJIAET  NEPEeXOJuTh  OT
KJIACCUYECKOI0 YPaBHEHUS PETPECCUM, JINHEHHOTO 10
BXOJIHBIM [IEPEMEHHBIM, K YPaBHEHUIO THUIIA (4).

Anroputm ACE nns  3aganHoro Habopa

JIaHHBIX, COCTOSILErO0 U3 BBIXOJHOM MEPEMEHHOMN Y u

Xy, Xy X

BXOJHBIX MEPEMEHHBIX P HauYMHAET CBOIO

pa60Ty C BBIYHCIICHHA HCKOTOPLIX HAa4YaJIbHBIX

O(Y ) (X0)1085 (X))

I/ICHOHB?;ySI HUX, BBIYHUCIIACTCA

£*(0.4,....4,)=E {G(Y)—Zp:qﬁi (xi)} 2

npeoOpa3oBaHMA

©)
2
MuHuM#3aHS ¢ u3 (5) 1o
X )senn b, [ X
#(X,) ¢p( p) o(Y) JOCTHIaeTCsl
MOCPEJICTBOM MUHUMH3AIHMKA (DYHKIHHA, 3aJaHHBIX

YPAaBHEHUSMM:

#.(%)=E[ (V)= 24,(x, )X

j#i

e(v)ze{éqﬁi(xi)@/ E{i

i=1

¢i(Xi)IY}H

[Tpoutecc mMuHMUMM3aMH & ’ OCYILIECTBIIACTCS
MOCJIEIOBATENIbHO MO KAXKI0M M3 NEPEeMEHHbBIX, s
KOTOPBIX BBIUMCIISIIOTCS YCJIOBHBIE MaTeMaTHYeCKHe
oxxunanus [2].

¢ (X;)i=1...p

Ilocne MUHUMH3ALUU , U

oY
( ) mojiydacM OIITHUMAJIbHBIC

¢i*(xi)’i:1""’ Py H*(Y)

npeoOpa3oBaHus

. B pe3ynprare nomyvyaem

ypaBHEHHE:
p
0 (Y)=D.4"(X)+e
i=1
rnie ¢ - ommbka, He  ycTpaHsemas
ucrionp3oBanuem — anroputma  ACE.  Mwunumym

ommOKku perpeccun € © MakcHMyM KodduimeHTa
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*

KOppesiun P Tabmaua

2 PesynmbraThl uAcHTH(UKAITUN

MHOKE€CTBEHHOU CBSI3aHbI
Mozaenmun BA mo copepkaHuio O€H3071000pa3yronmx

&2 -1_ p*z
COOTHOLICHUEM . B€IICCTB B JUCTHUILIIATEC

OnTumanbeHbele npeoOpa3oBaHUsl B aITOPUTME

ACE ne TpeOyrOT ampHOpHBIX MPEANONOKEHUN O Ucnoandy | Koadpduu | CpennexBaapa | Kodppun
KaKON-TN0O0 KOHKPETHOW (DYHKIIMH, CBSI3BIBAIOIICH eMblIi HEeHT MH. THYHOE HEeHT
BBIXOJI M BXOJHBIE TepeMeHHble. TakuM 00pazom, MeTo] Koppessi | OTKJOHeHHE | JeTepMHH
anroputM ACE oka3bIBaeTCsi MOIITHBIM CPEJICTBOM JIJISI unn R anuu R?
HCCNE0BaHUs JaHHBIX U UX B3aUMOCBSI3EH. MHK 0.6069 1.7067 0.3683
AnroputMm ACE, 0cHOBaHHBIN Ha HEJTMHEHHBIX MIIP 0.4970 1.8636 0.2468
npeoOpa3oBaHUSAX BXOJIHBIX MIEPEMEHHBIX, 1aeT Ooee IUIC 2 0.4970 1.8636 0.2468
PP 0.6067 1.7070 0.3679
TOYHYIO MOJENbh MPH MOCTPOCHUH €€ IO JTaHHBIM C
. N IJIC 0.6069 1.7067 0.3683
SIBHOM HEJTMHEHWHOMN 3aBUCUMOCTBIO. ITO OTHOCUTCS U
ACE 0.8694 1.0735 0.7500

K nanHbM PK, Tak Kak npoTekaromniye B Hei Mpo1ecchl
SIBJISIFOTCS. HeTMHENHHbIMU. Clie10BaTeNbHO, K TAHHBIM
[Ipu wucnonb30BaHUM B KA4YECTBE KpPUTEPUS
PK moxHO npumensts anroputm ACE, moygas Gosee

KodpUIMeHTa JeTePMHUHALIUU R? 0Kazajloch, 4YTO
TOYHYO, IT0 CPAaBHEHUIO C TPAJAUIIMOHHBIMUA METOJaMHU

HanboJiee TOYHOH SIBISIETCS MOJENb, MOJyYeHHAs TI0
anroputMy ACE. DTo moaTBepkmaeTr ToT (axT, 4To
ACE U1
uacHTudukay BA kadecTBa BBIXOIHBIX MPOTYKTOB
PK ¢ BeICOKOH n0yel HETMHEHHOCTH.

JIMHEHHOM pEerpeccuu, MOJIEIIb.

5. HMccaenoBanune MeTOA0B MOCTPOCHHA
moxaesieid BA

Crpositcss monmenu BA, HeoOXomumble ist

AITOPUTM HauOonee  TOJIXOIHT

npombinuieHHbIX PK. [{ns moctpoenust monenu BA .
PesynbraTtel mocTpoeHuss MojJeneil pa3HbIMHU

HE00X0IMMO COPMUPOBATH JAHHBIE U3 0a3bl TAHHBIX
PETPECCHOHHBIMA METOJaMHU 110 KOHIIEHTPAIIUH H30-

TEXHOJIOTHYECKUX MEePEMEHHBIX PK. s
MOJIETTUPOBAaHUSl OHU BBIOpPAHBI C y4eTOM (PHU3UKO-
XUMUYECKUX TMPOIECCOB, BIMSIOMIMX HA KadeCTBO

IIEHTaHa B BBIXOJHOM npoaykre PK mpencrasiensr B
Tabimua. 3.

npoayktoB B PK (tabn. 1). Beruucnstores cpennmue

Tabnmuma 3 PesynbraThl  uaeHTHUKAITIN

3HAYCHUA TMCPCMCHHBIX 3a HOCJIGIIHI/Iﬁ qac nepena

Moaenmn BA 1o KOHIEHTpanuM W30-IIEHTaHAa B
71a00paTOPHBIM U3MEPEHUEM. DTO CBA3AHO C TEM, YTO

BA npousBonut oneHky nokasarenen kadectsa PK B AMCTHILIBITE
CTaTMYECKOM  peXuMe. I[loaydyeHHblE  CpexHHe enonnsy | Kospdun | Cpemnexnanpa | Koopdur
3HayeHHss (MaTpuna X )  CONOCTAaBIAIOTCS  C eMBIi wenT MH. | THunOe HeHT
MabOpaTOPHBIME M3MEPEHHUSIMH  KauecTBa MPOIYKTA | | veron KOPpest | OTKIOHeHHe jeTepMun
KOJIOHHBI (BekTOp Y ). mun R anun R?
s UICHTUDHUKAIIN MoJIeIIen BA | | MHK 0.9308 0.7851 0.8663
(comepkanue  OeHzonooOpaszyrommx BemectB u | | MJIP 0.9083 0.9009 0.8240
KOHLIEHTpanus  u3o-meHtana B jguctwunsre) | | [JIC 2 0.9083 0.9009 0,8240
HICTIONTb30BAHBI 4 PerpeccHOHHbBIX MeTona u anroput™ | | PP 0.9307 0.7859 0.8661
ACE, nBa HaGopa 1aGopaTopHbIX naHHbIX (3Hauyenns | | [UIC 0.9308 0.7851 0.8663
Y '), 3 TeXHONOTHYECKHUX MepeMeHHbIX (3HaueHns X ). ACE 0.8434 1.2622 0.4920

[TosydyeHHble pe3ysibTaThl IPECTaBICHBI B TAOIUIE 2.
W3 tabmumpst 3 cienayer, 9To sl OCTPOCHHUS

BA 1o KOHIOCHTpAlMK U30IICHTAaHA HAWJITy4dIllne
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pe3yNbTaThI JAI0T TpaaAULIMOHHbBIE METO/IBI
perpeccuonnoro moaenupoBanus [1IJIC, MHK.
6. 3axi0uenune
HpOBeI[eHHLIQ HCCIICAOBaHUS ITIPOMBIIIIIICHHBIX
JAHHBIX peKTU(UKALIMOHHON KOJIOHHBI
pEerpecCuOHHBIMU MeTOoJlaMU c

unentudukanmu BA moxkaszanu, 4To B Cllydae SBHO

LIETBIO

BbIpaXXEHHON HenuHeiHoctu anroput™ ACE  naet
Ooisee TOUYHBIC pE3YyJbTAaThl, YE€M PETrPEeCCUOHHBIC
metoasl MHK, MJIP, ITJIC, IIJIC2, PP.

B  mponecce BA 1o

COACPKAHNIO H30-IICHTaHAa B JUCTHIIIATE aJITOPUTM

HIEeHTU(DUKAITIN

ACE pan pe3ynbraT Mo4YTH B JiBa pas3a Xyxke, IO
CPaBHEHMIO C TPAAUIMOHHBIMU PErPECCUOHHBIMU
metonaMmu. [loaToMy ero cienyer mpUMEHsSIThb, KOT/a

TPAIULIMOHHBIE  PETPECCUOHHBIE  METOABI  JAKOT
IUIOXYK) ~ TOYHOCTh  MOJEIM  M3-32  HAJIUYHS
CYILLIECTBEHHO HEIUHENHBIX B3anMOCBSA3€EN B

CTPYKTYpE MOJEIUPYEMbIX JTaHHBIX U OTKA3aThCs OT
€ro MPUMEHEHHS, €CJIM Pe3yJbTaThl MOJCIUPOBAHUS
OKa3bIBAKOTCS Ha HOprI[OK XY)KC Tpa}I[I/II_[I/IOHHI)IX
PETPECCHOHHBIX METON0B. B CBsA3M ¢ 3TUM 1ipu
CO3JaHUH BA
pEeKTU(DUKALIMOHHBIX
11€7I€CO00PA3HBIM ISl TPOBEPKHU OMUCAHHBIX YCIOBUI

TUTS
KOJIOHH

IMPOMBINUICHHBIX
IpeaACTaBIIACTCA

MPUMEHATh MHOTOMETOJHBIE TEXHOJOTHU BMECTO
WCIIOJIb30BAaHUS KOHTPOJISI pa3paboTIHKa.
HccnenoBanus IMOKa3aJu,
TPaAUITHOHHBIX PErpecCHOHHBIX
MOJICTMPOBAaHUS HAaWOoOJIee MOIXOIAIINM, TOUYHBIM U

qTo nus3
MCTOAOB

YIOOHBIM JJISi HHTEPIIPETALUU PE3YIbTATOB SBISETCS
METOJl MPOEKUUHN Ha JaTreHTHble cTpykTypsl (IIJIC).
[lonyuyenHble  pe3yiapTaTsl  HE  NIPOTUBOpEYAT
CYLIECTBYIOIIIMM METOJIMKaM BBIOOPA pPErpeCcCHOHHBIX
METO/IOB MOJICIMPOBAHUS B 00JaCTH XEMO METPUKHU.
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Annotatsiya. Bu algoritmlar, turli xil dasturlash va xavfsizlik talablarida keng qo‘llaniladi, jumladan,
elektron ragamli imzolar, SSL sertifikatlari va boshqa ko‘plab xavfsizlik protokollari uchun asosiy
gismlardir. SHA oilasiga mansub xesh funksiya algoritmlari va ularning gadamlari ketma-ketligi,
shuningdek, SHA-3 algoritmi uchun o‘tkazilgan tanlov haqida ma’lumotlar, shuningdek, SHA-1,
SHA-2, SHA-3 algoritmlariga nisbatan o‘tkazilgan kriptotahlil natijalari keltirilgan.

Kalit so‘zlar: Xesh funksiya, autentifikatsiya, kalitli va kalitsiz xesh funksiya, SHA-0, SHA-1, SHA-
2, SHA-3, Keccak

Kirish. Xesh funksiya bu - ixtiyoriy | 1995-yilda FIPS PUB 180-1[5] standartga binoan
uzunlikdagi kirish ma’lumotlar to‘plamini (M) | SHA-0 algoritmining ma’lum bir qismi o‘zgartirilib
fiksirlangan  uzunlikdagi H(M) qiymatiga aks | SHA-1 algoritmini ishlab chigildi[1].

ettiruvchi bir tomonlama funksiyadir. Bu giymat,
odatda, xesh yoki xesh giymati deb ataladi. Bu yerda
fiksirlangan uzunlik sifatida 64 bit, 128 bit, 160 bit, 256
bit, 512 bit tushuniladi[2].

Xeshlash, kirish massividagi ma’lumotlarni
maxsus algoritm yordamida bitlar ketma-ketligiga
aylantirish jarayonidir. Bu jarayonda, har ganday
hajmdagi kirish ma’lumoti qat’ity belgilangan
uzunlikdagi xesh giymatiga aylantiriladi. Xeshlashning
asosly magsadi ma’lumotlarni xavfsiz, gisqartirilgan
va boshqariladigan shaklga olib kelishdir.

Xesh  funksiya algoritmlaridan
foydalanishdan ko‘zlangan asosiy maqsad:

1. Ma’lumotni uzatishda va saqlashda uning

amaliy

to‘laligini nazorat qilish.
2. Ma’lumot manba’sini autentifikatsiya qilish.
Amerika Qo‘shma Shtatlarida 1993-yil NSA va
NIST birgalikda FIPS PUB 180 standartiga binoan
xesh-funksiya algoritmi SHA-0 ni yaratishdi. Oradan
ko‘p o'tmay ushbu algoritm bir guruh kriptograflar
tomonidan kolliziyaga uchratildi. Shuning uchun

Asosiy qism. SHA-1 algoritmda Kiruvchi
ma’lumotning uzunligi 2% bitdan kichik bo‘lib, xesh
giymat uzunligi 160 bit bo‘ladi. Kiritilayotgan
ma’lumot 512 bitlik bloklarga ajratilib gayta ishlanadi.

A B C D E
L1~ {4
r —F
<<l ) ) :E]
I E,ﬂ.— Wi
<<y, — K,
v
A B C D E

1-rasm. SHA-0 va SHA-1 algoritmining blok
sxemasi
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Xesh qgiymatni hisoblash jarayoni quyidagi
bosqgichlardan iborat:

1-bosqich.To‘1dirish bitlarini qo‘shish.

Berilgan ma’lumot 512  modul
bo‘yicha 448 bilan taqqoslanadigan (ma’lumot
uzunligi = 448 mod 512) qilib to‘ldiriladi.To‘ldirish
hamma vaqt, hattoki ma’lumot uzunligi 512 modul

uzunligi

bo‘yicha 448 bilan taqqoslanadigan bo‘lsa ham
bajariladi.

To‘ldirish quyidagi tartibda amalga oshiriladi:
ma’lumotga 1 ga teng bo‘lgan bitta bit qo‘shiladi,
golgan bitlar esa 0 lar bilan to‘ldiriladi. Shuning uchun
qo‘shilgan bitlar soni 1 dan 512 tagacha bo‘ladi.

2- bosgich. Ma’lumotning uzunligini qo‘shish.

1-bosqichning natijasiga berilgan ma’lumot
uzunligining 64 bitlik qiymati qo‘shiladi.

3- bosgich.Xesh giymat uchun
initsializatsiya qilish.

Xesh funksiyaning oraligva ohirgi natijalarini
saglash uchun 160 bitlik buferdan foydalaniladi. Bu
buferni beshta 32 bitlik A, B, C, D, E registrlar
ko‘rinishida tasvirlash mumkin. Bu registrlarga 16 lik
sanoq sistemasida quyidagi boshlang‘ich qiymatlar
beriladi:

bufer

A=0x67452301,
B=0xEFCDABS9,
C=0x98BADCFE,
D=0x10325476,
E=0xC3D2E1FO.
Keyinchalik bu o‘zgaruvchilar mos ravishda
yangi a, b, ¢, d va e o'zgaruvchilarga yozib olinadi.
4- bosgich.Ma’lumotni 512 bitlik bloklarga
ajratib gayta ishlash.
Bu xesh funksiyaning asosiy sikli quyidagicha
bo‘ladi:
for (t=0; t < 80; t++)
{temp = (a<<< 5) + fi(b, c, d) +e+ Wi+ Kj;
e=d;d=c;c=b<<<30;b=a; a=temp;
h
Bu yerda <<< - chapga siklik surish amali. K
lar 16 lik sanog sistemasida yozilgan quyidagi
fiksirlangan sonlardan iborat:

5A827999, t=0,...19,
K _ 6ED9EBAL, t=20.,...,39,
* |8F1BBCDC, t=40,...,59,
CA62C1D6, t=60,...,79.

fix, y, z) funksiyalar esa quyidagi
ifodalar bilan aniglanadi:

XAYV—XAZ, t=0,.19, (1)
f(X,y,2) ={X®YDZ, t=20,...,39, 60,...,79,
XAYVXAZVvYAZ, t=40,..59.

Wi lar kengaytirilgan ma’lumotning 512 bitlik
blokining 32 bitlik gism bloklaridan quyidagi qoida
bo‘yicha hosil gilinadi:

W< M,, t=0,..15
WL W, @ W, ®W, ) <<<1

t=16,...,79.
SHA-1 uchun (2)
W :{Mt, t=0,..15,
CTIW , OW, , ®W, , ®W, ), t=16,...79.

SHA-0 uchun (3)

Asosiy sikl tugagandan so‘ng a, b, ¢, d va e
larning giymatlari mos ravishda A, B, C, D va E
registrlardagi qiymatlarga qo‘shiladi hamda shu
registrlarga yozib qgo'yiladi va kengaytirilgan
ma’lumotning keyingi 512 bitlik blokini gayta
ishlashga o‘tiladi.

5- bosqgich.Natija.

Ma’lumotning xesh qiymati A, B, C, D va E
registrlardagi giymatlarni birlashtirish natijasida hosil
gilinadi.

Keyinchalik AQSh da kalit uzunligi 128, 192 va
256 bit bo‘lgan yangi shifrlash standarti ishlab
chiqilganligi hamda texnologiyaning yuqori sur’atda
rivojlanganligi sababli shunday darajadagi
bardoshlilikka ega bo‘lgan yangi xesh funksiyalar
algoritmlarini yaratishga ehtiyoj paydo bo‘ldi. Shu
sababli 2002-yilda AQSh ning yangi xesh funksiya
standarti FIPS PUB 180-2[6] qabul qilindi. Bu
standartda to‘rtta xesh funksiya - SHA-224, SHA-256,
SHA-384 va SHA-512 algoritmlari keltirilgan[12].
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2-rasm. SHA-2 algoritmining umumiy blok
sxemasi.

Quyida SHA-256 xesh funksiyasi algoritmini
qarab chiqamiz. Bu algoritmda kiruvchi ma’lumotning
uzunligi 2%4 bitdan kichik bo‘lib, xesh qiymat uzunligi
256 bit bo‘ladi. Ushbu algoritmni ikki qismga: siqish
funksiyasi va ma’lumotni qayta ishlash algoritmiga
bo‘lish mumkin. Siqish funksiyasi uzunligi 256 bit
bo‘ladigan oraliq xesh giymatni matnning navbatdagi
blokini kalit sifatida olib shifrlash algoritmidan iborat.
Sigish funksiyasida oldingi belgilashlardan tashqari

quyidagi belgilashlar ham ishlatiladi: R" - s0'zni n bit

o'nga siklik surish, $" . sozni n bit o‘ngga
arifmetik(logik) surish. So‘zning o‘lchami 32 bitga
teng deb, qo‘shish esa (a+b)mod 232 bo'yicha olinadi.
Boshlang‘ich xeshlash vektori 8 ta 32 razryadlik
so'zlardan iborat bo‘lib, u quyidagi tub sonlardan
olingan kvadrat ildizlarning kasr gismlariga teng qilib
olinadi:

{6a09e667, bb67ae85, 3c6ef372, ab4ff53a,
510e527f, 9b05688c, 1f83d9ab, 5be0cd19}

Keyingi hisoblashlar quyidagi bosgichda olib
boriladi:

1-bosqich. Boshlang‘ich qayta ishlash.
Xeshlanuvchi ma’lumot SHA-1 ga o‘xshab uzunligi
512 ga karrali bo‘lguncha to‘ldiriladi. To‘ldirishda
ma’lumotdan keyin 1 yoziladi va qolgan bitlar 0 lar
bilan to‘ldiriladi. Bunda ma’lumot uzunligi 512 modul
bo'yicha 448 bilan tagqoslanadigan qilib to‘ldiriladi.
Keyin berilgan ma’lumotning 64 bitlik uzunligi
yoziladi.

2-bosqgich. Ma’lumotni 512 bitlik bloklarga
ajratish. Kengaytirilgan ma’lumot 512 bitlik bloklarga
ajratiladi.

3-bosgich. Asosiy sikl. Bu siklda argumenti va
giymatlari 32 bit bo‘lgan oltita mantiqiy funksiyadan
foydalaniladi:

Ch(x,y,2)=(x1y) & /x12),

Maj(x,y,2)=(x1y) & x1z) Ay ~2),

Zo(x)=S%(x) @ S13(x) @ S*(x), 4)

21(X)=S8(x) @ St (x) @ S?5(x),

on(X)=S(x) @ S¥(x) @ R3(x),

o1(X)=S"(x) @ S (x) @ R(x).
MO =MOMO. MY
bitlik so'zlargta ajratiladi va Wooess Wes lar quyidagicha
aniglanadi:

M blokni 16 ta 32

W, = |\/|J§‘), j=0,.15

for j=16 to 63

{

Wj :gl(\Nj_2)+Wj_7 +Uo(Wj—15)+WJ'—16 }
Koy K

63 o'zgarmaslar sifatida esa quyidagi
64 ta 16 lik ko'rinishda tasvirlangan sonlardan
chigarilgan kub ildizlar kasr gismlarining birinchi 32
biti olinadi:
428a2f98 | 71374491 b5cOfbcf | e9b5dba3 | 3956c25h  59f111f1  923f82a4  ablcSeds
ds807aa98 | 12835b01 | 243185be | 550c7dc3  72beSd74 | S0deblfe | 9bdc06a7  c19bf174
e49b69cl | efbe4786  Ofcl9dc6 : 240calcc  2de92c6f | 4a7484aa  Scb0a9dc  76f988da
983e35152  a831c66d b00327c8 | bf597fc7 | c6e00bf3 | d5a79147  06ca6351 14292967
27b70a85 | 2e1b2138 | 4d2c6dfe | 53380d13 | 650a7354 766alabb  8lc2c92e  92722¢85
a2bfeSal | a8la664b | c24b8b70 | c76c51a3  d192e819  d6990624 | f40e3585  106aa070
19a4cll6  1e376c08 @ 2748774c | 34b0beb5 | 391c0ch3  4edSaada  5b9ccadf | 682e6ff3
748f82ee | 78a5636f  84c87814 i 8cc70208  90befffa | a43506ceb | bef9a3f7  c6717812

Asosiy sikl quyidagicha bo‘ladi:

fori=0to N

{ Il N - kengaytirilgan ma’lumotning
bloklari soni.

Il a, b, c, d, e f, g, h registrlarni xesh
funksiyaning (i-1) oralig giymati bilan

/I qiymatlarni o’zlashtirish(initsializatsiyalash).

a=H'"; b=H{"; c=H{?; d=H{"; e=H
Il a, b, c, d, e f, g, h registrlarga sigish funksiyasini
qo‘llash.

for i=0to 63
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{

Wi lar hisoblanadi.
T,=h+Z,(e)+Ch(e, f,g) + K, +W,

T, =%,(a)+Maj(a,b,c)

// Ch (e,f,g), Maj (a,b,c), 2o(a), 21(e) va

h=g.g=f.f=e.e=d+T,.d=c.c=b
.b=a- a:Tl+T2
}
/i — oraliq xesh giymat H  ni hisoblash.
HO =a+H!.  HY =b+HID,
HP =c+H{™. HY :d+H§"1);
HY =e+HI . HO=f+HI.
HO =g+HID HO =h+HD
}
Natijada
HO = H HE THE THE THE [T HE [T HY

ifoda M ma’lumotning xesh giymatini beradi.

SHA-224 xesh funksiyasi algoritmi SHA-256
algoritmidan faqat boshlang‘ich vektori ya’ni:

{c1059ed8, 367cd507, 3070dd17, f70e5939,
ffc00b31, 0x68581511, 0x64f98fa7, Oxbefadfad} bilan
farq qiladi. Bu algoritmda kiruvchi ma’lumotning
uzunligi 254 bitdan kichik bo‘lib, xesh giymat uzunligi
224 bit bo‘ladi. Boshga barcha hisoblashlar SHA-256
algoritmi bilan bir hil bo‘ladi. Natijada chiquvchi xesh
giymat sifatida

H® = HY IHM H TR THM IHS TR
ning chap  tomonidan 256  biti, ya'ni
H(N) H(N) ” H(N) ” H(N) ” H(N) ” H(N) ” H(N) ” H(N)
olinadi.

SHA-512 xesh funksiya o‘zining tuzilishiga
ko‘ra SHA-256 xesh funksiyasiga o‘xshaydi, lekin
unda uzunligi 64 bit bo‘lgan ma’lumotlar ustida amal
bajariladi. Bu algoritmda kiruvchi ma’lumotning
uzunligi 212 bitdan kichik bo‘lib, xesh qiymat uzunligi
512 bit bo‘ladi. Ma’lumotning uzunligi 1024 ga karrali
qilib to‘ldiriladi. To‘ldirishda ma’lumotning oxiriga 1
yozilib, golgan gismi 0 lar bilan shunday to‘ldiriladiki,

ma’lumotning uzunligi 1024 ga karrali sondan 128 bit
kam bo‘lishi kerak. Oxiriga berilgan ma’lumotning
128  bit go‘shiladi. Shunday qilib,
kengaytirilgan ma’lumot uzunligi 1024 ga Kkarrali
bo‘ladi. Boshlang‘ich vektor 8 ta 64 razryadlik
so‘zlardan iborat bo‘lib, u quyidagi tub sonlardan
olingan kvadrat ildizlarning kasr gismlariga teng
bo‘ladi:

uzunligi

{6a09e667f3bcc908, bb67ae8584caa73b,
3c6ef372fe94f82b, a54ff53a5f1d36f1,
510e527fade682d1, 9b05688c2b3e6elf,

1f83d9abfb41bd6b, be0cd19137e2179}

Asosiy sikl huddi SHA-256 algoritmidagidek
bo‘lib, fagat SHA-512 algoritmidagi funksiyalar va
bajariladigan amallar 64 bitlik ma’lumotlarda
aniqlangan hamda qo‘shish mod 2% bo'yicha olinadi.
Sigish funksiyasi esa fagat sikldagi iteratsiyalar soni
bilan farq qgiladi:

for i=0to 79

(N)
8

IH : wW.
{ !/ Ch (e,f,9), Maj (a,b,c), 20(a), 21(e) va !
larni hisoblanadi.

T, =h+2,(e)+Ch(e, f,g) + K, +W,
T, =Z,(a) + Maj(a,b,c)

h=g. g=f. f=e. e=d+T,. ¢=¢.
c=b;b:a;a:T1"‘Tz
}

Mantiqiy funksiylar esa SHA-256 algoritmdagi
mantiqiy funksiyalardan quyidagicha farq giladi:

M 3(X)=S28(x) @ S3(X) @ S¥(x),

8

L

S0 =SH(x) @ S1(x) @ S4(X), ©)
on(X)=S*(x) @ SB8(x) @R7(X),

o1(X)=S'%(x) @ S8Y(x) @ R8(x).

M piokniM " =M"M" M 15 10 6a

bitlik gismlarga ajratiladi va W oorsWrg lar quyidagicha
aniglanadi:
MO P
W, =M}",  ]=0,..15,
for j=16 to 79
{

W, =o,W,,)+W, ; +a,(W,; 15) +W, 4 }
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1-jadval. SHA oilasiga mansub algoritmlarning
umumiy parametrlari[2].

Koy K

¥ o‘zgarmaslar sifatida esa quyidagi
80 ta 16 lik ko'rinishda tasvirlangan tub sonlardan

higaril Kub ildizlar k ismining birinchi biti Xesh Xeshlan | Kirish Xesh Har bir
chigarilgan kub ildizlar kasr gismining birinchi 64 biti | | ¢ siva adigan | blok giymat | blokning
olinadi: algoritm matn uzunligi | uzunligi | xeshlash
428a2f08d728ae22 | 7137449123¢f65cd | b3cOfbcfecdd3bdf | e9b3dba58189dbbe nomi uzunligi gadamlar
3056c25b/348b538  59f111f1b605d0I9 | 923f82adafl9f0b | ablcSedSdacdslls SONi
d807aa9803030242  12835b0145706/be  243185bedeedb2Sc | 350c7dc3d5fbdel —
72be5d74f27h396f  30deblfe3bl606h] | 9bde06a723c71233 | cI0bfl74cf692694 SHA-1 <2 512 160 80
e49b69c19efldad?  efbed786384f25e3  0fc19dc68b8cdsbs | 240caleci7accls
2de92c6/592b0275  4a7484aabeateds3  Sch0aSdehddlfbdd | 76f988das31153b5 n 64
983e5150ee66dfab  a831c66d2db43210  b00327c898fb2I3f | bfs97fcTbeefleed SHA-224 2 512 224 64
c6e00bf33da88fc? | d5a79147930aa725 | 06ca6351003826f | 142929670ale6e70 =
27b70a8546d20ffc  2e1b21385c26¢926 | 4dlcbdfciacilaed | 33380d139d95h3df SHA-256 <2 512 256 64
630a73548bafs3de  766a0abh3c77bla8 | 8lcdc9ledTedneel | 92722¢851482353h 5
a2bfeSaldcfl0364 | a8la664bbcd2300]  c24b8h70d0f39791 | c76c51a30654be30 SHA-384 <2 1024 384 80
d192810d6ef5218 | d69906245565a910 | f40e35855771202a | 106aa07032bbd1b8 =
19a4c116b3d2d0c8  1e376¢085141ab53 27487 7dcdfBeeb99 | 34b0bchsel9bdsas SHA-512 | <2 1024 512 80
391cOch3csc93a63 | 4edSaadae3418ach = 5b9ccadf/763e373 | 682e0f3d6b2b8a3
748f82¢eSdefb2fe | 78aS636f4317260 | 84c§7814alfdab7? | 8cc702081a6430%c
90befffu23631e28  a4306cebde82bded | befa3f7b2c67915 | c671782e372532h R itmini il i
cal73eceea?6619c  d186b8c721c0c207  eadaldd6edeleble | [57ddf7feebedl78 SHA 3 algorltmlnl qabUI qIIISh bo yICha
06/067aa?2176fba | 0a637dc5a2c898a6  113f9804befd0dae | 1b710b33131cd71b o‘tkazilayotgan tanlov
28db77/523047d34  32caab7h40c72493  3cebefalcObebc | 431d67cd9ci00d4c B i kunda d ina bir gator rivoil
decsdibech3ed2b6 | S9799cfe637ela | Sfebofab3adsface | 6cA4198c4al7i8 1. ugungi Kunda aunyoning bir gator rivojlangan

Natijada chiggan 8 ta 64 bitlik ma’lumotlar
konketenatsiya amali yordamida birlashtirilib, hosil
bo‘lgan 512 bit ni M ma’lumotning xesh giymati deb
e’lon gilinadi. Ya’ni:

HO = HY I HE T HEY T HY T HY

SHA-384 xesh-funksiya algoritmi SHA-512

algoritmidan faqat boshlang‘ich vektori HO =
{cbbb9d5dc1059ed8, 629a292a367cd507,
9159015a3070dd17, 152fecd8f70e5939,
67332667ffc00b31, eb44a8768581511,
db0c2e0d64f98fa7, 47b5481dbefadfad} bilan farq
qiladi. Bu algoritmda kiruvchi ma’lumotning uzunligi
212 bitdan kichik bo‘lib, xesh giymat uzunligi 384 bit

bo‘ladi. Qolgan barcha hisoblashlar SHA-512
algoritmi bilan bir hil bo‘ladi. Natijada chiquvchi xesh
giymat sifatida

H =B T T HL Y HE I H

ning

chap

tomonidan

384

biti,

HO = B Y R Y Y

olinadi.

ya'ni

mamlakatlari hukumatining bank va boshqa tizimlarida
elektron hujjatlardan foydalanish, ularni gabul qgilish,
uzatish va qayta ishlashda tezligi hamda
ishonchliligiga nisbatan yangi talablar yuzaga
(ke qda.| Inging asosiy sababi axborot hajmi
®kurldari-kunga®keskin ortib borishi ta’kidlanadi. Lekin
vazifa fagatgina axborotni uzatish emas, balki uzatish
bilan bir gatorda uning xavfsizligini ham ta'minlashdan
iborat. Ushbu masalani hal etish uchun bevosita
elektron ragamli imzo algoritmlaridan foydalaniladi.
So‘ngi yillarda himoyalangan elektron ragamli imzo
algoritmlari standart tizimlaridan foydalanish ustida
olib borilgan tadgigotlar shuni ko'rsatadiki, Amerika
Qo‘shma Shtatlarida eng ko'p tarqalgan FIPS PUB
180-1 algoritniga kolliziyaning topilganligi va FIPS
PUB 180-2 standartlariga kiruvchi algoritmlarning
ham umumiy strukturasi SHA-1 algoritmiga
asoslanganligi, ular uchun ham Kkolliziya topilish
ehtimolligini keltirib chiqaradi. Bu omillar esa o‘z
navbatida yangi kriptobardoshligi yuqori bo‘lgan
algoritmlar ustida tadgiqot olib borishni talab etadi.
2007-yil iyun oyida aynan mana shu g‘oya
asosida SHA-3 deb nomlangan yangi xesh funksiya
algoritmini gabul qilish bo‘yicha tanlov e’lon
qilindi[9]. Tanlovda gatnashuvchi ishtirokchilarning
arizalari 2008 yilning dekabr oyigacha gabul gilinib,
unda jami 64 ta arizalardan 51 tasi tanlovga gatnashish
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imkoniyatiga ega bo‘ldi. Tanlov uch bosqichdan iborat

bo‘lib, 2012-yilning  dekabr oyida tugatish
rejalashtirilgan.
Amerikaning Milliy Standartlar va

Texnologiyalar Instituti(NIST) tomonidan tanlovga
qo‘yilgan asosiy talab SHA-2 oilasiga mansub xesh-
algoritmlarga  nisbatan = ma’lumotni  xeshlash
samaradorligi yuqori va barcha kriptotahlil usullariga
nisbatan bardoshli bo‘lgan yangi xesh-funksiya
algoritmlar sinfini yaratishdan iborat.
SHA-3 tanlovining g‘olib algoritmi 224, 256,
384 va 512 bit chiqish bloklariga mo‘ljallangan
bo‘lishi kerak.
Tanlovda xesh-funksiya
go'yilgan umumiy talablar:
» katta  o‘lchamdagi
imkonining mavjudligi;
» algoritmning ishlash tezligining yuqoriligi(>10
CPB(cycles per byte-bir bayt axborotni gayta
ishlash uchun zarur bo‘lgan sikllar soni) Intel

algoritmlariga

axborotni  xeshlash

Core2);

» bir gancha zamonaviy platformalarda
realizatsiya gilishning osonligi;
Bundan tashgari algoritmda turli  blok

o‘lchamidagi hisoblashni amalga oshirishda funksiya
gadamlar ketma-ketligining deyarli bir xil(farqi juda
kam) bo‘lishi kerak. Bu talab bir rejimdan boshqgasiga
tez o'tib hisoblash imkonini yaratib beradi.
Tanlovning birinchi  bosgichi  2009-yilning
dekabr oyida yakunlandi. Natijada 51 ta xesh funksiya
algoritmi tanlovga kelib tushgan. Ular bardoshligi,
foydalanish platformasi (8,16, 32, 64) va tezligi tahlili

haqida qisqa ma’lumot [8,12,14] adabiyotlarda
keltirilgan.
Mazkur tanlovning o’tkazilishida tanlov

rahbariyati algoritmlarning ikkinchi bosgichga o'tishi
uchun uning turli xil kriptotahlil usullariga nisbatan
bardoshli yoki bardoshsiz ekanligiga ham katta e'tibor
garatishgan. Shundan kelib chigib ikkinchi bosgichga
ishtirokchilardan 14 tasi (BLAKE, Blue Midnight
WISH, CubeHash, ECHO, Fugue, Grost 1, Hamsi, JH,
Keccak, Luffa, Shabal, SHAvite-3, SIMD, Skein)
loyig deb topildi. Ushbu xesh algortimlarning qurilish
tamoyillari bo’yicha gisqacha ma’lumot Keltirilgan[9].

2010-yilda ikkinchi bosgich yakunlanib 14 ta
algoritmdan quyidagi 5 tasi tanlov finaliga gatnashish
imkoniyatini qo‘lga kiritdi:

BLAKE (Jean-Philippe Aumasson);
Grostl (Lars Ramkilde Knudsen);
JH (Hongjun Wu);
Keccak (Joan Daemen);

5. Skein (Bryus Shnayer).

2012-yilning noyabr oyida yuqoridagi beshta
algotimdan “Keccak™ xesh funksiya algoritmi tanlov
g‘olibi deb e’lon qilinib, SHA-3 xesh funksiya algoritm
standarti sifatida gabul qgilindi.

Kriptotahlil natijalari. SHA-1 (SHA — Secure
Hash Algorithm) — xesh-funksiya AQSH  Milliy
xavfsizlik agentligi tomonidan Standartlar va
texnologiyalar ~ milliy  instituti ~ (NIST) bilan
hamkorlikda ishlab chigilgan va 1995-yilda FIPS PUB
180-1 standarti orqali e’lon qilingan. 2005-yil
yanvarda V.Rijmen va E.Oswald tomonidan kam
raundli (53 ta) SHA-1 xesh-funksiya algoritmi uchun
kolliziya topish qiyinchiligi maksimum 280 ta
hisoblash amalini talab etuvchi hujum mavjudligi e’lon
gilindi. 2005-yil fevral oyiga kelib esa, X.Wang, L.Yin
va H.Yu tomonidan to‘liq raundli (80 ta) SHA-1 xesh-
funksiya algoritmi uchun kolliziya topish giyinchiligi
maksimum 269 ta hisoblash amalini talab etuvchi
differensial kriptotahlil usuliga asoslangan hujum
taklif etildi. 2005-yil avgust oyida bo‘lib o‘tgan
CRYPTO-2005 konferensiyasida yugoridagi
mualliflar ~ tomonidan  ushbu  hujum  yanada
mukammallashtirib (263 ta amal talab etuvchi) tagdim
etiladi. ASIACRYPT-2006 konferensiyasida
K.Kanyer va K.Rexberg tomonidan 64 raundli SHA-1
xesh-funksiya algoritmiga ikkita blok uchun kolliziya
topish qiyinchiligi o‘rtacha 235 ta hisoblash amalini
talab etuvchi hujum taklif etildi.

SHA-2 (SHA-256, SHA-384, SHA-512) —
xesh-funksiyasi FIPS PUB 180-2 standarti orgali 2002-
yilda e’lon qilingan. 2007-yilda xind mutaxassislari
S.Kumar va P.Sarkar tomonidan SHA-2 xesh-funksiya
algoritmining dastlabki hujum natijalari e’lon qilindi.
Ushbu hujumning to‘liq bayoni keltirilmagan va u
orqgali kolliziya topish ehtimolligi 2-5, 2-9 bo‘lib, 22
raundli SHA-256 va SHA-512 xesh-funksiyalarga

M wnh e
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garatilgan. 2008-yilga kelib Y.Sasaki, L.Wang va
K.Aoki tomonidan 41 raundli SHA-256 va 46 raundli
SHA-512 xesh-funksiya algoritmlariga mos ravishda
2249 va 2497 ta amal talab etuvchi namunaviy matn
topishga (Preimage Attacks) asoslangan yangi hujum
taklif etildi. Shuningdek, M.Lamberger va F.Mendel
tomonidan ham 46 raundli SHA-512 xesh-funksiya
algoritmi uchun 246 ta hisoblash amalini talab etuvchi
differensial kriptotahlil usuliga asoslangan sohta-
kolliziya topish (pseudo-collision attack) hujumi taklif
etildi.

Shu tariga SHA-1 va SHA-2 xesh-funksiya
algoritmlarining nazariy bardoshligi keskin tushgan.
Mazkur algoritmlarga qo‘llanilgan ko‘plab hujum
usullari to‘liq ochilmaganligiga va ularning nazariy
ahamiyat kasb etishiga garamay, 2007-yil noyabr oyiga
kelib NIST yangi SHA-3 (FIPS PUB 180-3) standart
xesh-funksiya avlodini tanlash va gabul qilishga
qaratilgan loyiha (tanlov) boshlanganini e’lon qiladi.
Shuningdek, 2010-yildan so‘ng SHA-1 algoritmi ERI
va kolliziyaga bardoshliligi talab etilgan boshqga turli
ilovalar tarkibida foydalanish mumkin emasligi ham
ma’lum qilinadi. Mazkur tanlov 2007-2012-yillar
davomida uch bosgichda olib borildi. Tanlovda
gatnashuvchi ishtirokchilarning arizalari 2008-yilning
dekabr oyiga gadar gabul gilinib, tagdim etilgan 64 ta
arizadan 51 tasi tanlovda gatnashish imkoniyatiga ega
bo‘lgan. 2009-yil iyulda yakunlangan birinchi bosgich
natijalariga ko‘ra, quyidagi 14 ta nomzod algoritm
tanlab olindi: BLAKE, Blue Midnight Wish,
CubeHash, ECHO, Fugue, Grostl, Hamsi, JH, Keccak,
Luffa, Shabal, SHAVvite-3, SIMD, Skein. 2010-yil 9-
dekabrda yakunlangan ikkinchi bosgich natijalariga
ko‘ra esa, quyidagi 5 ta nomzod algoritm final bosqichi
uchun tanlab olindi: Blake, Grostl, JH, Keccak va
Skein. 2012-yil yakuniga gadar davom etgan final
bosgichi natijasida GUBKA (Sponge) iterativ-
prinsipiga asoslangan Keccak xesh-funksiya algoritmi
tanlov g‘olibi sifatida e’lon qilindi. Keccak algoritmi
g‘olib bo‘lishiga garamay, final bosqichining barcha
ishtirokchi xesh-funksiyalari yetarlicha
kriptobardoshlikka ega va turli  talablarni
qanoatlantirishi bo‘yicha bir-biridan kam bo‘lmagan
algoritmlar ekanligi aniglangan. Keccak algoritmi esa,

golgan nomzodlar orasida asosan apparat realizatsiyasi
eng yaxshi bo‘lgan algoritm hisoblanadi.

SHA-3 — xesh-funksiyasi Italiya va Belgiya
mutaxassislari Guido Bertoni, Joan Daemen, Gilles
Van Assche, Michaél Peeters tomonidan ishlab
chigilgan Keccak algoritmiga asoslangan. Mazkur
xesh-funksiya “SHA-3 tanlovi” doirasida turli
mutaxassislar tomonidan chuqur tahlil gilingan, biroq
samarador bo‘lgan hujum turi taklif etilmagan.
Jumladan, 8 raundli algoritm uchun 2511,5 ta amalni
talab etuvchi ikkinchi namunaviy matnni topish
(second preimage attack) hujum turi, ishda 8 raundli
algoritm uchun 249147 ta amalni talab etuvchi
farqlash hujum turi (distinguishing attack), to‘liq
raundli (24 ta) algoritm uchun 21579 ta amalni talab
etuvchi farglash hujum turi taklif etilgan. Kam raundli
Keccak algoritmining turli versiyalariga qarshi
kolliziya  aniglash ~ uchun ichki  differensial
kriptotahlilga (internal differential attack) asoslangan
hujum taklif etilgan. Ushbu hujum uch raundli Keccak-
384 va Keccak-512, to‘rt raundli Keccak-384 va besh
raundli Keccak-256 algoritmlari uchun ishlab chigqilib,
to‘rt raund uchun hujumni amalga oshirish giyinchiligi
tug‘ilgan kunlar paradoksi hujumi qiyinchiligidan 245
martaga kam bo‘lgan. 3, 4, 6, 7 va 8 raundli Keccak-
512 algoritmiga garshi namunaviy matn topishga
garatilgan va mos ravishda 2505,2, 2505,3, 2506, 2507
va 2511,5 ta hisoblash amalini talab etuvchi hujum
taklif etilgan. Shuningdek, 3 va 4 raundli Keccak-512
algoritmiga garshi 2506 ta hisoblash amalini talab
etuvchi hujum, 2 raundli Keccak-512 algoritmiga
garshi differensial kriptotahlil usuliga asoslangan va
2503,7 ta hisoblash amalini talab etuvchi namunaviy
matn topish va 4 raundli Keccak-512 algoritmiga
gisman namunaviy matn topish hujum turlari taklif
etilgan.

O’tkazilgan  tahlillar  natijalari ~ shuni
ko‘rsatadiki, to‘liq raundli SHA-3 algoritmga nisbatan
taklif etilgan hujumning 21600 (maksimal nazariy
bardoshlilik giyinchiligi) ta hisoblash amalidan kam
bo‘lishiga garamay, uni ma’lum bir vaqt davomida
amalga oshirish imkoni umuman mavjud emas.

Xulosa. Mazkur magolada SHA (Secure Hash
Algorithm) oilasi, Amerika Qo‘shma Shtatlari Milliy
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Standartlar va Texnologiyalar Instituti (NIST) ISSUES OF DIGITAL TECHNOLOGIES. —2023.

tomonidan ishlab chiqilgan va keng qo‘llaniladigan bir

—T.6.—Ne. 4. - C. 97-101.

qator kriptografik hash funksiyalari to‘plamlari haqida, | 6. Rakhmatullaev l. Self-synchronizing
shuningdek ushbu oilaga mansub xesh funksiya (asynchronous) Stream Encryption Algorithms
algoritmlari va ularning qgadamlari ketma-ketligi, //Scientific Collection «InterConf». — 2023. — Ne.
shuningdek, SHA-3 algoritmi uchun o‘tkazilgan tanlov 164. — C. 249-254.
hagida ma’lumotlar, shuningdek, SHA-1, SHA-2, | 7. Rahmatullayev I. OQIMLI  SHIFRLASH
SHA-3 algoritmlariga nisbatan o‘tkazilgan kriptotahlil ALGORITMLARI BARDOSHLILIGINI
matijalari keltirilgan. Har bir algoritmning magsadi, DIFFERENSIAL VA ALGEBRAIK
ixtiyoriy uzunlikdagi ma’lumotlarni qisqa, fiksirlangan KRIPTOTAHLIL USULLARI YORDAMIDA
uzunlikdagi xesh giymatiga aylantirish kabi asosiy BAHOLASH //DIGITAL TRANSFORMATION
natijalari tahlil gilingan. AND ARTIFICIAL INTELLIGENCE. — 2024. —
Keyingi tadgiqotlarda kriptotahlil usullarining T.2.—Ne. 1. — C. 64-70.
xesh funksiyalarga nisbatan qo‘llanilishi bo’yicha | 8. Boyquziyev I., Saydullayev E., Rahmatullayev I.
tahlillar natijalarini keltirish ko’zda tutilgan. ELLIPTIK EGRI CHIZIQLARNING
KRIPTOGRAFIYADA QO  ‘LLANILISHI
Foydalanilgan adabiyotlar /IDIGITAL TRANSFORMATION AND
1. Raxmatullayevich R. 1. OQIMLI SHIFRLASH ARTIFICIAL INTELLIGENCE. — 2024. - T. 2. -
ALGORITMLARI TAHLILI /[HoBoctn Ne. 1. - C. 71-76.
obpazoBanus: uccienosanue B XXI Beke. — 2023. | 9. Rakhmatullaev I. Evaluation of new NSA stream
—T. 1. — Ne. 6. — C. 889-893. encryption algorithm by integrated cryptanalysis
2. Rahmatullayev 1. R. Oqimli shifrlash algoritmlari method //Scientific Collection «InterConf». —
va ularni vujudga kelish sabablari //International 2023. — Ne. 164. — C. 242-248.
Journal of Theoretical and Applied Issues of | 10. Raxmatullayebich R. I. STREAM ENCRYPTION

Digital Technologies. — 2022. — T. 2. — Ne. 2. — C.
119-128.

3. Rahmatullayev I. R. Algebraik kriptotahlil usuli va
uning oqimli shifrlash algoritmlariga qo‘llanish
asoslari: Algebraic Cryptanalysis Method and
Basics of its Application to Stream Encryption
Algorithm //International Journal of Theoretical
and Applied Issues of Digital Technologies. —
2023. —T. 4. — Ne. 2. — C. 96-102.

4. Xudoyqulov Z. T., Rahmatullayev 1. R,
Boyqo‘ziyev 1. M. Bardoshli statik S-bokslarni
generatsiyalash algoritmi //INTERNATIONAL
JOURNAL OF THEORETICAL AND APPLIED
ISSUES OF DIGITAL TECHNOLOGIES. —2023.
—T.5.—Ne. 3. — C. 57-66.

5. Khudoykulov Z. T., Rakhmatullaev 1. R.,
Umurzakov O. S. H. NSA algoritmining
akslantirishlari tanlanishining xavfsizlik talablarini
bajarilishidagi o‘rni //INTERNATIONAL
JOURNAL OF THEORETICAL AND APPLIED

ALGORITHMS AND THE BASIS OF THEIR
CREATION //ICENTRAL ASIAN JOURNAL OF
MATHEMATICAL THEORY AND
COMPUTER SCIENCES. —2022. - T. 3. — Ne. 12.
—C. 165-173.
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BULUTLI TEXNOLOGIYALARDA KIBERXAVFSIZLIK TAMINLASHDA
CASB YECHIMLARI

Zulunov Ravshanbek Mamatovich,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti Farg‘ona filiali f.-m.f.n, dotsent,

Samatova Zarnigor Nematovna,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti Farg‘ona filiali 1-bosgich magistranti

Annotatsiya. Ushbu magolada bulutli texnologiyalarda kiberxavfsizlik sohasidagi zamonaviy
muammolar, axborot xavfsizligini ta'minlashda CASB sinfi yechimlari, bulutli xizmatlardan
foydalanish auditi, ma'lumotlar xavfsizligi, tahdiddan himoya qilish, korporativ standartlarga

muvofiqligi usullari ko’rib chiqilgan.

|| Kalit so‘zlar: kiberxavfsizlik, CASB yechimlari, bulutli hisoblash, axborot xavfsizligi.

Kirish. Bugungi kunda odam bir tugmani
bosish orgali istalgan shakldagi ma'lumotlarni
yuborishi va gabul gilishi mumkin: elektron pochta,
audio yoki video, lekin u o0z ma'lumotlarining
identifikatori hech ganday ma'lumot sizib chigmasdan
boshga shaxsga ganchalik xavfsiz uzatilishi yoki
xavfsiz tarzda uzatilishi hagida hech o'ylab ko'rganmi?
Javob Kkiberxavfsizlikda. Bugungi kunda Internet
kundalik hayotda eng tez rivojlanayotgan infratuzilma
hisoblanadi. Hozirgi texnik sharoitda ko'plab yangi
texnologiyalar inson giyofasini 0'zgartirmogda. Ammo

bu vyangi texnologiyalar tufayli biz shaxsiy
ma’lumotlarimizni yetarli darajada himoya qila
olmaymiz va shu sababli bugungi kunda

Kiberjinoyatlar har kuni ortib bormoqgda. Bugungi
kunda jami tijorat tranzaktsiyalarining 60 foizdan
ortig'i onlayn tarzda amalga oshiriladi, shuning uchun
bu soha shaffof va yaxshiroq tranzaktsiyalar uchun
yugori sifatli xavfsizlikni talab giladi. Shunday qilib,
kiberxavfsizlik eng so'nggi muammoga aylandi.
Kiberxavfsizlik doirasi fagat 1T-sanoatdagi axborot
xavfsizligi bilan cheklanib qolmaydi, balki kibermakon
kabi boshga sohalarga ham taalluglidir.

Adabiyotlar tahlili va metodlar. Hatto bulutli
hisoblash, mobil hisoblash, elektron tijorat, internet-
banking va boshqalar kabi eng yangi texnologiyalar
ham yuqori darajadagi xavfsizlikni talab giladi. Ushbu

texnologiyalar inson hagidagi nozik ma'lumotlarni o'z
ichiga olganligi sababli, ularning xavfsizligi
majburiydir. Kiberxavfsizlikni yaxshilash va muhim
axborot infratuzilmalarini himoya qilish har bir
mamlakat xavfsizligi va igtisodiy farovonligi uchun
muhim ahamiyatga ega. Internet xavfsizligini
yaxshilash (va Internet foydalanuvchilarini himoya
gilish) yangi xizmatlarni rivojlantirish hamda davlat
siyosatining  ajralmas  gismiga aylandi  [1].
Kiberjinoyatlarga qgarshi  kurash kompleks va
xavfsizroq yondashuvni talab qiladi. Texnologik
chora-tadbirlarning o‘zi  jinoyatchilikning oldini
ololmasligini  hisobga olsak, huqugni muhofaza
giluvchi idoralar kiberjinoyatlarni samarali tekshirish
va ta’qib qilish imkoniyatiga ega bo‘lishi juda muhim.
Bugungi kunda ko'plab mamlakatlar va hukumatlar
ba'zi muhim ma'lumotlarning yo'qgolishining oldini
olish uchun kiberxavfsizlik bo'yicha gat'iy gonunlarni
joriy gilmoqdalar. Har bir inson ushbu kiberxavfsizlik
bo'yicha o'qgitilishi va o'zini bu o'sib borayotgan
kiberjinoyatlardan qutgarishi kerak.

Ragamli transformatsiya davriga gadam
go‘yganimiz sari biznes tub o‘zgarishlarni boshdan
kechirmoqda. Oldingi modellar va biznes jarayonlari
samarasiz bo'lib qoladi, eski aloga usullari ishlamaydi.
Har bir xodim ishda, shu jumladan tashkilotdan
tashgarida faol foydalaniladigan tobora ko'proq
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shaxsiy gadjetlarga ega. Ishlatilgan qurilmalar turi va
geolokatsiyasidan qat’i nazar, xodimlarning samarali
mehnatini ta’minlash uchun Office 365, Google Apps,
Salesforce, Github, Microsoft Azure, Amazon Web
Services va boshgalar kabi bulutli ilovalar qo‘llaniladi.
Ushbu ofzgarishlar tufayli tarmoq perimetrida
“loyqalanish” yoki “parchalanish” sodir bo'ladi.

Ragamli transformatsiya va ma'lumotlarni
bulutli xizmatlarga ko'chirish:

Gartner va Forrester Wave yetakchi tahliliy
agentliklari ma’lumotlariga ko‘ra, bulutli xizmatlar
2018-yilda korporativ IT-byudjetlarining 45% dan
ortig‘ini tashkil qiladi.2020-yilga kelib SaaS dasturiy
ta’minoti xarajatlari 75 milliard dollarga oshadi. Endi
ortga qaytish yo‘q. Savol shundaki, tashkilotlar yangi
ragamli dunyoda o'z ma'lumotlarini ganday himoya
gilishlari mumkin.

Nega uzoqga borish kerak? Masalan, bir nechta
oddiy savollarga javob bera olasizmi? Ishonchim
komilki, agar siz ilgari o'zingizga bunday savollarni
bermagan bo'lsangiz, ularga berilgan javoblar gizigarli
fikrlarni uyg'otadi.

o Kompaniyangiz xodimlari
ilovalardan foydalanadilar?

ganday bulutli

o Bunday ilovalardan foydalanish ganday
nazorat gilinadi?

e Ushbu ilovalardan  foydalanish  xavfi
baholanadimi?

Bunday  savollarga  javob xavfsizlik

vositalarining yangi sinfining paydo bo'lishiga olib

keldi, ularsiz  yagin  kelajakda  zamonaviy

kompaniyalarning ishlashini tasavvur qilish qiyin
bo'lishi mumkin.

Kiberxavfsizlikka yangi yondashuvlar. Cloud
Access Security Broker (CASB) yechimlari:

An‘anaviy axborot xavfsizligi  vositalari,
masalan, maxfiy ma'lumotlar sizib chigishini himoya
gilish (DLP), yangi avlod xavfsizlik devorlari (NGFW,
UTM), tajovuzdan himoya qilish vositalari (IPS) va
boshqalar dastlab korxona tarmog'ining perimetrini
himoya qilish uchun yaratilgan va ularda mutlago
himoyasizdir. Xodimlar dunyoning istalgan nuqtasida
joylashgan mobil telefonlar va noutbuklardan bulutli
xizmatlar orgali hujjatlarni almashtirganda, "loyga”

perimetr shartlari. Ushbu ehtiyojni qondirish uchun
CASB (Cloud Access Security Broker yoki bulutli
xavfsiz kirish brokeri) deb nomlanuvchi maxsus
texnologiya mavjud.

Shadow IT (shadow IT) - IT bo'limi tomonidan
boshgarilmaydigan IT yechimlari. Deyarli barcha
bulutli ilovalarni Shadow IT deb tasniflash mumkin,
chunki... kompaniya xodimlari IT mutaxassislari
ishtirokisiz turli xizmatlardan foydalanadilar. Shadow
IT bilan bog'lig manbalar zararli bo'lishi shart emas.
Bo'limlar ko'pincha bulut xizmatlaridan qonuniy
magsadlarda, jumladan, jamoa samaradorligini
oshirish uchun foydalanadilar. Kompaniya bo'ylab
foydalaniladigan bulutli ilovalarning ko'rinishini olish
tashkilot foydalanuvchilari va ma'lumotlarini himoya
gilishning kalitidir.

Aksariyat kompaniyalar 0z xodimlarining
o'nga Yyaqin Dbulutli ilovalardan foydalanishiga
ishonishadi, lekin aslida ularning soni o'rtacha yuzdan
oshadi. Eng mashhur kompaniyalar, masalan, Amazon,
Microsoft, Google, Adobe, Salesforce VMware va
boshqalar xavfsizlik masalasiga jiddiy yondashadi.
Ammo biznes nuqgtai nazaridan juda qulay bo'lgan
boshga xizmatlar ham mavjud, ammo ularning
xavfsizlik darajasi zarar ko'radi. Ko'pgina yosh
kompaniyalar tez o'sadi yoki sekin o'ladi tamoyiliga
muvofiq rivojlanadi; ularning asosiy  vazifasi
foydalanuvchilarga qulay, funktsional xizmatni tagdim
etishdan iborat bo'lib, ular barcha kuchlarini yangi
funksiyalarni go'shish yoki foydalanuvchi interfeysini
optimallashtirishga bag'ishlaydilar. Shu bilan birga, 0'z
mahsulotlarining  tegishli darajada xavfsizligini
ta'minlash uchun vaqt qolmaydi. Eng keng targalgan
xavflarga quyidagilar kiradi:

e Ishlab chigaruvchi tomonidan foydalanuvchi
ma'lumotlari va hisob ma'lumotlarini xavfsiz
saglash;

e Yomon hisob, rol va kirish boshgaruvi;

e Xizmatlarning nomuvofigligi, DDoS
hujumlariga nisbatan zaiflik;

e Bulutli xizmat ko'rsatuvchi  provayder
infratuzilmasidagi  zaifliklar, ~ zamonaviy
axborot xavfsizligi vositalarining yo'qligi;
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« llovani ishlab chigishda zaif texnologiyalardan

foydalanish.
CASBning asosiy funktsiyalaridan  biri
kompaniyada  foydalaniladigan ~ barcha  bulut

xizmatlarini aniglash, ularning har biridan foydalanish
xavfini baholash va eng zaif bo'lganlarini blokirovka
gilish to'g'risida garor gabul gilishda yordam berishdir.
Lekin bu CASB sinfi yechimlari godir bo'lgan hamma
narsa emas. Boshqa asosiy xususiyatlar hagida keyingi
bo'limda gaplashamiz.

CASB sinfi yechimlarining funksionalligini
to‘rtta asosiy blokga bo‘lish mumkin:

 Bulutli xizmatlardan foydalanish auditi;

o Ma'lumotlar xavfsizligi;

« Tahdiddan himoya qilish;

e Regulyatorlar va korporativ
muvofiqligi.

Bulutli xizmatlardan foydalanish auditi:

Biznes uchun strategik muhim vazifa bulutli
xizmatlar bilan o'zaro hamkorlikning shaffofligidir.
Proksi-serverlar, xavfsizlik devorlari va DNS jurnallari
kabi an'anaviy tarmoq xavfsizligi vositalari fagat ba'zi
asosly ma'lumotlarni tagdim etishi mumkin. Biroq,
fagat maxsus CASB yechimi zamonaviy davrda
go'llaniladigan 10 000 dan ortig ilovalarning to'liq
ko'rinishi va batafsil tahlilini ta'minlaydi.

Nega bulutli ilovalardan foydalanishning
shaffofligi va tahlili zarur?

o Shadow IT Detection. IT mutaxassislariga ular
foydalanadigan bulut ilovalari va ulardan
foydalanadigan ~ foydalanuvchilar  hagida
tushuncha beradi.

o Potentsial xavfli bulutli ilovalarni aniglash.
Xavfsizlik xodimlari uchun zaif va soxta bulutli
ilovalarni aniglash va ularni kompaniya
xodimlari  foydalanishi uchun nomagbul
ilovalar ro'yxatiga go'shish mumkin bo'ladi.

« Bulutli xizmatlarga Kirishni tagiglash va ruxsat
berish. Rasmga ega bo'lgach, IT foydali bulut
xizmatlariga ruxsat berish va xavfli ilovalarni
rad etish uchun Kkirish siyosatini qo'llashi
mumkin.

o Normativ muvofiglik. Xavfsizlik xodimlari
foydalanilayotgan bulut xizmatlarini kuzatishi

standartlarga

va ulardan foydalanish me'yoriy talablarga

muvofigligini ta'minlashi mumkin.

CASB Kklassi yechimlari bulutli xizmatlarda
ma'lumotlar himoyasini ta'minlaydigan
funksionallikka ega. Muayyan qurilmalardan ma'lum
xizmatlarga kirish huquglarini boshgarish, shuningdek,
muhim ma'lumotlarga kirish huquqglarini cheklash
vositalari mavjud. Ko'pgina etuk CASB yechimlarida
shubhali harakatni erta aniglashga yordam beradigan
o'rnatilgan foydalanuvchi xatti-harakatlari tahlili
(UEBA) mavjud.

Bundan tashgari, CASB maxfiy ma'lumotlarni
saglash va uzatishni aniglash va tahlil gilish imkonini
beruvchi ma'lumotlarni turkumlashtirish funksiyasiga
ega, bu asosan bulutda ma'lumotlar yo'qolishining
oldini olish (DLP) yechimidir. Qochginlarni himoya
gilishning ilg'or funksiyalarini olish uchun uchinchi
tomon DLP tizimlarini CASB bilan birlashtirish
mumkin.

Nihoyat, CASB bulutga yuborilgan maxfiy
ma'lumotlarni anonimlashtirish va shifrlash imkonini
beradi. To'lig yoki tanlab shifrlashni go'llash va turli xil
algoritmlardan foydalanish mumkin.

Korxona darajasidagi bulut ilovalari yaxshi
himoyalangan.  Va  tajovuzkorlar ~ tomonidan
ishlatiladigan asosiy hujum vektori foydalanuvchi
hisob  ma'lumotlarini  buzish va shu tariga
ma'lumotlarga kirish huquqgiga ega bo'lishdir. Bundan
tashqari, tajovuzkorlar zararli dasturlarni targatish va
tashkilot  infratuzilmasiga  magsadli  hujumlar
uyushtirish imkoniyatiga ega.

Tahdidlardan himoya qilish uchun CASB
o'zining arsenalida xulg-atvor tahlili, virusga garshi
skanerlash, xatti-harakatlar namunalarini o'rnatish
uchun mashinani o'rganishdan foydalanish va bulutli
xizmat ko'rsatuvchi provayderlarning real vaqtda
tahdidlar ma'lumotlaridan foydalanish kabi turli xil
oldini olish usullariga ega.

Tashkilotning bulutga gisman o'tishi bilan ham,
shaxsiy va korporativ. ma'lumotlar xavfsizligini
ta'minlaydigan ichki va tashqi standartlarga rioya qgilish
muhim bo'lib golmogda. Kompaniyada go'llaniladigan
barcha bulutli ilovalarning ko'rinishi va nazorati tufayli
bulut  xavfsizligining joriy holatini  baholash,
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shuningdek, uni zarur standartlarga muvofiglashtirish
uchun kirish siyosatidan foydalanish mumkin bo'ladi.

Natijalar. CASB arxitekturasi va ishlash
tamoyili: CASB yechimlari ko'pincha bulutda
joylashtiriladi va API val/yoki proksi-serverlar orgali
foydalanuvchilar va ilovalarning o'zaro ta'sirini nazorat
giladi. Mahalliy va gibrid rejimlardan ham foydalanish
mumkin.

ioyalar Aniglash
API .

Mobil Jurnallar

Veb proksi/FW

&

Tashkilot

Rasm 1. CASB yechimi arhitekturasi.

CASB joylashtirish arxitekturasini tanlash
ma'lum bir tashkilotning infratuzilmasi va ehtiyojlariga
bog'lig. Qaysi variant yaxshiroq ekanligiga aniqg javob
yo'q. Shu bilan birga, yetakchi tahlil agentliklari gibrid
yondashuvni funksionallik nuqtai nazaridan eng to‘liq
deb ta’kidlaydilar.

Deyarli har bir yirik sotuvchi o'z portfelida
ushbu sinfning yechimiga ega. Rahbarlar orasida
yetakchi  tahlil agentliklari McAfee (Skyhigh
Networks), Netskope va Symantec kompaniyalarini
ajratib  ko'rsatishadi. Bundan tashgari, Cisco,
Forcepoint, Microsoft, Oracle, Palo Alto'dan CASB
mavjud.

Muayyan tashkilot uchun eng mos bo'lgan
echimni tanlashda quyidagi masalalarni ko'rib chigish
tavsiya etiladi:

Bulutli ilovalarni kashf gilish:

« llovaning xavfsizlik reytingini hisoblash uchun
gancha xavf atributlaridan foydalaniladi?
Xavfli atributlarga og'irliklarni go'lda belgilash
mumkinmi?

Yechim xavflarni baholashning
avtomatlashtirilgan  hisobotlarini  tagdim
etadimi?

Veb-proksi-server yoki xavfsizlik devori bilan
integratsiya orqgali kiruvchi bulutli ilovalarni
bloklash mumkinmi?

Kerakli siyosatlarning mavjudligi:
Tagiglangan va ruxsat etilgan ilovalar uchun
xavfsizlik siyosatini sozlash mumkinmi?
Yechim tashkilot perimetri tashqarisida
joylashgan mobil qurilmalar va noutbuklardan
bulut xizmatlaridan xavfsiz foydalanishni
qo‘llab-quvvatlaydimi?

Foydalanuvchi ~ nomi, guruh, qurilma,
joylashuv, brauzer yoki foydalanuvchi agenti
kabi kontekst va kontentga asoslangan
foydalanuvchi harakatlariga batafsil
siyosatlarni go'llash mumkinmi?

Bir nechta bulutli ilovalarda izchil siyosatlarni
amalga oshirish mumkinmi?

Joylashtirish:

Yechim xavfsizlik investitsiyalaridan qayta
foydalanishni maksimal darajada oshirish
uchun mavjud veb-proksi yechimlari bilan mos
keladimi?

Tizim uchun rolga asoslangan kirish modeli
bormi?

Ma'lumotlarni boshgarish:

Tizimda ma'lumotlarni yo'qotishdan himoya
qgilish (DLP) funksiyasi bormi?

Uchinchi tomon DLP yechimlari bilan
integratsiya qgilish mumkinmi?

Muntazam ifodalar va kontekstual tahlil kabi
ma'lumotlarni  tasniflash  usullari  go'llab-
quvvatlanadimi?

Yechim tranzit, foydalanish va bulutda
saglangan vaqtda tokenizatsiya va
ma'lumotlarni shifrlash qobiliyatini go'llab-
quvvatlaydimi?

Tahdidni aniglash:

Yechimda shubhali faoliyatni aniglash uchun
foydalanuvchi xatti-harakatlarini tahlil gilish
(UEBA) funksiyasi bormi?
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e Yechim bir qarashda zararli faoliyatni
tushunishga  yordam  beradigan ilg'or
vizualizatsiyani ta'minlaydimi?

e Yechim o'rnatilgan zararli dasturlarni aniglash
funksiyasiga egami?

e Yechim uchinchi tomon hujumlaridan
magsadli himoya (ATP) yechimlari bilan
integratsiyani qo'llab-quvvatlaydimi?
Foydalanish qulayligi va interfeysi:

e O'rnatish va boshgarish uchun yechim

ganchalik murakkab;

« Foydalanuvchi interfeysi ganchalik intuitiv;

e Yakuniy foydalanuvchilar uchun kechikishlar
yoki noqulayliklar bormi;

e Agar CASB yechimi muvaffagiyatsiz bo'lsa,
foydalanuvchilar  bulutli  ilovalarga Kkira
oladimi;

e Masshtablilik: Yechim gancha foydalanuvchi
va tranzaktsiyalarni go'llab-quvvatlaydi.
Xulosa. Kompyuter xavfsizligi keng ko'lamli

mavzu bo'lib, dunyo tobora o'zaro bog'lanib
borayotgani va muhim tranzaktsiyalarni amalga
oshirish uchun tarmoglardan foydalanilgani sababli
tobora muhim ahamiyat kasb etmoqda. Axborot
xavfsizligi kabi kiberjinoyatlar ham vyil sayin turli
yo'llarni  bosib  otishda  davom  etmoqda.
Rivojlanayotgan va buzg'unchi texnologiyalar,
shuningdek, har kuni kashf etilayotgan yangi kiber
vositalar va tahdidlar tashkilotlarni nafagat o'z
infratuzilmasini himoya gilishda, balki buning uchun
yangi platformalar va razvedka talab qilishda ham
giyinchilik  tug'dirmogda.  Kiberjinoyat  uchun
mukammal yechim yo'g, lekin biz kibermakonda
xavfsiz va xavfsiz kelajakka ega bo'lish uchun uni
minimallashtirishga harakat gilishimiz kerak.

CASB sinfi yechimlari bulutli ilovalardagi
ma'lumotlarni  himoya qilishga qaratilgan. Ular
Shadow IT-ni aniglash, kirish, trafik va ma'lumotlar
harakatlarini nazorat qilish, ruxsat etilgan va
tagiglangan bulut xizmatlaridan foydalanish bo'yicha
aniq tahlillarni tagdim etish imkoniyatiga ega. CASB
yechimlari ma'lumotlar sizib chigishiga qarshi
kurashish imkonini beradi, foydalanuvchi xatti-
harakatlarini tahlil qgilish vositalariga ega va uzatilgan

ma'lumotlarni ~ anonimlashtirish ~ va  shifrlash
imkoniyatiga ega. Zararli dasturlardan va ruxsatsiz
kirishdan himoya gilish funksiyasi ham mavjud.
CASB yechimlari uchun jahon bozori hali to'lig
shakllanmagan, birog unda o'z mahsulotlarida eng
to'liq funksionallikni ta'minlaydigan aniq yetakchilar
allagachon mavjud. Hozircha ushbu sinfning mahalliy
echimlari yo'q, ammo 2019 vyilda bo'lajak relizlar
hagida allagachon ma'lumotlar mavjud. Kundalik
hayotimizda turli xil bulutli xizmatlarning rivojlanishi
va ulardan foydalanishning keskin o'sishini sezmaslik
giyin va ishonch bilan aytish mumkin. Rossiya
bozorida CASBga qiziqgish juda yugori bo'ladi.
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ITPOT'PAMMHBIE KOMIUVIEKCBI 1 UX POJIb B OIITUMU3AIIMHU
PABOTHI HACOCHBIX CTAHIIUI

AHHOTAIIUSA.

IMPOU3BOJUTCIIbHOCTD.

Jprames Oradex Mup3anyJaToBuy,

JOTIEHT Kadenpsl HHPOPMAIIMOHHBIX TEXHOJIOTHIHA,
®epranckoro punmnana TamKeHTCKOro
YHUBEpCUTETa NTHPOPMALIMOHHBIX TEXHOJIOTHIA,
E-mail: ergashev1984otabek@gmail.com

B cratee paccmaTpuBaeTcs NPUMEHEHHE IPOTPAMMHBIX KOMIUIEKCOB IS
ONTUMH3AIMHA PAa0OThl HACOCHBIX CTAHIMA M KOHTPOJS MX PEKUMOB pPaboThL. ONMUCHIBAIOTCS
pOrpaMMHbIE MOJTYJIH, 00ECIIeYNBAIOIINE PACUET U OIIEHKY (PAKTHYECKUX PEKUMOB, ONpEIeTICHUE
TpeOyeMbIX MapaMeTpOB arperaToB, MOJEIMPOBAHME pPAOOTHI KaHAJIOB M aBTOMATHYECKOE
peryIupoBaHHEe YPOBHS BOJbI. VICTONB30BaHME MAaHHBIX MPOTPAMMHBIX KOMIDIEKCOB MO3BOJISET
yIIyduTh 3QGEKTUBHOCTh padOThl 000PYAOBAaHMS, CHU3UTH YHEPTro3aTPaThl U MOBBICUTH OOIIYIO

KaroueBbie cJoBa: IMpOorpaMMHBIC KOMINIJICKCBI, HACOCHBLIC CTAHIOWUH, OITUMU3ALHA pa6OTLI,

yIOpaBlIE€HUE pEKMMaMH, pacueT U OLEHKa, TpeOyemble MapaMeTpbl, MOJEIMpPOBaHUE,
aBTOMATUYECKOE PEryJIMpPOBAHUE
BBenenne. B coBpeMeHHOM  OOLIECTBE | YTO TO3BOJIAET CHCTEME OBICTPO pearupoBaTh Ha

TEXHOJIOTMM CTajldi HEOThEMJIEMOM YAacThblO Hallleu
xu3HH. Ilporpecc W WHHOBaMU pPa3BUBANOTCA C
KaXIpIM JHEM, M 3TO OTpa)kaeTrcsd Ha BceX cdepax
YeJIOBEYECKON IesATeIbHOCTH. B wacTHOCTH, 0coOoe
3HaYeHHE NPUOOPETAIOT TEXHOJIOTUH, CBSI3aHHBIE C
ONTHUMHU3AIMEH pabOThl pPa3IUYHBIX OOBEKTOB W
npeanpusaTiil. OOHUM U3 TaKUX PEIICHHUW SIBISETCA
WCIIOJIb30BaHNWE  MPOTPAaMMHBIX  KOMILJIEKCOB B
YIPaBJIEHUU U KOHTPOJIE padOThl HACOCHBIX CTAHLIUM.
[Iporpammublie KOMILJIEKCBI MIO3BOJIIFOT
aBTOMATU3HPOBAaTh MPOLECCHl, KOHTPOJIMPOBATH U
ONTHMHU3HPOBATh PabOTYy HACOCHBIX arperartoB H
cucteM. B 3Tol cTaThe MBI paCCMOTPUM OCOOEHHOCTH
U TMPEUMYLIECTBA HCIOJB30BAHUS MPOrPAMMHBIX
KOMILJIEKCOB ISl yNPAaBIICHUS
ONTUMU3AIMH UX padboThI [1].

[IporpaMMHbIE KOMIUIEKCHl UTPAIOT Ba)KHYIO

HacoCaMu u

pOJIb B ONTHMH3AIUHN PAOOTHI HACOCHBIX CTAHIIUN, HX
HCIIO0Ib30BaHUE
3¢ (HEeKTUBHOCTH M YIIPABIIEMOCTh CUCTEMBI [2].

CYLIECTBEHHO yJIydIiaer

OnHUM M3 KIIIOYEBBIX AacClEKTOB SBISETCS
aBTOMAaTHU3aIMs MIPOLIECCOB.
KOMIUIEKCHI TO3BOJISIIOT HACTPOUTh aBTOMATHYECKHM

[IporpammHbIe

KOHTPOJIb MMapaMCTpPOB paGOTBI HaCOCHBIX CTaHHHﬁ,

WU3MEHEHHUS Harpy3Ku M NOJJEPKUBATh ONTHUMAJIbHBIE
ycinoBus  pabotsl.  Hampumep,
OTpeOJIeHNs. BOJBI MPOTPaAaMMHBINA KOMILIEKC MOKET

Inpu HU3MCHCHHUU

ABTOMATUYECKU PETYJIMPOBATh CKOPOCTb HACOCOB M

JlaBJICHUE B cucTeMme, MHUHUMU3UPYS
JHEpromnoTpedIeHue 0e3 yiepba IS
MPOU3BOUTEIHHOCTH [3].

JIpyrTuM  BaXXHBIM  aCIIEKTOM  SIBJISIETCS

yopasieHue sHepromorpedsenueM. IIporpammubie
KOMILJIEKCBI MO3BOJISIIOT
aHAJM3UPOBATH MOTPEOJIICHUE dHEPruu Hacocamu [4],
ONTHUMHU3HPYS UX pabOTy B COOTBETCTBUU C TEKYIIUMHU

OTCJIC)KHNBATDH u

HOTpe6HOCT$IMI/I CHCTEMBI. JTO IIO3BOJISICT CHU3UTh

3aTpaThl Ha  DJEKTPOSHEPIrHI0 U YMEHBLIUTH
HETaTUBHOE BIMSHUE HA OKPYKAIOILYIO CPELy.
Kpowme pOorpaMMHBbIE

obecrnieunBalOT KOHTPOJIb 3a paboToil 000pyI0BaHNUSA,

TOTO, KOMILJICKCBHI
IMMO3BOJIASA  OICPATHUBHO BBIABJIATL IMMOTCHIUAJILHLBIC
MPOOIEeMBI WJIH HEUCTIPABHOCTH [5]. DTO ciocoOCcTByeT
YMEHBLICHUIO BEPOSITHOCTH BO3HUKHOBEHUS
aBapuUUHBIX CHTyalud u oOecreyuBaer Ooiiee
cTabuiIpHyI0 M 0e30macHyl0 paboTy HaCOCHBIX

CTaHIIHH.
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Pa3BuTHe mporpaMMHBIX KOMIUIEKCOB TaK¥Ke
CHOCOOCTBYET BHEJIPEHHIO TEXHOJOTUH M METOJOB
yIOpaBIEHUS, HANPABICHHBIX Ha  ONTHMHU3ALMIO
pacxofa pecypcoB M COKpAlllEHHE OIlepaliMOHHBIX
3arpar. bnarogaps aHaIHU3y JTAHHBIX U
[IPOTrHO3UPOBAHUIO Harpy3Ku MIPOrpaMMHBbIE
KOMIUIEKCHI TO3BOJISIIOT PallMOHAIIBHO HCIOJB30BaTh
pecypchl U cpencTBa [6], UTO MPUBOAUT K SKOHOMHHU
CPEICTB u MOBBILIEHUIO 9KOJIOTMYECKOHN
YCTOWYMBOCTU CUCTEMBI HACOCHBIX CTAHIIMH.

Takum o0Opa3oM, pa3BUTHE MPOrPAMMHBIX
KOMIUIEKCOB HIPAaeT Ba)XXHYIO pOJIb B IOBBILICHUU
3¢ (HEeKTHBHOCTH W HAACKHOCTH PabOThI HACOCHBIX
cTaHuuil [7], a TakXke CIOCOOCTBYeT 3KOHOMUU
PECYPCOB U CHIKEHUIO HETaTHBHOTO BO3/IEWCTBUA Ha
OKPYKAIOIIYIO Cpey.

Metonoaorusi. [Iporpammuoe oOecrieueHue,
pa3paboTaHHOE Il HACOCHBIX CTAHIMH, BKIIIOYAET B
cels psA MoAyJel, npelHa3HAuYEeHHBIX JJIs PeleHHs
pasnuuHbIX 3a1a4. K HUM oTHOCSTCS:

1. Pacuer u omeHka (aKTUYECKUX PEKUMOB
paboThL. 3rot MOJTyJTh
KOHTPOJIUPOBATh M aHAIM3HPOBATh TEKYIIHE
PEXXUMBI pabOTHI HACOCHBIX arperaTtoB, YTOOBI

oTnpeAeNuTh X 3PPEKTUBHOCTh U BO3MOKHbBIE

IIO3BOJIACT

pOo0OJIEMBI.

2. OmnpeneneHue TpeOyEMbIX PEKUMOB arperaTton
HACOCHBIX CTaHIMHA -
TI03BOJISIET paccuuTarth
napaMeTpbl paOOTBI arperaTtoB, HCXOIS U3

MOJZyJib, KOTOPBIH

OIITUMAJIBHBIC

3a/IaHHBIX YCJIOBHUM U TpeOOBaHMIA.

3. Pacder ynpaBnstomux Bo3IeUCTBUHN - MO JIb,
npeaHa3HAYEHHBIN JUISL OIpeEIICHUs
ONTUMAJIBHOTO KOJIMYECTBA U YIJIOB Pa3BOPOTa
jornacTteil HacoCoB, KOTOpbIE OOECHEeYHBAIOT
Haubosiee  sddexTuBHyr0  paboTy  Bcew
CTaHIUU.

4. MopaenupoBaHue pabOThl YYaCTKOB KaHAJIOB -
IpOrpaMMHOE obecrieyeHue MO3BOJISIET

MOJIETTUPOBATh PEXUMBI PaOOTHl KaHAJIOB U

OonpeaAcC/iTb ONTHUMAJIBHBIC IMMAPaAMCTPLI  HUX

5. CucremMbl aBTOMAaTHYECKOTO pEeryjainpoBaHust

YPOBHSA MOJYJib, TO3BOJISIOIIUN

KOHTPOJIMPOBAaTh M PETYJIUPOBATH YPOBEHb

BOJBI -

BOABI B KaHallax, obecneunBas ux

ONTUMaJIbHOE (DYHKIIMOHUPOBAHUE.

Bce »TM mporpammHble MOAYIM paboTaroOT
BMecTe, obecrieunBasi 3(QQGEKTUBHOE YIpPaBIECHUE U
KOHTPOJIb pabOTHl HACOCHBIX CTAaHIMK B 1eiaoM. OHH
HO3BOJISIIOT ONTUMHU3UPOBATh paboTy 000pyHOBaHMS
[8], cHM3UTB 3aTpaThl HA JIEKTPOIHEPTUIO U ITOBBICUTH
Baxno

001y1o CTaHIIHIA.

OTMCTUTL, YTO HCIIOJIB30BAHUC TAKHUX ITPOTpPaMMHBIX

IMPONU3BOAUTCIIBHOCTD

KOMILJIEKCOB HE TOJIbKO MOBBIMAeT 3(p(eKTHBHOCTH
paboThl HACOCHBIX cTaHIUi [9], HO W Jemaer ATOT
nporecc Oosnee NPO3payHbIM M MOHATHBIM  JJIs
OIIEpaTOpOB.

Metoauka pewmenus 3aaayu. [IporpamMMHubie
MonynHu “PacueT m oleHKa (PaKTHYECKUX PEKUMOB”,
“OnpeneneHue ONTHUMAJIbHBIX PEXHUMOB  pabOThI
arperatoB HC” wm  “Pacuer  ympaBisronmmx
BO3JICUCTBUI (KOJMYECTBO, HOMEP M YTJIbI IMOBOPOTA
jonacTeil u T.1.)” MpeaHa3HaYeHbI JIsi ONMTUMHU3AIUN
paboThl HACOCHBIX CTAHIUI.

baza naHHBIX M mporpamMmHoe oOecreueHue
JUISL MOJEIUpOBaTh U
aHAJIM3UPOBATh pabOTy pa3IMUYHBIX YYacCTKOB KaHaja,
KOHTPOJHMPOBATh YPOBEHb BOABI B HUX U COOHMpAThH
¢u3nYecKuX W TEXHHYECKUX

KaHaJIOB IIO3BOJIAIOT

UHPOpPMALIUIO O
XapaKTepUCTHKAX KaXKAOro ydyacTka. B 6aze maHHBIX
JUTSI KAaHAJIOB COZIep KaTcs BCe HEOOXOAMMBIE CBEJICHUS
JUIS pacueTa M aHajiv3a pabdOoThl KaHAJOB, BKJIOYAs
TabMUIB! ¢ (PAKTUYECKUMHU TapaMeTpaMH YYacTKOB,
JAHHBIMU O MPUTOKAX M Bogo3abopax [10].

[IporpammHubIie MOJTYJIN “Pacuér
KO PUIIMEHTOB ~ Pa3HOCTHBIX  YpaBHCHUH  JUIA
IJIaBHBIX MepeMeHHBIX’, “Pacuér kor(uineHToB aJis
Pa3HOCTHBIX ypaBHEHHUH~ U “Pacy€r AMCKpETHBIX
3BEHBEB” MpeIHa3HAYEHbI TS

MPOIIECCOB B Ounu

Mojieneu
MOJIETTUPOBAHUS
IIOMOTar0T OHp@)IeJ'II/ITIn ypOBHI/I 158 pacxomﬂ BOAbBI HA
KaKJIOM YYacCTKE, YTO IO3BOJISIET KOHTPOJIMPOBATH

KaHaJjiax.

paboThl, y4MTHIBasg pasiauyHble (AKTOPHI, | pabOTy BCEl CHCTEMBI.
Takhue KaK ypOBEHb BOJBI, TMPOMYyCKHas [Iporpammubie Moaynu “/luckpeTHas MOAeNb
CITOCOOHOCTB U T.JI. 3aKOHOB peryiaupoBaHus’, “IIpeoOpazoBanue
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CTPYKTYPHBIX CXEM CHCTEM PETyJHpPOBaHUA~ W | KPUTEpUs OT YKa3aHHBIX I1apaMeTpoOB, OAWH U3
“Pacuer mapaMeTpOB CHCTEM pEryJIMPOBaHUS W | KOTOPBIX IIPEACTABJIEH Ha PUCYHKE 1.
KadecTBa MePEXO0HBIX MPOLECCOB” UCTIOIB3YIOTCS IS 6.0

MOJEJIMPOBaHMs U aHAJIM3a CUCTEM aBTOMAaTHYECKOIO /\ 1,=3500

5.0
K N

40 BN
\ N I*,=983,0; k=196; T, =580 cex
3.0

I,=2400

2.0
1,=1500 @ \
L0

peryJMpoBaHus B KaHAlaX. DTH MOJYJIH MO3BOJISIIOT
OIICHUTH 3(PPEKTUBHOCTh PAOOTHl CUCTEMBI, a TAKKe
OIpCaACINTb OIITUMAJIBHBIC napamMeTpsbIl

perynaupoBanus [11, 12].
Jlnst MozenupoBaHusl BBIOpaHbBI CIEAYIOIINE

IapaMeTpbl YHAaCTKa KaHaJIa:

Kos(hPHIHEHT IMPONOPIHOHATBHOCTH K

Qo = 80 M%/c
he= 4,2 00 L r———————
bo= 12 m TEREEEERBREEEEERE
g =9.8m%c Puc. 1 - OO6macte KpuTepus KadecTBa
y=1/5 TIEpPEXO0JTHOTO MPOIEcca
m=15
[= 17000 m Ha pucyHke 2 mpeacTaBieHbl pe3yJbTaThl
I = 0.00004 MOJICIMPOBAHUS W3MEHEeHHS pacxoaa (a) u ypoHs (b)
BOJIbI HAa yYacTKe KaHasla 0€3 CHCTEMBI PETYJIMPOBAHUS
bbuu CO3JIaHbl MOJCJIN CUCTEM | B 3aBHCHMOCTH OT YBCIMYCHHSA pacxoja BOJBLI B
peryinpoBaHust BCPXHETO Oacceiina C | Havane kaHaja. MOXHO YBHJAETh, UYTO YBEIHMYCHUE

ucnonabp3oBanueM jauckperHoro I[IW/I-perynsTopa. pacxoga B Haydajle y4acTKa IIPUBOJUT K HAKOIIJICHUIO
Huckpetnbiit  [TM/I-perynsarop Obul peanu3oBaH B | Boabl U YBEJIMYEHUIO YPOBHSA BOJABI Ha y4acTke. 3a

COOTBETCTBUU C aJITOPUTMOM, OIIMCAHHBIM pPaHEe. MpOMeXyTOK BpeMeHH t = 7000 ceKyHl ypOBEHb BOIbI

KauectBo npornecca pPEeryaupoBanus | yenuuuBaeTcs Ha 1.5 meTpa. Takke MOKHO 3aMETHUTD
OLEHHMBAJIOCh C IIOMOILBLIO CPEIHEKBAIPATUUECKON | BOJHOBBIE KOJIEOAHUS pacxolia ¥ YpOBHS BOJBL.
OLIMOKH PETYIUPOBAHUS. T —

l T
I, =T—j92(r)dr
° ) 1)

rie T — BpeMsi  COOTBETCTBYIOIIEMY
HepexoHOMY TPOIIeCCy Ha KaHaJe.

Jlnig ompeneneHus: ONTUMAIBHBIX MapaMeTpoB
perymsTopa ObUTH BEIOpaHbBI 3HaUYCHUS KO3 HUITMECHTA
ycunenus k v Bpemenu 3anepxxku Ty Bpems 3aaepxku
OTIpeNieNsieT BpeMsi, B TEUYEHUE KOTOPOTO PETyISITOp

9000 43009
oXKnagacT HOCTyHJ_IeHI/Iﬂ HOBBIX JAHHBIX Hep (I PaccronHue

A
(dopmupoBaHuEeM yIpasisioniero curnana [13, 14]. )

OO0cy:xnenust pesyabratoB. B pamkax
MOJICIUPOBAaHUs  OBUIM  paccuMTaHbl  3HAYEHUS
BbIOpaHHOrO  Kputepust  3PQPEKTUBHOCTH IS
pasznu4HbIX KoMOuHanwii 3Hauenuit k u Ty. Ha ocHOBe
9THUX JaHHBIX OBUIM MIOCTPOEHBI IPaPHUKH 3aBUCUMOCTH
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HameHe Hue yPOBHA BOOEI NO ANMHE W BPEMEHH

YpoBeHs

PaccTonnne

b)
Puc. 2 - l3meHeHne pacxona U YpOBHSI BOJIBI
IpU YBEJIMYEHHHM DPAcXo/a BOABI B Hadale ydacTKa
KaHajia 0e3 CUCTEMbI peryIMpOBaHUS

Ha pucynke 3 mnpexacraBieHbl pe3yJbTaTbl
MOJICJIMPOBAaHUs M3MEHEHHUs YpOBHS BOAbl (a) U
pacxona (b) Ha yuyacTke KaHajia C YCTaHOBJICHHOU
CUCTEMOH pEeryJIMpoBaHUs YPOBHs BepxHero Obeda B
3aBUCUMOCTH OT U3MEHEHMSI YCTaBKU YPOBHS BOJBI Ha
perynsitope Ha 1 metp. Ilpu stom 3nHauenus k u Ty
obutn paBubl k=4 u T,=400 cootBercTBeHHO. U3
pPUCYHKa BUIHO, YTO U3MEHEHHE YCTAaBKH YPOBHS BOJbI
0oTpabaThIBaeTCsl  PEryJsiTOpOM  3a
BpemeHH t=8000 cexyH.

IIPOMEKYTOK

MimMeHeHne pacxona EoAbl NO ANMHHE M EPeMEHN

Pacxog
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e e o e e o

e e T

e o o e e

e e e o e

= 25 o

110,00

100,00

i
e e i P o
S e
R e e e
R S e e
T S e

S e s

90,00

80,00
70,00

1000 5000

PaccT oAnne A)

MGMEHEHHEYPOBHH BOAEI N0 ANHHE H BpEMEHH

YpoBeHs
B04b

(m)

6.00

=T
i )
T e At
e

AT =
(LA

hwsi

77
ARansriy
o
[

Faw

1000 5000

8000 13000 47000 2190

S B)

Puc. 3 - N3meHeHune pacxoja U ypoBHS BOABI
IOpU YBEIMUYEHHM pacxoja BOABI B Hayaje ydacTka
KaHasia 0€3 CUCTEMBbI PETyJINPOBAHMS

Ha pucynke 4 mnpenctaBieHbl pe3yiIbTaThl
MOJIEIMPOBAaHUS U3MEHEHUS YPOBHS BOJbI HA Y4acTKe
KaHajla C yCTaHOBJICHHON CUCTEMOW peryJnpOBaHUS
YPOBHsI BepxHero Obeda B 3aBUCUMOCTH OT U3MEHEHUS
YCTaBKH YpOBHSI BOJBI Ha pPerynsTope Ha 1 meTp s
IBYX HaOOpoB mapameTpoB peryinsaropa: k=3 u T,=600,
a takke k=5 u T,=800. U3 pucyHka BHUIHO, 4TO
U3MEHEHHE YCTaBKU YPOBHS BOJIbI OTpabaThIBaeTCs
perynsitopaMu 3a NpoMekyTok BpemeHu t=12000 u
t=17000 cexyHa U1t KaXKJ10r0 U3 HAOOPOB APaMETPOB
COOTBETCTBEHHO. IlepexonHbIil Mpolecc IMpU 3TOM
XapaKTepu3yeTcs nepeperyInpoBaHuEeM IS
perynsaropa ¢ napametpamu k=5 u T,=800, B To Bpemst
Kak Jy1s1 peryisitopa ¢ napamerpamu k=10 u T,=300 on
0sM30K K KoseOaTenbHOMY. AMIUINTYa KosieOaHUi
YPOBHSI BOJIbI C TEUCHHEM BPEMEHH YMEHBILIACTCS, U
MEPEXOJIHBIN Mpoliecc MPOAOIKAET U3MEHSITHCS.

HameHeHune YPOEBHA BOALI NO ANWHE W BPEMEHH

15000
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o

P A
e
"“gﬁégggzz'”"'

10800
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4500
5000

9000 43500 2400

Pacctonuue A)
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HameHeHHe y POBHA BOOLI NO AMHHE W EPEMEHH MzMeHeHNne YPOBHA BOALI MO ANHHE H EPEMEHH
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80!
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Paccrosnue

B) MameHeHue YPOBHA Bofbl MO ANIMHE W BPEMEHU

Puc. 4 -M3meHeHue pacxona U ypoBHS BOJIbI —
IIpU YBEJIMYECHUH pacxoda BOABI B HadaJle y4acTKa

KaHaya 0e3 CUCTeMbI peryJIMpOBaHUS —

B0ALl

6.04)
Ha pucynke 5 mnpencraBieHbl pe3yibTaThl | 5o/
MOJCJIMPOBAHMS N3MCHCHHUS YPOBHS BOJBI HA YIaCTKE 5.001
KaHajla JUIi JBYX HAOOpOB MapaMeTpoB CHCTEMBI | ] L
perynupopanus: k=20 u T,=300, a taxxe k=30 u i."i_.'.""i"!:
L=

Tw=200. 3 pucyHka BHIHO, 4TO YBEIMYCHUE YCTABKU |
S 4500

YPOBHS BOJIBI oTpabaTeIBaeTCs CHCTEMOH 20005000 8000 11000 1000 1roey 2400
peryiaupoBaHus 3a NMpoMexyTok Bpemenu t=9000 u Pacer omkue B)
t=7000 cekyHn cooTBeTcTBeHHO. llepexomusiii

Puc. 5 -M3menenue pacxoja U ypoBHS BOJIbI

fiporece XapakTepusyercs 3ATYXAIOWHMI | 1y ypenmaennn pacxona BOABI B HAYATe ydacTKa

Kosie0aHUsAMU JIs1 peryiisitopa ¢ napametpamu k=20 u KaHaTa 663 CHCTEMBI PEryTHpPOBAHHS
T,=300, ammuTryga KoysieOaHM YpPOBHS  BOJBI
YMEHBIIAETCS ¢ TeYeHUEM BpeMeHu. Jjis perynstopa Ha pucyHKe 6 MpEJICTABICHBI DE3yBTATHL
(puc. 5 6) c mapamerpamu k=15 u T,=300 nmepexoaHbIi
mpouecc OMM30K K  KoieOaTeNbHOMY, OJIHAKO

aMIININTy da KoJIeOaHMI YMCHBINACTCA HE3HAYUTCIIBHO

MOJEJIIMPOBAaHUs JJI1 JIByX Ha0OpOB IapamMeTpoB
CUCTEMBI peryiupoBanus ypoBHs Boasl: k=1 u T,=600
u k=1.96 u T,=580. lI3meHeHnE yCTaBKH YPOBHS BOJIbI
B TCUCHUC BCCI'O BPEMCHH MOJICTMPOBAHIT. 0TpabaThIBAETCsI CUCTEMaMH PETYJIMPOBAHUS 32 BpeMs
t=12000 wu t=6000 cexyHA, COOTBETCTBEHHO.
[lepexomnblii  mpomecc  ans  peryisropa ¢
napamerpamu k=1 u T,=600 xapaxrtepuzyercs
nepeperyIupoBaHUEM, B TO BpeMsl KaK JUIsl peryJssiTopa
¢ mapamerpamu k=196 u T,=580 o Omm30Kk K
ONTUMabHOMY. B TeueHne BpeMeHH MOJeTupOBaHUs
t=6000 mpormecc CTaOUIUZUPYETCS M JOCTUTACT
YCTaHOBHBIIIETOCS] COCTOSTHHSI.
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W3smeHeHWe YpOBHSA BoAbl N0 ANMHE W BPe Me HU
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PaccToaune A)

HameHeHHe YPOBHA BOARI NO ANUHE U BPEMEHH

YpoBeHs
BOALI

T
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5000 8000 44pgp 14000 47pg0 e

PaccroaHme B)

Puc. 6 - N3meHeHue pacxoja U ypOBHSI BOJbI
NP YBEIMYEHUU pPACX0/a BOJAbI B Hayaje ydacTKa
KaHasa 0e3 CUCTeMbl peryJIMpOBaHUs

3akayenue. B 3akimodeHne MOKHO CKa3aTh,
4TO IMMPOrpaMMHBIC KOMINJICKCBI UTPAIOT BAXKHYIO POJIb
B ONTUMU3AIMHA PabOThI HACOCHBIX cTaHIUU. OHH

MO3BOJIAIOT ~ KOHTPOJUPOBAaTh UM aHAJIU3UPOBATh
pPeXUMBI  pabOThl  000PYIOBAaHMS, PACCUUTHIBATH
ONTHMAaJbHbIE MapamMeTpbl paboTbl U YNPaBISAThH

nporieccaMu. Vcnonp3oBaHWE STHX TMPOTPAMMHBIX
KOMILJICKCOB TO3BOJISIET TOBBICHTH 3((HEeKTHBHOCTH
paboThl HACOCOB, CHU3UTH 3aTpaThl HAa HHEPIUI0 U
YIAY4IIUTh OOIIYI0 MPOM3BOAMTEIHFHOCTh CTAHIUH.
Kpome Toro, 3TM mporpamMMHBIC NPOAYKTHI AEIAIOT
npoliecc ynpasJieHus 0oiee mpo3pavyHbIM U MOHSITHBIM
JUISL OTIEPATOPOB, UTO MO3BOJISIET UM ITPUHUMATH OoJiee
00OCHOBaHHbIE pelleHus. B 1enom, ucroip3oBaHME
IPOTPAaMMHBIX KOMIUIEKCOB SIBISETCS HEOOXOIMMBIM

YCJIOBUEM JJIA YCHGMHOﬁ pa6OTBI HACOCHBIX CTaHHI/Iﬁ
B COBPECMCHHBLIX YCJIOBUSIX.
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COCTAB 1 CTPYKTYPA MEK®A3ZHOM I'PAHULIBI Si /Al(111) U
Si/Cu(111)

napaMeTpsl dHepreTudeckux 300 CuSi.

Beenenune. Hcmons3oBaHne HaHOPa3MEPHBIX
MaTepHajoB B CO3aHUM Pa3IMYHBIX T€TEPOCTPYKTYP
JUISL COBPEMEHHBIX TPHOOPOB 3JEKTPOHUKH TpeOyer
MoJIy4eHuss Haubojiee IMOJAHOM HWH(pOpPMAIMHA O
KOHIIEHTPALUU IPUMECHBIX ATOMOB Ha IMOBEPXHOCTH H
UX pacnpeaeieHur 1o Tayoumne. Ilostomy B
HACTOSIIEE BPEMsI [IIUPOKO MCCIIEYIOTCS HAHOIUICHKN
U HAHOKPUCTAJUIBl CHJIHMIKIOB METAUIOB U JPYIHe
MOJIYIPOBOJHUKOBBIE  COEAWHEHMsS,  IOJyYCHHbIE
PasIMYHBIMH METOJaMH B YCJIIOBHSX CBEPXBBICOKOTO
BaKyyMma Ha MOBEPXHOCTH Si, a TAK)KE MHOTOCJIONHbIC
Si—-Me-Si-Me, mHa KOTOPBIX

pa3pabaThIBalOTCSI COBPEMEHHBIE MPUOOPHI MUKPO- H

CHCTEMbI OCHOBE
HaHOYJIEKTPOHUKH [ 1-5].

B wactHOCcTHM, HaHOMa3pl W  HAHOCIOU
CWIHMIIUIOB M TEePMAHHIOB METAIJIOB  HMMEIOT
nepcrnektuBbl B co3ganun  CBY-TpaH3ucTopoB U
HHTETPATBHBIX CXeM, a reTepoCTpyKTYphl GexSii—x/Si
($hOTOIETEKTOPOB,
Ja3epHBIX MCTOYHUKOB, ONTHYECKUX M AJEKTPOHHBIX

npubopos [6—13].

— B CO3JaHHMH CBCTOAMOAOB,

B mHactosmeir paboTre naHbl pe3yJIbTAThI
AKCIIEPUMEHTATILHBIX UCCIIEIOBAHUH 3aKOHOMEPHOCTH
(dbopmupoBaHus MexK(pa3zHOU TPAHUIIBI TPH HATTBLICHUN
Si u Ge Ha noBepxHOCcTh MOHOKpUCTAIOB Al(111) n

Epxynos Pycaan MaxaMManu yriiu,
YHUBEPCUTET S)KOHOMUKH U MIE€JarOTUKH,
I0KTOp dmitocopuu no GpusnKo-
MaTEeMaTUYECKUM HayKaM, JTOLEHT
E-mail: ruyo1990@mail.ru

AHHoTauus. B nanHO# paboTe mpuBEAECHBI Pe3yJbTaThl AKCHEPUMEHTAJBHBIX HCCIEIOBAHUH
3aKOHOMEPHOCTH (OpMHUpOBaHKs Mek(pa3HOW TpaHMIbl IpK HambuieHHH Si 1 Ge Ha MOBEPXHOCTH
monokpuctaiioB Al(111) u Cu(111). YcraHOBIEHBI ONTUMAIBHBIC PEKUMbI HAIBUICHUS U OT)KUTA
JUTSI IOJTyYEHUS CUCTEM MOTyPOBOIHUK-MeTasul. OrnpeieseHbl BIUSHUE UMIUIAHTAlUU HOHOB OapHst
Ha COCTaB, MOP(OJIOTHIO, HIEKTPOHHYIO U KPUCTALTHUECKYIO cTpYKTypy cuctembl Si(Ge)/Cu(Al).
[TokazaHo omTHMallbHAs TeMIlepaTtypa co3gaHus HaHoreTepocTpykTypsl Si-CuSi-Cu. Ha ochoBe
nauaeix OOC m XIID BrepBble yCTAaHOBJICHO, YTO NMpPU HambuleHHMH Si Ha moBepxHOCTH Al u
MOCJICAYIOIIET0 OT)KUTa He oOpasyercst coeamHeHue Mexay atomamu Si u Al OmpeznencHsl

KuroueBble cjioBa: reTepoCTpyKTypa, HAHOIUIEHKH, HaHO(a3bl, MOHOKPUCTAILJI, IOTEPh 3HEPIUU
3JIEKTPOHAMH, UHTEHCUBHOCTb, IJIa3MEHHbIE KOJIeOaHUs, (OTOIIEKTPOHBHI.

Cu(111),
HAMBUICHUS. W OTXKUTAa Uil TOJYYEHHS CHUCTEM
VMIUTaHTALUH
WOHOB M aJcopOIuM aroMoB Oapusi Ha COCTaB,

YCTAHOBJICHHA ONTHUMAJIbHBIX PCKHUMOB

HOJYIIPOBOJIHUK-METAI,  BIHUSHUE
MOP(OJIOTHIO, 3JEKTPOHHYI0 M KPUCTAJUIMYECKYIO
crpykrypy cucrembl Si(Ge)/Cu(Al). o wnayamo
HacTosmed paboThl TakMe  HCCIEAOBAaHUS  HE
MIPOBOJTMITUCK.

B xadecTBe moj10KKH BEIOpAaHBI 0CO00 YUCTHIE
MoHOKpucTaummdeckue oopasisr Al(111) u Cu(111).
[Mepen HanbuleHHEM Si 3TH 00pa3Ibl 00E3raKUBATICH
npu T=850 K u 900 K cooTBeTCTBEHHO NpU BaKyyMme
107 Tla B Teuenue 3-4 waca. J{aipHeHImas OYMCTKA
Art ¢
sHepruedl 1 k3B B coueTaHMM KpaTKOBPEMEHHBIM
omkurom 10 950 (Al) u 1000 K (Cu). Ilpu stom
IIOBEPXHOCTHAsI KOHIIEHTpaLUs KHCIIOpOo/ia
cocraimsia =>1  ar%, a yrmepoma-0,5 ar.%.
Hamnbenne Si ¢ tommumHON oT 1 10 20 MoHOCIIOEB

MMPpOBOANJIACH TPABJICHUCM IIOBCPXHOCTH

ocymecTBIsIOCh IpH Bakyyme -10° ITa. Mzmenenue
COCTaBa M DIIEKTPOHHOH CTPYKTYphl HOBEPXHOCTH
Al(111) u Cu(111) npu HanbuIeHHH Si UCCIIETOBATUCH

METOJaMH O)KG'B.]'IGKTPOHH&S[ CIICKTPOCKOIIUA,

Crnekrpockonus XapaKTEPUCTUIECKUX MOTEPb

OHCPIrun QJICKTPpOHaAMH nu yJ'IBTp a(I)I/IOJ'ICTOBaSI
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(OTOIIEKTPOHHAS CIIEKTPOCKOIIHS IpH Bakyyme - 107
ITa.

Ha puc. 1 nmpuBeneHo  0e-CHEKTPHI,
MOJIyYCHHBIM TPH HANBUICHUHW SI Ha TMOBEPXHOCTH
Al(111) (puc 1, a) u Cu(111) (1, 6). TommuHa MICHOK
0 B MOHOCIIOSIX IMOKa3aHO Ha KpWBBIX. BuaHo, 4TO B
ciyyae cuctemsl Si/Al(111) agcopOuust Si HaunHasi, ¢
0si=2 MOHOCIIOS CONPOBOXKIAIOTCS TOSBICHUEM H
YBEJIMYEHUEM HWHTCHCUBHOCTH OXKe-TIMKa KpPEeMHHUS
L2sVV (E=92 5B) u ociabieHneM HHTEHCHBHOCTH
oxe-tika L23sVV Al (E=68 3B). C poctom TosmiHa
wieHkH Si nonoxeHus u Gopma oxe-nukoB Si u Al
MPAKTUYECKH HE MEHSIOTCS, W3MEHSIOTCS TOJIBKO
JIMIIb MX UHTEeHCUBHOCTU. HaunHas ¢ Tonuasl 0si=3-
4 MOHOCIOS, TPOUCXOJHUT pPE3KOe

WHTEHCMBHOCTH Tnmka Al

yYMEHbIIICHNE
4T0  OOBACHAETCS
dopmupoBanueM crulomHON 1ieHkn Si.  [lonHoe
ucuezHoBeHue oxe-nuka Al HabmonaeTcs mpu 0si> 10
MoHocnoeB. Konnenrtpanus — Si

coctaBisito ~35-40 ar.%. Anamu3 pe3ynbratoB OOC

B DJTOH IUICHKE

MTOKa3bIBaET, uTo JI0 0si=8-10 MOHOCIIOEB MMPOUCXOTUT
uHTeHCcHBHAs B3auMoauddy3us atomos Si B Al u Al B
Si. [Ipu 3TOM XUMHYECKas CBsI3b MeX Ty aTomamu Al u
Si He oOpasyercs, a 0O0pasyeTcsi MeXaHH4YeCKasi CMECh
tuma [Al+Si] ¢ Tommmuoit 14-16 monocnoes (35-40
A). TIpu 6 > 12-15 MOHOCIIOEB MHTEHCHBHOCTh THKA
SiL23VV npakTu4ecku He MEHSETCS.

WHast kapTrHa HAOIIOAANACh B 0XKE-CIEKTpax
cucremsr Si/Cu(111) (1, 6). ITpu Bsi =2 MOHOCIIOEB B
0JKE-CITEKTPE mukLo3VV Si,
MVV (E=61 »sB)
YMEHBIIIAETCS] U HEMHOTO YBEJIMYMBACTCS €r0 NIMPHHA.
Haumnas ¢ 0=3-4 monocioeB muk Si ¢ E=92 3B

HOABIIACTCA

WHTEHCUBHOCT, Tmmka Cu

pacueruiseTcst Ha aBa muka: 90 u 94 5B [14], u BMmecTO
nuka CuU ¢ E=61 3B nosBisiroTcst MUKK € SHEPTHIMU 59
n 63 3B. A Taxxe NOABIAIOTCS Psii MAJTOMHTEHCUBHbBIE
OUKH. DTH PEe3yNTaThl MOKAa3bIBAIOT, YTO B JAHHOM
ciydae 00pa3yroTcs XuMudeckoe coeaunerus Cu+Si
[15].
BBICOKOBHEepreTuueckux mukoB Cu (ELmm=922 3B) u
Si (ELmm=1620 5B) u pacueThl NpOBEACHHAs C

Ananmuz HN3MCHCHUA HHTEHCHUBHOCTEH

ucnoinb3oBaHueM (Hopmynbl Cy=0Cragn MMOKA3ATH, YTO
npu 0=12 ™oHocnoeB dopMupyroTcs amopdHas
ieHka (puc.1.0) cununuaa Meau ¢ TOJIUHON 0~24-

26 monocnoes (60-65 A) ¢ mpEMepHBIM COCTaBOM
CusSi. 12-15 moHoOCIOEB
dopmupyercs miueHka “gucroro” kpemuus. [Iporpes
cuctemsr Si/ Cu(111) ¢
810 K B Tteuenue 30-40 MuH OpUBOAWIO K
(GOpMUPOBAHUIO  MOJIUKPUCTATIINYECKOM
(puc.1.6) CuSi ¢ XOpOIIUM CTEXHOMETPHYCCKHM
cocraoM, a npu T = 900 K dopmupoBanacek
OCTPOBKOBasi MOHOKpHCTAJUTMUECKas IUIeHKa. B
ciaydae Osi > 15-20 monocnoeB nporpes mnpu T-750 K

I[Mpu TOommue Osi >
0si~ 12 monocnoes mipu T=

IJICHKHN

MPUBOJUTH K YBEIHMUYCHUIO TONIIMHBI MIeHKH CUSI Ha
2-3 MOHOCJIOEB, a MMOBEPXHOCTHAs IUICHKAa Si MMesa
CTPYKTYpy OJIM3KYI0 K MOHOKpUCTaTHYecko. [Tpu
yBenuuenun Ttemmneparypel 1o 900 K npoucxomut
M3MEHEeHHEe MOP(OJIOTUH OBEPXHOCTHU TUICHKH Si, H3-
3a oOpaszoBaHust OCTPOBKOB B IuieHke CuSi. Takum
obpa3zom, TeMIeparypa
HaHoreTepocTpyKTyphl Si-CuSi-Cu sBisiercs 750-800
K. B ciyuae menok Si ¢ 0si> 25-30 MoHOCIOEB IpH
TeMIepaType 900 K
MOHOKPHCTAJLTHYECKast

OIITUMAJIbHaA CO3JaHusA

(dhopMHpPOBaATIOCH
Si(111),
CTPYKTypa M CBOMCTBAa, KOTOPOW HE OTIMYACTCS IS

TJICHKA COCTaB
MaccUBHBIX TIeHOK (puc.1.0). Cnextpsl XII19D Al n
Cu ¢ enkoit Si TonmmuHoM 0si~8 1 05i~20 MOHOCIIOEB
COOTBETCTBEHHO MOKa3aHO Ha puc la u 16. CrekTpsl
noxyd4ensl mpu Ep=310 3B.

dN
dE

1 I68 1 | a {Ii ] 1 1 Il 6 1
E, B

60 80 160 60 80
Puc. 1. Osxke-ciekTpbl Si HanbUICHHBIE Ha
nosepxuocts Al(111) (puc 1, a) u Cu(111) (puc 1, 6).
[udpbl y KpUBBIX TOJIIHHBI IUIEHOK Si B MOHOCITOSIX.
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N3 puc.2 BUAHO, YTO B CHEKTPE YHUCTOTO
Al(111) oOHapyxuBaeTCs WHTCHCUBHBIC TIHKU C
sneprusmu AE > 9,2; 13; 18; 23,2 5B 00yclioBICHHBIE
BO30Y)KJIEHHUEM I[MOBEPXHOCTHBIX IJIa3MOHOB hws u
2hws, oovemMHoro hwy u rubpugnoro (hws + 2hws,
IIa3MeHHBIX KosieOanwuii. [Ipu Hambutenun Si ¢ Osj =2
X195 Al
YMEHBILAETCS U NOSIBIIETCA MHUPOKUi nuk ¢ AE=12
5B. Opnako, mnonoxenne nukoB XIIDD Al

MOHOCJIOEB HUHTCHCUBHOCTL IIMKOB

NPaKTUYECKH HE MECHSIOTCSI.

[Tpu Osj~4 MOHOCIIOSI KHTCHCUBHOCTH MUKOB Al
CBS3aHHBIE C TIOBEPXHOCTHBIMU  IUIA3MECHHBIMH
KoJeOaHUsAMH HCYE3aI0T, & MHTCHCUBHOCTh THKa hwy
pPE3KO yMEHbIIAeTcsl U yimpsieTcs. Yxke npu Osi~ 10
MOHOCJIOEB B CIIEKTpE OOHAPYKHBAKOTCS OCHOBHBIC
MUKA  KOJUIGKTHBHBIX  KOJICOAHMH  BaJICHTHBIX
anektponos Si: 10,6 (hws); 16,7 (hov); 21 (2hos) u 28,3
3B (hov + hos).

B cnywae cucrembr Si/Cu(111) B cmekrpe
XII2D uucroro Cu(l11) oOHapyXUBarOTCSI TUKH C
AE=72 (hws), 9,8 (hav), 14 5B (2hws) n 17 5B (hos +
hov). Hamsutenue Si ¢ Osi = 2 MOHOCTIOEB IPUBOJMT K
W3MEHEHHIO  DJHEPreTUYEeCKUX  MOJIOKEHUH U
WHTEHCUBHOCTH Bcex mukoB CuU. Yxke npu 6=~ 8
MOHOCJIOCB OOHApY>KUBAIOTCS WHTCHCHBHBIC THKH C
AE=8,8 3B; 13,8; 18 u 21,8 »B. Pacuersl, mokasaiu,
4TO BO30YKICHUIO

TUOPUIHBIX

39TH ITMKHU COOTBCTCTBYCT

NMOBCPXHOCTHBIX, 00BEMHBIX u

IUIa3MEHHBIX KosieOanuil cununmna CuSi.
dN/E,
OTH.€I.

Ep =300 3B

sE. 9B 24 16 8 0
Puc. 2. Cnextpst XI199: 1-Al(111); 2-Al(111)
¢ wrenkoit Si ¢ 6=4 monocoi; 3-Cu(111); 4-Cu(111)

¢ enkoi Si ¢ 6=8 monocioes; 5-Cu ¢ mieHok Si ¢
0=20 MOHOCIIOH.

I[To cmektpaM  (OTOINEKTPOHOB  MOYKHO
OTIpPE/ICIIUTh OCHOBHBIX MTAPaMETPOB 30H, B YACTHOCTH,
doTossiekTpoHHYI0 @ U TEPMOIJICKTPOHHYIO PabOTHI
BeIXOJa ¢ (T.C. Ev u Ep),

MIPOBOAMMOCTH ITOJTYIIPOBOAHHWKA K OLICHUTDb 3HAYCHHUC

TIOJIOKCHUS THI
KBaHTOBOTO BbIxoja. B cmywae uumctoro Cu(11l1):
®=p= hv-AE~4,4 3B. Cumunuasr CuSi UMeroT p-THI
NPOBOJUMOCTH, 4YTO HE HaOJII0JaeTCsl CMEIICHHE
MOJIOKCHWE HAdajo CIEeKTpa OTHOCHTENbHO Er
MeTaJljla; Hayalo CIIEKTpa B ClIydyae “TOJICTON MIEHKU
Si cMmemaeTcss OTHOCUTENILHO EF B CTOPOHY MEHBIITUX
EcsHa~13B, 1.e. Si 001aaeT N-TUIIOM TPOBOIUMOCTH.
upuns! 3anperieHusix 308 Si u CuSi ompenenuin
METOZOM  CIIEKTPOCKOIHUSL ~ YHOPYTrO  OTPaKEHHBIX

AJIEKTPOHOB (Tabnuiie 1).

Tabnuua 1. [TapameTpsl 2HEPreTHUECKUX 30H.

O6pasurg Ev,»B | EF, Eg,oB | Y (mpu
5B hv=10,8 3B)
Cu 4,4 4.4 0 2:10°
CusSi 4,2 4,2 0,4 8-10°
Si 4,8 3,8 1,1 2:10%
AHaJOru4HbIe 3aKOHOMEPHOCTH

HaOJII01aKMCh, TIpU HanbUicHHH Ge Ha TOBEPXHOCTH
Al(111) wu Cu(111). Ilo3Tomy
UcCaeqOBaHNK i TUICHOK Ge He NpHBOAUTCA.

pE3yJIbTaTHI

OtmeTum, uto npu 0 >20-25 MOHOCIOEB MPOTPEB MPHU
temnepatypsl 950 K mpuBoguth Kk (HOopMUPOBAHHIO
Si(111) wm  Ge(111) ¢
CTEXUOMETPUYECKUM COCTABOM.

Takum obOpazom, Ha ocHoBe mAaHHBIX ODC u
XIID BuepBble yCTAHOBICHO, YTO MPH HANbUICHUH Si

IIJICHKHU Xopomum

Ha TMOBepXHOCTh Al M mocimemyronero orTxkura He
obpasyeTcst coenuHeHre Mexay aromamu Si u Al. B
cnyyae cucteMbl Cu- Si u Cu-Ge B 3aBUCHMOCTH OT
omkura obpasyercs cBs3u  tuma CuSi, CuGe.
OmnpeneneHbl mapamMeTpbl HepreTudeckux 300 CuSi.
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KIBERHUQUQ VA KIBERETIKA MADANIYATINING
SHAKILLANTIRISHDA “KIBERXAVFSIZLIK ASOSLARI” FANINI
O‘QITISHNING DOLZARBLIGI

Muxtarov Farrux Muhammadovich,
TATU Farg‘ona filiali dotsenti

Annotatsiya: Ushbu magolada talabalarda kiberhugug va Kkiberetika madaniyatining
shakillantirishda “Kiberxavfsizlik asoslari” fanini o‘qitishning dolzarbligi ragamlashtirish
jarayonlarida muhim shartlaridan biri ekanligi bayon gilingan. Bunday madaniyatlarni

shakllantirishda “Kiberxavfsizlik asoslari” fanining o‘zlashtiriladigan mavzular ketma-ketligini
to‘g‘ri belgilab olish, foydalaniladigan mavzu materiyallariga qo‘yiladigan talablar o‘rganib
chiqilgan. Maqolada kiberjinoyatchilik, kiberhuquq va kiberetika atamalariga ta’riflar keltirib
o‘tilgan.

Kalit so‘zlar: ragamlashtirish, axborot tizimlari, kiberxavfsizlik, tahdid, kibermakon, metodika,

Kirish.  Ragamlashtirish  asrida  barcha
rivojlangan davlatlar gatori Respublikamizda ham shu
sohada izchil islohatlar olib borilmogda. Jumladan,
Oc‘zbekiston Respublikasi Prezidentining 2020-yil 5-
noyabrdagi “Ragamli  O‘zbekiston — 20307
strategiyasini tasdiglash va uni samarali amalga
oshirish chora-tadbirlari to‘g‘risida”gi PF-6079-sonli
farmoni asosan ‘“Raqamli O°‘zbekiston - 20307
strategiyasi ishlab chigilgan. Strategiyaning asosiy
magsadi igtisodiyot tarmoglari, ijtimoiy soha va davlat
boshgaruvi tizimining jadal ragamli rivojlanishini
ta’minlash, shu jumladan elektron davlat xizmatlarini
ko‘rsatish mexanizmlarini yanada takomillashtirishdan
iborat. Shuningdek strategiyada turli sohalar faoliyatini
ragamli texnologiyalar asosida amalga oshirish
magsadida axborot boshgaruv tizimlarini ishlab
chiglishi nazarda tutilgan bo‘lib, bunday tizimlar
bosgichma-bosqich ishlab chiqilib, faoliyat ko‘rsatib
kelmoqda. Shu o‘rinda yurtimizda raqamlashtirish
jarayonlari milliy kibermakon tushunchasini ham
kengaytirib bormoqgda. Bularni barchasi davlatni
rivojlantirish, xalgni qulay va sifatli hizmaltlar bilan
ta’minlash, ortiqgcha ovoragarchiliklarni bartaraf etish
magsadida amalga oshirib kelinmoqgda. Hozirgi kunda
birgina “Yagona interaktiv davlat xizmatlari portali”da
591 ta xizmatlar faoliyati ragamlashtirilgan. Bundan
tashqari har bir davlat va nodavlat tashkilotlarida ham

kiberjinoyatchilik, kiberhuqug, kiberetika, kibermakon, internet.

ishlab chiqarish, xizmat ko‘rsatish faoliyatlari axborot
tizimlari orqgali ragamlashib bormoqda.

Ko‘plab sohalarni ragamlashtirish jarayonlari
0‘z navbatida turli soha mutaxassislarini axborot
texnologiyalari bo‘yicha bilm va ko‘nikmalarga ega
bo‘lishlarini taqazo etadi. Hech kimga sir emas
yurtimizda  yetuk  kadrlar  masalasi  hamon
dolzarbligicha golmoqda. Asosiy muammo sohalarni
ragamlashtirishda apparat-dasturiy vositalar orgali
axborot tizimlarini ishlab chigish emas, balki ishlab
chiglgan tizimlarni faoliyatini to‘g‘ri yo‘lga qo‘yish

sanaladi. Haligacha ishlab chigilgan axborot
tizimlarida faoliyat yuritishda hodimlarning kiber
huquq va kiber etika madaniyati to‘g‘ri

shakillanmagani bois turli muammolar uchrab turibdi.
Bundan muammolarni bartaraf etish uchun kadrlarni
muassasalarining barcha ta’lim

axborot

tayyorlash

yo‘nalishlarida texnologiyalariga
ixtisoslashgan fanlarni o‘qitish yechim sifatida
garaladi. Kadrlarni tayyorlashda ragamli
texnologiyalarni bilishga asoslangan ta’lim berish
kiberxavfsizlikni  ta’minlashga qaratilgan  bilm,
ko‘nikmalarni ham o°ziga qamrab olish zarur. Chunki
xar bir ragamlashgan soha o‘zinig axborot tizimiga
ta’luqli qimmatli axborotlarni yig‘ish, saqlash, qayta
ishlashni nazarda tutadi. Bu 0‘z navbatida axborotlarni
konfidentsiyalligi, yaxlitligi, foydalanuvchanligi kabi

tamoillarni ta’minlash vazifasini muhim jarayon

FEL

-0
i
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hisoblanadi. Agar bu tamoillarga amal gilinmasa
axborot tizimlari va undagi axborotlar har ganday
tashqgi va ichki tahdidlarni qurboniga aylanishi tabiiy
hol sanaladi. Shu boisdan yurtimizning ko‘plab oliy
“Axborot-kommunikatsiya
texnologiyalari” ta’lim sohasi ta’lim yo‘nalishlari
o‘quv rejasiga muofiq “Kiberxavfsizlik asoslari” fani

ta’lim  muassasalarida

majburiy fan sifatida o‘qitiladi. Fanning asosiy
magsadi nafagat texnik jihatdan kiberxavfsizlikni
ta’minlashga balki talabalarda kiber huquq va kiber
etika madaniyatining shakillantirishga garatilgan.
Talabalar fanni chuqur o‘zlashtirishlari uchun yangi
o‘quv adabiyotlari yaratib kelinmogda. Bunday
adabiyotlarni  gatoriga 2023-yilda chop etilgan
“Kiberxavfsizlik asoslari” nomli darsligimni ham
misol qilib keltirishimiz mumkun.

Adabiyotlar tahlili va metodologiya. Ushbu
madgolani yozishda bir gancha mavzuga oid normativ
gonuniy hujjatlar, adabiyotlar, ilmiy maqolalar
o‘rganib tahlil qgilingan. Ularni orasida O‘zbekiston
Respublikasi Prezidentining “Raqamli o‘zbekiston —
2030” strategiyasini tasdigqlash va uni samarali amalga
oshirish chora-tadbirlari to‘g‘risidagi PF-6079-sonli
Farmoni, O‘zbekiston Respublikasining
“Kiberxavfsizlik  to‘g‘risidagi”  O°‘RQ-764-sonli
Qonuni, my.uz.gov davlat xizmatlari portalining
ma’lumotlari, F.M.Muxtarov (magola muallifi)ning
“Kiberxavfsizlik asoslari” nomli darsligi, S.K.
Ganiyev, A.A. Ganiyev, Z.T. Xudoyqulovning
“Kiberxavfsizlik asoslari” nomli o‘quv qo‘llanmasi,
D.Tojimatovning “Kiberxavfsizlik: tahdilar,
muammolar, yechimlar”, “Kibertahdidlarni oldini
olishda kiberrazvedka amaliyoti va uning ustuvor
vazifalari” nomli, F.M.Muxtarov, M.Turdimatov,
M.Mo‘minovalarning “Umumiy o’rta ta’limga
kiberxavfsizlik fanini tizimli isloh gilishning ustuvor
yo‘nalishlari” nomli, F.Muxtarov (magqola
muallifi)ning “Applying the science of cyber security
to the educational process of higher education”,

“IudpoBuszanust U  1UGPOBBIE TEXHOJIOTHMH B
obpazoBanun”, “The power of cybersecurity
education: defending against digital threats”,

“Improving the methodology of teaching the science of
"Cybersecurity fundamentals” in the conditions of

ideological threats”, “ObecnievyeHme Oonee
O6e3zomacHoro HU@pPoBOro Oyaymiero, BaKHOCTb
oOpa3oBanusi B obOmactTu  KuOepOE30macHOCTH ,

“IIpuMeHeHNEe NMPAKTUYECKUX 3aJaHUIl U NIPOEKTOB B
o0yueHun KrnOepOe30MacHOCTH: pa3BUTHE
MPaKTUYECKUX HABBIKOB M MPUMEHEHHE 3HaHui nomli
maqolalari tahlil gilingan va ulardan iqtiboslar
keltirilgan.

Trend Micro nomidan Enterprise Strategy
Group (ESG) tadgiqot firmasi tomonidan Amerika
Qo‘shma Shtatlari, Kanada va G*arbiy Yevropadagi
yirik  kompaniyalarning 365 nafar
kiberxavfsizlik bo‘yicha mutaxassislari o‘rtasida
o‘tkazilgan so‘rov natijalari juda achinarli xulosalar
keltirdi: Kkiberxavfsizlik hali hamon dolzarbligicha
golmoqda.

Hisobot uchun ma'lumotlarni to'plash uchun
2020-yil 28 sentyabrdan 24 oktabrgacha Shimoliy
Amerika (AQSh va Kanada) va G'arbiy Evropa (Buyuk
Britaniya, Frantsiya va Germaniya)dagi xususiy va
davlat sektori tashkilotlarining yuqori darajali biznes,
kiberxavfsizlik va IT mutaxassislari o'rtasida keng
gamrovli onlayn so'rov o'tkazildi. So'rovda ishtirok
etish uchun respondentlardan tashkilot faoliyati va
biznes strategiyasini amalga oshirish uchun shaxsiy
javobgarlik yoki ma'lumotga ega bo'lishi kerak edi.
Barcha respondentlarga pul mukofotlari va/yoki naqd
pul ekvivalentlari shaklida so'rovnomani to'ldirish
uchun rag'batlantirish berildi. Malakasiz
respondentlarni filtrlash, takroriy javoblarni olib
tashlash va qolgan to‘ldirilgan javoblarni tekshirishdan
so‘ng 365 ta yuqori lavozimli biznes rahbarlari,
kiberxavfsizlik bo‘yicha mutaxassislar va IT
mutaxassislarining yakuniy namunasi olindi(1-rasm).

o‘rta va
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Kompaniya xodimlarining soniga nisbatan e Axborot XanSiZIigi va IT o'rtasida

mas'uliyat va mas'uliyatning aniq
o tagsimlanishi yo'q.

Quyida wushbu ma’lumotlarning ba'zilarini
batafsilrog ko'rib chigaylik.

Ko’pchilikning fikricha, "Kiberxavfsizlik - bu
foyda keltirmaydigan texnologik asboblar va qog'oz
Tstittrolcetill sl ng yrisht uyumlaridir”. Respondentlarning ko'pchiligi (69%)

kiberxavfsizlik hatto biznes muammolariga nisbatan
bir oz yon bosgan holda texnologik soha ekanligiga
ishonishadi(2-rasm).

Bonee 50 ner,
16%

ot 6 ao 10 ner,
23%

or 21 Ao 50 ner,
24%

- Biznesga yo'naltirilgan a 41%
%k texnologik soha .
Tarmoglar bo‘yicha Normativ-huquqiy boshgarish 9
v, 139 sohasi
Teng darajadagi texnologiya
. . = 15%
va biznes sohalari
Texnologik omillarga g
. 4%
asoslangan biznes

Biznes sohasi Iz%

1-rasm. So’rovnoma respondentlarining soni, 2-rasm. Ishtirokchilarning kiberxavfsizlikga
yoshi va tarmoglar bo‘yicha diagrammasi nisbatan xulosalari
So'rovda aniglangan asosiy muammolar Respondentlarning ~ yana 11 foizi

e Aksariyat tashkilotlarda kiberxavfsizlik | Kiberxavfsizlik bu me'yoriy hujjatlar va me'yoriy
biznes  bilan  bogli bo'lmagan | talablarga rioya qilish bilan bog'liq faoliyat, ya'ni,
texnologiya  sohasi  yoki  foyda | aslida hech kimga kerak bo'lmagan byurokratik tartib-
keltirmaydigan ~ foydasiz  gog'oz | doidalar va gog'ozbozlik, deb hisoblaydi.
parchalari toifasidan hisoblanadi. Bu natija umidsizlikka sabab bo'ladi, chunki u

biznes uchun kiberxavfsizlikning ahamiyatini sanoat

miqyosida yetarlicha baholanmaganligini ko'rsatadi.

Axborot xavfsizligi uchun barcha mas'ul
shaxslarga tanish bo'lgan yana bir holat: rahbariyat
tartibga soluvchi talablar bilan bog'lig muammolarni
hal qilishni moliyalashtirishga tayyor, ularga rioya
gilmaslik jarimaga olib kelishi mumkin, ammo aks
holda kiberxavfsizlikning "asosiy" darajasi yetarli deb
hisoblaydi(3-rasm).

e Kiberxavfsizlik  minimal darajada
moliyalashtiriladi, chunki menejment
yaxshi xavfsizlik emas, balki “asosiy”
xavfsizlik bilan kifoyalanadi.

e Xavfsizlikni boshgarish modellarini
tanlashda CISO bilan nomuvofiglik.

e So'nggi ikki yil ichida kiberxavflarning
sezilarli o'sishi.

e Ko'pgina kompaniyalarda xavfsizlik
bilan bog'lig jarayonlarning etuklik
darajasi etarli emas.
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CISD /SO b
Yodimlarni kiber

Kiber
Direktarlar kengashi kibercay

Texnik bo'lmagan rabbarlar kibersavisizlik uchun javobgardir

§
§
$

3-rasm. Tashkilotlar kibermadaniyati

diagrammasi

Ushbu "minimalist” munosabatni bir nechta
sohalarda ko'rish mumkin:
o Tashkilotlarning 41 foizi
kiberxavfsizlik holatini adolatli
yomonroq deb baholagan;
o Tashkilotlarning 43 foizi kiberxavfsizlikni
biznes jarayonlari va IT tashabbuslariga integratsiya
maqgbul yoki o‘rtachadan

rahbariyatning
yoki o'rtachadan

qilishga tayyorligini

yomonroq deb baholadi;
o kompaniyalarning 54 foizida barcha xodimlar
gabul qilinadigan yoki o'rtacha kibergigienadan
yomonrog;

o hatto kiberxavfsizlik bo'yicha texnik bo'lmagan
rahbarlar ham kompaniyalarning atigi 29 foizida
vaziyatni juda yaxshi deb baholadilar, bu yanada
muhimrog.

CISO lar Kkiberxavflarni boshgarish uchun
NIST Risk Management Framework (NIST 800-53),
NIST Cybersecurity Framework va turli reyting
xizmatlari kabi ko'plab tizimlar va standartlardan
foydalanadi.

Tadgiqot shuni ko'rsatdiki, ko'plab CISOlar
o'zlarining tashkilotlari uchun eng mos keladigan
narsani  tanlab, xavflarni boshgarish  bo'yicha
o'zlarining ko'rsatmalarini yaratish uchun o'zlarining
sevimli standartlaridan foydalanadilar. Bu kompaniya
vogeligiga moslashtirilgan kiberxavfsizlikni
boshqarish tizimini yaratishga yordam beradi, lekin
ayni paytda sizning ko'rsatkichlaringizni
hamkasblaringiz ~ yoki  ragobatchilaringiz ~ bilan
solishtirishni giyinlashtiradi: agar bitta kompaniyada
oldini olingan kiberhujumlar soni asosiy ko'rsatkich
sifatida tanlansa, boshgasida, masalan, gayta ishlangan
SOC hodisalari sonini aytish mumkin(4-rasm).

Xavfsizlik bo'yicha reyting servislari, 5
hisobotlari va boshqalar

o st ot
“Qizil kitob” OCEG

4-rasm. Kiberxavflarni  boshgarish uchun
foydalaniladigan standartlar.
Muammo shundaki, axborot xavfsizligi

bo'yicha menejer o'zgarganda, u orttirgan barcha
tajriba u bilan birga ketadi va yangi odam deyarli
noldan kiberxavfsizlikni boshqgarish tizimini yaratishga
Kirishishi kerak.

Natijalar. Kirish gismida takidlab o‘tilganidek
yurtimizda ragamlashtirish jarayonlari jadal rivojlanib
boryapti. Bu 0‘z navbatida “Axborot-kommunikatsiya
texnologiyalari” sohasida kadrlarga talabni oshiradi.
Kadrlarga qo‘yiladigan talab esa wularni axborot
texnologiyalari bo‘yicha sohaviy bilimlarga ega
bo‘lisha va ularda kiber huquq va kiber etika
madaniyatini shakllanganligi sanaladi.

Kiberxavfsizli
asoslari

Kiberhuguani
bilmaslik

Kiberhugug Kiberetikaga
madaniyvai B amal

Kiberetika
madaniyati

Kibejinoyatchilik
voki uni gurboni

Qonuniy
javobgarlik

Bargaror,
xavfsiz faoliyat

5-rasm. Kiberhuquq va Kiberetika
madaniyatining shakllanganligi bo‘yicha tagqqoslama
hayotiy tsikllar.

_ [=]
FEL

-0
i
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Kadrlarda kiber huquq va kiber etika
madaniyatini shakllanishida “Kiberxavfsizlik asoslari”
fani katta ahamiyat kasb etadi. Shu sababli fanni
o‘qitishda o‘zlashtiriladigan mavzularni ketma-ketligi,
ommaviyligi, yangiligi va o‘qitish metodlari muhim
omil sanaladi. “Kiberxavfsizlik asoslari” fanini
o‘qitishda ishlab chiqilgan “Kiberxavfsizlik asoslari”
nomli darsligimizda mavzularni o‘zaro bog‘ligligiga
qarab 5 ta asosiy boblarga bo‘lib chiqilgan va boblarga
mavzularni asosini tashkil etadigan gilib nom berilgan.
Jumladan:

I-bob. Kiberxavfsizlikning asosiy tamoyillari;

I1-bob. Axborotlarni kriptografik himoyalash
usullari;

I11-bob. Foydalanishni nazoratlash;

IV-bob. Kompyuter tarmoglarining asoslari;

V-bob. Tizimlarning umumiy arxitekturasi.

Darslikni o‘qitish metodikasiga ko‘ra har bir
bobda o‘tiladigan mavzular talabalarga axborotlarni
himoyalash, axborotlarni xavfsiz uzatish va saglash
kabi usullarni hamda kiberxavfsizlik sohasida xalgaro
va yurtimizda ishlab chigilgan normativ hujjatlarni
bilish kasbiy kompetensiyalarni shakllantirishga va
bevosita ularda kiberhuquq va kiberetika madaniyatini
shakllanishiga garab ishlab chigilgan. Shu sababdan
so‘ngi mavzu nomi “Kiberjinoyatchilik, kiberhuquq va
kiberetika” deb nomlangan. Mavzu bo‘yicha talabalar
kiberjinoyatchilik va ularga garshi kurashish hamda
kiberjinoyatchilik  sodir etilganda kiberhuquq
doirasida qonunda nazarda tutilgan javobgarliklar,
kiberetika tushunchasi kabi muhim masalalarni
o‘rganadilar. Mavzuni o‘rganishda quyidagi tariflarni
bilish juda muhim sanaladi.

Kiberjinoyatchilik — axborotni egallash, uni
o‘zgartirish, yo‘q qilish yoki axborot tizimlari va
resurslarini ishdan chigarish magsadida kibermakonda
dasturiy ta’minot va texnik vositalardan foydalanilgan
holda amalga oshiriladigan jinoyatlar yig‘indisi;

Kiberetika — kompyuterlar bilan bog‘liq
falsafiy soha bo‘lib, foydalanuvchilarning xatti-
harakatlari, kompyuterlar nimaga
dasturlashtirilganligi, umuman insonlarga va jamiyatga
ganday o‘rganadigan,
foydalanuvchining kibermakonda o‘zining ahlogiy

ta’sir ko‘rsatishini

harakatlarini namoyon qilishini belgilab beradigan
harakatlar yig‘indisi;

Kiberhuqug — kibermakonda axborotlardan
foydalanishni qonuniylik darajalarini, intelektual mulk
huquqini ta’minlashga qaratilgan, kiberjinoyatlarga
gonunan javobgarlik muqarrarligini  o‘rgatadigan
huquqiy bilmlar yig‘indisi.

Bu uch omil hagida yetarlicha bilmga ega
bo‘lgan kadrlar o‘z axborot tizimlarida ishlashda

golaversa butun internet xalqaro tarmog‘idagi
faoliyatlarida turli tahdidli vaziyatlarga tushib
golmaslik imunitetiga ega bo‘ladilar va o0z

faoliyatlarida bargarorlikni ta’minlanishiga erishadilar.

Xulosa. Xulosa qilib aytadigan bo‘lsak
ragamlashtirish asrida huddi ijtimoiy hayotdagi kabi
inson erkin yashashi uchun umuminsoniy belgilab
qo‘yilgan mezonlarlarga amal qilishi zarur bo‘lganidek
kibermakonda ham erkin faoliyat yuritish va o°zini
hamda axboriy mulkini xavfsiz bo‘lishi uchun ularda
Kiberhuquq va Kiberetika madaniyatlarini
shakllantirish  muhim omillar sanaladi. Bunday
madaniyatlarni shakllantirishda ta’lim muassasalarida
“Kiberxavfsizlik  asoslari” kabi  bazaviy va
fundamental bilm olishga asoslangan fanlarni o‘qitish
dolzarb masala hisoblanadi. Ushbu magolada oliy
ta’lim muassasalarida “Kiberxavfsizlik asoslari” fani
va unda ofrganiladigan mavzular talabalarda
kiberhuquq va kiberetika madaniyatini shakllantirishga
hizmat qilishi haqida ma’lumotlar berib o‘tilgan.
Hususan fanni o‘zlashtirgan talabalar
kiberjinoyatchilik,  kiberhuquq  va  kiberetika
tushunchalarini mazmun mohiyatini to‘g‘ri anglashi va
virtual reallikda ularga amal gilishi barcha jabhalarda
barqaror faoliyatini ta’minlashiga xizmat qilishi aytib
o‘tilgan. Shuningdek maqolada “Kiberxavfsizlik
asoslari” fanini o‘qitishda “Kiberxavfsizli asoslari”
nomli darsligi va qo‘llanilgan o‘qitish metodikasi
haqida axborot berib o‘tilgan.
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YUZ IFODASINI ANIQLASH MODELLARINI OPTIMALLASHTIRISH:
GRADIENTNI OSHIRISH VA UNING GIPERPARAMETRLARNI
SOZLASH VA MUNTAZAMLASHTIRISH (REGULARIZATSIYA)DAGI
AHAMIYATI
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Annotatsiya: So‘nggi yillarda yuz ifodasini aniglash turli sohalarda, jumladan, inson va kompyuter
0’zaro ta’siri, hissiyotlarni tahlil qilish va yuz biometrikasida keng qo‘llanilishi tufayli katta e’tiborga
sazovor bo‘ldi. Yuz ifodasini aniqlashning aniq va mustahkam modellarini ishlab chiqish ishonchli
natijalarga erishish uchun juda muhimdir. Ushbu maqolada yuz ifodasini aniglash modellarini
optimallashtirishning ahamiyati va modelni optimallashtirishda gradientni kuchaytirish rolini hagida
so‘z boradi. Bundan tashqari, optimallashtirish jarayoniga hissa qo‘shadigan giperparametrlarni
sozlash, tartibga solish usullari, ma’lumotlarni ko‘paytirish, uzatishni o‘rganish va ishlash
ko‘rsatkichlarini muhokama qilinadi.

Kalit so‘zlar: gradientni kuchaytirish, neyron tarmog‘i arxitekturasi, optimallashtirish algoritmlari,
o‘zaro tekshirish, grid qidiruvi, tasodifiy qidiruv, erta to‘xtatish, L1 tartibga solish, L2 tartibga solish,
o‘chirishni tartibga solish, ma’lumotlarni ko‘paytirish, o‘tkazishni o‘rganish, xususiyatlarni ajratib
olish, ishlash ko‘rsatkichlari

Kirish. Yuz ifodasini aniglash modellarini | sababli, yuz ifodasini aniglash  modellarini
optimallashtirish orqgali biz yuz ifodalari yorug‘lik | optimallashtirish turli sohalarda muhim ta’sir
sharoitlari, burchaklar va boshga omillarda yuzaga | ko‘rsatadi. = Konvolyutsion = neyron  tarmogqlari

kelishi mumkin bo‘lgan natijaviy kamchiliklarni | (Convolution neural network — CNN) tasvirlardan

kamaytirishda foydalanishimiz mukin.

Bundan tashgari, optimallashtirilgan modellar
his-tuyg‘ularni yanada aniqg tahlil qilish imkonini
beradi, bu marketing, psixologiya va inson-robot
0°zaro ta’siri kabi sohalarda go‘llaniladi. Yuz ifodasini
aniglashning optimallashtirilgan modeli sotuvchilarga
iste’molchilarning reklamaga bo‘lgan munosabatini
aniglashda yordam beradi. Xuddi shunday, psixologlar
terapiya seanslarida hissiy javoblarni o‘rganish uchun
ifodani aniglashdan foydalanishlari mumkin. Shu

fazoviy xususiyatlarni olishda ajoyib samaradorlikni
ko‘rsatdi. Takroriy neyron tarmoqlari (Recurrent
Neural Networks — RNN) yuz ifodalari ketma-
ketligidagi vaqtinchalik bog‘ligliklarni
modellashtirishda ustunligi aniglandi. Convolutional
Recurrent Neural Networks (CRNNs) kabi gibrid
arxitekturalar CNN va RNN ning kuchli tomonlarini
birlashtiradi. To‘g‘ri arxitekturani tanlash
ma’lumotlarning tabiatiga va yuz ifodasini aniqlash
vazifasining o°‘ziga xos talablariga bog‘liqdir. Yuz
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xususiyatlarini aniglashda modellar samaradorligini
oshirish uchun Gradient oshirish algoritmi juda
muhim. Gradientni oshirish - bu kuchli modelini
yaratish uchun qarorlar daraxtlari kabi bir nechta zaif
modellarni birlashtirgan kuchli mashinani o‘rganish
usuli. Bu avvalgi modellar tomonidan gilingan
xatolarni qo‘lga kiritishga garatilgan yangi modellarni
ketma-ket  qo‘shish  orqgali ishlaydi.  Ushbu
takrorlanuvchi jarayon gibritmodelning umumiy
xatosini kamaytiradi, natijada juda aniq va mustahkam
model olinadi.

Yuz ifodasini aniglash kontekstida gradientni
kuchaytirish modelning ishlashini optimallashtirishda
hal qiluvchi rol o‘ynashi mumkin. Gradientni
kuchaytirishdan foydalanib, biz yuz xususiyatlari va

ifodalari  o‘rtasidagi murakkab  munosabatlarni
aniglashimiz  mumkin.  Gradientni  kuchaytirish
modellari  uchun bir nechta optimallashtirish

algoritmlari mavjud bo‘lib, ularning har biri o‘zining
afzalliklari va cheklovlariga ega. Ba’zi mashhur
optimallashtirish algoritmlari orasida AdaBoost,
XGBoost va LightGBM mavjud. Bu algoritmlar
gradientni oshirishga yondashuvida farglanadi va
model ish faoliyatini yaxshilash uchun turli
funksiyalarni taklif qiladi. AdaBoost — Adaptive
Boosting so‘zining gisqartmasi bo‘lib, eng qadimgi va
eng mashhur kuchaytirish algoritmlaridan biridir. U
noto‘g‘ri tasniflangan namunalarga yuqori chegarani
belgilaydi, bu esa keyingi modellarga ushbu
namunalarga e’tibor garatish va ularning aniqligini
oshirish imkonini beradi. XGBoost, boshga tomondan,
tartibga solish texnikasi va parallel ishlov berish
imkoniyatlarini taqdim etadi, bu esa uni keng ko‘lamli
ilovalar uchun mashhur tanlovga aylantiradi. Nisbatan
yangiroq algoritm bo‘lgan LightGBM gistogrammaga
asoslangan yondashuvni qo‘llash va tezroq o‘qitish
tezligiga erishish orqali gradientni oshirish jarayonini
optimallashtiradi. Har bir  optimallashtirish
algoritmining o°ziga xos afzalliklari bor va tanlov yuz
ifodasini aniqlash vazifasining o‘ziga xos talablariga
bog‘liq. Turli xil algoritmlar bilan tajriba o‘tkazish
ma’lum bir stsenariy uchun eng mosini aniglashga
yordam beradi. Yuz ifodasini tahlil gilishdani yana bir
jihat gipperparametrlarni sozlashdir. Giperparametrlar

- bu jarayonida model tomonidan
o‘rganilmaydigan, lekin  mashg‘ulot jarayoni
boshlanishidan oldin o‘rnatiladigan parametrlar.
Giperparametrlarni  sozlash eng yaxshi model
ishlashiga erishish uchun ushbu giperparametrlar
uchun optimal giymatlarni tanlashni o‘z ichiga oladi.
Giperparametrlarni sozlash yuz ifodasini aniglash
modellarining ishlashiga sezilarli ta’sir ko‘rsatadi.
Giperparametrlarni diggat bilan tanlab, biz modelning
o‘qitish ma’lumotlaridan o‘rganish  qobiliyatini
oshirishimiz, haddan tashgari moslashishning oldini
olishimiz  va  umumlashtirishni  yaxshilashimiz
mumkin. Turli xil giperparametr kombinatsiyalarini
O‘rganish va model uchun optimal konfiguratsiyani
aniglash uchun panjara gidirish va tasodifiy qidiruv
kabi usullardan foydalanish mumkin. Modelning
ishlashini baholash va optimal giperparametrlarni
tanlash uchun keng qo‘llaniladigan usullardan biri bu
o‘zaro tekshirishdir. U mavjud ma’lumotlarni bir
nechta kichik to‘plamlarga bo‘lish, modelni ushbu
kichik to‘plamlar kombinatsiyasi bo‘yicha o‘rgatish va
golgan kichik to‘plamda uning ishlashini baholashni

o‘qitish

0°z ichiga oladi. Ushbu jarayon bir necha marta, turli
xil kichik to‘plamlar kombinatsiyasi bilan takrorlanadi
va natijalar model samaradorligini yanada ishonchli

baholash uchun o‘rtacha hisoblanadi. O°‘zaro
tekshirish, aynigsa, giperparametrlarni sozlashda
foydalidir, chunki u turli xil giperparametr

konfiguratsiyalarida modelning ishlashini baholashga
imkon beradi. O‘zaro tekshirish natijasida olingan
ishlash ko‘rsatkichlarini taqqoslash orqali biz eng

yaxshi model ishlashiga olib keladigan
giperparametrlarni  aniglashimiz  mumkin.  Bu
tanlangan giperparametrlarning ko‘rinmas

ma’lumotlarga yaxshi umumlashtirilishini ta’minlaydi
va modelning aniqligi va ishonchliligini oshiradi.
Metodologiya. Grid qidiruvi va tasodifiy
gidiruv giperparametrlarni optimallashtirish uchun
ikkita keng targalgan yondashuvdir. Grid qidiruvi
mumkin bo‘lgan giperparametr qiymatlari panjarasini
aniglashni va eng yaxshi konfiguratsiyani topish uchun
barcha kombinatsiyalarni to‘liq qidirishni o‘z ichiga
oladi. Bu usul optimal giperparametrlarning
belgilangan tarmoq ichida topilishini kafolatlaydi,
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lekin hisoblash gimmat bo‘lishi mumkin, ayniqsa ko‘p
sonli giperparametrlar bilan ishlashda.

Boshga tomondan, tasodifiy gidiruv oldindan
belgilangan tagsimotlardan giperparametrlarni
tasodifiy tanlaydi. U samaraliroq yondashuvni taklif
giladi, chunki u har bir mumkin bo‘lgan
kombinatsiyani o‘rganmaydi, lekin
giperparametrlarning kichik to‘plamiga e’tibor beradi.
Tasodifiy qidiruv, aynigsa gidiruv maydoni Kkatta
bo‘lganda foydalidir va giperparametrlarning to‘liq
to‘plamini aniqlash qiyin. Grid qidiruvi va tasodifiy
qidiruv ~ o‘rtasidagi tanlov mavjud hisoblash
resurslariga, yuz ifodasini aniglash vazifasining
murakkabligiga va optimallashtirishning kerakli
darajasiga bog‘liq. Ikkala usul ham o‘zlarining
afzalliklariga ega va ularni  optimallashtirish
jarayonining o‘ziga xos talablari asosida qo‘llash
mumkin. Model o‘qitish ma’lumotlarini juda yaxshi
o‘rgansa  va  ko‘rinmaydigan = ma’lumotlarni
umumlashtirmasa, haddan tashqgari moslashish sodir
bo‘ladii. Bu hodisa yuz ifodasini aniglash
modellarining yomon ishlashiga olib kelishi mumkin,
chunki ular real stsenariylarda ifodalarni aniq bashorat
gilishlari kerak. Haddan tashqgari moslashishning oldini
olish va modelni umumlashtirish  qgobiliyatini
yaxshilash uchun erta to‘xtatish usullaridan
foydalanish mumkin. Erta to‘xtatib turish o‘qitish
jarayonida validatsiya to‘plami bo‘yicha modelning
ishlashini  kuzatishni va unumdorlik yomonlasha
boshlaganda o‘qitish jarayonini to‘xtatishni 0‘z ichiga
oladi. Shunday qilib, biz modelning o‘qitish
ma’lumotlariga haddan tashqari ixtisoslashuviga yo‘l
go‘ymasligimiz va u ko‘rinmas ma’lumotlarga yaxshi
umumlashtiriladigan asosiy nagshlarni o‘rganishini
ta’minlashimiz mumkin. Tasdiqlashning yo‘qolishi
yoki aniqligini kuzatish kabi erta to‘xtatish usullari
modelning murakkabligi va umumlashtirish o‘rtasidagi
muvozanatni saglashga yordam beradi. Yuz ifodasini
aniglash  modellarini umumlashtirish  qgobiliyatini
yaxshilash uchun tartibga solish wusullari juda
muhimdir. Ular haddan tashgari moslashishning oldini
olishga yordam beradi va modelning ko‘rinmas
ma’lumotlarni umumlashtirish qobiliyatini oshiradi.
L1 va L2 tartibga solish gradientni kuchaytirish

modellarida tez-tez ishlatiladigan ikkita tartibga solish
usulidir. L1 tartibga solish, shuningdek, Lasso tartibga
solish nomi bilan ham tanilgan, model og‘irliklarining
mutlaq qiymatlari asosida yo‘qotish funktsiyasiga jazo
muddatini qo‘shadi. Ushbu jazo modelni muhim
xususiyatlarning kichik to‘plamini tanlashga va
ahamiyatsizlaridan voz kechishga undaydi, bu esa
yanada ogilona modelga olib keladi. Ridge regulization
deb ham ataladigan L2 tartibga solish, model
og‘irliklarining kvadrat qiymatlari asosida ayirish
muddatini qo‘shadi. Ushbu ayirish og‘irliklarning
kichik bo‘lishini ta’minlaydi, ekstremal qgiymatlarni
oldini oladi va modelning individual o‘qitish
namunalariga nisbatan sezgirligini kamaytiradi.

Neyron tarmogqlarda keng tarqalgan bo‘lib
go‘llaniladigan yana bir tartibga solish usuli, shu
jumladan gradientni oshirish modellari - bu tashlab
ketishni tartibga solish. Dropout trening davomida
model neyronlarining bir gismini tasodifiy nolga
o‘rnatadi va golgan neyronlarni yanada mustahkamroq
va mustaqil tasvirlarni o‘rganishga majbur qiladi.
Ushbu uslub aniq neyronlarga bo‘lgan ishonchni
kamaytirish orgali ortigcha moslashishning oldini
olishga yordam beradi va modelni umumiy
xususiyatlarni o‘rganishga undaydi.

O‘qitish jarayoniga tartibga solish usullarini
kiritish orgali biz yuz ifodasini aniglash modellarini
umumlashtirish  gobiliyatini  yaxshilashimiz  va
ularning real stsenariylarda ishlashini yaxshilashimiz
mumkin.

O‘qitish ma’lumotlarining xilma-xilligini
oshirish uchun ma’lumotlarni ko‘paytirish.
Ma’lumotlarni ko‘paytirish - bu asl namunalarga turli
xil  o‘zgarishlarni  qo‘llash  orqali  o‘qitish
ma’lumotlarining hajmini va xilma-xilligini sun’iy
ravishda oshirish uchun ishlatiladigan usul. Yuz
ifodasini aniqlash kontekstida yorug‘lik sharoitlari,
burchaklar va yuz ifodalaridagi o‘zgarishlarni
simulyatsiya qilish uchun ma’lumotlarni ko‘paytirish
usullaridan foydalanish mumkin, bu esa modelni ushbu
omillarga nisbatan mustahkamroq giladi.

Yuz ifodasini aniqlash uchun ba’zi umumiy
ma’lumotlarni ko‘paytirish usullari tasodifiy kesish,
gorizontal aylantirish, aylantirish va yorginlikni
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sozlashni o°‘z ichiga oladi. Tasodifiy kesish asl
tasvirdan kichikroq hududni tasodifiy tanlashni,
yuzning joylashuvi va masshtabidagi o‘zgarishlarni
taglid qilishni o‘z ichiga oladi. Gorizontal aylantirish
tasvirni gorizontal tarzda aks ettiradi, yuz ifodalari
teskari bo‘lgan qo‘shimcha o‘qitish namunalarini
yaratadi. Aylanish va yorginlikni sozlash mos ravishda
yo‘nalish va yorug‘lik sharoitida o‘zgarishlarni keltirib
chigaradi.

Natijalar. CNN ning o‘ziga xos tuzilishi tufayli
u tasvir sohasi uchun eng mos modeldir. CNN Kirish
gatlamidan, bir nechta konvolyutsion birlashtiruvchi
yashirin gatlamlardan va chigish gatlamidan iborat.
Asosan, konvolyutsiya - bu funksiyaning o‘zgartirilgan
shaklini ifodalovchi uchinchi funktsiyani ishlab
chiqarish uchun ikkita funktsiya bo‘yicha matematik
operatsiya. Kichik o‘lchamdagi (masalan, 3 x 3, 5 x 5)
CNN yadrosi konvolyutsiya operatsiyasi orgali foydali
nagshlarni topish uchun tasvir bo‘ylab siljiydi. Pooling
- chizigli bo‘lmagan pastga namuna olishning bir
shakli. Birlashtiruvchi gatlam bir gatlamdagi bir-
birining ustiga tushmaydigan joylarni keyingi
gatlamdagi yagona giymatga birlashtiradi. Ikkita
konvolyutsion gatlamli (1-rasm) standart CNNning
umumiy arxitekturasi ko‘rsatilgan. 1-konvolyutsiya
gatlami kirish tasviriga konvolyutsiya operatsiyasini
qo‘llaydi va ketma-ket birlashma operatsiyasining
kiritilishi bo‘lgan 1-konvolved xususiyat xaritalarini
(CMF) hosil giladi. 1-to‘plash operatsiyasi birinchi
kichik namunaviy xususiyat xaritalarini (SFM) ishlab
chigaradi. 1-to‘plashdan so‘ng 2-konvolyutsion-
birlashtiruvchi gatlam operatsiyalari bajariladi.

1" Convolutignal - Pooling 2m (‘mnnhlllﬂn:ll Pooling

Input Image

1 : : SESEh 1 &

H = W\ R

o B == E — 2\ Output
| > .

— — Layer

Flattened

24 CFMs 2% SFMs

1" CFMs
CMF: Convolved Feature Map  SFM: Subsampled Feature Map

19 SFMs

1-rasm. Ikki konvolyutsion-birlashtiruvchi
qatlamli konvolyutsion neyron tarmog‘ining umumiy
arxitekturasi.

2-rasmda FER uchun TL-ga asoslangan DCNN
modelining umumiy arxitekturasi ko‘rsatilgan, bunda
konvolyutsion asos o‘zining klassifikatoridan tashqari
oldindan o‘rgatilgan DCNN ning bir qismidir va
bazadagi klassifikator FER uchun yangi qo‘shilgan
gatlamlardir. Umuman olganda, oldindan o‘rgatilgan
DCNNni gayta ishlash ikki bosgichdan iborat: asl
klassifikatorni yangisiga almashtirish va modelni nozik
sozlash. Qo‘shilgan klassifikator qismi odatda to‘liq

bog‘langan  qatlamlarning  birlashtirilgan  zich
gatlamlaridir.

Convolutional Base Classifier 4
@ (Feature Extraction) Q (Feature Classification) @ E—ton

2-rasm. Tuyg‘ularni tanib olish uchun transfer
o‘rganishga asoslangan chuqur CNN modelining
umumiy arxitekturasi.

Biz taklif etgan modelning batafsil sxematik
arxitekturasi keltirilgan.
3-rasmdagi yashil qism kaskadli tarzda uchta to‘liq
bog‘langan qatlamga ega bo‘lgan qo‘shilgan qismdir.
Birinchisi, metrikani  bir o‘lchovli  vektorga
aylantiradigan "tekislash™ qatlami; uning vazifasi
yagona vakillik va keyingi gatlamlarda his-tuyg‘ularni
aniglash operatsiyasi uchun mos qilishdir va

ma’lumotlarda hech ganday operatsiya bajarilmaydi.
Qolgan ikkita gatlam bir-biri bilan chambarchas
bog‘langan: birinchisi, nisbatan yuqori o‘lchamli
vektorni oxirgi qatlamning kirish qismi bo‘lgan oraliq
uzunlikdagi vektorga aylantiradigan yashirin gatlam.
hissiy

Yakuniy gatlamning chigishi individual
holatlarning o‘Ichamiga ega vektordir.

3-rasm.
arxitekturasi.

Taklif etilgan modelning sxematik
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Oldindan o‘qitilgan DCNN ning bir xil quvur
liniyasidagi to‘liq model va qo‘shilgan zich qatlamlar
zich gatlamlarni nozik sozlash imkonini beradi va
hissiyot ma’lumotlari bilan oldindan o‘rgatilgan
modelning bir nechta gatlamlarini talab giladi. Ushbu
modeldan foydalangan holda modelning aniqliligi va
yo‘qotishlar 4-rasmda ko‘rsatilgan.

Model accuracy

0.95 4
o 0.90 4

2 0.85
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=
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.’-/)
- —

0.80 4 |

T T T T Y
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4-rasm. Foydalanilgan model natijalari

Usul shundan iboratki, agar biz asl tasvirni
aylantirsak, siljitsak, masshtab yoki aylantirsak, bu hali
ham bir xil mavzu bo‘lib qoladi, lekin tasvir avvalgidek
emas. Jarayon treningda ma’lumotlarni yuklovchiga
kiritilgan.  Har
yuklaganda, biroz boshgacha ma’lumotlarni yaratish
uchun tasvirga kichik o‘zgartirish qo‘llaniladi.
Modelga aynan bir xil ma’lumotlar berilmaganligi

safar xotiradan ma’lumotlarni

sababli, model ortiqcha moslamalarga kamroq moyil
bo‘ladi. Bizda loss funksiyasi:

N T
t
loss=— > "> logP(y, n,")
n=1 t=1

Bu yerda N ma’lumotlar to‘plamidagi tasvirlar
sonini, T esa tasvir ustida amalga oshiriladigan
transformatsiyalar sonini bildiradi.

Ma’lumotlarni ko‘paytirish usullarini qo‘llash
orqali biz o‘qitish ma’lumotlarining xilma-xilligini
oshirishimiz mumkin, modelni yuz ifodalari va
o‘zgarishlarining kengroq doirasiga ta’sir qilishimiz
mumkin. Bu modelning ko‘rinmas ma’lumotlarga
umumlashtirish  gobiliyatini  yaxshilaydi va real
stsenariylarda uning  mustahkamligini  oshiradi.
Transfer o‘rganish va xususiyatlarni ajratib olish - bu
yuz ifodasini aniqlash modellarini  o‘qitishni
yaxshilash uchun oldindan o‘rgatilgan modellardan
foydalanadigan usullardir. Ushbu usullar bizga
ImageNet kabi keng miqyosli ~ma’lumotlar
to‘plamlarida  o‘qitilgan  modellar
o‘rganilgan bilimlardan foydalanish va ularni yuz

tomonidan

ifodasini aniqlash vazifasiga o‘tkazish imkonini beradi.
Transferli o‘rganish yangi modelni boshga, ammo
bog‘liq vazifaga o‘rgatish uchun boshlang‘ich nuqta
sifatida oldindan tayyorlangan modeldan foydalanishni
0z ichiga oladi. Oldindan o‘qitilgan model tomonidan
o‘rganilgan quyi darajadagi xususiyatlar yuz ifodasini
aniglash uchun kuchli poydevor sifatida ishlatilishi
mumkin. Oldindan o‘qitilgan qatlamlarni muzlatish va
yugori darajadagi gatlamlarni nozik sozlash orqgali biz
modelni yuz ifodasini aniglash vazifasiga moslashtira
olamiz, shu bilan birga oldindan o‘rgatilgan modelning
umumlashtirish kuchidan foydalanamiz.
Xususiyatlarni  ajratib olish, aksincha, oldindan
o‘rgatilgan modeldan xususiyatni ajratuvchi sifatida
foydalanishni o°‘z ichiga oladi. Oldindan o‘qitilgan
model yuz ifodasi tasvirlaridan tegishli xususiyatlarni
olish uchun ishlatiladi, keyinchalik ular hissiyotlarni
bashorat gilish uchun alohida tasniflagichga Kiritiladi.
Ushbu bizga oldindan o‘rgatilgan
modelning yuqori darajadagi xususiyatlarni qo‘lga
kiritish  gobiliyatidan foydalanish va tasniflash

yondashuv
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jarayonini  yuz ifodasini aniglash  vazifasiga
moslashtirish imkonini beradi. O‘tkazishni o‘rganish
ham, xususiyatlarni ajratib olish ham keng ko‘lamli
ma’lumotlar  to‘plamidan  olingan  bilimlardan
foydalanish orgali yuz ifodasini aniglash modellarini
o‘qitishni sezilarli darajada oshirishi mumkin. Ushbu
usullar modelga yanada ishonchli va kamsituvchi
tasvirlarni o‘rganishga imkon beradi, bu esa aniqlik va

umumlashtirishni  yaxshilashga olib keladi. Yuz
ifodasini  aniglash  modellarining  anigligi va
mustahkamligini  baholash uchun turli ishlash
ko‘rsatkichlaridan  foydalanish mumkin. Ushbu

ko‘rsatkichlar modelning ishlashi haqida tushuncha
beradi va optimallashtirish jarayonini boshqgaradi.
Ba’zi tez-tez ishlatiladigan ishlash ko‘rsatkichlariga
aniglik, aniglik, eslab qolish, F1 ball va chalkashlik
matritsasi kiradi. Chalkashlik matritsasi - bu asosiy
hagigat belgilariga nisbatan model bashoratlarining
jadval ko‘rinishi. U har bir sinf uchun modelning
ishlashining batafsil tagsimotini tagdim etadi,
jumladan, haqgigiy ijobiy, haqiqiy salbiy, noto‘g‘ri
jjobily va noto‘g‘ri salbiy. Chalkashlik matritsasi
takomillashtirishning aniq sohalarini aniglashga
yordam beradi va modelning kuchli va zaif tomonlari
hagida tushuncha beradi.

Ushbu ishlash ko‘rsatkichlari yordamida
modelni baholash orgali biz uning anigligi va
mustahkamligini baholashimiz va optimallashtirish
strategiyalari va giperparametrlarni sozlash bo‘yicha
asosli garorlar gabul gilishimiz mumkin.

Xulosa. Yuz ifodasini aniglash modellarini
optimallashtirish hissiyotlarni aniq tahlil gilish va
yuzni aniglash texnologiyasiga asoslangan turli
ilovalarni takomillashtirish uchun juda muhimdir.
Gradientni kuchaytirish rolini tushunish, turli neyron
tarmogqlari arxitekturalarini o‘rganish,
optimallashtirish  algoritmlarini  qo‘llash, o‘zaro
tekshirish usullarini qo‘llash, tartibga solishni qo‘llash,
ma’lumotlarni  ko‘paytirishdan  foydalanish  va
uzatishni o‘rganishni qo‘shish orqali biz ushbu
modellarning ishlashi va umumlashtirish
imkoniyatlarini oshirishimiz mumkin. Turli xil ishlash
ko‘rsatkichlari yordamida model ishlashini baholash

orgali biz yuz ifodasini aniglash tizimlarining
ishonchliligi va mustahkamligini ta’minlashimiz
mumkin.
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Abstract. The article shows the use of advanced pedagogical technologies in teaching the
development of practical competencies of students in nanotechnology and semiconductor physics in
higher education. It is recommended to use the technologies “Lesson Design”, “Training in a block-
modular and block-test system”, “Analogy, comparison of the real and the imaginary, observation of
nature and society”. The tables in the article supplement the information given above.

Keywords: nanotechnology, quantum dot, conduction band, photon, heterostructure, block module,
analogy, real and imaginary comparison, logical table system, semiconductor, energy zone, resonator,
semiconductor diode.

Introduction. The attention paid to education,
teachers and pedagogues, and the conditions created in
our country in recent years are particularly worthy of
attention. In particular, one of the urgent tasks of today
is to ensure the implementation of the tasks stipulated
in the decision of the President of the Republic of
Uzbekistan dated March 19, 2021 No. PQ-5032 "On
measures to increase the quality of education in the
field of physics and develop scientific research”

remains one. In this regard, the use of modern
pedagogical technologies and information
communication tools, the possibilities of these tools in
the teaching of general physics courses in higher
education institutions is a guarantee of training
educated personnel with high intellectual potential.

It can be noted that in the context of the current
situation that exists in the labor market, only self-
organized, proactive, competent specialists, as well as
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specialists who are able to develop and improve
themselves professionally and personally, will be the
most in demand and competitive.

However, the contradictions that exist in
theoretical science and practice are obvious. These
contradictions have arisen between the need of modern
society for professional and competent specialists
(teachers) and the inappropriate level of professional
competence of university graduates.

Methodology. An analysis of the use of
innovative pedagogical technologies in teaching
semiconductor physics shows that such research,
especially dissertation research, has not yet been
carried out. There is little to learn from experience
teaching some topics. Therefore, a theoretical analysis
is carried out of new pedagogical technologies that can
be used in teaching topics related to semiconductors,
which have begun to be introduced in education,
especially in physics. It took into account the integrity
of the selected topics or chapters, the complementarity
of each topic in content, the reliance on a single
fundamental idea and concepts, and the growing
number of new practical knowledge each year.

From a pedagogical, psychological and
methodological point of view, an analysis of scientific
and methodological literature and  existing
methodological recommendations for the purpose of
using the technologies “Lesson Design”, “Block-
Modular Learning”, as well as a convenient
comparison of new concepts on topics, observation of
nature and society is appropriate. Let's look at these
new pedagogical approaches directly.

Organization of training in semiconductor
physics based on new pedagogical and information
technology is a modern requirement, because in order
to keep pace with the development of science, it is
necessary to constantly change the types and forms of
education, abandon traditional methods and look for
new ones.

All students in the class must know exactly the
purpose of the lesson, how to achieve the goal, how
many hours of topic are intended for the lesson and the
requirements set by the teacher for the final result. Of

course, each previous topic should be the basis for
studying subsequent topics [1].

In accordance with the intended goal, the
teacher selects the information that will be learned in
the lesson. Selecting a topic is an important and
challenging task and the goal cannot be achieved
without proper teacher judgment or competence. The
content must be scientifically sound and logically
expressed. It is important to define the idea of
leadership, the choice of concepts, the way they are
explained, and the role of the teacher and student in the
process.

Discussion. It is impossible to teach a student
everything, but you can and should teach him to
independently acquire knowledge, work with a book,
and apply the acquired knowledge in practice. To do
this, first of all, in the lesson, great attention should be
paid to expanding the scope of their independent work,
limiting the state of passive listening of students.
Secondly, it is necessary to expand the range of topics
in each lesson, since experience shows that it is no
longer effective to study large topics in several lessons.
Thirdly, it is necessary to increase the time spent on
consolidating knowledge [2].

The organization of lessons that meet the
requirements depends on the subject or scope of
subjects studied. Topics in semiconductor physics
studied in physics courses at higher educational
institutions should be taught in “Design” systems.

“Block module” and “Block test”.

Let us turn to the block-modular system of the
following topics in semiconductor physics.

In the “Block-Module” system, the first
introduction to the block is made in the first lesson, and
in each subsequent lesson the topic of the block is
discussed in full, but from lesson to lesson it is
addressed in a new and deeper way. As a result, firstly,
the student has a complete picture of the event or
process being studied, secondly, the question in the
block has a good understanding of the problems, and
thirdly, he studies the relationships between them.

For example, the block system consists of the
following lessons: 1) lecture; 2) seminar; 3) laboratory
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workshop; 4) doing exercises; 5) test; 6) an
interesting information lesson.

According to the famous teacher P.Ya.
Galperin, “teaching in a modular system allows
students to show the full path with larger and smaller
perspectives, while the traditional method illuminates
only a small part of this path.” When developing a
lesson, the teacher selects teaching material according
to the level of importance as follows:

« general idea, keywords, basic concepts and
method of their explanation;

* questions, examples and tasks aimed at
mastering the main idea of the lesson;

. interesting information.

The emphasis will be on creating the following
conditions to increase interest in the lesson:

* introduction of innovative elements and their
connection with certain data;

* an attitude to positively surprise students;

* processing of the studied material in
accordance with the practical situations to which
students are accustomed,;

* organization of independence and activity of
students;

» emphasizing all the student's achievements
during the lesson.

Lesson design for the teacher is to choose a
teaching method according to the following topic. The
following general classification of methods can be
used:

» method of demonstrative explanation;

» reproductive method (repeated reading,
exercises, etc.);

* research method (independently studies new
topics based on certain knowledge, performing a
creative task);

* heuristic method (with the help of the
teacher’s questions, students perform problem-solving
tasks and solve problems).

The effectiveness of the educational process is
achieved not only by the orientation and hard work of
students, but also by their research independence. To
do this, students must know exactly what they need to
do to learn in class. Students should always know what

they are learning and have a clear understanding of the
methods and process of learning. The process goes like
this: We observe events in nature. Problems arise from
comparing them with each other and with the
knowledge we have. Various hypotheses are formed to
solve them. These hypotheses have been tested in
practice. Methods for using the studied phenomena
have been found. The basis of the scientific learning
process in the course is the proposal of a reasonable
hypothesis [3].

Thus, teaching semiconductor physics topics in
a block-modular system allows students to form
interconnected concepts, build on each new
knowledge, learn more about what needs to be studied
in the future and what they need to master. This, in turn,
teaches students to think independently, plan, feel
responsible and continue the learning process
consistently and organically.

Analogy in the classroom, comparison of real
and imaginary, use of logic table experiments - it is
natural that students should rely on these concepts to
convey new knowledge. The use of certain concepts or
formulas from previously studied chapters when
teaching various sections of physics courses in higher
education is widely practiced. Among such research
methods, one can use the concept of analogy, that is,
similarity.

Analogy can be expressed in content or form.
In order for a teacher to use the analogy method, the
content and form of concepts must be well aware of the
boundaries of mutual compatibility. This requires a
serious and creative approach to educational material
[4].

As you know, topics in semiconductor physics
can be presented in the following sequence in a general
physics course:

» electrical conductivity, electronic and hollow,
special and mixed conductivity;

* temperature dependence of electrical
conductivity;

» contact events, diode and its current-voltage
characteristics;

transistor and its operation;
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 semiconductor devices and their application,
current rectification using a diode, transistor amplifier,
generating electricity using a photocell.

In semiconductors, it is more difficult to explain
the transfer of electric charge through the movement of
a cavity. Taking a row of cinema halls, moving the next
person into the space at its edge, moving the next
person into his place, etc., is believed to represent an
empty movement of the empty space to the other end
of the row. To account for the one-way flow of direct
current in a diode, a one-way flow valve tap can be
used.

The analogy method is based on comparison. In
different phenomena, the mutual similarity of the
properties of laws is determined only by comparison
based on two or more characteristics, and the similarity
of other properties is inferred. The real-imaginary
comparison method can be used to begin the
investigation of the semiconductor coil.

Table 1. Semiconductors found in nature, their
charge carriers, temperature dependence, their
electrical conductivity and their applications in coil
electronics.

Temperature
dependence of
conductivity

Electrical

State of conductivity

Application in electronics
matter

Charge carriers

Vacuum Baxyym | No - Electron tube

Gas Neutral Heiitpan ~ |No — Surface Drying
Tonized Tons and electrons —-p(T) Ton doping
Dielectric No — Surface Cleaning Ounctxa
o Electrolyte Ions —p(T) Electrolysis
Liquid Semiconductor Not studied —
(C;;lt(:ll:)tor Electrons +p(T) Ohmic contacts. buses,
Solid Dielectric No — Insulating layers
Semiconductor Electrons and holes —(T) [Tool Basics

The importance of this table is that it provides
generalized and comparative information about the
states of matter in nature, including the position of
semiconductors, the types of charged particles in them,
the temperature dependence of their conductivity, and
the use of such substances in electronics. The fact that
the table implies the existence of a semiconductor state
among liquids, but that this area has not yet been
explored, tells students that significant innovation in
this direction can be expected in the future.

Analogies in teaching semiconductor physics
are mainly used to help students understand complex
concepts and laws. The analogy method can be used in
two ways to solve a problem:

» use the method of direct analogy;

» search for a system for a given problem
condition. Pedagogical experience has shown that
creating a logical system of topics for a creative
approach and comparative study is very effective when
studying physical sciences.

The method of using the logical tables system
is to theoretically divide educational material into
complete blocks that meet didactic and psychological
requirements within the framework of scientific theory,
which are placed or drawn in a sequence of logical
origin. The psychological basis of this method is the
analytical nature of mental work with complex
educational material [5].

Using a logical table system makes it easier to
study complex topics or branches of science. The use
of this method is based on the following principle, if
any complex material can be easily mastered:

* the material is divided into small parts that are
easy for students to master;

* unnecessary data is removed from the system,;

* concepts are arranged in a sequence of logical
origin from each other;

* parts are provided with additional signs,
drawings, etc.;

« particles are abbreviated as much as possible,
keywords are used.

Conclusion. The first table of the logical table
system is information about some semiconductor
substances.

Table 2
Types of semiconductors depending on their
structure, composition and electrical conductivity, their

production and application.

Types ofiSemiconductor
Semiconductors  [Mining

I. According to the
structure of the
crystal lattice

Applications of
Semiconductors
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1 Monocrystal

Grown according to
the Czochralski

Used to produce
epitaxial layers in
semiconductor

method device technology

Crystallization isSingle crystals are
2  |Polycrystal [formed as a result ofused in cultivation

polymorphic  phaseand in the production

processes andpof tools

aggregation of

crystalline powders

3 |Liquid /A semiconductor is
semiconducto(formed by diluting &
rs substance
\/Amorphous [SiH4 is obtained byOptical sensors are
semiconducto|decomposition ofjused as the basis for
4 s monozylene using amemory  elements
10% argon mixture atand LEDs for video
low pressure recording, defect
detection in  the
textile and
metallurgical
industries
Organic Produced by heatingUsed in
5  isemiconductolorganic matter microelectronics as
rs photosensitive
substances
Il. By chemical
composition

Silicon is obtained by

In the manufacture ofi

1 Elementary [reduction ofidevices and systems
semiconductoftrichlorosilane  withjin  the electronics|
rs hydrogen, elementalindustry

germanium is obtained
by reduction oxide
GeO2 IV with pure
hydrogen.

2 Produced by epitaxialUsed as infrared
Semiconduct [growth radiation receivers
ors consisting
of binary|
compounds

I1l. By electrical

conductivity

1  |Private Obtained using theUsed in the
semiconducto [Czochralski method — |manufacture of
rs thermistors and

photoresistors
Mixed Obtained by addingUsed in the
semiconductolelements from groupmanufacture of

2 s 111 of the periodic tablesemiconductor
1) p-type diodes, transistors
semiconducto and integrated
rs circuits
2) n-typeObtained by adding
semiconducto elements group V of]
rs the periodic table

The second table of the system of logical tables
is the energy bands of semiconductors and their

changes in contact

Table 3.

Energy bands of semiconductors and their

changes in contact

p-type

n-type

‘p-n junction

p-n-p junction

E;. —bottom of the conduction band, Er — Fermi level, E. — upper limit of the valence band,
,,,,,, U — contact potential difference, Lp»— p-n junction length, Ly — 2-n-p junction length,

® —elegtron, o —hole

The third table of the logical system is a table
that contains information about the conductivity of the
semiconductor or its application in semiconductor
electronics, depending on the type of transition

Table

4. Some

information

about the

conductivity of a semiconductor or its application in
semiconductor electronics depending on the type of

junction
Conduction and| Semicond tool - Basic .
transition type Tool sign semiconductor Application
Resiztor o 8 Radio enzingering,
_@_ si Elertrical enginesting,
nype a0 EnZmeEning,
p-type ~
Themistr, \i@ SiCoHele | Awomsion
] . Sutomation, electrical
Diods —ﬁ— 8L, Ge euginserme, radio
engineenng
_ \ _ _
Photediode _@_ §i. G Sufomation,
pn ) . 2 Anomation, electrical
o Light-emitting dinds. 4@, AsCa EnEieeng, oo
engineetivg,
Automation, electrical
Homip Laser )*— 256 cugnezive.
Automation, electrical
Thymistar, Hﬁ 8L engineering,
radio engineering
Automation, electrical
Transistor 8. Ge engineering,
radio engineering
) Automation, electrical
Ehotatansistor §i, Ge. engineering,
radio engineering
Hp-R .
COmtocounlss @ Bi Sala,
- Ammaﬁom__ gler:trical
i Chip SiGs, dsCia engincering,
radio engineering
Automation, electrical
g Integrated circuit 8i.Ge. dsin engineering,
Py radio engineering

This table can be used by undergraduate and
graduate students, researchers and young teachers in
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the course “Physics of Semiconductors and

Dielectrics”.
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Annotatsiya. Mazkur ishda yangi mavjud oqimli shifrlash algoritmlarini giyosiy tahlil gilingan.
Yangi mavjud ogimli shifrlash algoritmlarining qiyosiy tahlili, ularning xususiyatlari va
parametrlarini o‘rganish orqali amalga oshiriladi. Tahlil gilingan algoritmlarning xossalari umumiy
kriptografik talablar asosida umumlashtirilgan jadvali yaratilgan. Algoritmlarning xususiyatlari
bo‘yicha olingan natijalar parametrlari solishtirilgan.

Il Kalit so‘zlar: Oqimli shifrlash, eSSTREAM, Trivium, Rabbit, kriptotahlil, baholash, iteratsiya.

I.  Kirish. Ana’naviy oqimli shifrlash
algoritmlari va ularga alogador xavfsizlik muammolari
hagida ko'plab adabiyotlarda ma'lumot berilgan[1].
Ushbu algoritmlar o‘z vaqtida keng qo‘llanilgan
bo‘lsada, ularning dizaynida yoki amalga oshirilishida
aniglangan xavfsizlik zaifliklari sababli, yangi ilovalar
yoki tizimlarda ulardan foydalanish tavsiya etilmaydi.
Bu zaifliklar, hujumchilarga ma’lumotlarni oshkor
qilish, kalitlarni tiklash yoki shifrlangan ma’lumotlarni
o‘zgartirish imkoniyatini beradi.

Quyida esa eSTREAM loyihasi doirasida ishlab
chiqgilgan ko‘plab oqimli shifrlash algoritmlarining
tahlili bilan tanishib chigiladi. eSTREAM loyihasi,
European Network of Excellence for Cryptology Il
(ECRYPT 1) doirasida ishga tushirilgan va ogimli
shifrlash algoritmlariga bag‘ishlangan tashabbusdir[4].
Bu loyiha, mavjud ogimli shifrlash algoritmlarining
xavfsizlik va samaradorlik jihatidan cheklovlarini
engish maqgsadida yangi, xavfsiz va samarali ogimli
shifrlash algoritmlarini rivojlantirishni ko‘zlagan.

Ushbu loyihada ikki turdagi: dasturiy vositalar
va qurilmalar uchun mos bo‘lgan oqimli shifrlash
algoritmlari keltirilgan. Birinchi guruh algoritmlari
dasturiy ko‘rinishda qulay bo‘lgan algoritmlardan

iborat bo‘lib, 128-bitli AES-CTR algoritmidan tezkor
bo‘lgan algoritmlardan tashkil topgan. Ushbu guruhga
tegishli finalchi shifrlar: Salsa20/12, Rabbit, HC-128
va SOSEMANUK algoritmlaridan iborat. Ikkinchi
guruhga tegishli shifrlar, eSSTREAM loyihasi doirasida
tanlangan, qurilmada amalga oshirish qulayligi nugtai
nazaridan  80-bitli AES  algoritmidan  ko‘ra
afzalliklarga ega  Dbo'lgan  ogimli  shifrlash
algoritmlaridan iborat. Bu guruhda esa finalchi
algoritmlar: Grain, Trivium [8] va MICKEY 2.0 iborat
bo‘lgan.

I1. Asosiy gism. eSTREAM loyihasi doirasida
olib  borilgan tanlov jarayonida, kriptografik
hamjamiyatning diqqat markazida bo‘lgan bir qator
muhim masalalar ko‘tarildi. Ushbu loyihada ishtirok
etgan 34 ta shifrlash algoritmi orasidan, fagat ikkita
sinxronlanuvchi  shifrlar  xavfsizlik muammolari
sababli tanlovni tark etgan yoki tanlov jarayonida
ularning xavfsiz emasligi aniglangan. Bu holat, ogimli
shifrlash  algoritmlarining  xavfsizlik  darajasini
baholashda ganday gqat’ity mezonlar qo‘llanilishi
kerakligini ko‘rsatadi.

Finalchi algoritmlar tanlovi, ularning kalitni
to‘liq tanlash hujumiga gqarshi samaradorligi kabi
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muhim kriptografik xususiyatlarini sinovdan o‘tkazish
orgali amalga oshirildi. Birog, yangi kriptotahlil
usullari qo‘llanilganda, finalchilar orasida jiddiy
xavfsizlik muammolari aniglandi. Bu, har ganday
shifrlash algoritmi dizayni va tanlovi jarayonida,
xavfsizlikni har tomonlama kafolatlash uchun keng
qamrovli tahlil va sinovlarni o‘tkazish zarurligini
ta’kidlaydi.

Lightweight Cryptography (LWC) mubhiti,
resurs cheklangan qurilmalar uchun mo‘ljallangan
kriptografik algoritmlarni o‘z ichiga oladi. Bu turdagi
mubhitlar, masalan, 10T (Internet of Things) qurilmalari,
o‘rnatilgan tizimlar, RFID teklar va smart kartalar kabi,
cheklangan xotira, quvvat va protsessor quvvatiga ega
bo‘lgan qurilmalardir. LWC muhitida samaradorlik,
xavfsizlik va resurs talablarining muvozanati juda
muhimdir. Shu munosabat bilan, eSTREAM
loyihasining ikkinchi guruhiga tegishli Grain va
Trivium algoritmlari hamda birinchi guruhga tegishli
Salsa20 va Rabbit algoritmlari LWC muhitida
go‘llanish uchun mos keladi.

Adabiyotalar tahlili. Dasturiy ko ‘rinishda
amalga oshirish uchun mos bo ‘Igan shifrlar — birinchi
guruh algoritmlari.  Salsa20 algoritmi, Daniel J.
Bernstein tomonidan ishlab chigilgan va eSTREAM
loyihasining dasturiy ko‘rinishda amalga oshirish
uchun mo‘ljallangan shifrlaridan biri sifatida
tanlangan. Uning asosiy xususiyati, samaradorlik va
xavfsizlik o‘rtasidagi muvozanatni ta'minlashdir.
Salsa20, yuqori darajadagi parallel ishlash gobiliyati va
sodda tuzilishi bilan ajralib turadi, bu esa uni turli
platformalarda samarali ishlashga imkon beradi. 256
bitli kalit va 128 bitli IV (Initialization Vector) dan
foydalanish, algoritmini keng ko‘lamli dasturlar uchun
mos keladi. Salsa20 algoritmining uch varianti turli xil
ilovalar va xavfsizlik hamda tezlik talablariga javob
berish uchun mo‘ljallangan. Bu variantlar algoritmning
raundlar soni bilan farglanadi, bu esa ularning
xavfsizlik darajasini va ishlov berish tezligini
to'g'ridan-to'g'ri  ta'sirlaydi.  Salsa20/20  varianti
odatdagi kriptografik ilovalar uchun mo‘ljallangan
bo‘lsa, Salsa20/12 va Salsa20/8 variantlari yuqori
tezlikni talab etuvchi, lekin, kam xavfsizlik darajasi
mos keluvchi muhitlar uchun mos hisoblanadi. Salsa20

algoritmi, uning dasturiy ko‘rinishda amalga oshirilishi
uchun juda qulay bo'lgan sodda, ammo samarali
amallardan foydalanadi. Bu algoritm, ARX (Addition,
Rotation, XOR) dizayn sxemasiga asoslanadi, bu
sxema oddiy qo'shish, modul 2% bo‘yicha qo‘shish,
bitlar bo‘yicha siljitish (rotation) va XOR (eksklyuziv
yoki) amallaridan iborat. (1-rasm). Ushbu algoritmda
ma’lumotni shifrlash va deshifrlash bir xil bo‘lib, bu
tezkorlikni ta’minlaydi. Ushbu algoritmlar tezkor
algoritm bo‘lgani sababli, Crypto++ kriptografik
kutubxonasidan joy olgan.

Salsa20 algoritmining dasturiy ko‘rinishi juda
samarali bo‘lishi mumkin, masalan, eng optimal tarzda
yozilganda 1452 bayt hajmga ega bo‘lib, shifrlash
jarayoni uchun taxminan 18400 takt (sikl) talab gilishi
bilan ajralib turadi. Bu, zamonaviy kompyuterlar va
mikrokontrollerlar uchun juda samarali bo‘lgan
tezlikni anglatadi, chunki u yuqori darajadagi
optimallashtirish orgali amalga oshirilgan.

Biroq, algoritmining apparat ko‘rinishida
amalga oshirilishi ancha ko‘p resurslarni talab qiladi.
Masalan, eng optimal ravishda amalga oshirilgan
apparat ko‘rinishi 12126 ta mantiqiy elementni (Gate
Equivalent, GE) talab qiladi. Bu ko‘rsatkich,
Lightweight Cryptography (LWC) uchun belgilangan
standartlarga mos kelmaydi. LWC sohasida ko‘plab
tadqiqotchilar apparat resurslarining juda cheklangan
bo‘lishi kerakligini ta'kidlashadi, ba’zilar esa 300 GE
atrofida bo‘lishini ideal deb hisoblashadi. Bu, asosan,
juda kichik o‘lchamdagi qurilmalar uchun, masalan,
RFID teklar yoki boshqa o‘rnatilgan tizimlar uchun
juda muhimdir, chunki bu turdagi qurilmalar juda
cheklangan xotira va ishlov berish quvvatiga ega.

Salsa20ning bu kabi apparat talablari, uni ba’zi
LWC ilovalari uchun kamrog mos keladigan variantga
aylantiradi, aynigsa agar juda kichik o‘lchamdagi
qurilmalar yoki juda cheklangan apparat resurslariga
ega bo‘lgan muhitlar nazarda tutilsa. Shunga qaramay,
Salsa20ning dasturiy ko‘rinishi, o‘rta va yuqori
darajadagi qurilmalarda, shuningdek, kompyuter
tarmogqlarida juda samarali va xavfsiz yechim bo‘lib
golmoqda.

Rabbit  algoritmi,  yuqori  tezlik va
samaradorlikka ega bo‘lgan sinxronlanuvchi oqimli
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shifrlash algoritmidir. Bu algoritm, asosan, kalitni
aralashtirish va ma’lumotlarni shifrlash jarayonlarini
tezkor amalga oshirishga mo‘ljallangan bo‘lib, dasturiy
vosita ko‘rinishida amalga oshirish uchun juda
qulaydir. Rabbitning yuqori ishlov berish tezligi uni
Internet protokollari, jumladan, video streaming,
o‘yinlar va boshqa katta hajmdagi ma’lumotlarni
yuborish talab etiladigan muhitlar uchun ideal tanlovga
aylantiradi.Ushbu algoritm o‘rnatiluvchi
CyasSLdagi kriptografik algoritmlar ro‘yxatiga
kiritilgan va ISO/IEC 18 033-4:2011 tarkibida
standartlashtirilgan.

Ushbu algoritm zamonaviy protsessorlar uchun
mos bo‘lgan sodda va asos amallardan tashkil topgan.
Ushbu algoritm NFSR va S — jadvalga asoslanmagan
kuchli chizigsizlikni ta’minlaydi. Ushbu algoritmda
nochiziqlik xaotik xarita asosida ta’minlangan. Rabbit
algoritmi, yuqori tezlik va effektivlikka ega bo‘lgan
sinxron ogimli shifrlash algoritmi sifatida, 128 bitlik
kalit va 64 bitlik IV (Initialization Vector) dan
foydalanadi. Bu xususiyatlar uni  zamonaviy
kriptografik talablarga javob beradigan giladi. Ushbu
algoritmni 1.7 Gs bo‘lgan Pentium 4 muhitida amalga
oshirish uchun 1976 bayt talab etiladi va 486 sikl
kalitni o‘rnatish va bir baytni shifrlash uchun 5.1 sikl
talab gilinadi. Ushbu algoritm qurilmalar uchun mos
bo‘lib, 3800 GE talab qgiladi. Amaliy buzulishga olib
keluvchi hujum (Practical fault) o‘rtacha 128-256 ta
buzilishni talab qiladi va to‘liq ichki holatni tiklash
uchun 241.6 baytli jadval talab gilinadi hamda bu 238
qadamni oz ichiga oladi.

HC shifrining ikki ko‘rinishi: HC-128 va HC-
256 [9] mavjud bo‘lib, ular mos ravishda 128 va 256
bitli kalit va 128 bitli IV dan foydalanadilar. Ushbu
shifr ikkita katta jadvaldan iborat bo‘lib, ularning har
biri 32 bitli 512 ta elementdan iborat va 32 — bitli
so‘zlar sifatida qaraladi. Har bir qadamda holat
nochizigli qayta alogali funksiya yordamida
yangilanadi va nochizigli filtr funksiyadan 32 bitli
natija chigariladi. Ushbu algoritm parallel hisoblash
mubhiti va mikroprotsessorlar uchun mos hisoblanadi.
Ushbu algoritm ham o‘rnatilgan tizimlar uchun
foydalaniladigan CyasSL kriptografik kutubxonasida
mavjud.

tizimlar

Ushbu algoritm jadvalga asoslangani bois, katta
ma’lumotlarni shifrlash uchun dasturiy ko‘rinishda
amalga oshirishga qulay. Birog, ushbu algoritmni
qurilmada amalga oshirish murakkab bo‘lib, 52 400
GE imkoniyatini talab etadi. Ushbu algoritmga
garatilgan ko‘zga ko‘ringan tahlil amalga oshirilmagan
va u shuning uchun xavfsiz deb qaraladi.
Mualliflarning ta’kidlashicha kalit ketma-ketligining
davri 22 dan Katta.

SOSEMANUK sinxronlashgan ogimli shifrlash
algoritmi bo‘lib, kalit uzunligi mos ravishda 128 yoki
256 bitli va 128 bitli IV dan foydalanadi. Birog, barcha
kalit uzunliklari uchun bir xil 128 bit xavfsizlik
darajasini taqdim qiladi. Ushbu algoritm o‘zida SNOW
2.0 ogimli shifri va Serpent blokli shifrlarni ayrim
elementlarini  mujassam qgilgan. Ushbu algoritm
SNOW 2.0 algoritmiga garaganda tezkor hisoblanadi.
Ushbu algoritm LFSR va FSR foydalanib, 32 bitli
so‘zlar ustida amallar bajaradi. Ushbu algoritmning
kalitlarni o‘rnatish bosqichi uchun 24 raundli Serpent
algoritmi ishlatilgan. Ushbu algoritmni dasturiy
tomondan amalga oshirish o‘rtacha 2000-5000 baytni
talab qilsa, qurilmada amalga oshirish uchun 18819
Geni talab giladi.

Qurilmaga mo ‘ljallangan oqimli  shifrlash
algoritmlari — ikkinchi guruh algoritmlari. Grain
ogimli shifrlash algoritmi qurilmaga amalga oshirish
uchun mo‘ljallangan bo‘lib, sinxronlashgan turdagi
algoritm hisoblanadi. Ushbu algoritm LFSR va
nozichigli filterlash funksiyasidan iborat. LFSR
minimal kalit ketma-ketlik davrini va chigishdagi
muvozanatni kafolatlaydi. Filterlash funksiyasi NFSR
turida bo‘lib, shifrning nozichiqligini kafolatlaydi.
LFSR dan chiggan bitlar NFSRning kirish bitlari bilan
qo‘shilib, holatning muvozanatlaydi.

Grain ogimli shifrlash algoritmi qurilmaga mos
bo‘lishi uchun bitga qaratilgan bo‘lib, oddiy amalga
oshirish 1 bit/sikini tagdim etadi. Birog, ushbu
algoritmda tezkorlikni oshirish uchun so‘zlar ustida
amallarni bajarish imkoniyati mavjud. Birog, bu
imkoniyatga erishish uchun qurilma imkoniyatini
yaxshilash talab etiladi. Bu holda tezkorlikni 16 bit/
siklgacha yetkazish mumkin. Ushbu algoritm A5/1 va
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EO algoritmlari kabi xavfsizlik darajasini ta’minlasada,
buning uchun kichik qurilma imkoniyatini talab giladi.

Grain algoritmi 80 bitli kalitlar va 64 bitli IV
dan foydalanadi. Ushbu algoritmni 1 bit/siklda amalga
oshirish uchun 1294 GE va 16 bit/siklda amalga
oshirish uchun esa 3239 GE talab gilinadi. Dasturiy
ko‘rinishda amalga oshirishda, 1 bit/sikl holatni
ifodalash 778 bayt kod hajmiga teng bo‘lib, shifrni
sozlash uchun 107366 sikl va natijani chop etish uchun
617 sikl talab giladi.

Trivium shifrlash algoritmi ham ikkinchi
guruhga tegishli algoritm bo‘lib, eSTREAM
konkursining finalisti hisoblanadi vau LWC (ISO/IEC
29192-3:2012) uchun standartlashtirilgan. Ushbu
algoritmni loyihalovchilari ogimli shifrlarni ganday
qgilib uning xavfsizligi, tezkorligi va
moslashuvchanligini yo‘qotmasdan soddalashtirish
mumkin degan savolga javob topishga harakat gilgan.
Ushbu algoritm sinxronlashgan turga tegishli bo‘lib, 80
bitli kalitlar va 80 bitli 1V dan foydalanadi. Ushbu
algoritmda uchta SHR mavjud bo‘lib, ular algoritmda
nozichiqlikni ta’minlab bergan.

Qurilma ko‘rinishda ushbu algoritmni amalga
oshirish uchun standart CMOS (Complementary
metal-oxide semiconductor) texnologiyasida 2017 GE
talab qilingan bo‘lsa, talabga ko‘ra C2MOS
texnologiyasida amalga oshirish uchun 749 GE talab
gilingan.

Oc‘zi — sinxronlashuvchi ogimli shifrlar sanoat
uchun sinxronlashgan algoritmlar  kabi  zarur
hisoblanmasligini yuqoridagi tahlil natijalari ko‘rsatib
o‘tildi. Xavfsiz sinxronlashgan shifrlar o‘rnatilgan
shifrlar uchun asosiy tanlov hisoblanadi. Oqimli
shifrlarda esa nochizigli funksiya muhim hisoblanib,
algoritm  bardoshligini  ta’minlashda ~ muhim
omildir.Autentifikatsiyalash imkoniyatiga ega shifrlar
ham muhim bo‘lgan autentifikatsiya teglarini taqdim
giladi. Birog, ushbu shifrlash sxemalari qator
hujumlarga bardoshsiz bo‘lib, ularni yaratishdagi
asosiy to‘siglardan biri hisoblanadi. Shuning uchun
mazkur muammoni bartaraf etishda odatda “shifrlash-
keyin-MAC” sxemasidan keng foydalaniladi va bu
odatiy autentifikatsiyalash imkoniyatiga ega shifrlarga
garaganda bardoshli xavfsizlikni tagdim giladi.

I11. Natijalar. Amalga oshirilish darajasini
baholash. Ogimli shifrlash algoritmlarini 1-jadvaldagi
kabi tahlillash, to‘liq bahoni bermaydi.
Xususan,  bu amalga  oshirishdagi

ularga
o‘rinda
ma’lumotlarni keltirish mumkin. Shu sababli, yuqori
tahlil gilingan algoritmlarning qurilmada va dasturiy
ko‘rinishda amalga oshirishdan olingan natijalar bilan
quyida tanishib chigiladi.

1-jadval. Tahlil gilingan shifrlarning umumiy
xususiyatlari

Shifr nomi Kalit Blok v Turi Tahlili/ hujumlar
uzunligi | uzunligi
(bit) (bif)
RC4 8-2048 1 ARX Kalitga bog*liq hujum, WEP
dagi hujum
AS5/1 54,64 - 0 LSFR Ma’lum ochiq matnga
asoslangan hujum, time-memory
tradeoff hujumi
E0 128 - 0 SHR Bluetooth protokoliga
asoslangan hujum
AES 128,192, 128 0 SPN Biclique kripotahlili
256
Rabbit 128 128 Xaotik jadvallar + sodda Amaliy buzish hujumlari
amallar
Grain 80, 128 1,16 64, 96 LFSR + NFSR Differensial buzish hujumlari
Trivium 80 1.8,16 80 3 SHR Takomillashgan differensial
buzish hujumlari
Salsa 128, 256 32,512 64, ARX Soddalashtirilgan versiyalariga
128 hujumlar
HC 128,256 - 128, 2 ta katta jadval Turli kriptotahlil usullari
256
SOSEMANUK| 128, 256 640, 32 64 LFSR+FSM Takomillashgan differensial
buzish hujumlari
MICKEY 2.0 80, 128 1 0-80, Galua LFSR + NFSR Takomillashgan differensial
0-128 buzish hujumlari, kalitga bog‘liq
hujumlar
Enocoro 80, 128 1 64 PRNG Turli kriptotahlil usullari
Rabbit-MAC 128 128 Xaotik jadvallar + sodda| Rabbit algoritmidagi hujumlar
amallar
BEAN 80 2 64 FCSR+S jadval Holatni tiklash hujumlari
Hi ingbird 256 16 64 Gibrid Ko*plab hujumlar
WG-7 80 1 81 LFSR+WG Differensial hujumlar
TinyStream 128 - - TPM -
Hummingbird- 128 16 64 Gibrid Kalitga bog‘liq hujumlar
2
Grain-128a 128 1 96 LFSR+NFSR Differensial buzish hujumlari
A202 56 1 - LFSR+2 NFSR Ultra samarali tanlangan ochiq
matnga asoslangan hujum
Quavium 80 1 80 | 4 Trivium algoritmidagi -
kabi SHR
Cavium 80 1 80 CA -
ASC-1 128 128 56 SPN (CFB ga o‘xshash Chegaralangan xavfsizlik
rejim)
WG-8 80 1,11 80 LFSR+WG Kalitni tiklash hujumlari
CAR30 128 128 120 CA -
ALE 128 128 128 SPN Kriptohujumlar bilan
obro‘sizlantirilgan
ACORN 128 - 128 6 LFSR Moslashgan tanlangan
ochigmatnga asoslangan hujum
Sablier 80 - 80 ARX Amaliy holatni tiklash hujumi
. P . .
Qurilma  ko'rinishda  amalga  oshirish

natijalari. Oqgimli shifrlarni amalga oshirish kerak
bo‘lgan qurilma muhiti cheklangan bo‘lib, [11]
manbada mualliflar tomonidan Verilog tilida 5 ta
ogimli shifrlash algoritmlari amalga oshirilgan. Bunda
foydalanilgan qurilma arzon bo‘lgan Xilinx Spartan3
XC3S1000 FPGA (7680 gatlam (slices), 630 MHz, 55
KB RAM) qurilmasidan foydalanilgan.
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Ushbu  qurilmada  amalga  oshirilgan
algoritmlarni  baholashda  o‘tkazish  qobiliyati
(throughput, MBps), kutish giymati (latency,

sikl/blok), maksimal chastota (maximum frequency,
MHz), quvvat (power, W) va talab gilingan triggerlar
hamda qatlam (flip-flops va slices) o‘lchovlari asosida
baholangan. Quyida keltirilgan 1.2 — jadvalda tanlab
olingan algoritmlarning yuqorida keltirilgan FPGA
muhitida amalga oshirish natijalari  keltirilgan.
Algoritmlar sifatida AES, Enocoro-128, WG-8,
Salsa20 va HC-256 lar tanlangan.

1.2 — jadval. FPGA muhitida algoritmlarning
omillar bo‘yicha tahlili (qaysi holda yaxshi ko‘rsatkich
bo‘lishi ham keltirilgan)

Kalit | Blok: If‘,'"“:i“ Otkazish| Mak." " O‘tkazish
Shifrn igi ligi| IV (bit ‘lgﬁ‘/ qobiliyati| Chastota Q“(W"‘;g FFo |Qatlamlar{qobiliyati/
®itys | (bit) Dok | MBPS)s| (MHz)s
Yaxshist a o a Pastic | Yugorisi: o Pastio | Pastic Pastic | Yugorio
WG-80| 800 1o 800 10 21120 | 1920 | 0.0163| 2075 | 398a 0.660
E"‘;C(;’;‘" 800 1o 640 10 9002 1180 | 0.008a| 2390 | 2920 0.38
E“‘l’g‘;‘[]" 1280 1o 640 1o 12000 | 1490 | 0.0083| 3620 | 442 0.330
AESO | 1280 | 128 o 2060 | 87540 | 770 | 00783| 7810 | 59487 | 0.180
WG-82| 800 1o 80o 1o 1908 | 1908 | 0.0052| 850 1370 0.172
Salsa200| 2560 320 640 20 9900 | 1940 | 00120 12860] 20363 | 0.060
HC-128d 1280 | 5120 | 1280 ) s S s o [>>262000{ -

Bundan tashqari, ushbu algoritmlarni ASIC
(Application specific integrated circuit) muhitida
amalga oshirish natijalari ham Kkeltirilgan. Mazkur
holda tahlillash omili sifatida o‘tkazish qobiliyati, GE
va yuqori sifatlilik (figure of merit, FOM)lar tanlab
olingan. Bunda FOM kattaligi

o'tkazish qOblllyatl/GEz tarzida hisoblangan va

algoritmning qurilmada amalga oshirishdagi sifat
darajasini ko‘rsatgan. Mazkur muhitda olingan tahlil
natijalari esa 1.3 — jadvalda keltirilgan.

1.3 — jadval. ASIC muhitida algoritmlarning
omillar bo‘yicha tahlili (qaysi holda yaxshi ko‘rsatkich
bo‘lishi ham keltirilgan)

Kutish* Har'100'KHz da*

Kalit | Blok' | py, Maydoni
Shifro ligi ligi (bif) qiymati- | o‘tkazish-qobiliyati- | Tex."(um (éE)ﬂ FOMx
(bit) (bit)z (sikl/*blok’ (MBps)o
Yaxshisi o] o} o Pastic Yuqorisi2 o} Pastic Yugqorisic
WG-80 800 10 800 10 1000 0.650 17860 0.003910
Enocoro-) gy 1o 640 1o B 0090 | 2700m o
80
Em])g(ég» 1280 1o 640 1o 8000 0.09c 41000 0.00594c
AES© 1280 1280 - 2261 56.642 0.352 24002 0.001220
WG-82 80z 110 802 10 1100z 0.652 39420 0.00884
Salsa20! 2560 320 640 20 990 0.130 12126t 0.00008t
HC-256 1280 5120 1280 o -0 0.130 |>>524000: -

WG-8, Enocoro va AES algoritmlar o‘rnatilgan
tizimlar uchun mos bo‘lgan qulay amalga oshirilish
imkoniyatiga ega hisoblanadi (3000 dan kam bo‘lgan
GE). Bular orasida WG-80 eng ixcham va samarali
algoritm hisoblangan. Enocoro algoritmi ham yaxshi
amalga oshirilish darajasiga ega va LWC mubhitida
amalga oshirish mumkin bo‘lgan standartlashtirilgan
algoritmdir. AES algoritmi yuqori xavfsizlik darajasini
gayd gilsa ham, yugori energiya sarfiga ham ega.
Qolgan Salsa20 va HC algoritmlari esa o‘rnatilgan
qurilmalar uchun mos emas.

Dasturiy vosita ko ‘rinishda amalga oshirish
natijalari. Qurilmada amalga oshirishga o‘xshash
holda, mualliflari tomonidan ayrim ogimli shifrlash
algoritmlari  C dasturlash tilida kredit Kkarta
o‘lchamidagi o‘rnatilgan qurilma, BeagleBone
(AM3359 ARM Cortex A8 single core CPU, 720 MHz,
256 MB RAM, Ubuntu OS) muhitida amalga oshirildi.
Barcha amalga oshirilishlar umumiy bo‘lgan testlash
omillari asosida baholandi. Mazkur holda baholash
omillari sifatida ROM, RAM va mujassamlashgan
o‘lchov (combine metric, CM) kattaliklaridan
foydalanilgan. ROM va RAM Kattaliklari kod va vaqt-
xotira kattaliklarini Kbaytda o‘lchaydi. CM kattaligi
esa (ROM X shifrlashdagi sikl)/blok o‘lchamini
ko‘rsatadi. Dasturiy vosita ko‘rinishda amalga oshirish
uchun AES/ AES-CTR, Enocoro-128, WG-8, Salsa20
va HC-128 algoritmlari tanlab olingan. 1.4-jadvalda
dasturiy vositalarni amalga oshirishdan olingan
natijalar keltirilgan.

IV.XULOSA. Dasturiy vosita ko‘rinishda
amalga oshirishda Salsa20 algoritmi tezkorlik va ishga
tushirishning qisgaligi bilan golganlaridan ajralib
turgan. Enocoro va WG-8 algoritmlari ham kam kod
hajmi va xotira talab gilishi bilan ajralib turgan. Eng
tezkor shifrlash algoritmi HC bo‘lgan bo‘lsa, eng sekin
algoritm AES standarti bo‘lgan.

1.4 — jadval

Dasturlash muhitida algoritmlarning omillar
bo‘yicha tahlili (qaysi holda yaxshi ko‘rsatkich bo‘lishi
ham keltirilgan)
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Kalit* Blok* Ishga: Har720-MHz*

Shifra g gi-| IV-(bit)d tushirish Shll:rlash' ROM' | RAM' | dao Elfam.lr CMua
(bite bign (sikl)m (sikl)a [ (Kbayt)s (Kbayt) qobiliyati-
(MBps)c
Yaxshisi a a a Pastic Pastic Pastia | Pastia Yugqoriz Pastict
Salsa200|  128a 5120 640 4600 29491c 4.80 8.27a 12.50 2760
Salsa200| 2560 5120 640 4600 29729c 4.80 8.350 12.40 278a
E“‘l’g‘;‘;' 1282 12 64a | 48700 | 138 381 | 7362 5.0 5260
WG-82 80z 1o 8o 13790 692 6.62 0.592 10.40 4560

HC-128 1280 5120 1280 | 20828769 173880 77.20 16.582 21.20 26210

AESo 1280 1280 -0 69530 | 20480u 22.20 88u 4.50 35520

AES-

CTRo 1280 128c 1280

469.60 219420 22.30 88.50 4.20 38220

Xulosa o°rnida shuni aytish mumkinki, xavfsiz
bo‘lgan algoritmni tanlash degani butun ilovani xavfsiz
bo‘ldi degani emas. Boshqa so‘z bilan aytganda, butun
ilovani loyihalash davomida nafagat algoritmlarning
xavfsizligiga, balki, ularning mosligiga va to‘g‘ri
birlashtirilganiga ham e’tibor berish kerak hisoblanadi.
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Abstract: The results of the methods research of automatic license plate recognition are presented.
The procedures of the localization region license plates in the image picture, normalizing the license
plate image, license plate image segmentation, character of license plate recognition and syntactic
analysis of the elements of the license plate. It is shown that an effective approach can be based on
the applying methods of the Viola-Jones, Hough, the analysis of histograms of brightness and support
vector machine. The described approach allows to obtain high recognition accuracy in different
corners of the license plate relative to the camera. Also, the article outlines the key procedures
involved in automatic license plate recognition, including localization, normalization, segmentation,
recognition, and syntactic analysis. It also describes the use of algorithms based on binarization,
contour extraction, and morphological image processing to localize license plate areas in images.
Finally, it proposes an algorithm for localizing license plate areas in images, involving grayscale
conversion, gradient operators, adaptive binarization, morphological operations, contour detection,
and area selection based on license plate parameters.

Keywords: automatic license plate recognition, localization, normalization, segmentation, character
recognition, syntactic analysis.

Introduction.  Automatic License Plate | necessitates efficient ALPR systems to streamline

Recognition (ALPR) systems have emerged as
indispensable tools in various domains, ranging from
motor transport enterprises to car parking facilities.
These systems offer a plethora of functionalities,
including monitoring vehicle presence, managing
parking spaces, recording time durations, and
enhancing road safety through effective vehicle
tracking. The growing ubiquity of vehicles on roads

operations and ensure compliance with regulatory
standards.

Fundamental to ALPR systems are the
underlying procedures of localization, normalization,
segmentation, character recognition, and syntactic
analysis. Localization involves identifying and
isolating the region containing the vehicle's registration
number within an image. Subsequent normalization
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procedures aim to standardize the size and orientation
of the license plate image. Segmentation facilitates the
delineation of individual characters within the license
plate image, enabling accurate recognition. The
recognition process involves generating a string of
characters corresponding to the license plate. Finally,
syntactic analysis deciphers the elements of the license
plate string, adhering to predefined standards set by
regulatory authorities.

In summary, this study presents a novel
approach to automatic license plate recognition,
addressing the increasing demand for efficient and
reliable systems in diverse applications. By leveraging
advanced algorithms and methodologies, our proposed
ALPR system offers a robust solution for enhancing
vehicle monitoring, safety, and management across
different sectors.

Methods. Study Design: The study aimed to
develop an effective automatic license plate
recognition system by implementing various methods
including localization, normalization, segmentation,
character recognition, and syntactic analysis. The
methods employed in this research encompassed
techniques such as Viola-Jones for localization, Hough
methods and pixel brightness histogram analysis for
normalization, contour analysis for segmentation, and
the Support Vector Machine (SVM) method for
character recognition.

Data Collection: The experiments were
conducted using images containing vehicle license
plates. These images were obtained from various
sources to represent diverse conditions such as
different lighting, angles, and distances. The data
collection process involved capturing images with
varying distances between the camera and the vehicle,
as well as images with different angles of rotation in
the plane, vertically in space, and horizontally in space.

Software Development: The algorithms for
automatic license plate recognition were developed
using the C# programming language and the Emgu
computer vision library. The software was designed to
run on a dual-core personal computer with Intel Core
5i processors, clock frequency 1.6 GHz, and 4 GB
RAM, operating on the Windows operating system.

Experimental Procedures: The experiments
focused on evaluating the performance of the
developed algorithms in terms of localization time,
recognition time, and overall processing time.
Localization time was measured as the duration taken
to detect and localize the license plate area in the
image. Recognition time represented the time taken to
generate a string of license plate characters. Total
processing time was the sum of localization time and
recognition time.

Results. Localization Performance: The
experiments demonstrated the effectiveness of the
Viola-Jones method for localizing the license plate area
in the image. The results showed that the system could
accurately detect and localize license plates across
various distances from the camera, with localization
times ranging from 0.67 to 0.94 seconds.

Recognition Accuracy: The recognition
accuracy of the system was evaluated under different
conditions, including rotations in the plane, vertically
in space, and horizontally in space. The results
indicated high recognition rates, with correct
recognition percentages ranging from 37% to 100%
depending on the angle of rotation. Notably, the system
achieved 100% correct recognition when the license
plate was not rotated.

Overall Performance: The total processing
time of the system ranged from 0.93 to 1.23 seconds,
demonstrating efficient performance in real-time
applications. Despite variations in distances and
rotation angles, the system maintained high recognition
accuracy, meeting the requirements of GOST R 50577-
93 (group 1, type 1) with an accuracy of at least 85%.

Currently, automatic license plate recognition
systems are in demand in a wide variety of areas. For
example, they are used in the work of motor transport
enterprises, service stations, car parking lots, etc. Such
systems make it possible to control the presence of cars
in the service area, determine the time for servicing
customer cars, the number of free parking spaces, and
record the time of stay car in a specific zone, organize
automatic entry and exit of cars, etc. In addition, the
ability to automatically recognize vehicle license plates
is an important aspect of monitoring and ensuring road
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safety due to the constantly increasing number of
vehicles on the roads.

Automatic license plate recognition systems
mean a software or hardware-software complex that
implements automatic license plate recognition
algorithms for recording events related to the
movement of cars, i.e. to automate data entry and
subsequent processing [5].

Automatic license plate recognition is based on
the following procedures [7]:

1) localization;

2) normalization;

3) segmentation;

4) recognition;

5) syntactic analysis.

The first procedure is designed to detect and
localize the area with the vehicle registration number
on the image. Next, the found area is cut out from the
original  image and examined  separately.
Normalization consists of bringing the size and
orientation of the image with the number obtained in
the previous step to the required form. Here geometric
transformations, noise reduction, brightness changes
and contrast. The segmentation procedure ensures that
the image is divided into familiar locations, i.e.
highlighting areas of individual characters. The
recognition procedure is designed to generate a string
of license plate characters. The last procedure (parsing
procedure) is performed to determine the elements of
the string containing the number characters. These
elements may vary according to the standards of the
vehicle registration countries. For example, in the
Russian Federation, the standard defined by GOST R
50577-93 is used (as amended by orders of the Federal
Agency for Technical Regulation and Metrology)1.

Various algorithms are used to localize the
license plate area in the image. For the most part, they
are based on binarization, contour extraction, and
morphological image processing. In this case, it is
assumed that the original color image is converted into
a halftone form. Image binarization consists of dividing
all the pixels of a halftone image by brightness into two
classes - object and background. Automatic license
plate recognition systems can use both global and local

image binarization methods. However, adaptive
approaches are more preferable due to the ability to
compensate for the influence of noise on various parts
of the image, for example, the distribution of shadows
due to illumination inhomogeneity. Along with
binarization, edge detection can also be used [1]. To
eliminate small details and breaks, morphological
image processing methods are often used. As a result
of these procedures, connected sequences of binary
image points contours are formed. At the final stage of
the localization procedure, it is determined which of
the resulting contours is the boundary of the license
plate area.

Thus, we can propose the following algorithm
for localizing the license plate area in the image:

1) convert the original color image containing
the license plate into a grayscale form;

2) perform image processing with gradient
operators, for example, Sobel or Prewitt, the result of
which is an image whose value of each pixel is equal
to the gradient module at the corresponding point of the
original image;

3) perform adaptive binarization of the image
obtained in the previous step;

4) perform a morphological closure operation
with a rectangle as a structuring element;

5) determine the contours in the image;

6) identify areas limited by contours;

7) select the area whose parameters correspond
to the license plate number.

An alternative approach for localizing the
license plate area in an image is based on the Viola—
Jones method, developed and presented in 2001 by P.
Viola and M. Jones [8]. The Viola-Jones method is one
of the most famous methods for searching for objects
in an image in real time. This approach allows you to
find the number area in complex and atypical
conditions. The Viola-Jones method is based on the use
of a set of Haar characteristics. The Haar sign consists
of adjacent rectangular areas that are positioned in the
image, then the pixel intensities in the areas are
summed, then the difference between the sums is
calculated. The region detection stage of the Viola—
Jones method uses a window of a certain size that
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moves across the image. The Haar sign is calculated for
each area of the image over which the window passes.
The presence or absence of an object in the window is
determined by the difference between the value of the
feature and the trained threshold. High accuracy of
detection of specified objects in the image is ensured
by the cascade classifier.

Approaches based on contour analysis can find
numbers of different sizes and at different angles.
However, they have several disadvantages:

1) the image of a car may contain many
rectangular objects, similar in outline to a license plate;

2) relatively high computational complexity -
even on a small image, the detection time can reach
several seconds;

3) they are based on the analysis of number
boundaries, which is not always possible in real
conditions. For example, images of dusty cars may not
have clearly defined boundaries.

The approach based on the Viola-Jones method
seems to be more effective for localizing the number.
The corresponding procedure actually analyzes the
desired area for the presence in it of relations, points or
gradients characteristic of the number, identified at the
training stage using positive and negative examples. At
the same time, using some known relationships, you
can further improve the search efficiency. For example,
the initial value of the scanning window can be set
based on the dimensions of the license plate 520x115
mm according to GOST R 50577-93. The disadvantage
of this approach is the relatively low degree of
invariance to affine and projection distortions of
objects in images.

After localizing the image area with the license
plate, it is necessary to generate an image containing
only the license plate and perform its normalization. In
the simplest case, normalization consists of rotating the
corresponding rectangular area so that its orientation
coincides with the orientation of the axes of the image
coordinate system. But, as a rule, you often have to trim
the license plate horizontally and vertically. You can
also perform filtering to reduce noise or enhance
contrast.

As a rule, the selected area with a number is
relatively small in size and contains the boundaries of
the number, horizontal stripes outlining the bumper and
radiator grille. Therefore, to determine the angle of
rotation of the number frame, you can apply an
algorithm based on the Hough transform for lines [2].
The algorithm is as follows:

1) lines are determined whose length is more
than half the width of the number area;

2) a straight line is formed from the average
values of all points of the resulting lines;

3) the angle between the resulting straight line
and the horizon line is calculated. The next stage of
normalization is to find the boundaries of the frame of
the no-

license plate number plate. For this purpose,
intensity histograms are used horizontally and
vertically, respectively. To construct histograms, it is
necessary to sum the values of all pixels of a binary
image in rows or columns, then select the maximum
and filter out all values less than 20% of the maximum.

The next procedure, as mentioned above,
consists of identifying familiar places in the image
(segmentation). The simplest approach for character
segmentation is to use a predefined template [4]. The
template can be represented as an image of dark
rectangles corresponding to the symbols on a light
background, as shown in Fig. 1. The main requirement
for effective segmentation here is the correct
determination of the license plate frame at the
normalization stage, and any deviation from the actual
will contribute to the deterioration of the segmentation
of license plate symbols dimensions.

Fig. 1. Template for the arrangement of
symbols on the vehicle license plate

The next approach is based on constructing a
horizontal projection of average intensity [2]. The
essence of this approach is that the average intensity in
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each column of the number image is calculated and the
columns in which the average intensity differs
significantly from the threshold value are determined

(Fig. 2).

Fig. 2. Histogram of brightness distribution of
license plate pixels

Another method is based on contour analysis
[6]. After obtaining contours that represent connected
sequences of the binary image points, those that are the
boundaries of the car number symbol areas are
determined. This is achieved by filtering contours that
satisfy certain requirements for the relationship of
geometric characteristics [2]. An example of the
operation of the corresponding algorithm is shown in
Fig. 3.

-

Fig. 3. Result of license plate character
segmentation

The method based on the use of templates is
very simple to implement and does not require complex
operations associated with image analysis to search for
characters, but for its operation it is necessary to
accurately select the boundaries of the license plate
frame, which is not always feasible in real conditions.
Histogram analysis of an image is highly sensitive to
noise and defects in the image, especially in the spaces
between characters. As a result, histograms may not
reveal clear peaks in the spaces between symbols. In
this method, difficulties may also arise when selecting
regional symbols, since under them there are symbols
of country affiliation. Segmentation based on contour

analysis is less demanding on implementation
conditions, since it uses generalized geometric
features.

To recognize characters, it is necessary to
reduce each of them to a predetermined standard form.
Typically, this comes down to scaling and binarizing
the characters to achieve the best contrast between the
characters and the background. After pre-processing,
various recognition methods can be applied to the
corresponding selected familiar places. Template
matching methods, methods based on moment
analysis, and support vector machines are often used
[1, 3].

The advantages of template methods are ease of
implementation and resistance to defects in the image
of characters. The main disadvantage of template
methods is the inability to recognize characters that are
subject to affine and projection distortions and differ
from the templates embedded in the system.

The advantage of using image moments to
extract character features is that it is highly resistant to
changes in image scale and other geometric
transformations. The disadvantage of using them is
their high sensitivity to noise and defects in the image,
as a result of which characters may be incorrectly
classified.

The advantage of the SVM method is that to
build a classifier for character recognition, a relatively
small training sample size is sufficient. In addition, it
has a low error rate. The disadvantage of this method
is that the classification process does not take into
account the entire data set, but only the part closest to
the boundary separating the classes. The support vector
machine seems to be the most effective for recognizing
license plate characters.

The drawn conclusions on the effectiveness of
the implementation of each of the procedures were
confirmed as a result of experiments with the
developed software. The experiments were carried out
on a dual-core personal computer with Intel Core i5
processors, clock frequency 1.6 GHz, 4 GB RAM,
running the Windows operating system. The software
is developed in C# language using the Emgu computer
vision library. The results of the experiments are given
in table. 1-4. In table Figures 2—3 show the results of
the analysis of images of license plates obtained by
rotating the image plane relative to the camera (Fig. 4).
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Table 1. Recognition time depending on the
distance to the object

Distance to | Localization | Recognition Total
object, m time, s time, s processing

time, s

1 0,67 0,26 0,93

2 0,69 0,28 0,97

3 0,84 0,29 1,13

4 0,94 0,29 1,23

5 0,81 0,32 1,13

6 0,89 0,31 1,20

7 0,85 0,29 1,14

8 0,91 0,29 1,20

9 0,79 0,31 1,10

10 0,85 0,31 1,16
Table 2. License plate recognition when

turning in plane

Angle of-25-20+15+-100 {10 15 20 25
rotation

Percentage50 82 95 [100 10098 96 (79 Q37
of correct

recognition

Table 3. License plate recognition when
rotated vertically in space

Angle of-70-60-40-200 20 40 0 70
rotation

Percentage 53 |87 98 98 (10097 98 90 52
of correct

recognition

Table 4. License plate recognition when
rotating horizontally in space

Angle of-401-30-20+-100 |10 20 30 40
rotation

Percentage 63 95 [98 [100 (100 {10099 92 57
of correct

recognition
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Fig. 4. Rotations of the image plane on the
plane (left), in space vertically (center), in space
horizontally (right)

Thus, an effective automatic license plate
recognition system can be built based on the Viola—
Jones method for localizing the license plate area in the
image, Hough methods and pixel brightness histogram
analysis for normalization, contour analysis for
segmentation and the SVM method for character
recognition.

The developed algorithms made it possible to
ensure the recognition of license plates that comply
with GOST R 50577-93 (group 1, type 1) with an
accuracy of at least 85% at various rotation angles.

Conclusion.The study concluded that the
developed automatic license plate recognition system,
based on the Viola-Jones method for localization,
Hough methods and pixel brightness histogram
analysis for normalization, contour analysis for
segmentation, and the SVM method for character
recognition, was effective in accurately recognizing
license plates under various conditions. The system's
performance met the standards specified by GOST R
50577-93, making it suitable for practical applications
in areas such as motor transport enterprises, service
stations, and car parking lots.
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Tibbiy tasvirlar ichida alohida gizigish hududlarini (Region of interest-ROI)
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Annotatsiya: Tibbiy tasvirni segmentlash sog‘ligni saqlash sohasida garor gabul qilishning
anigligini oshirishda muhim ahamiyatga ega. Bu tibbiy tasvirlarda turli xil tuzilmalar yoki gizigish
hududlari (regions of interest - ROI) identifikatsiyasi va segmentatsiyasini 0‘z ichiga oladi. Qiziqish
hududlarini aniglash, turli xil kassaliklarini diagnostikasi, davolashni rejalashtirish va monitoringida
muhim ahamiyatga ega. Ushbu maqolada tibbiy tasvirlarda identifikatsiya anigligining muhimligi,
shuningdek aniqlikkka erishish algoritmlarining o‘rni taqdid qilinadi.

Kalit so‘zlar: Tibbiy tasvir segmentatsiyasi, Qizigish hududini (ROI) aniglash, Avtomatik aniglash,
Tasvirni tahlil gilish, Tasvirga ishlov berish, Kompyuter ko‘rish, Mashinani o‘rganish, Chuqur

o‘rganish.
<
' |

Kirish. Tibbiy tasvir segmentatsiyasiga
qiziqish hududlari (ROI) ma’lum bir tibbiy tashxis yoki
davolanish uchun eng muhim ma’lumotlarni o‘z ichiga
olgan tasvirning o‘ziga xos qismlaridir. Bu joylar tasvir
turiga va klinik kontekstga garab katta fargq qilishi
mumkin.

Tibbiy tasvirni segmentlashda eng keng
tarqalgan ROI turlaridan ba‘zilari:

e Lezyonlar: Bu o‘smalar, kistlar yoki yoriglar
kabi kasallikning mavjudligini ko‘rsatishi

[

1-rasm. Lezyon segmentlashdan olingan

mumkin bo‘lgan noodatiy to‘qimalar hududlari . .
hisoblanadi. Zararlarni to‘g‘ri segmentlash | tasvirga misol.
saraton tashxisi, davolashni rejalashtirish va

jarrohlik yo‘rignomasi uchun juda muhimdir. Organlar: Segmentli organlar ularni o‘lchash,

tahlil gilish va vizualizatsiya gilish imkonini beradi. Bu
organlar faoliyatini kuzatish, kasallikning
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rivojlanishini baholash va operatsiyalarni rejalashtirish
uchun foydali bo‘lishi mumkin.

2-rasm. Organlarni segmentlashga oid misol.

To ‘gqimalar:  Tasvirdagi turli to‘qimalar
turlarini farglash turli xil kassalik turlari uchun juda
muhim  bo‘lishi  mumkin, masalan, MRT
tekshiruvlarida miyaning o‘ziga xos hududlarini
aniqlash yoki biopsiyada
to‘qimalarini farqlash imkonini beradi.

Qon tomirlari: qon tomirlarining aniq
segmentatsiyasi ~ yurak-gon  tomir  kasalliklari
diagnostikasi va davolashni rejalashtirish uchun zarur,
masalan, stentlash jarayonlarini rejalashtirish uchun
juda muhim hisoblanadi.

ROllarni anig identifikatsiyalash ~ va
segmentlash turli tibbiy ilovalar uchun juda muhimdir,
jumladan:

e Yaxshilangan tibbiy diagnostika: Muayyan
tuzilmalarni ajratish va tahlil qilish orqgali
segmentlash normal bo‘lmagan holatlarni

sog‘lom va saraton

aniglashga va aniqroq tashxis qo‘yishga
yordam beradi.
o Davolashni rejalashtirish: ROIning aniq

segmentatsiyasi  radiatsiya terapiyasi yoKi

jarrohlik kabi yanada magsadli va samarali

davolash yondashuvlariga imkon beradi.

e Jarrohlik bo‘yicha qo‘llanma: Segmentli
tasvirlar  jarrohlarga  minimal  invaziv
muolajalar paytida yo‘l-yo‘riq berish, aniqlikni
oshirish va asoratlarni kamaytirish uchun
ishlatilishi mumkin.

Segmentatsiya tibbiy tadqiqotlarda o‘ziga xos
tuzilmalar va to‘qimalarning miqdorini aniqlash
imkonini  berib, yangi diagnostika va davolash
strategiyalarini ishlab chigishda muhim rol o‘ynaydi.

Qizigish hududini (ROI) aniglashni
identifikatsiyalash tibbiy tasvirlarni tahlil qilishda
muhim ahamiyatga ega, chunki u sog‘ligni saqlash
sohasi mutaxassislariga rasmdagi muayyan sohalarini
anig tahlil gilish imkonini beradi. Bu jarayon organlar
va to‘qimalarda o‘smalar, shikastlanishlar yoki
anomaliyalar kabi anormalliklarni aniglash va
tavsiflashda yordam beradi. qizigish hududini
aniglashni  aniglash va segmentlash qobiliyati
diagnostika, davolashni rejalashtirish va bemorning
keyingi natijalarining anigligini yaxshilaydi. Tibbiy
tasvirlardan mazmunli ma ‘lumotlarni olish uchun
tasvirni tahlil qilish va qayta ishlash usullari
qo‘llaniladi. Ushbu tasvirlar tarkibidagi katta hajmdagi
ma ‘lumotlarni gayta ishlash, tahlil qilish va sharhlash
uchun kompyuter algoritmlari qo‘llaniladi. Ushbu
texnikalar keng ko‘lamli metodologiyalarni o‘z ichiga

oladi, jumladan tasvirni yaxshilash, shovginni
kamaytirish,  xususiyatlarni  ajratib  olish  va
segmentatsiya. Ushbu usullarni qo‘llash  orqali

sog‘ligni saqlash mutaxassislari tibbiy tasvirlardagi
gizigish hududini aniglashlarni samarali aniglashlari va
belgilashlari mumkin.

Metodologiya. Kompyuterli ko‘rish (computer
vision) va Mashinani o‘qitish (machine learning)
usullari tibbiy tasvirni segmentlash va gizigish
hududini (ROI) aniglashni soha rivojlanishida muhim
qadam xisoblanadi. Kompyuterli ko‘rish algoritmlari
kompyuterlarga ragamli tasvirlardan ma ‘lumotlarni
ajratib olish va talgin gilish imkonini beradi, bu esa
insonning vizual idrokiga taglid giladi.

Global segmentatsiyalash algoritmi bo‘lib,
uning asosiy g‘oyasi mintaqani shakllantirish uchun
piksellarning o‘xshash xususiyatlariga ega bo‘lishi
muhim ahamiyatga ega Xxisoblanadi. Usul birinchi
navbatda piksellarni tanlashni va piksel atrofidagi
o‘xshash piksellarni joylashgan hududga birlashtirish
orgali segmentatsiyalaydi.

1, agar I(x,y) >T

Stey) = {O, gaks xol{la (1)

Bu yerdaS(x,y) ) piksel segmentiga (1)
tegishli yoki yo‘qligini (0) ko‘rsatadigan ikkilik
segmentatsiya formulasi.
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I(x,y) asl tasvirdagi (x, y) koordinatalarda
pikselning intensivlik giymati.
T-chegara giymati hisoblanadi.

3-rasm. Global bo’sag’aga asoslangan
segmentatsiyalash usulidan olingan natija.

Chegaraga asoslangan  segmentatsiyaning
birinchi bosqichi tasvirning gradientini hisoblashni o0z
ichiga oladi. Gradient har bir pikselda intensivlikning
o‘zgarish tezligini ifodalaydi.

G = \/(Gx)Z + (Gy)z 2)

Bu yerda Gy va Gy tasvir intensivligining x va 'y
yo‘nalishlariga nisbatan qisman hosilalaridir.

Gradient yo‘nalishi (1) har bir pikselda chekka
aniglash uchun ham muhimdir. Bu qirralarning
yo‘nalishini aniqlashga yordam beradi.

: (Gy
i=arctan—= (3
< O

Gradient yo‘nalishi uchun

formula

4-rasm. Edge-Based tasvirlarni

segmentatsiyalash usulida olingan tasvir.

Mashinali o“qitish algoritmlari kompyuterlarga
tajriba orqali o‘rganish va ish faoliyatini yaxshilash
imkonini beradi. Tibbiy tasvirni segmentlashning
ananaviy usullari asosan radiologlar yoki boshga
tibbiyot mutaxassislarining qo‘lda aralashuviga
tayangan. Ushbu usullar ko‘p vaqt talab giladigan va
kuzatuvchilar o‘rtasidagi va ichki o‘zgaruvchanlikka
moyil bo‘lib, nomuvofiq natijalarga olib keldi.
Avtomatik tibbiy tasvirlarni segmentlash usullari

paydo bo‘lishi bilan jarayon tezroq, aniqroq va inson
tajribasiga kamroq bog‘liq bo‘ldi. Segmentlash
algoritmlari ko‘plab etiketli tibbiy tasvirlardan
o‘rganish va qiziqish hududini avtomatik ravishda
aniglash va segmentlash uchun kompyuterni ko‘rish,
mashinali o‘qitish va chuqur o‘qitish usullaridan
foydalanadi.

Tibbiy tasvirni segmentlash uchun chuqur
o‘rganish algoritmlari

Tasvirni tahlil qilish va gayta ishlash tibbiy
tasvirning ajralmas qismi bo‘lib, tibbiy tasvirlardan
gimmatli ma ‘lumotlarni olish imkonini beradi.
Tasvirni tahlil qgilish usullari shovginni kamaytirish,
kontrastni yaxshilash va tasvirni ro‘yxatga olish kabi
tibbiy tasvirlarning sifati va izchilligini yaxshilaydigan
dastlabki ishlov berish bosqichlarini o‘z ichiga oladi.
Ulardan Global bo‘sag‘aga asoslangan usul, Edge-
Based , Watershed Algoritmli segmentatsiya, Grafikga

asoslangan  segmentatsiya, = Markov  tasodifiy
maydonlari, Chuqur  o‘rganishga  asoslangan
segmentatsiya, Mean-Shift Algorithmi, Fuzzy C-

Means, Ko‘p o‘lchamli segmentatsiya usullarni
keltirish mumkin. Ushbu tasvirni segmentlash va gayta
ishlash algoritmlarining barchasi Qizigish hududini
(ROI) aniglash uchun juda muhim va Klassik tibbiy
tasvir segmentatsiyasining asosini tashkil qiladi.
Tasvirni tahlil qilish gizigish hududini aniglash va
tavsiflashga yordam beradigan filtrlash, qirralarni
aniglash va xususiyatlarni ajratib olish kabi usullarni
o‘z ichiga oladi. tasvirni gayta ishlash texnikasi tibbiy
tasvirlar sifatini oshirish, shovginni kamaytirish va
kontrastni yaxshilashga garatilgan. Ushbu usullar
tibbiy tasvirni avtomatik segmentlash bilan birgalikda
sog‘ligni saqlashni o‘zgartirishda hal giluvchi rol
o‘ynaydi. Mashinani o‘rganishning kichik to‘plami
bo‘lgan chuqur o‘rganish algoritmlari tibbiy tasvirlarni
segmentlashda juda mashhur bo‘ldi. Ushbu algoritmlar
tibbiy tasvirlardan xususiyatlarni avtomatik ravishda
o‘rganish va ajratib olish uchun sun °‘iy neyron
tarmoglardan foydalanadi. Konvolyutsion neyron
tarmoglari (CNN) tibbiy tasvirlar ichida qizigish
hududini aniglashni aniglash va segmentlashda aynigsa
samaralidir. Chuqur o‘rganish algoritmlarining katta
hajmdagi ma ‘lumotlardan o‘rganish qobiliyati
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ularning gizigish hududini aniglash aniglashda anigligi
va anigligini oshiradi.

Tasvirlarni segmentlashda modallikka xos
algoritmlar

Tibbiy ko‘rish rentgen, KT, MRT, PET va
ultratovush kabi turli usullarni o‘z ichiga oladi. Har bir
modallik gizigish hududini aniglash aniglash uchun
ixtisoslashtirilgan algoritmlarni talab qiladi, chunki
tasvir xususiyatlari va olish texnikasi farglanadi.
Modallikka xos algoritmlar har bir tasvirlash usulida
gizigish  hududini  aniglash identifikatsiyasini
optimallashtirish, aniq tashxis va davolashni
rejalashtirishni ta ‘minlash uchun mo‘ljallangan.
Modalga xos algoritmlarga qo‘shimcha ravishda, turli
organlar, to‘qimalar, shikastlanishlar va o‘smalar
ichidagi gizigish hududini aniglashlarni aniglash uchun
anatomiyaga xos algoritmlar qo‘llaniladi. Ushbu
algoritmlar o‘ziga xos anatomik tuzilmalarning o‘ziga
x0s xususiyatlari va shakllarini hisobga oladi, bu esa
gizigish hududini aniglashni aniq aniglash imkonini
beradi. Anatomiyaga xos algoritmlarni qo‘llash orqali
sog‘ligni saqlash mutaxassislari samarali diagnostika
va davolashda yordam beradigan muayyan hududlar
haqida batafsil ma ‘lumotga ega bo‘lishlari mumkin.

Ahamiyatga ega nagsh hududlarini aniglash
algoritmlarini o‘rganish metodologiyasiga qarab har
xil turlarga bo‘lish mumkin. Nazorat ostidagi o‘rganish
algoritmlari tibbiy tasvirlardagi turli gizigish hududini
aniqlashlarni o‘rganish va tasniflash uchun etiketli
o‘quv ma ‘lumotlarini talab qiladi. Boshqa tomondan,
nazoratsiz o‘rganish algoritmlari naqgshlarni aniqlaydi
va etiketli ma ‘lumotlarga ehtiyoj sezmasdan o‘xshash
gizigish hududini aniglashlarni guruhlaydi. Boshga
algoritm turlariga xususiyatlarni ajratib olishda ustun
bo‘lgan CNN, intensivlik giymatlari asosida qiziqish
hududini aniglashni ajratuvchi chegara algoritmlari va
o‘xshash piksellarni birga guruhlaydigan klasterlash
algoritmlari kiradi.

Qizigish hududini aniglash algoritmlarining
samaradorligini baholash uchun turli xil ishlash
ko‘rsatkichlari qo‘llaniladi. Algoritmning ishlashini
o‘lchash uchun odatda aniqlik, aniqlik, eslab qolish,
sezgirlik va o°ziga xoslik qo‘llaniladi. Aniqlik qizigish
hududini aniglashni aniglashning umumiy to‘g‘riligini

aniglaydi, aniglik va eslab golish algoritmning tegishli
ravishda qiziqish hududini aniglashni to‘g‘ri aniqlash

va chigarib tashlash  qobiliyatini  baholaydi.
Sezuvchanlik algoritmning  haqiqiy  pozitivlarni
aniglash qobiliyatini o‘lchaydi, o‘ziga xoslik esa
haqgiqiy salbiylarni istisno qilish  qobiliyatini
belgilaydi.

Natijalar. Tibbiy tasvirni segmentlash va
gizigish  hududi(ROI)ni aniglashdagi yutuglarga
garamay, bir gator muammolar saglanib golmoqda.
Tasvir sifati, shovqin, anatomik murakkablik va
bemorlar o‘rtasidagi o‘zgaruvchanlik aniq qiziqish
hududini aniglash identifikatsiyasiga erishish uchun
katta giyinchiliklar tug‘diradi.

Solishtirma tahlil

Algoritm Turi Afzalliklar Kamchiliklari
Global Intensivlikka ~ Oddiy va Shovginga
bo’sag’aga asoslangan  hisoblashda sezgir
asoslangan samarali
segmentatsiyalash
usuli
To‘g‘ridan- - Qo‘lda
to‘g‘ri chegara
amalga tanlashni talab
oshirish qilishi
mumkin
Ikkilik
segmentatsiya
uchun
samarali
Mean-Shift Klasterlash ~ Klasterlar - Katta ma
sonini ‘lumotlar
ko‘rsatish to‘plami
shart emas uchun
hisoblash
intensivligi
Noto‘g‘ri Yadro
shaklli tarmogli
klasterlarga kengligi
yaxshi tanloviga
moslashadi sezgir
1-jadval.Global bo’sag’aga asoslangan

segmentatsiyalash usuli va Mean-Shift usullarining
solishtirma tahlili

Aniglikni oshirishning kelajakdagi
yo‘nalishlari tasvir sifatidagi o‘zgarishlarni bartaraf eta
oladigan yanada mustahkam algoritmlarni ishlab
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chiqish, ko‘p modali tasvirlash usullarini birlashtirish
va Kkattarog va turli xil o‘quv ma ‘lumotlar
to‘plamlaridan foydalanishni o‘z ichiga oladi.
Texnologiyaning rivojlanishi  bilan biz avtomatik
segmentatsiya algoritmlarining anigligi, samaradorligi
va qo‘llanilishining yanada yaxshilanishini kutishimiz
mumkin.  Magnit-rezonans tomografiya (MRT),
pozitron emissiya tomografiyasi (PET) va ultratovush
kabi boshga tibbiy tasvirlash usullari bilan integratsiya
avtomatik segmentatsiya ko‘lamini kengaytiradi va
ko‘p modal tahlilni amalga oshiradi.
Segmentatsiyaning sun’iy intellekt va Kkatta ma
‘lumotlar tahlili bilan kombinatsiyasi
shaxsiylashtirilgan tibbiyot va aniq sog‘ligni saqlash
uchun ulkan imkoniyatlarga ega.

Xulosa. Tibbiy tasvirlarni segmentlash ko‘plab
tibbiy masalalarni yechishga yordam beradi va
sog‘ligni saqlash sohalaridagi bir qancha yo‘nalishdagi
muammolarni hal gilishda muhim ahamiyat kasb etadi.
Birinchidan, bu inson omili bog‘ligligini kamaytiradi,
sog‘ligni saglash xodimlarining vaqt va kuchini
tejaydi. Bu ularga diagnostika, davolashni
rejalashtirish va bemorni davolash uchun aniq
tashxislash imkonini beradi. Segmentatsiya usullari
izchil va takrorlanadigan natijalarni beradi, bu esa
bo‘ylama tadqiqotlar va vaqt o‘tishi bilan bemor ma
‘lumotlarini tagqoslash uchun juda muhimdir. Tibbiy
tasvir segmentatsiyasining ba ‘zi o‘ziga xos kasallik
o‘smalarni aniglash va monitoringini, miya tasvirini
tahlil gilishni, yurak-gon tomir tasvirini va mushak-
skelet tizimini tahlil qilishni 0°z ichiga oladi
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Abstract: Bimetallic clusters, composed of atoms from two different metals, have emerged as a
fascinating class of nanomaterials with diverse applications across various scientific and
technological domains. This article provides an overview of the unique properties of bimetallic
clusters and explores their applications in key areas.

I Keywords: bimetallic clusters, nanomaterials, catalysis, sustainable energy, atoms, nanoelectronics.

Introduction. Bimetallic clusters are unique
structures consisting of atoms of two different metals
combined into a single cluster. These nanoscale objects
have unique physicochemical properties that make
them interesting research objects, promising materials
for various fields of science and technology.

A cluster is a group of computers, servers or
processors united by high-speed communication
channels, representing a single hardware resource from
the user’s point of view. A cluster is a loosely coupled
collection of several computing systems that work
together to run common applications and appear to the
user as a single system.

A monocrystal is a single crystal that has a
continuous crystal lattice (as opposed to a polycrystal,
a body of intergrown crystals). Single crystals are
characterized by anisotropy of physical properties.

One of the key aspects of bimetallic clusters is
their structure. Combining atoms of different metals
into a single cluster can lead to the formation of
specific configurations that are caused by electronic,

crystalline and magnetic interactions between the
components. These features can significantly influence
the properties of bimetallic clusters, making them
unique compared to monometallic clusters.

One of the important aspects of the application
of bimetallic clusters is their use in catalysis. These
nanostructures have a high surface area and unique
active sites, making them effective catalysts for various
chemical reactions. For example, bimetallic clusters
can be wused to improve the efficiency of
electrocatalysis in fuel cells or hydrogen production
devices.

Another promising area of application for
bimetallic clusters is medical diagnostics and therapy.
Their unique properties, such as plasmonic resonances,
can be used to enhance images in medical techniques
such as tomography or photodynamic therapy.

In the field of nanoelectronics, bimetallic
clusters also promise new opportunities. Their
electronic properties can be tuned by controlling their
composition and structure, opening the prospect of
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creating new types of nanoelectronic devices with
improved performance.

Methodology. A lot of scientific research on
bimetallic clusters has been conducted and is still
ongoing. The main thing is that it has its place in the
relevant parts of technology and scientific
development.

Richard D. Adams and Captain Bourgeois
provided a brief history of the main discoveries in the
field of bimetallic cluster complexes and their structure
in the course of their research. In addition, a review of
recent studies of platinum-ruthenium  cluster
complexes has explored related processes discussing
the application of these complexes in the field of
homogeneous hydrogenation catalysis of alkynes[1].

Shang-Fu Yuan, Zong-Jie Guan, and Quan-
Ming Wang, determining the actual active species of
cluster catalysis is complex, and obtaining direct
structural evidence is a costly and difficult process. As
a result of studying the processes of the nanocluster
depending on the Ag (I) Cu (I) bimetallic cluster
combination, it was observed that the work modulates
the catalytic performance of the metal nanoclusters by
the correct regulation of the oxidation state of their
metal atoms|[2].

Hongbo Liu, Eliceo Sosa Hernandez's research
is dedicated to the study of their structures, which is the
starting point for understanding bimetallic clusters.
Usually the most stable structure: cuboctahedron,
decahedron, icosahedron and Marx decahedron, etc.
According to the elemental distribution in bimetallic
clusters, they are divided into solid solution type,
core/shell, eutectic, etc. The most stable structure of a
bimetallic cluster depends on the interatomic
interaction  potential, especially the alloying
interaction, the radius of the metal atom or its nearest
neighbor distance in a stable mass crystal, temperature,
the concentration of each component, and the size of
the clusters. makes a secret[3].

Bimetallic clusters, composed of atoms of two
different metals, exhibit unique properties that make
them valuable in various applications. Here is a list of
bimetallic clusters and some of their prominent
application areas:

1. Platinum-Gold (Pt-Au) Clusters:

o Catalysis: Pt-Au clusters are widely
used as catalysts for various chemical
reactions, including oxidation and
hydrogenation processes.

o Electrocatalysis: Applied in fuel cells
and other electrochemical devices to
enhance catalytic performance.

2. Silver-Gold (Ag-Au) Clusters:

o Biomedical Imaging: Ag-Au clusters
show potential in imaging applications
for diagnostics and therapeutics in
medicine.

o Catalysis: Used in catalytic reactions
due to their unique electronic and
surface properties.

3. Copper-Silver (Cu-Ag) Clusters:

« Antimicrobial Coatings: Cu-Ag clusters
are employed in antimicrobial coatings
for wvarious surfaces, reducing the
growth  of bacteria and other
microorganisms.

o Catalysis: Applied in catalytic reactions
due to their synergistic effects on
reaction pathways.

4. Gold-Palladium (Au-Pd) Clusters:

o Catalysis: Utilized in heterogeneous
catalysis for coupling reactions and
hydrogenation processes.

e Sensing: Applied in sensors for
detecting gases and biomolecules.

5. Platinum-Nickel (Pt-Ni) Clusters:

e Hydrogen Evolution Reaction (HER):
Used in electrocatalysis for HER in fuel
cells and water-splitting applications.

o Electrochemical Devices: Pt-Ni clusters
find applications in energy storage

devices.
6. Gold-Copper (Au-Cu) Clusters:

o Catalysis:  Applied in selective
oxidation reactions and other catalytic
processes.
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o Electronics: Used in nanoelectronics

due to their unique electronic
properties.
7. Palladium-Silver (Pd-Ag) Clusters:
o Catalysis: Employed in various

catalytic reactions, such as Suzuki-
Miyaura coupling reactions.

o Gas Sensing: Applied in gas sensors for

detecting volatile organic compounds.
8. Rhodium-Iridium (Rh-Ir) Clusters:

o Catalysis: Used in selective
hydrogenation reactions and other
catalytic processes.

o Automotive Catalytic Converters: Rh-Ir
clusters are crucial components in

catalytic converters for reducing
emissions in vehicles.
9. Gold-Cobalt (Au-Co) Clusters:
o Catalysis: Employed in catalytic
reactions, including selective oxidation
reactions.

o Magnetic Properties: Au-Co clusters
exhibit interesting magnetic properties,
making them valuable in nanomagnetic

applications.
10. Silver-Palladium (Ag-Pd) Clusters:
o Catalysis:  Applied in selective

hydrogenation reactions and other
catalytic transformations.

o Electrochemical Sensors: Used in the
development of sensors for detecting
various analytes.

The versatility of bimetallic clusters in terms of
composition and structure makes them versatile
materials with applications spanning catalysis,
biomedical sciences, nanoelectronics, and
environmental technologies. Ongoing research in
nanoscience and nanotechnology continues to uncover
new possibilities for these unique structures in various
fields[4-6].

We also know that the most useful devices
developed on the basis of bimetallic clusters have been
found useful, which include:

Catalytic converters in cars: Bimetallic
catalysts, often containing platinum and palladium, are
an important component of catalytic converters. They
help reduce emissions of harmful gases such as
nitrogen oxides, carbon monoxide and hydrocarbons
from internal combustion engines.

Fuel cells: Fuel cells use bimetallic catalysts
such as platinum-gold (Pt-Au) or platinum-nickel (Pt-
Ni) clusters. These clusters fuel -electrocatalytic
reactions involved in converting chemical energy (such
as hydrogen and oxygen) into electrical energy.

Sensors for gas detection: Bimetallic clusters
such as palladium-silver (Pd-Ag) or gold-copper (Au-
Cu) clusters are used in gas sensors to detect various
gases, including volatile organic compounds. Their
unique properties make them suitable for sensing
applications with high sensitivity and selectivity.

Biomedical imaging tools: Bimetallic clusters
such as silver-gold (Ag-Au) or gold-cobalt (Au-Co)
have been explored for applications in biomedical
imaging. These clusters can serve as contrast agents in
imaging techniques contributing to advances in
medical diagnostics and therapeutics.

Hydrogen evolution reaction (HER) catalysts:
Bimetallic clusters, particularly platinum-nickel (Pt-
Ni) or gold-palladium (Au-Pd) clusters, are used as
catalysts in the hydrogen evolution reaction. These
clusters increase the efficiency of the water separation
processes necessary for the development of sustainable
energy systems.

Nanoelectronic devices: Bimetallic clusters
such as gold-copper (Au-Cu) or gold-palladium (Au-
Pd) are used in nanoelectronics due to their unique
electronic properties. They play a role in the
development of new electronic devices with improved
performance and functionality.

Antimicrobial Coatings: Bimetallic clusters
such as copper-silver (Cu-Ag) find applications in
antimicrobial coatings. These coatings can be applied
to various surfaces to inhibit the growth of bacteria and
other microorganisms, contribute to hygiene and
prevent the spread of infections.

Catalysts for selective oxidation reactions:
Bimetallic clusters such as gold-copper (Au-Cu) or
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silver-palladium (Ag-Pd) are used in selective
oxidation reactions. These catalysts are used in the
production of fine chemicals and pharmaceuticals.

These devices demonstrate the versatility of
bimetallic clusters in fields ranging from
environmental protection and power generation to
health and electronics. Ongoing research and
development in nanotechnology and materials science
may lead to further innovations and applications of
bimetallic clusters in various technologies.

Conclusion. In conclusion, the exploration of
bimetallic clusters and their diverse applications
signifies a significant stride in the realm of nanoscience
and materials engineering. These nanoscale entities,
composed of two distinct metals, showcase remarkable
properties that have led to the creation of a plethora of
innovative devices with applications spanning various
fields.

The catalytic potential of bimetallic clusters has
been harnessed in the development of crucial
technologies, from catalytic converters in automobiles
that mitigate environmental impact to fuel cells that
offer cleaner energy solutions. In biomedical sciences,
these clusters serve as imaging agents, contributing to
advancements in medical diagnostics and therapeutic
interventions. Their deployment in gas sensors
enhances our ability to detect and monitor
environmental pollutants, furthering efforts in
environmental protection.

In essence, bimetallic clusters stand as
multifaceted building blocks with transformative
potential, opening new frontiers in technology and
science. The journey of exploration into the world of
bimetallic clusters holds promise for future
breakthroughs, with the potential to reshape industries,
address global challenges, and enhance our
understanding of materials at the nanoscale. As we
move forward, the applications of bimetallic clusters
are poised to play a vital role in shaping a more
sustainable, technologically  advanced, and
interconnected world.
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Annotatsiya: Mazkur magolada neft-gaz korxonalarida investitsiya loyihalarini moliyalashtirish
bo‘yicha xorij tajribasi tadqiq qilinib, tadgiqot ob’yekti hisoblangan “O‘zbekneftgaz AJ investisiya
faoliyatining hozirgi holati, neft-gaz korxonalarida kapital tarkibi va samaradorligi tahlili, korxona
va uning tizimidagi tarmoq korxonlari tomonidan so‘nggi yillarda jalb qilingan investitsiyalar
samaradorligi tahlili amalga oshirilgan. Ma’lumki, neft-gaz sanoatida investisiya faoliyatini amalga
oshirganda, u yoki bu loyihani moliyalashtirish masalasini ko‘rib chigishdan avval barcha
ishtirokchilar manfaatlari muvozanatiga erishish, bundan tashgari mamlakat neft-gaz sanoatining
o‘ziga xosligini ko‘zda tutish, sohada kuzatilayotgan tendensiyalar, majmuaning investitsion
jozibadorligini belgilab beruvchi asosiy omillar, va umuman investitsiyalash jarayonini tashkil
etishning barcha asosiy mexanizmlarini aniq tushunish kerak.

Kalit so‘zlar: Moliyalashtirish, neft-gaz korxonalari, kredit reytinglari, garz, davlat, OPEK, xalgaro
neft-gaz kompaniyalari, diversifikatsiya, neft narxi, investision faoliyat.

Kirish. So‘nggi yillarda pandemiya davri va | sinovdan o‘tgan neft va gaz loyihalarini
geosiyosiy nobarqgarorlik fonida xalgaro kapital | moliyalashtirish mexanizmlarini (byudjet
migratsiyasida sezilarli o‘zgarishlar kuzatilmogda. | moliyalashtirishi, korporativ moliyalashtirish,

Natijada ragobatbardosh talab zonasi hisoblangan
yoqilg‘i-energetika, xususan neft-gaz korxonalarida,
investisiya takliflari salmog‘i amaldagi real ehtiyoj
hajmidan ancha pastligi kuzatilmoqda [3]. Yoqilg‘i-
energetika yo‘nalishidagi xorijiy korxonalarda xom
ashyo qgazib olish sanoatidagi investisiya loyihalarini
moliyalashtirish  tendensiyasi hali hanuz ishlab
chigarish va qayta ishlash sanoatidan ustunlik
qilmoqda. Bu esa o0°‘z navbatida, nafagat fan va
texnologiyalar ilg‘or yechimlarini amaliyotga qo‘llash
darajasining talabga nomuvofigligi, balki zamonaviy
moliyalashtirish mexanizmlaridan ogilona
foydalanilmayotganligi bilan ham izohlanadi. Bundan
tashgari jahon tajribasi va tarixiy tendensiyalarni
o‘rganish, loyihalarni moliyalashtirishda mamlakatda
mavjud sharoitlarga moslashtirilgan, jahon amaliyotida

loyihaviy moliyalashtirish va hokazo) qo‘llash, eng
samarali vositalardan foydalanish muhim. Shundan
kelib chiqgan holda xalgaro amaliyotda neft va gaz
sohasidagi loyihalarni moliyalashtirishning asosiy
turlari va shartlari hamda ularning mexanizmlarining
vaqt o‘tishi bilan rivojlanishi masalalari ham mazkur
maqolada ko‘rib chiqilgan. O‘zbekiston
Respublikasida neft va gaz loyihalarini
moliyalashtirish holati tavsif qilinar ekan, so‘nggi besh
yil davomida ushbu yo‘nalishda jalb etigan
investitsiyalar hajmlari, manbalari, ularga ta’sir
etuvchi  omillar  tahlili  yuritilgan.  Magolada
shuningdek, investisiya loyihalarini
moliyalashtirishning turli ta’riflari, uning asosiy
tushunchalari, xarakterli xususiyatlari va o‘ziga xos
xususiyatlari ko‘rib chiqilgan. Bir qator xorijiy
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mamlakatlar, jumladan,
mamlakatlari, Amerika Qo‘shma Shtatlari, Rossiya,
Norvegiya kabi neft va gaz sanoati nisbatan kengroq
rivojlangan davlatlar misolida neftgaz korxonalarida
investisiya loyihalarini moliyalashtirish masalalari
taqgoslama tahlil asosida ko‘rib chiqilgan. Birgina
Rossiya Federatsiyasi misolida turli sabablarga ko‘ra
neft va gaz sohasidagi loyihalarni moliyalashtirish
uchun tashgi qarzlar (xalgaro moliya institutlari)
doirasida olingan mablag‘larni

Yaqgin va Of‘rta Sharq

ham davlatlararo
olingan kafolatlangan resurslarni ham yo‘naltirilishini
sezilarli ravishda kamayganini ko‘rish mumkin [2].
Buning sabablari tahlil qilinganda davlat yoki
kafolatgangan qarz mablag‘larini tijorat loyihalariga
emas, balki eng birinchi navbatda, ijtimoiy soha,
kommunal xo‘jalik va shunga o‘xshash sohalarga
yo‘naltirilganligi bilan izohlash mumkin bo‘ladi.

Material va metodlar. Neft-gaz korxonalarida
investitsion  faoliyat  jarayonlari, loyihalarni
moliyalashtirish uslubiyotini takomillashtirish ko‘plab
xorijiy olimlar, xususan, A.Ansoff, B.Kingston,
P.Druker, J.Shumpeter, M.Gregory, R.Kjell, R.Nash
va boshgalarning ilmiy ishlarida tadgiq etilgan.
Mustaqil davlatlar ham do‘stligi mamlakatlarida sanoat
tarmogqlari investisiya loyihalarini moliyalashtirish
masalalari Abalkin A.l., Anchishkin A.l., Blyaxman
L.S., Valdaysev S.V. va boshga olimlar tomonidan
ko‘rib chiqilgan. O‘zbekistonlik olimlardan Xodiyev
B.Yu., Berkinov. B.B., G‘ulomov S.S., Maxmudov
M.N., Mahkamova M.A., Qodirov A.M., Saidov M.X.,
Rasulev A.F. va boshgalar tomonidan respublika
iqtisodiyotining turli tarmoq va sohalari investisiya
loyihalarini moliyalashtirish, investitsion faoliyatini
rivojlantirishning tashkiliy-uslubiy, igtisodiy
mexanizmlarini tadqiq etishga bag‘ishlangan ishlari
muhim ahamiyat kasb etadi. Shu bilan birga,
yugoridagi tadgiqot ishlarida neft-gaz korxonalari
investitsiya loyihalarini moliyalashtirishning umumiy
standarga ega bo‘lgan omillari tadqiq etilgan bo‘lib,
investision garorlarni gabul gilishda nostandart omillar
bilan bog‘liq jarayonlar hisobga olinmagan.

Natijalar. Rivojlangan va o‘tish davri
(rivojlanayotgan) igtisodiyotlarda investisiya
loyihalarini moliyalashtirish usullari biznesni yuritish

bilan bog‘liq risklar doirasi va darajasi bo‘yicha
sezilarli darajada farqlanadi. O‘tgan asrning 70-yillari
boshlarigacha  rivojlanayotgan ~ mamlakatlardagi
ko‘pchilik neft va gaz loyihalari xalqaro neft
kompaniyalari tomonidan ichki pul ogimlari yoki
korporativ. moliyalashtirish  manbalari hisobidan
moliyalashtirilar edi (1-rasm). Bunday moliyalashtirish
tuzilmasi o‘sha davrda xalgaro neftgaz
kompaniyalarining xalgaro neft biznesidagi ustun
roliga mos keladi (suyuq yoqilg‘ining xalgaro savdosi
tashkiliy tuzilmasi doirasida jahon neft bozori
rivojlanishining birinchi va ikkinchi bosgichlariga
muvofiq).

Tijorat Korporativ

moliyalashtiris

Ichki pul ogimi
banklari

Mintagaviy kompaniya

1-loyixa 2-loyixa 3-loyixa

1-rasm. Xorijiy davlatlarda 1970-yillarga
qadar bo‘lgan davrda neft-gaz loyihalarini
moliyalashtirish sxemasi [5].

Ko‘pgina xalqaro neft-gaz kompaniyalari
qarzning o‘z kapitaliga nisbati past edi, shuning uchun
ular odatda 1960-1970 yillar oxirigacha bo‘lgan davrda
konlarni qidirish va o‘zlashtirishni moliyalashtirish
uchun tashqi garzga muhtoj emas edilar. Asosiy
rivojlanayotgan mamlakatlarda (kelajakdagi OPEK
a’zo davlatlari) ochilgan konlarning katta hajmlari va
ularning paydo bo‘lishi uchun qulay tabiiy sharoitlar
tufayli nisbatan kapital talab gilmaydigan operatsiyalar
edi. Agar qarz kapitaliga o‘tish zarurati tug‘ilsa,
xalgaro neft-gaz kompaniyalari o‘zlarining yuqori
kredit  reytinglari  tufayli, odatda korporativ
byudjetlarning doimiy ortigchaligi tufayli korporativ
moliyalashtirishda past foiz evaziga va uzoq muddatga
o‘zlarining asosiy mamlakatlarida zarur mablag‘larni
osonlik bilan oldilar. Aksariyat rivojlanayotgan

152

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

mamlakatlarda neft qazib olish xalgaro neft-gaz
kompaniyalari filiallari tomonidan amalga oshirilgan,
shuning uchun bosh kompaniyalar zarur qarz
mablag‘larini bosh mamlakatlarda pastroq foiz
stavkasida olib, ularni korporativ ichidagi kanallar
orgali garzni to‘ldirish uchun kerakli mintagaga
o‘tkazishlari mumkin edi. Shu bilan birga mahalliy
bozorda moliyalashtirish, agar u umuman bo‘lsa, ancha
gimmatga tushadi. Bu qgarzni moliyalashtirish
xarajatlarini kamaytirishning qo‘shimcha omili bo‘ldi.
1970 yillarda neftni eksport giluvchi va import giluvchi
davlatlar hukumatlari neft biznesida faol ishtirok eta
boshladilar: gabul giluvchi mamlakatlarda (neft ishlab
chigaruvchi - kapital import giluvchi mamlakatlar) -
suveren tabiiy resurslardan foydalanish ustidan
kengroq nazoratni ta’minlash magsadida va neft-gaz
kompleksida ham bilvosita, ham bevosita ishtirok etish
orgali ularni  ekspluatatsiya qgilishdan  davlat
daromadlarini ko‘paytirish, mabhalliylashtirish
magsadida; neft import giluvchi mamlakatlarda, neft
ta’minoti xavfsizligi bilan bog‘liq xavotirlarni bartaraf
etish uchun. Import giluvchi mamlakatlarning savdo va
to‘lov balansi uchun salbiy oqibatlarini, neft narxining
ko‘tarilishi oqibatlarini kamaytirish istagi import
gilinadigan (asosan OPEK) neftni mahalliy neft bilan
almashtirishga urinishlarga aylandi, buning uchun neft
va gazni qidirish va qidirish ishlari olib borildi.

)
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2 - rasm. Xorijiy davlatlarda 1970-1980 -
yillarda neft-gaz loyihalarini moliyalashtirish
sxemasi [5].

Shunga ko‘ra, neft va gaz loyihalari xalgaro
neft-gaz kompaniyalari tomonidan moliyalashtirish
bilan bir qgatorda davlat byudjetidan ham, rasmiy
kreditlardan ham qo‘shimcha moliyalashtira boshladi.

Davlat mablag‘larining katta qismi o‘sha paytda o‘sib
borayotgan  milliy/davliat neft kompaniyalariga
investitsiyalar, shuningdek, davlat tomonidan qo‘llab
guvvatlanadigan loyihalarni  amalga oshiruvchi
kompaniyalarga to‘g‘ridan-to‘g‘ri davlat
investisiyalari va/yoki garzni moliyalashtirish (davlat
moliya institutlarining imkoniyatlaridan foydalanish
va kreditni qo‘llab quvvatlashning boshqa shakllari)
orgali kiritilgan (2-rasm). O‘tgan asrning 70 yillari - 80
yillarining  birinchi yarmida xalgaro neft-gaz
kompaniyalari, xorijiy davlatlar hukumatlari, xalgaro
moliyaviy institutlar va tijorat banklari neft loyihalarini
faol ravishda moliyalashtirish yoki investisiya gilishga
tayyor edilar: tijorat institutlari - neft narxining
ko‘tarilishi/yuqorilashi oqibatida ularga kiritilgan
investisiyalarning ~ yuqori  rentabelligi  sababli
manfaatdor bo‘lgan bo‘lsa; neft import qiluvchi
mamlakatlarning davlat institutlari - milliy energetika
xavfsizligini ta’minlash (o‘sha paytda bu davlatlarning
energetik mustaqilligi deb tushunilgan) va import
ta’minotiga qaramlikni kamaytirish maqgsadida; neft
eksport qgiluvchi davlatlarning davlat institutlari -
ularning yangi tashkil etilgan (xalgaro neft-gaz
kompaniyalari neft-gaz konlari aktivlarini
milliylashtirish to‘lqini bo‘yicha) milliy / davlat neft
kompaniyalarini  qo‘llab-quvvatlash ~ magsadida;
xalgaro moliyaviy institutlar (aynigsa, Jahon banki va
uning filiallari kabi xalgaro rivojlanish institutlari) -
neftning ishonchliligi, barqgarorligi va uzluksiz
ta’minlanishini ta’minlash, jahon iqtisodiyotining
ilg‘or va samaraliroq ta’minlash
magqsadida bu operatsiyalardan manfaatdor bo‘lishgan.
Birog, 1980 vyillarning ikkinchi yarmi va 1990
yillarning boshlarida ushbu institutlarning deyarli
barchasi neft loyihalarini moliyalashtirishda oz
moliyaviy zaxiralarini tugatdi. Buning asosiy sababi
1980 vyillarning birinchi yarmidagi pasayish va 1986
yilda neft narxining qulashi va keyinchalik neft
loyihalariga investisiyalarning jozibadorligini keskin
pasaytirgan va xalgaro neft-gaz kompaniyalari
moliyaviy ahvolini yomonlashtirgan “ancha sekin”
narx muhiti edi. Bundan tashqari, o‘sha davrda
jamiyatning ekologik muammolarga e’tiborining
kuchayishi ekologik talablarning keskinlashishiga va

rivojlanishini
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tegishli xarajatlarning oshishiga olib keldi. Natijada,
xalgaro neft-gaz kompaniyalari investisiya loyihalarini
moliyalashtirishning standart mezonlarini qayta ko‘rib
chigishga va yanada qattigrog cheklovlarni joriy
etishga majbur bo‘ldi. Ya’ni, xalqaro neft-gaz
kompaniyalari moliyalashtirish magsadlarini tanlashda
ko‘proq tanlovli bo‘lib, loyiha tavakkalchiligini
tagsimlash va o‘zini qoplash muddatlarini
qisqartirishga ko‘proq ustunlik beradi. Shu va boshqa
ko‘plab sabablarga ko‘ra, jumladan,
huquqini oshirishga garatilgan siyosiy sabablarga ko‘ra
xalgaro neft-gaz kompaniyalari loyihalarga keng

o‘zi

mezbonlik

doiradagi hamkorlarni,  jumladan, mahalliy
kompaniyalarni ~ jalb  gila  boshladi.  Bozor
rivojlanishining ushbu bosgichida loyiha
ishtirokchilari ~ sonining  ko‘payishi,  qat’iyroq

mamlakat cheklovlari va kredit qobiliyati past bo‘lgan
ishtirokchilarni ushbu sxemalarga jalb qgilish tufayli
loyihalarni moliyalashtirish sxemalarining
murakkablashishiga olib keldi. 1990 vyillarning
boshidan neftni eksport giluvchi va import giluvchi
ko‘pchilik davlatlar neft va gaz sohasiga oz ishtirokini
va byudjet mablag‘larini kiritishni cheklay boshladilar,
bu esa xususiy investorlarni neft va gaz loyihalarini
moliyalashtirishni rag‘batlantirishni afzal ko‘rdi.
Bozorning rivojlanishi shunday bosqgichga yetdiki,
ichki neft ta’minotini ko‘paytirish davlatning ustuvor
vazifasi - bozor igtisodiyoti doirasida jahon bozorining
o‘zi, unda shakllangan mexanizmlar va to‘plangan
ishlab chigarish darajasi tufayli yetkazib berishni
diversifikatsiya qilish suyuq yoqilg‘iga talabning har
qanday o‘sishini arzon narxlarda va har qanday
geografik nuqtaga etkazib  berishning etarli
ishonchliligi bilan ta’minlashga muvaffaq bo‘ldi (neft
biznesining tez o‘sib borayotgan xalqarolashuvi va
globallashuvi sharoitida energiya xavfsizligi. bu davr
davlatlarning energetik o‘zaro bog‘ligligi bilan bog‘liq
bo‘ldi) [9]. Shu bilan birga, xususiy sektor samarali
ishlayotgan iqgtisodiy faoliyat sohalarida davlatning
bevosita ishtirokini cheklashning bargaror tendensiyasi
kuzatilmogda. Natijada, neft va gaz loyihalarini
moliyalashtirish, jumladan, turli davlat va xususiy
moliya institutlarining ishtiroki tufayli
murakkablashdi. Bunday shakldagi moliyalashtirish

sxemasidan davlat garz mablag‘lari (suveren kafolat
ostida), xususiy aksiyadorlik kapitali (boshga homiylar
mablag‘lari, xalqaro fond bozori,
jamg‘armalari, Xalgaro moliya Kkorporatsiyasi,
mintagaviy rivodjlantirish banklari), xususiy ulushli
moliyalashtirish (xalgaro tijorat banklari,
obligatsiyalar bozorlari, yetkazib beruvchilar tovar
kreditlari, maxsus energetika jamg‘armalari, mahalliy
tijorat banklari va hokazo) kabi sub’yektlar ham o‘rin
oldi.

Munozara. Shu kunlarda neft-gaz
kompaniyalari neft va gaz sohasidagi investisiya
loyihalarini moliyalashtirish uchun barcha mavjud
moliyaviy vositalardan foydalanmoqda. Ularning eng
yiriklari kam byudjetli neft loyihalarini o‘z
resurslaridan foydalangan holda moliyalashtirishni
afzal ko‘rishadi, agar kerak bo‘lsa, korporativ qarz
olishga murojaat qilishadi, bu ba’zi hollarda eng yuqori
kredit reytingiga ega bo‘lgan xalqaro neft-gaz
kompaniyalari uchun garz loyihalarini
moliyalashtirishdan ko‘ra arzonroq bo‘lishi mumkin.
Biroq, so‘nggi yillarda bozorda paydo bo‘lgan va
0‘zini namoyon qilgan ko‘plab kichik
kompaniyalarning kapitallashuvi, byudjet profisiti, 0‘z
resurslaridan kreditlash limitlari va kredit reytinglari
unchalik yuqgori emas. Bunday holda, loyihaning
reytingi kompaniyaning reytingidan yuqori bo‘lishi
mumkin, bu esa korporativ garzlarga nisbatan loyiha
qarzlarining past narxini ta’minlaydi. Hatto neft
gigantlari ham megaloyihalar bilan
shug‘ullanayotganda loyihalardan qarz olishni afzal
ko‘rishadi, sababi: - mamlakat cheklovlariga duch
kelish (masalan, biznes mamlakatlaridan birida
mumkin bo‘lgan yo‘qotishlar xavfi kompaniya uchun
juda yuqori bo‘lsa yoki ushbu mamlakat uchun
belgilangan chegaralardan oshib ketganda); - ularning
hamkorlari ~ korporativ.  moliyalashtirish  shartlari
bo‘yicha zarur mablag‘larni to‘play olmaydigan
kompaniyalardir. Hozirda gazib olish yo‘nalishida neft
va gaz loyihalarida xususiy kapital va xususiy garzni
moliyalashtirish ~ manbalarining  o‘zaro  nisbati
taxminan 20-40 foizdan 60-80 foizgacha [8]. Alohida
olingan xorijiy davlatlarda neft-gaz korxonalari
investisiya loyihalarini moliyalashtirish tizimi tahlil

investisiya
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gilganda quyidagilar namoyon bo‘ldi. AQSHning
zamonaviy yirik neft kompaniyalari tadgigot va
rivojlantirish markazlariga eta bo‘lib, investision
jarayonlarda ularning asosiy vazifasi texnologik
yangiliklarni yaratish va ishlab chigarishga tatbiq
etishdan iborat. Bugungi kunda aynan shu
kompaniyalar o‘z faoliyat sohasida yetakchi bo‘lib,
sohaning texnologik rivojlanishini belgilab beradi.
Dunyo neft-gaz zaxiralari va ularni qazib olish
borasida Yaqin va O‘rta Sharq mamlakatlari tajribasi
alohida tadqiqot yo‘nalishi sifatida o‘rganilishi
magsadga muvofiq. Ushbu holatni mintaganing neft-
gaz qazib olish buyicha dunyoda yetakchi o‘nlikka
kirganligi va neft-gaz sanoatida gazib olish
jarayonining to‘liq mahalliylashtirilganligi bilan
asoslash mumkin. Shu bilan birgalikda bugungi kunda
Yaqgin Shargdagi neft eksport giluvchi mamlakatlar
transmilliy korporatsiyalar va yirik xalgaro moliya
institutlari orqali G‘arb iqtisodiyotiga investisiyalarni
kiritishga muvaffaq bo‘lishmoqda. Yaqin va O°‘rta
Sharq mamlakatlari neft-gaz korxonalari investisiya
siyosatida strategik yo‘nalishlaridan biri bu chet el neft
kompaniyalari aktivlarini sotib olish orgali neftni gayta
ishlash va neft maxsulotlarini chet ellarda sotish uchun
infratuzilmani  yaratish  hisoblanadi [10]. Neft
mahsulotlarida narx tebranishlari amplitudasining
kattaligi byudjet xarajatlarini rejalashtirish
imkoniyatini giyinlashtiradi. Bu esa mamlakatda
istigbol rejalarni ishlab chigishda, axoli daromadlari va
ijtimoiy soxa rivojlanishini bashoratlashda muayyan
giyinchiliklarni keltirib chiqaradi. “Bevosita davlat
ishtiroki ~ orgali  investisiyalarni  jalb  etishga
yo‘naltirilgan amaliy islohotlarni joriy etishda
Norvegiya tajribasi alohida axamiyatga ega. Neft-gaz
sanoati Norvegiya yalpi ichki mahsuloti tarkibida eng
katta ulushni egallaydi. Ushbu soha mamlakatning
yirik  daromad manbai, texnologik-innovasion
rivojlanishning muhim omili hisoblanadi” [1].
Norvegiya xukumati neft-gaz soxasida uzoq muddatli
rejalashtirish tizimiga asoslangan yagona davlat
siyosatini amalga oshiradi. Davlat neftgaz soxasidagi
burg‘ulash, yangi konlarni o‘zlashtirish trasportirovka
tizimini  tashkil etishga yo‘naltirilgan barcha
investision loyihalarni amalga oshirilishini nazorat

gilib boradi. Norvegiya energetika va neft-gaz vazirligi
neft-gaz sohasining investision faoliyat
samaradorligini ta’minlashda ma’sul davlat organi
hisoblanadi.

2018-2023 yillarda "O’zbekneftgaz" AJ
tomonidan amalga oshirilayotgan loyixalar
bo’yicha investitsiyalarni o’zlashtirish to’g’risida
ma’lumot [7]

2022 yil
Ko'rsatkichlar | Jami 2!)18 21)19 2!)20 21)21 2!)22 21.)18 yilga
yil yil yil yil yil nisbatan
foiz
Invistitsiyalarni | 8 2 3 1 1
, L 655,2 | 28,1
o’zlashtirish 730,2 | 331,2 | 250,9 | 440,3 | 052,6
0’z ! 548,7 | 2814 | 1982 |242,1 |300,0 | 54,6
mablag’laridan | 570,1 ’ ’ > ’ ’ ’
0’z RTTJ
mablag’laridan 165 |- 16,5
To’g’ridan-
to’g’ri  xorijiy | 4 1
invgistitsij,’alarhly 220,3 52,5 887,1 2150 | 8105 | 3552 | 37,2
va kreditlar
Tijorat  bank 300 ) ) 300
kreditlari ’ ’
Davlat Kkafolati
ostida  xorijiy | 2 1
invistitsiya Jvi 893,0 830,0 066,0 97,0
kreditlar

Tahlillar shuni ko‘rsatadiki, o°zlashtirilgan
to‘g‘ridan-to‘g‘ri xorijiy investisiyalar va kreditlar
asosan uglevodorodlarni gazib olish va gayta ishlash
yo‘nalishlariga kiritilgan bo‘lib, geologiya qidiruv
ishlari va burg‘ilash ishlariga ham investisiyalar gayd
etilgan [6]. Davlat kafolati ostida jalb gilingan xorijiy
investisiya va kreditlar asosan Sho‘rtan gaz-kimyo
kompleksi negizida tozalangan metandan suyultirilgan
uglevodorodlarni olish (GTL) loyihasiga
yo‘naltirilgan. O‘rganilayotgan davr (2018-2022
yillarda) mazkur davrda "O‘zbekneftgaz" AJ kapitali
tarkibida yo‘naltirilgan yalpi investisiyalar, ularning
moliyalashtirish manbaalari bo‘yicha taqgsimoti, shu
jumladan xorijiy investisiya va kreditlar hajmi
dinamikasini tahlil qiladigan bo‘lsak, unda yillar
davomida tizimli izchillik kuzatilmasligini ko‘rishimiz
mumkin bo‘ladi. Bu fikrimizcha bir gator ichki va
tashqi omillarga bog‘liq, xususan tarmogda amalga
oshirilgan tarkibiy o‘zgarishlar, korxonada moliyaviy
menejmentni  tashkil  etishda yuzaga kelgan
o‘zgarishlar, ma’lum davrlarda alohida yirik sanoat
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ob’yektlarining ishga tushirilishi, tarmoq
korxonalarining moliyaviy nobargarorligi, xom ashyo
zaxiralari bilan mutanosiblik va hokazo [4]. So‘nggi
yillarda “O‘zbekneftgaz” AJ tomonidan bevosita va
bilvosta amalga oshirilgan investisiya loyihalarida oz
mablag‘laridan moliyalashtirish, loyihaviy
moliyalashtirish, davlatning suveren kafolati ostida
moliyalashtirish kabi yo‘nalishlar ustuvor ahamiyat
kasb etgan. Ta’kidlash joizki, investisiyalarning faqat
son tarkibi emas, balki sifat tarkibini belgilab olish ham
pirovard natijada tarmogning iqtisodiy jihatda
bargarorligiga olib kelishi ma’lum. 2018 yilgacha
bo‘lgan davrda uglevodorod xomashyosini qazib
chigarishni zarur resurslar bazasi bilan ta’minlash
yetarli darajada bo‘lmaganligi keyinchalik undan
keyingi besh yillikda ham o‘z ta’sirini ko‘rsatmay
golmadi.

Xulosa. Respublikamizda shu yillarda amalga
oshirilgan investitsiya loyihalari, ularni
moliyalashtirish holati, kapital tarkibini tahlil qgilar
ekanmiz, unda davlatning bevosita va bilvosita
ishtirokida moliyalashtirish usullari ustun mavgega ega
bo‘lib borayotganini ko‘rish mumkin. 2018-2022
yillarda ~ O‘zbekiston  Respublikasining  davlat
Investitsiya dasturi doirasida "O‘zbekneftgaz" Al
tomonidan jami 8,7 milrd AQSH dollari miqdorida
investitsiyalar, shu jumladan to‘g‘ridan-to‘g‘ri xorijiy
investitsiyalar va kreditlar hisobidan 4,2 mird AQSH
dollari o‘zlashtirildi. Yillar davomida investisiyalar
hajmida kuzatayotgan o‘zgarishlar tahlili shuni
ko‘rsatadiki kuzatilayotgan besh yillikning o‘ziga xos
“yuqori nugqtasi” bo‘lgan 2019 yilda investisiyalar
hajmi 3,9 mlrd. AQSH dollariga teng bo‘lgani holda
2022 yilda ularning miqgdori 0,6 mlird.dollarni tashkil
etgan. 2018-2022 yillarda "O‘zbekneftgaz" AlJning
investision faoliyatida kapital tarkibi tahliliga muvofiq
korxonaning 0‘z mablag*lari hisobidan
moliyalashtirish ulushi o‘rtacha 23,5 foizdan 45,8
foizgacha ortgan. Shuningdek, to‘g‘ridan to‘g‘ri
xorijiy investitsiyalar va kreditlar hajmi 952,5 min.
AQSH dollaridan, 355,2 min. AQSH dollarigacha
pasaygan. Shu bilan birga, ushbu ko‘rsatkich jami
investisiyalarga nisbatan foiz xisobida o‘rtacha 40,9
foizdan 54,2 foizgacha ortgan. O‘z navbatida, 2022

yilda davlat tomonidan kafolatlangan xorijiy kreditlar,
O‘zRTTJ mablag‘lari va tijorat banklari hisobidan
moliyalashtirish gayd etilmagan.

FOYDALANILGAN ADABIYOTLAR

1. AzueBa P.X. 3apyOeKHbIi OIBIT yIIPABICHUS
HedTsaHbIM KOMIUTeKcoM / P.X. Asuesa // C. 189-195.

2. Abankun JI. 1. HoBBIi THIT 9)KOHOMUYECKOTO
MBIIUICHHUA. - M.: DxoHoMHKa, 1987, 189¢

3. A.AKowommauuk. «OCHOBHBIE BHUIBI U
YCIIOBHS

q)HHaHCI/IpOBaHI/IH WHBECTHUIITMOHHBIX

IIPOEKTOB B HedTerazoo0bIBaroLIe
MPOMBIIUICHHOCTH». - Yue0HOe MOcoOue Mo Kypcy
«3BOJ’IIOI_II/I${ MCKAYHAPOAHBIX PBIHKOB HG(I)TI/I u rasza».
—M.: PI'Y wedTu u raza um.M.M. I'y6kuna,2009. - 62
C.

4. Umurzoqov J.Sh., Bakiyeva I.A. Ichki va
global integratsiya jarayonlarida O‘zbekiston neft-gaz
sanoati korxonalari transformatsiyasi. “Agro biznes
inform” iqtisodiy-ijtimoiy, ilmiy ommabop jurnali (3)
52022, ISSN 2010-9024, 139 b.

5. J. Umurzogov. Improving the methodology
of investment activities of oil and gas enterprises.
Mathematical Statistician and Engineering
Applications. Vol. 71 No. 4 (2022). ISSN: 2094-0343
2326-9865. http://philstat.org.ph

6. “O‘zbekneftgaz” AlJning rasmiy axborot

sayti www.ung.uz statistik ma’lumotlari.

7. Hossein Razavi. Financing Energy Projects
in Emerging Economies. - PennWell Publishing
Company, Tulsa, Oklahoma, 1996, 288 pp.

8. V.N.Shenayev, B.S.Irniyazov. IIpoektHoe
KpCAUTOBAHUC. 3apy6e>1<HLH71 OIIbIT U BO3MOXHOCTHU
ero ucnois3osanusa B Poccun. - Mocksa, 3n-so AO
“Koncantbankup”, 1996.

9. J.Sh.Umurzogov. Neft-gaz korxonalarining
investisiya  faoliyati: nazariya va amaliyot.
Monografiya. — Toshkent: “Chinor fayzi baland”
nashriyoti, 2023. — 148 b.

156

https://al-fargoniy.uz/


http://philstat.org.ph/

"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

MASOFAVIY TA’LIM TIZIMINI TASHKIL ETISHNING TEXNIK
USULLARI

Xalilov Durbek Aminovich
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Toshkent axborot texnologiyalari universiteti

Farg‘ona filiali Axborot texnologiyalari kafedrasi professori,

ko‘rib chiqiladi.

Kirish. Bugungi kunda butun dunyoda
ta’limning turli darajalarida faoliyat yurituvchi ta’lim
muassasalarining ko‘plab turlari mavjud. Shu bilan
birga, ularning ta’lim jarayonlari bir-biriga mos
kelmaydi. Hozirgi vaqtda dunyoda ikkita asosiy ta’lim
turi tan olingan. Bular:

1. Rasmiy

2. Norasmiy

Rasmiy ta’lim jarayoni - o‘qitishning eng keng
tarqalgan turlaridan biri bo‘lib, unda o‘qituvchi va
talaba o‘rtasida bevosita ta’lim jarayoni mavjud. Shu
sababli, ushbu ta’lim jarayonini tashkil etish uchun bir
nechta mezonlar talab gilinadi. Bular:

- o‘quv jarayonini tashkil etish uchun doimiy
o‘quv binosi;

- 0‘quv jarayoni uchun o‘quv jihozlari;

- 0‘quv jarayoni uchun mashg‘ulotlar jadvali;

- vaqt standartlari va boshgalar.

Rasmiy o‘quv jarayonini tashkil etish uchun
zarur bo‘lgan asbob-uskunalar, o‘quv qurollari va

Farg‘ona, O‘zbekiston
E-mail: durbekamin@gmail.com

Abdugodirova Mohizoda Ilhomidin gizi
Muhammad al-Xorazmiy nomidagi

Toshkent axborot texnologiyalari universiteti
Farg‘ona filiali 2-bosgich magistri

Farg‘ona, O‘zbekiston

E-mail: mohizoda0524ilhomidinovna@gmail.com

Annotatsiya: Ushbu maqola masofaviy ta’lim tizimining rivojlanish bosqichlari va uni tashkil etish
tamoyillariga qaratilgan. Shuningdek, ta’limning asosiy turlari va ularning farqlari, masofaviy ta’lim
tizimi, masofaviy ta’lim tizimining boshqa ta’lim turlaridan asosiy farglari, afzalliklari, amalga
oshirish uchun zarur bo‘lgan texnik jihozlar va masofaviy ta’lim platformalarini qurish tamoyillari

Kalit so‘zlar: Rasmiy, norasmiy, masofaviy ta’lim, masofaviy ta’lim tizimlari, masofaviy ta’limning
qurilish arxitekturasi, tizimni qurish tamoyillari, sinxron va asinxron ishlash tamoyillari

boshga omillarning ta’siri natijasida ushbu turdagi
o‘quv jarayonini tashkil etish va o‘quvchilar uchun
to‘lov miqdori qimmatroq bo‘ladi.

Norasmiy ta’lim ota-onalarni o‘z farzandlarini
ta’lim  jarayoniga va
tayyorlashni 0‘z ichiga oladi.

Norasmiy ta’lim jarayoni an’anaviy o‘quv
jarayoniga garaganda ancha moslashuvchan va
an’anaviy o‘quv jarayoni bo‘lgan
mezonlarga javob bermaydi. Bunda ta’lim jarayoni
tabiatda va turli obyektlarda aniq belgilangan o‘quv
jadvali asosida amalga oshiriladi.

Yuqorida aytib o‘tilgan ta’lim turlaridan
tashqari, onlayn (masofaviy) ta’lim bugungi kunda
tobora ommalashib borayotgan yana bir turidir.
Qolaversa, u o‘zining qulayligi va foydaliligi bo‘yicha
ham yuqoridagi ta’lim jarayonlaridan qolishmaydi.

hayotiy  ko‘nikmalarga

uchun zarur

Adabiyotlar tahlili. Masofaviy ta’lim jarayoni

o‘quv jarayonining barcha tarkibiy qismlarini

Of e
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(magsadlari, mazmuni, usullari, tashkiliy shakllari,
qo‘llanmalar) Internet texnologiyalaridan foydalangan
holda amalga oshirishni, shuningdek, o‘qituvchilar va
talabalarning bir-biri bilan o‘zaro munosabatlarini o‘z
ichiga oladi [2] [3].

Masofaviy ta’lim o‘qitishning mustaqil shakli
bo‘lib, masofaviy ta’limda axborot texnologiyalari
asosiy vosita hisoblanadi [4]. Shuningdek, zamonaviy
masofaviy ta’lim quyidagi asosiy elementlardan
foydalanishga asoslanadi:

v/ Ommaviy axborot vositalari (pochta,
televideniye, radio);

v’ axborot-kommunikatsiya tarmoglari;

v" Axborot almashish uchun texnik muhit.

Rivojlangan mamlakatlarda ta’limning ushbu
turi bo‘yicha Kkatta tajriba mavjud va ularning
rivojlanish tendensiyasi ham bir necha yillarni o‘z
ichiga oladi. Quyida Osiyo universitetlarining 2010-
2023 yillarda onlayn (masofaviy) ta’lim turiga o‘tish
bo‘yicha rivojlanish grafigi keltirilgan (1-rasm).

=@=faqat oflayn talim ==@==kamida bitta onlayn fan

«=@==10liq onlayn

1-rasm Osiyo universitetlari 2010-2023
yillarda masofaviy ta’limning o‘sish tendensiyasi

1-rasmga ko‘ra, Osiyo  universitetlarining
asosly masofaviy ta’lim turi 21-asrning birinchi o‘n
yilligida rasmiy ta’lim tashkil etilgan. Kurs
jarayonlarining o‘rtacha 10-12% onlayn talabga ega.
Ammo 2023 yilgacha masofaviy ta’lim turiga talab bir
tekisda o‘sishda davom etdi. Ammo bu bilan oflayn
o‘quv jarayoniga bo‘lgan talab doimiy ravishda
pasayib bormoqgda.

Ushbu yagona universitet ta’lim jarayonidan
ko‘rish mumkinki, Masofaviy ta’limning roli ortib,
tobora ommalashib bormoqda, shuningdek, ayrim

ta’lim muassasalarida rasmiy ta’lim pozitsiyasini

egallagan.
ko‘plab
muassasalari
masofaviy

Masalan,
rivojlangan

o‘z faoliyatini
ta’lim

hozirda Yevropa va boshga
mamlakatlarning ~ ta’lim
gibrid yoki to‘liq
asosida

jarayonlari amalga

oshirmoqda. Bu ularga rasmiy ta’lim berish sharoitida
bo‘lgani kabi, mavjud tizimlarni ishlab chiqish yoki

ulardan foydalanish vazifasini qo‘yadi. Hozirgi vaqtda
butun dunyoda masofaviy ta’lim jarayonlarini tashkil
etishda keng qo‘llaniladigan bir nechta masofaviy
ta’lim platformalari mavjud. Ulardan ba’zilari quyida

keltirilgan.
1. Mindflash 10. Edmodo
2. SkyPrep 11. Blackboard

3.ProProfs LMS

12. Joomla LMS

4. 1SpringLearn

13. Brightspace

5. Talent LMS 14.Absorb LMS

6. Docebo 15. Schoology

7. Moodle 16. eFront

8. Litmos 17.Adobe Captivate Prime
LMS

9. Canvas 18. Knowmax

Ushbu masofaviy ta’lim platformalari butun

dunyo bo‘ylab ulardan foydalanish samaradorligi bilan

farglanadi.

Markaziy

Osiyo va  Yevropa

mamlakatlarida masofaviy ta’lim platformalaridan
foydalanishning shtrixli diagrammasi keltirilgan (2-

rasm).

100%
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a) Markaziy Osiyo ta’limida masofaviy ta’lim
platformalaridan foydalanish
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b) Yevropa ta’lim tizimida masofaviy ta’lim
platformalaridan foydalanish

2-rasm. 2000-2019 yillar davomida masofaviy
ta’lim platformalaridan foydalanish

Yugoridagi  natijalar  2000-2019  villar
oralig‘ida turli masofaviy ta’lim platformalarining
umumiy gaydlari natijasida aniglandi va undagi ranglar
har ganday o°‘quv platformalaridan foydalanish
samaradorligini aks ettiradi. Shuningdek, 2a va 2b-
rasmlarga asoslanib shuni ta’kidlash mumkinki,
ma’lum bir yilda to‘liq ustunlikni ko‘rsatgan va
ko‘plab ta’lim muassasalari tomonidan foydalanilgan
o‘quv  platformalari  keyinchalik  foydalanish
ko‘rsatkichlarini yo’qotgan yoki qisman qisqartirgan.
Bu haligacha mukammal masofaviy ta’lim platformasi
yaratilgani va barcha o‘quv platformalari bir-birining
kamchiliklarini to‘ldirishi haqidagi nazariyani yshq
giladi.

Uslubiyot. Ammo shuni ta’kidlash kerakki, bu
farqlarga qaramay, barcha turdagi ta’lim platformalari
yagona magsadga xizmat giladi va muayyan tarkibiy
gismlardan iborat. YA’ni, o‘qituvchi va talabalar
o‘rtasida o‘zaro ta’lim jarayonlarini tashkil etish,
axborot almashish imkoniyatlarini yaratish, ta’lim
jarayoni uchun muhim bo‘lgan nazorat jarayonlarini
amalga oshirish masofaviy ta’lim platformalarining
magsad va vazifalari hisoblanadi. Bu shuni anglatadiki,
barcha o‘quv platformalari uchun yagona ramka
mavjud bo‘lib, u quyidagi 3-rasmda ko‘rsatilgan.

O'quv platformasi

Masofaviy ta'lim
= platformasi

Masofavy aloga

Dars jarayonlarini o'tkazish

ta’lim

3-rasm.
arxitekturasi

Masofaviy platformasi

3-rasmda ko‘rsatilgandek, o‘quv jarayonida
masofa yo’qoladi va butun o‘quv jarayoni sodir
bo‘ladi, bu esa hamma uchun, har qanday joyda va
istalgan vaqgtda qulay ish muhitini yaratishga imkon
beradi.

Biroq masofaviy ta’lim jarayonlarini tashkil
etish zamonaviy axborot-kommunikatsiya
texnologiyalari bilan chambarchas bog‘liq bo‘lib,
ularning ish holati va xizmat ko‘rsatish imkoniyatlari
o‘quv jarayoni sifatining yuqori yoki past bo‘lishiga
sabab bo‘lmoqda.

Xususan, hozirgi vagtda har xil turdagi
platformalarni ishlab chigishda asinxron va sinxron
xizmat ko‘rsatish modellari qo‘llaniladi.

Sinxron ishlash tamoyillariga asoslangan
tizimlarda foydalanuvchi so‘rovlari tizim joylashgan
serverning ishchi qurilmalariga yuklanadi va serverda
katta hajmdagi ma’lumotlar aylanishini hosil qgiladi.
Bu, albatta, foydalanuvchi qurilmalari uchun ancha
qulay va yengil ish rejimini taklif etadi[4]. Biroq,
yuqorida ta’kidlab o‘tilganidek, serverning ishlash
tartibi og‘irlashtirilgan. Bundan tashqari, sinxron
tizimlarga murojaat gilgan foydalanuvchilar soni ham
tizim xizmati sifatining asosiy kuchli tomonlaridan
biridir [6]. YA’ni, bir vaqtning o‘zida tizimga
murojaatlar sonining ko‘payishi tizim ishini yanada
og‘irlashishiga olib keladi (4a-rasm).
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Asenkron ishlash prinsipida foydalanuvchi
tizimga  kirganda, tizimning  asosiy  qismi
foydalanuvchi  qurilmasiga va  tizim  yuki
foydalanuvchi qurilmasiga o‘tkaziladi. Bu tizim
serverini  ortigcha yuklanishdan qutgaradi va
foydalanuvchilar soni tizim uchun muhim omil emas.
Asinxron ishlash prinsipida tizim serveri fagat
foydalanuvchilar tizimdan yangi ma’lumotlarni gabul
qilganda va tizimda turli ma’lumotlarni saqlaganida,
shuningdek, foydalanuvchi bilan aloga mubhitiga
kirganda faollashadi (4b-rasm).

Sinxron Asinxron

- »; 1-so'rov J 0
«———  Javob1 I< [

| ——»  2-so'rov ‘
[

—>  2-so'rov }—J
t— Javab 2 1

r 4——: Javob 2 l
L

a) b)

Shakl 4. Tizimlarning ishlash tamoyillari. a)
sinxron ishlash prinsipi; b) asinxron ishlash prinsipi

Xulosa. Yuqoridagi tahlillar asosida shuni
aytish ~ mumkinki, rivojlangan  mamlakatlarda
masofaviy ta’lim tizimi ta’lim jarayonini tashkil
etishning asosiy  shakllaridan  biriga aylandi.
Shuningdek, bu  turdagi ta’limning  asosiy
afzalliklaridan biri shundaki, u talabalarga nazariy
bilimlardan ko‘ra ko‘proq amaliy bilimlarni egallash
imkonini beradi. Bundan tashqari, u ish jarayoni uchun
hech qanday to‘siq yaratmaydi. Bu ularning bilimini
yanada mustahkam va mustahkam gilish uchun muhim
ahamiyatga ega. Shu bilan birga, ta’lim platformalarini
qurishda to‘g‘ri modellardan foydalanish ta’lim sifatini
yugori darajada saglashning muhim omili hisoblanadi

[7]1
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HccnenoBanne HOHHO-2JIEKTPOHHOM dMuccun 1ieHoK Cs Ha rpanax (110) u
(111) MOHOKPHCTAILIIOB MOJIMOIEHA

Auasipoa I'yamupa XoJimypaToBHa
Kapmmnckuii rocygapctBenHslii yausepeuteT, (PhD), nouenr,
Kadenpoii Teopetnyeckoit 1 3KCIIEPUMEHTAIBLHON (PU3UKU

Byponos Hypsiubek Pycram yrim
CrynieHT 2- Kypca TpaHCIOPTHOM JIOTUCTUKH
¢usnueckoro gaxkyabrera

3apunos lllyxpar Co0up:koH yriau
CryneHTka 2 Kypca MarucTpaTypsbl 1o
crieuaibHOCTU «PU3UKay.

AnHoTauus. [Ipu popMHUpOBaHUM MOHOATOMHOTO CJIOSl B OCHOBHOM H3MEHsETCs paboTa BBIXO/a
MIOBEPXHOCTH, a BEJIMYMHBI N, U EF, NPAKTUYECKH OCTAIOTCSA MOCTOSHHBIMHU. B 3THX ycloBHsX
napameTpsl [I93D ompenenstorcss B OCHOBHOM H3MEHEHHEM pPabOThI BbIXOJa MOBEepXHOCTH. [Ipu
Hepexoe K IUIEHKE 10CTaTOYHOMN TOJILIMHBI CIeIyeT OXKHJIaTh U3MEHEHHsI BCeX YKa3aHHbIX CBOWCTB
MeTayyia U mapamerpsl [I193 OynyT omnpemensThcs CBOWCTBAMHU aJCOPOMPOBAHHON IUICHKH. B
MCCIIEIOBAHHOM JIMATIA30HE SHEPTHA MY OOMOAPIMPOBKE YUCTHIX IpaHeil HoHamu Ar' BelmanHa y
ciabo 3aBecuTh OT E, 9TO CBUIETENHCTBYET O MOTEHIMAIBHOM XapaKTepe MEeXaHu3Ma SMUCCUH. B
cilyyae HOHOB Ar Ha0iro1aeTest CII0MkKHast 3aBUCUMOCTH Y(E) : 10 E=0,5 k9B y yMeHbIuaeTcs, a 3artem
MOHOTOHHO Bo3pacTeTcsi ¢ poctoM E 3a cuer KOO. Biusnue paboThl BBIXOJbI TOBEPXHOCTH Ha
yKa3zaHHbIX napameTpbl KOO Hambonee 3aMeTHO TpM MOHOAQTOMHOM HOKPBITUM IOBEPXHOCTHU
agatoMaMH M B ciiydae 6omGapaupoBku moHamu He'. DTOT (akT CBHIETEIBCTBYET O TOM YTO
OCHOBHOM TIOCTAaBUIMK SMHUTHPYEMBIX 3JEKTPOHOB IpH CYOMOHOCIOWHBIX TOKPBITHAX —
KpUCTANTNIeCKass MOAJOXKKa. [IOCKONBKY 3HAYeHWs /il yKa3aHHBIX JBYX COCTOSIHUN OJIM3KH,
OTMEYEHHBIH (aKT yKa3blBa€T Ha OJMHAKOBOE KOJMYECTBO BO30YXKIAECHHBIX 3JIEKTPOHOB B
KPHUCTAJUTHIECKOH MOJIOKKE U B TUIEHKH MeTajia- ajgcopoara.

KutoueBble cJji0Ba: 3JIEKTPOHHBIE SMHUCCUHU, CYOMOHOCIIOMHBIX, MOHOATOMHOM OOMOapAHpPOBKU

MOHAMH.

Beenenue. [lorenumansunas (I102) wu B paborax, BBITTOJTHEHHBIX Ha
kuHetndeckas (KDD)  snekTpoHHBIE  SMHUCCHUU | MOHOKPUCTAINIMYECKUX U IJICHOYHBIX MHUIICHSX,
METAJIJIOB, BbI3bIBAEMbIe OOMOAPANPOBKOI AaTOMHBIMH | TIOJMyY€HBl HEKOTOPbIE CBEIEHHS O 3aBUCHMOCTH
YacTUI[AMM, HCCJIe0BaHbl HEOmHOKpaTHO [1-4]; | kosbdunumentos IO yn mw KO3  y¢ oT
YCTAaHOBJICHBI WX 3aKOHOMEPHOCTH JUIsI  psja | KPUCTAUTMYECKOW CTPYKTYphl W pabOTBHl BBIXOJA

METaJUIOB, COPTOB YaCTHI[ B LIMPOKOM JHAINa30HE
SHEpPruid, U CYLIECTBYET ONpPEAEICHHAsA SICHOCTh B
MEXaHU3ME BO30YKICHHS
JaCTHIICH.
Onnako

QJICKTPOHA IMaJaromunx

3aKOHOMEPHOCTHU OTUX BUJ10B
3JI€KTpOHHOI71 OMHUCCHHU €IIC HEAOCTATOYHO BBISICHCHBI
C TOYKH 3pCHHUA 3aBUCUMOCTU HUX MapaMeTpoOB OT
CBOMCTB METaJlIa, ONPCACIIAIOIINX YCIIOBUA BbIXOAA

BO30YKJIE€HHBIX 3JIEKTPOHOB.

NOBEPXHOCTH MeTaiuia. MHTepec K MCClIe0BaHUIO Ha
IINICHOYHBIX CHUCTEMaAx 06YCJIOBJICH TEM, 4YTO B pAaC
CJIy4aeB TPEICTABISICTCS BO3MOXHBIM  TIOJTYYHTh
Oosbiie MHGOPMAIIMKM O 3aBHUCHUMOCTH TapaMeTpPOB
OMUCCHU OT pa6OTBI BbIXOJla TIOBCPXHOCTH U

paclMpuTh  KJIacc ~ METaulIoB  C  pas3jInYHOU
JJIEKTPOHHOW M aTOMHOW cTpykrypamu. Cruemyer
OTMETHUTh, TO OOJBIIMHCTBE PAOOT C IJICHOYHBIMU

CUCTEeMaMH U3MepeHbl KO3(OUIIMEHThl AMHUCCHM IS
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IUICHOK, OOpa30BaHHBIX Ha MOJUKPUCTATUTMUSCKUX
MOJJIOKKAX, a
KakK

TaKasd  BaXHasd  XapaKTCPUCTUKA

SMHCCHUH, sHepreruueckue crekTpel  (DC)
JIEKTPOHOB, HE M3yYaach.

B HacTosimielr paboTe MpUBEACHBI PE3YIbTATHI
SKCTIIEPUMEHTOB 10 H3Y4YeHHIO KOA(hPHUIIMESHTOB 7Y
v« 1 OC
AJIEKTPOHOB MpH OOMOApIMPOBKE aaCcOPOMPOBAHHBIX
mieHok CS umw Na mna rpamsx (110) u (111)
MOHOKpHCTAIUIOB Mo wnonHamu Ar" B JuamnasoHe

sHeprui 0,05-1,0 x3B.

(MIOHHO — AJIEKTPOHHOW 3MHCCUU) Yn U

MeToanbl HCCJICA0BAHUSA. Mertonuka
IKCIIEPUMEHTOB obecrneynBasa IPOBEJICHUE
n3MepeHuit Kod(h( UIMEHTOB 3MHCCHN (KOIMYECTBa
JNIEKTPOHOB,  BBIOMTHIX  OJHUM  HOHOM, U
JHEpreTUYecKue napaMeTpoB my4dKa

6ombOapaupyronmx noHoB. [loToka atoMoB ajcopbara,
YHCTOTHI MHIICHH — ITOJIOKKH U TNICHOYHOW CHCTEMBI.
OmpITel  MPOBOAMIM B BaKyyMHOM  IIpHOOpE,
COCTOSIIIEM M3 YETHIPEX OCHOBHBIX Y3JIOB: HMOHHOMN
MHIIEHU  KOJUIEKTOPHOM

ITYHIKH, CHUCTEMBI C

JHEProaHaINu3aTOpOM,  HAIMBUIUTENA  IIEJIOYHOTO
MeTasla U TOJBWKHOTO (papaeeBCKOro MUIUHAPA.
HNonnas mymika, paboraroniasi B pexxuMe HOHU3ALUN
aATOMOB 3JIEKTPOHHBIM yAapoM, I03BOJIsIA MOJIydYaTh
ITy9KH OTHO3APATHBIX HOHOB C IIOTHOCTHIO Toka 1078
107 A/ecm® B mumamaszome »Hepruit 0,051,0 xB ¢
pazdpocoM OT cpemHero 3HaueHus He Oonee +5%.
OO6pa3ipl MOHOKpUCTAITIOB Mo uMenu ¢opMy AHCKa
nuametrpom 10 Mm  u Tommuuou 0,25- 0,3 mMm u
MOHTHPOBAJIUCh HA JIHO TAHTAJIOBOTO IMIJIUHJPA,
BHYTpH
CIIUpANb AJ1 KOCBEHHOT'O HAarpeBa KpucTasia.

KOTOPOTO  HAXOAWJIAaCh  BOJb(ppamoBas

Mumenb  (KOJUIGKTOpHas —CcHCTema) Oblia
c(hepryeckor ¢ OTHOIICHHUEM Pa3MEepPOB THaMETPOB 1:
6. B kauecTBe »HeproaHagM3aTopa HCIHOJIb30BAIH
HIMHIpUYeckui konaeHcarop 1103a - Poxanckoro ¢
paszpemaronieii cnocooHocThio 1.5%. AHanu3upoBanu
3JIEKTPOHBI, MAYIIKME B HAINpaBJICHUH 22°K HOpMAJIU
nmoBepxHOCTH. KOHCTPYKITNS HABUTHTEIS BKITFOYAJIa B
cebst oborpeBaeMblii  pe3epByap ¢
MapomnpoBOAOM, (OPMHUPYIOLUIMM IOTOK aTOMOB Ha

BHYTPCHHUM

IIOBCPXHOCTDH MHUIIICHU. MHOFOKpaTHO

JTUCTUJUTMPOBAHHBIN IIETOYHONM MeETa/ul BBOJWIN B

pe3epByap B 3allassHHOM ammyJie, KOTOPYIO pa3ouBaiu
nepen HavyaioMm u3Mepenwil. [lorok aroMoB m Ha
HOBEPXHOCTh TPAaHU S PETyJIMPOBAJICS TEMIIEPATypOu
pe3epByapa U OMpeAesycs MO0 TOKY MOBEPXHOCTHOU
wonuzaruu Ji: N= Ji /(S-e), rae e - 3apsim dIeKTpoHa.
[ToBepXHOCTHYIO  KOHILEHTpALMIO  amatoMoB N
oueHuBaim 1o ¢Gopmyne N=n't, tne t - Bpems
HamnblIeHus [5].

PaGotry BbIXOHA Pijk
U3MEPSIM METOJIOM TEPMODJIEKTPOHHOM 3MHCCHH C

MHUIICHHU-TTIOJJI0KKH

MOMOIIbI0 TEPEABIKHOTO (hapaseeBoro LUIMHAPA
CIIEUANILHON  KOHCTPYKIMHU, V3menenue paboThI
mporecce  axcoporuu - A
KOHTPOJIMPOBAJIOCHh  JIByMsI ~BapMaHTaMHU METoJla
KOHTAaKTHOW pPa3HOCTU MOTEHIMAJIOB - IO CABUTY

KPUBOM 3aJCpKKH TIPU BTOPUYHON DIIEKTPOHHOM

BbIXOJa T'paHH B

OMHUCCUM M HSHEPreTUUYECKUX CHEKTPOB 3JIEKTPOHOB
npu I13D. 3naueHus pabOTHl BHIXOJAA IUIEHOYHOM
CUCTEMBI ONPENEIBUINCh KaK  @-@ik-Ap. Yucrory
KpHUCTalyla M IUIEHOYHOM CHCTEMBI IO 3JEMEHTaM,
00J1a1aroImM

CPOJICTBOM,

TTOJIOKHUTECIIBbHBIM SJICKTPOHHBIM

KOHTPOJIMPOBAIH U3MEPEeHUEM
pacnbuleHUs] UX B BUJE€ OTPHUIATEIbHBIX HMOHOB IPH
HOHHON OombapaupoBke [6]. Bakyymublii mpubop
OTKAQUMBAIM  PTYTHO-IU(PPY3UOHHBIM H
HOPI-250. Bo

SKCIICPUMCHTOB HABJICHUC I10 OCTAaTOYHBIM TIa3aM B

Mar"ur
3apsAOHBIM  HAacoCOM BpeMs
kamepe He mnpepbimano ~6°107 Ila. Temmeparypy
KpucTauia wu3Mepsuiin  tepmomnapoir  BP  5-20.
OO0e3raxxuBaHue KpHcTala MPOBOAWIN KOCBEHHBIM
HarpeBOM MUILEHU 3JIEKTPOHHON 00MOapANPOBKOIL 10
2100 K wu
2400 K.

JJIEKTPOHHOM DMHMCCHM BEIU KaK HENPEPBIBHO B
IIPOLIECCE HAIBUICHUS, TaK W IPU 33JaHHOM CTEIECHU
MOKPBITHSI TIOBEPXHOCTH aJaTOMaMHU B YCIOBUSX

«BCTIBIIIKOM
H3mepenus

TEMIEPATYPbI
TEMIEPATYpE

pu
UOHHO-

OTCYTCTBHSI a/ICOPOIIMOHHOTO TEPMOTOKA. 3aluCh
TOKOB OCYIIECTBIISIIN JIBYX KOOpPJAMHATHBIM
camonucieMm IIJIC-0,21, BKIIOYEHHBIM Ha BBIXOJ
yewmtenst Y-1-2.

Pe3yabTaThl U UX 00CYKAeHHE. 3aBUCUMOCTh
¢ u or BpeMmMeHHM HambuleHUS (aICOPOIMOHHBIE
kpuBbie). Ha pucynku 1 u 2 mpuBeneHbl pe3ynbTaThl

U3MEpPEeHUl (@ W Yy B 3aBUCUMOCTH OT BPEMEHH
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HanbuteHus t TuieHoK Cs u Na Ha rpansax (110) u (111)
MOHOKPHUCTAJJIOB n=2,8-101
ar./(cm’c) m n,=3,4 -10'% ar./(cm?’c). BumHo, uTO

Mo 1npu mnorokax

ancop6ums atomoB Cs 1 Na npuBOIUT K YMEHBIICHUIO
¢ B COOTBETCTBUHM C KpUBOW C XapaKTepHbIM
MuHUMYMOM. B ciydae rpamm (110) Benmuumna ¢
YMEHBIIAETCSl B OONBIIEH CTENEHH, 4YeM IIpH
ancop6umu Ha rpanu(111). Xapakrep u3MeHEHUs ¢ ¢
aagcopbuuei u ee

HaCbIIIICHUH KpHBOﬁ

3HaUEHUSI B MHUHUMYME U

o(t)
COTJIACYIOTCS C pe3yJbTaTaMH JIPYyTHX aBTOPOB.
Koaddunment y, npu ancop6imu atomoB Cs u Na, kak

YAOBJICTBOPHUTCIIBHO

U B cloyyae NOJHKPUCTAJUIMYECKONW IOJJIOKKH,
BO3pACTaeT IO 3aKOHY, OINUCBIBAEMOMY KpHBOH C
MaKCHUMYMOM, KOTOPBIM TOCTHTaeTcsl Ipu MUHUMYMeE
paboThl BBIXOJA TJICHOYHOM cucTeMbl. [Ipu Gombimx
OoMOapIUpyOIMUX
cTtaHoBUTCs 3aMmeTHON KOO, xapakrtep kpuBbIX Y(t)

AHAJIOT'MYCH IMPUBCACHHBIM Ha PUCYHKHU 1.

OHCPIruAax HOHOB, Koraga

®,>B

l 1 | (\‘\_L |
10 20 30 120 t C
Pucynok 1. 3aBucumoctu ¢(a) u yn (0) ot
BpeMeHu t HambutieHus atomoB CS Ha rpansx (110)
(1,3,5) u (111) (2,4,6) moHokpuctaimoB Mo mpu
6ombapauposke nonamu Art (3,4) u Kr* (5,6). 3°, 5-
pacuet 1o ¢opmyne (1) npu GomOapIUPOBKE IIICHOK

Cs na rpanu (110) wonamu Ar' npu suepruu E=0,1
KB

B wm3Menenmsax ¢(t) m y(t) mpu aacopOuu
atomoB Cs u Na Ha TOBEpXHOCTH MeTaylia

HaOMrogaeTcss omnpeneneHHas koppemsiusa. OgHako

aQHAIM3 TIONYYCHHBIX KPUBBIX TIOKA3bIBAE€T, YTO
XapakTep 3aBUCUMOCTH (@) TpU  MOKPBITUAX
MOBEPXHOCTU [0 OJHOTO MOHOATOMHOIO  CIIOS

pas3imyeH, T. €. pa3Iu4HBIM () COOTBETCTBYIOT
OJIMHAKOBbIE 3HaUeHMA yn. Ha camom nene mapaMmeTpsl
193 omnpenpensoTcs HE TONBKO BEIWYMHON @, MO U
KOHIICHTpAllMell BaJeHTHBIX S3JEKTPOHOB N, U &F
sueprueit depmu e wmeramma [2, §]. Ilpm
(GOpMHpPOBaHUM MOHOATOMHOTO CJOSi B OCHOBHOM
pabota
BEIMYMHBI NB, W &F, TMPaKTHYECKH OCTAOTCH
MOCTOSIHHBIMU. B 3TuX ycnoBusix mapametpsl 1139

OnpeaAcIIOTCI B  OCHOBHOM HM3MCHCHHEM pa6OTI>I

HU3MCHACTCA BbIXOJa MOBCPXHOCTH, a

BBIXOJa TMOBepXxHOCTH. [Ipm mepexone K TUICHKE
JIOCTATOYHOM TOJIIMHBI CIETYyeT OKUAATh H3MEHEHUS
BCEX YKa3aHHBIX CBOMCTB MeTajuia U mapamerpsl [139
OyIyT ompenensThCs CBOWCTBAMHU aJCOPOMPOBAHHOU
menkn[9,13]. Tlpenmonarasi, 4To BeMWUWHBI N, U EF
npu  ancopOIMK IJIaBHO MEHSIOTCS OT 3HAYCHUH,
XapaKTepU3YIOUMX  MOMJOXKKY, JO  BeJIHYHH,
COOTBETCTBYIOIIUX IIEJIOYHOMY METAILTY, U yUYUTHIBAS
3aBUCHUMOCTB Y OT NB OT &F U N, MOKHO 3aMKCcaTh IJis

koo Punumenta [13D crenyromee BoIpakeHHUE:

0,8eV; — 2¢
Im=—"_— T"Ng
n SF
rje- V; mnoreHnuman WOHM3ATIUH aTroMma

O6oMOapaUPYIOIIETO HOHA.

PesynbraTel pacuetoB yn (t) ams menok Cs Ha
rpaaun (110) Mo mnpencraBieHsl Ha PHUCYHKH 2
KpuBbiIMU 3 U 5 coorBecTBeHHO. Kak BHIHO,

U3MEHeHHs Yyn B  mporecce  (HOpMHUpPOBaHHUS
HCCIIEIOBAaHHBIX cucTeM YIOBJIETBOPUTEIHHO
onuckiBatoTcs popmysoit (1).

163

https://al-fargoniy.uz/



Muhammad al-Xorazmiy nomidagi TATU "Descendants of Al-Farghani* electronic scientific OreKTpOHHBIH HayHBIH XxKypHaT "TloToMKH AJb-

¢ iliali “Al- <ani journal of Fergana branch of TATU named after @apranu" Oepranckoro Grmana TATY umenn
F;Lgktfgﬁ T;Ir:ﬁg Jlﬁaaﬁ?ﬁés"ﬁlgfgf’gﬁé Muhammad al-Khorazmi. ISSN 2181-4252 Myxavmaza am-Xopaswit ISSN 21814252
Tom: 1 | Son: 1 | 2024-yil Vol: 1]1ss:1|2024 year Tom: 1| Bemyck: 1| 2024 rox
0, 3B Takum oOpazoM, 3aKOHOMEPHOCTH U3MECHECHUS

Yn CcO CKOPOCBIO HOHA, OOHApPYXCHHBIC paHEe IS
nOHOB Ar+ u meTaiioB ¢ ¢ oo 4,2 < 5,0 3B, aBastorcs

4 e o0muM © A TOKeIbIX  MOHOB.OTCyCTCBYE
3aBUCMOCTHU Yn OT V 11 TOCJICIHUX, MMo-BHAOMOMY,

i J CBS3aHHO C ociia0ieHeneM d3QdQexTa BCIEACTBHUE
2F 9 OTpaKeHHMsT  BO30YKICHHBIX  3JIGKTPOHOB  OT

| | | ) l l INOTCHLIHNAJIBHOI'O 6apbepa 3HAYUTEIbHON BBICOTHI.

Cnncok Juteparypa
1. Makhavikou M.A., Komarov F.F.,Vlasukova
L.A., Milchanin O.V,, Parkhomenko 1.N.High
Temperature Material Processes Structural — and
Luminescent Properties of Sn-Doped SiO; Layers. 18

(2014) 255.
2. YMup3akoB B.E. DNEeKTPOHHO-
3 ) |
7 (I) ZIO 3'0 Vi ]|20 £ .C CHEKTPOCKOITMYECKHUE  HCCICAOBAHUS W aHAIU3

COCTOSIHMSI ~ TOBEPXHOCTHM  MHOTOKOMITOHEHTHBIX
CHCTEM, CO3JIaHHBIX HMOHHOM WMIIJIAHTAIlME. JOK.
mucc. Tomkent 1993. C.293

3. Ymup3akos b.E., Humaros C. XK., Pymu /I.C.
CrtpykTypa u CBOMCTBA MHOT'OCJIOMHBIX
HAHOIIJIEHOYHBIX CHCTEM CO3JAHHBIX HAa OCHOBE
kpeMHusi. Monorpagus. Tomkent.2013. 159.c

Pucynok 2. 3aBucumoctu ¢ (a) u yn (0) ot
Opemenu t HanbuleHus: aromoB Na Ha rpanrax (110) u
(111) monokpuctamuioB Mo. O06o3Ha4yeHusi, Kak Ha
pHCYHOK 1.

BnusiHue  CTpyKTypbl MOIJIOKKH Ha  Yn
IUICHOYHOM CHUCTEMBbI TPOSIBIETCA B Pa3IMYHOM
CTEIEHU [JI TSDKENBIX M JIETKUX HOHOB. llpu 4. Kpemrxos M.B. Kopmyckynspras

60M68.p,Z[I/Ip0BKe HOHAMM Ar+ " Kr+ M3MEHEHHS Yn B HU3BKO3HECPTCTUYICCKAd AHUArHoCTUKa TIMOBCPXHOCTH

TBepaoro tena. U3a. «Pany. Tamkent. 1986.162 C.
5. MuponoB B. OcHOBBI ckaHupYrOLIEH

30HI0BOU MHKPOCKOTIHH. duzrka TEXHUKHU.

Texnocgepa.Mocksa.2009

npoiecce (GOpPMHUPOBAHUS TIUIGHKH Ha PBIXJIOH U
IJIOTHO yHaKOBaHHOM MO MpOUCXOASAT B COOTBECTBUU
C U3MEHEHUEM PabOThI BHIX0/1a TOBEPXHOCTU. OHAKO
AQHU30TPONHS B Yn B JIaHHOM CJIy4ae OKa3bIBaeTCA
3HAUUTENBHO cjabee, 4yeM MpH HEKOTOPBIX APYTHUX
BUJIaX JJICKTPOHHOW SMHCCHUHU. DTOT (aKT MOKHO

6. Hesomun B.K., -«OcHOBE TyHHEIBHO —
30HJIOBOM HAHOTEXHOJIOTHH: ./ YdeOHOe mocoOue»
MockBa.MI'UDT(TVY) 1996. 91 ¢

7. Aaapees B.H., Hukutun C E., Knumos B.A.,
Koseipes C.B., Jlemer J[I.B., Iltensmax K.D.
HccnenoBanue GOTOXPOMHBIX KIACTEPHBIX CUCTEM Ha
ocHoBe okcu10B Mo meroniom DIIP-ciekTpockonuu //
®usuka tBepaoro tena. 2001.T.43. Ned. C.755

8. Amnaspoa ['.X., TammyxamenoBa JI.A.,

cBa3aTh ¢ xapaktepHoM OC  BO30OYXICHHBIX
3JIEKTPOHOB, KOTOPHIH B cityuae [193 saBnsieetcst Oonee
wectkum[14,17].

3akaoyenue. BugHo, YTO HauumHag C
HekoToporr sHeprmm EOQ  HaOmromaercss  1mouTH
JUHEHHOE BO3pacTaHUE Y IPH OOMOApIMPOBKE IICHOK
Cs Ha rpanax (110) mu (111) monokpucramuia Mo
womamu Ar+ . EcrtecTsemno, omo oyciopnemo | AKkad0epranos P.Msyaerne Tpomeccos

BO30Y)KJI€HHEM DJIEKTPOHOB 3a CUET KHHETHYECKOU (bopmuposanns HaHopasmepHbIx mieHok MoO3 mpu

TEPMHUECKOM OKUCICHUH U HOHHOUM 6oMOapupoBke //

SHEPrHH UOHA.
[TosepxnocTthb. 2021.Ne.2. C. 96-94

164

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

C.A,, A.H.
DNEeKTPOXUMHUUECKHE POLECCH] B TEXHOJIOTUU MUKPO-

0. ["aBpunoB benos

1 HaHOJIeKTpoHUKU. M: Briciiee o6pasoBanue -2009.
C.272.

10. AnnasipoBa I'.X. DiieKTpoHHas CTPYKTypa
MoO3 MTOJTY4YEeHHBIX METOJIOM
nMruiantanua moHoB O2+ B Mo. // Kondepenuus

HaHOIIJICHOK

nocentaercss 80 JeTHeMYy OOWIICIO aKaJeMHH HayK
Pecny6nuku Y30ekuctan. Y X. Pacynea 2019. 23
OKTSAOPH

11. Arnoldussen T.C. Electrochromism and
Photochromism in MoO3 // Electrochem . Sol.Solid-
State Technology 1976.V.123.P.527

12. Annasposa I'.X. Iloayuenue u usyueHue
AJICKTPOHHOW CTPYKTYpbl HaHOIUIeHOK MoO3/Mo.
[ToBepxHOCTH.2020 Nel1. C74-78

13.  VYmupszaxkoB B.E.,
CIEKTPOCKOIHS

X
MIOBEPXHOCTHU

AnnasipoBa
OnexTpoHHas
HaHomieHOK MoO3. «TexHuka Ba TEXHOJIOTHK (haHiIap
COXAJIADUHUHI HMHOBALlMOH Macajalapu»
napnat yaHuBepcuTeTH 2020 22- ceHTAOPS.

Kapmm

14. Annagposa I'.X. Biausiaus umruianTamnuu
noHOB Bat+ Ha cocTaB,>JIeKTpPOHHBIE M ONTHYECKHE
CBOMCTBa MOHOKpHUcCTauIMdeckoro Mo u Mo ¢
okcuaHOM TieHOK MoO3// Y®XK.2020. Ne6 C.123 15.
A. YmupsakoB b.E., Tammyxamenosa JI.A., ['ynsmoB
C.T., Annasgposa I'.X.Biusinue uMIUTaHTaIllM¥d MOHOB
Ba+ Ha coctaB W 3JEKTPOHHBIE CBOWCTBA ILUICHOK
MoO3/Mo(111)// XKTD 2020.1om.90. Bpm.5.C.831-
834

16. Jlu WU. Kanyctun, “CkaHgaTHble KaTOJIbI
CBY-nipubopoB:  ocTmxkeHus
OnemeHTHast 0a3a 3JIEKTPOHUKU. DJIEKTPOHUKA HayKa
/texuonorus/ busuec Tom 2, C.124-136, 2015.

17. Annasposa I'.X., Canuxxkanos JK.III.,
Epkymos P.M. Tammyxamenosa JI.A.BnusHue
UMIUTaHTalluu MOHOB Ba+ Ha cocTaB M 3JE€KTPOHHBIE
coiictea Mo u MoO3. Tesuco nokmagoB XLIX

U TEepCIEKTUBHI .

MEeXIyHapoaHoi TymMHOBCKOM KOH(epeHIMH o
¢u3uKe B3aUMOACHUCTBUS 3apsSHKEHHBIX YacTHUI C
kpuctamuiamu (Mocksa 29-mas 2019)

165

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

Simsiz sensor tarmoq asosida nozik sug‘orish tizimlarini modeli va innovatsion
loyihalar

tuproq namligi, qurilma, qishloq xo‘jaligi.

Kirish. Suv tanqisligi bo'lgan mamlakatlarda
suvni boshgarish birinchi o'rinda turadi. Bu qishloq
xo'jaligida katta migdordagi suvdan foydalanadiganlar
uchun juda foydali. Global isishning ogibatda mavjud
bo’lgan suvga qarab ozig-ovgat mahsulotlarini ishlab
chigarish va iste'mol qilish uchun moslashish
choralarini ko'rishga olib keladi. Shunday qilib, suvdan
foydalanishni tejashga garatilgan tadgiqotlar sug'orish
jarayoni vyil sayin takomillashib bordi. Qishlog
xo'jaligini sug'orish uchun odatiy tijorat sensorlari
tizimlar juda gimmatga tushadi, bu esa kichik fermerlar
uchun bu turni amalga oshirish imkonni bermaydi.
Biroq, suv xo’jaligini boshqarish va qishloq xo'jaligini
monitoring qgilishda qulay tizimlarni joriy gilish uchun
ishlab chigaruvchilar hozirda ulanishi mumkin bo'lgan
arzon narxlardagi sensorlarni taklif gilmoqdalar. 10T
va WSN texnologiyalaridagi so'nggi yutuglar tufayli
ushbu tizimlarni ishlab chigishda go'llanilishi mumkin.

Adabiyotlar tahlili. Harorat monitoringi 10T
sug‘orish tizimlarida ob-havo monitoringi bilan
bog‘lig eng keng tarqalgan parametrlardan biridir.
DHT11 (Adafruit Industries, Nyu-York, NY, AQSH),
DHT22 (Adafruit Industries, Nyu-York, NY, AQSh)
va LM35 (Texas Instruments, Dallas, TX, AQSh) mos
ravishda 3, 1 va 2 maqolalarda eng ko‘p ishlatiladigan
harorat sensorlari. Barcha bu sensorlar arzon
sensorlardir. Bir tomondan, DHT11 va DHT22 harorat
va nisbiy namlik ko‘rsatkichlarini ta’minlaydi. Boshqa
tomondan, LM35 va TMP-36 (Analog Devices,
Norwood, @ MA, AQSH) kengroq  harorat

Jo‘rayev Mansurbek Mirkomilovich,
Andijon Davlat universiteti doktoranti
E-mail: jurayevmansurbek99@gmail.com

Annotatsiya. Suv zaxiralaridan tejab foydalanish bo‘yicha sezilarli natijalarga erishish uchun
avtomatlashtirilgan mikroprotsessorli boshgaruv tizimidan foydalanish zaruriyati yuzaga keladi.
Sug‘orish jarayoniga avtomatlashtirilgan mikroprotsessorli boshgaruv tizimini joriy qilish bu smart
(aqlli) sug‘orish tizimini ishlab chiqish demakdir.

Kalit so‘zlar: sug‘orish tizimi, avtomatlashtirish, IoT, mobil ilova, sensorlar, mikrokontrollerlar,

diapazonlariga ega. Bu sensorlar arzon bo‘lib, ulardan
uzoq muddat foydalanishga taallugli bo‘lishi mumkin.
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Rasm 1. Ko'p kuzatilgan ob-havo parametrlari.

Sensor turiga ko‘ra, DHTI11, DHT22 va
AM2315 (Adafruit Industries, Nyu-York, NY, AQSh)
kabi termistorlar harorat sensorlarining eng ko‘p
go‘llaniladigan turidir. DHT11 va DHT22 arzon
narxlardagi sensorlardir. Shu bilan birga, AM2315
yuqori narxga ega bo‘lib, yuqori diapazonning
afzalliklari (-40 -C dan 125 °C) yugqori aniqlikka ega
(£0,1 °C). LM35 (Texas Instruments, Dallas, TX,
AQSH) va DS18B20 (Maxim Integrated, San-Xose,
CA, AQSH) [4] kabi yarimo‘tkazgichga asoslangan
integral sxemali harorat sensorlari va mutlag harorat
sensorlariga proportsional diapazon oralig‘i, SHI10
(Sensirion) AG, Staefa ZH, Shveytsariya) [7] va SH11

166

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

(Sensirion AG, Staefa ZH, Shveytsariya) [5] turlari
bo‘yicha keyingi eng ko‘p ishlatiladigan harorat
sensorlaridir. SH10 va SH11 sensorlari harorat va
nisbiy namlik ko‘rsatkichlarini ta’minlaydi. Bundan
tashgari, DHT11 bilan solishtirganda, ular yaxshi
harorat diapazonlari va anigligini tagdim etadi. Biroq,
ular harorat diapazonlari, aniglik va narx jihatidan
DHT22 ga o‘xshash. TMP36 (Analog Devices,
Norwood, MA, AQSH) [6] dioddan tashkil topgan
harorat sensori va EE160 (SENSOVANT, Paterna,
Ispaniya) rezistiv harorat sensori hisoblanadi. FM-
KWS (Dongguan Holchan Electronics Technology
Co., Ltd., Dongguan, Xitoy) va BME250 (Adafruit
Industries, Nyu-York, NY, AQSH) noma’lum turdagi.

Noma'lum;
2

Termistor; 3
Diod; 1

Rezistiv

haroratni

aniqlash

moslamasi;
1
Mutlaq Yarimo'tkaz
haroratga gichga

proportsion asoslangan
al tarmogqli integral
bo'shlig'i; 2 sxema; 2

Rasm 2. Ko'pchilik tomonidan foydalanilgan
harorat datchiklar turi.

IoT sug‘orish tizimlari uchun eng ko‘p
ishlatiladigan loT mikrokontroller hagida. Arduino
platalari (Smart Projects Srl, Scarmagno, Italiya) loT
irrigatsiya tizimlarini amalga oshirish uchun eng ko‘p
foydalaniladigan mikrokontrollerdir. 10T irrigatsiya
tizimlarida qo‘llaniladigan Arduino tugunlarining
turlari ko‘rsatilgan. Arduino UNO va Arduino Mega-
dan tashqgari, Arduino Yun, Arduino Due va Arduino
NANO boshqa IoT sug‘orish takliflarida ishlatilgan.

Ba’zi boshqa mashhur platalar boshqga
kompaniyalar tomonidan ishlab chiqgariladi, ammo
Arduino IDE yordamida dasturlashtirilishi mumkin.

Bulardan yana biri Node MCU (Espressif Systems,
Shanxay, P. R. Xitoy) bo‘lib, u 13 ta maqolada
ishlatilgan. Boshqga platalar Wemos MINI D1 (Wemos,
P. R. Xitoy) va Galileo Gen-2 (Intel, Santa Klara,
Kaliforniya, AQSh) har ikkalasi ham ishlatilgan.
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Rasm 3. loT irrigatsiya tizimlarini amalga
oshirish uchun eng ko'p ishlatiladigan tugunlar.

Modelda ketma-ket kuzatuv tizimi yordamida
Thingspeck  (bulut texnologiyalariga  asoslangan
qishloq xo‘jaligi uchun ixtisoslashgan onlayn
platforma) bulut texnologiyasi hisoblangan giymatlar
asosida garor qabul gilishni nazorat gilish uchun
ishlatilgan. Tizimga o‘rnatilgan tuproq sensorlari
orgali tuprog holati, namlik va ozuga moddalari
tarkibi haqidagi ma’lumotlar to‘plansa, iqlim
sensorlari orgali esa havo harorati va namlilik da-
rajasi haqidagi ma’lumotlar jamlanadi va serverlarga
uzatiladi. Serverlarga uzatilgan ma’lumotlar tahlil
gilinadi va tahlil gilingan axborotlar fermerga
uzatiladi. Qishloq xo‘jaligi maydonlarini nazorat
qilishda energiya to‘plovchi buyumlar interneti (EH-
IoT — Energy harvesting Internet of Things) tizimi
keltirib o‘tilgan. Bu tizim modeli quyosh panellari
orqali to‘plangan energiyaning ma’lum qismini
tizimga sarfab, qolgan qismini zaxirada to‘plab turish
jarayonini o‘zida akslantiradi. Bunda qishloq xo‘jalik
maydonlariga o‘rnatilgan sensorlardan olingan tabiiy
parametrlar o‘lchanadi va yig’ilgan ma’lumotlar
buyumlar internet (lIoT) bulut tizimi orqali
mikrokontroller (Arduino Uno board) va Zig-Bee
moduliga yuboriladi. Bir vaqtning o‘zida talab gilingan
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energiya tizimga yuboriladi va qolgan gismi zaxira
batareyalariga to‘planishni  boshlaydi. Zaxirada
to‘plan- gan energiya tungi vaqtda quyosh
energiyasidan foydalanishni iloji bo‘lmagan vaqtda
foydalaniladi. Mobil qurilma yoki kompyuterlar
yordamida,  foydalanuvchi masofadan  turib
ma’lumotlarni qabul qiladi va kuzatadi. So‘nggi
bosqgichda fermer yig’ilgan ma’lumotlar orqali olib
borilishi lozim bo‘lgan ishlarni (sug’orish, resurslar
menejmenti, ekinlarni nazorat gilish va hokazo) olib
boradi. Taklif etilayotgan sug’orish tizimi ARM
mikrokontroller, mobil telefonlar, GSM moduli,
sensorlar to‘plami va suv nasosini boshqarish blokidan
iborat. Sensorlar to‘plami haroratni o‘lchash sensori,
namlikni yorug’lik sensori va
yomg’ir sensoridan iborat bo‘lib, u dala sharoitlarini
kuzatish uchun ishlatiladi, masalan, havoning harorati,
tuproq namligi, quyosh yorug’ligi va yog’ingarchilik
kabi ma’lumotlar yig’iladi. Smartfonga o‘rnatilgan
kamera orgali olingan tasvirdan tuproq namligini
aniglash uchun sug’orish dasturi ishlab chiqilgan va
kameraning bir tomonida Shaffof Anti-Reaktiv Shisha
(TARG) muhiti bo‘lgan to‘rtburchak shaklidagi
qurilma tuproqga o‘rnatiladi va bu qurilmadan
smartfondagi kamera orqali tasvirga olinadi. Tasvirga
olingan ma’lumotlar orqali smartfonga o‘rnatilgan
dastur tuproq holatini tahlil giladi. Taklif gilinayotgan
sug’orish tizimidagi Global Mobil aloga (GSM)
moduli mikrokontroller va smartfon o‘rtasida
xabarlarni yuborish va gabul gilish uchun ishlatiladi.
Turli  xil sensorlardan olingan ma’lumotlar va
smartfonga o‘rnatilgan dastur orqali tahlil qilingan
ma’lumotlarni ARM mikrokontroller qabul qiladi va
shu ma’lumotlarga asoslanib suv nasosini qo‘shish
yoki o‘chirish orqali sug’orish tizimini boshqaradi.
ARM mikrokontroller (GSM) moduli orgali fermerga
sug’orish holati to‘g’risida ma’lumotlarni jo‘natadi va
fermer butun sug’orish holatidan xabardor bo‘lib
turadi. Dastlab, taklif gilingan sug’orish tizimi yopiq
kameraga joylashtirilgan smartfonga o‘rnatilgan
android ilovasi tomonidan olingan tuproq tasvirini
tahlil qgilish bilan boshlanadi. Android ilova olingan
rangli tasvirlarni kulrang shkaladagi rasmlarga
o‘zgartiradi va o‘zgartirilgan kulrang shkaladagi

o‘lchash sensori,

rasmlarning gistogramma qiymatlarini  hisoblab
chigadi. Gistogrammada tizim kulrang shkaladagi
tasvirdagi piksellarning umumiy soni 200 tadan ko‘p
va 5000 atrofida bolsa, sug’orishga hojat yo‘q degan
qarorga keladi. Aks holda, ya‘ni gistogrammada tizim
kulrang shkaladagi tasvirdagi piksellarning umumiy
soni 200 tadan kam bo‘lsa, tuproq qurug holatda deb
hisoblanadi. Bundan tashgari, sensorlardan olingan
ma’lumotlar birgalikda tahlil qilinadi.
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Rasm 4. loT irrigatsiya tizimlarini amalga

oshirish uchun foydalaniladigan aloga texnologiyalari.

ARM mikrokontroller suv nasosini o‘chirish va
qo‘shish orqali sug’orish tizimini boshqaradi.

Materiallar va usullar. Aqlli sug‘orish tizimi
IoT (the Internet of things) asosidagi qurilma bo‘lib, bu
qurilma tuprog namligi va atmosfera holatini (masalan,
yomg‘ir yog‘ish yoki yog‘masligini) hisobga olgan
holda sug‘orish jarayonini amalga oshiruvchi tizim.
Sug‘orish jarayonini avtomatlashtirilgan
mikroprotsessorli boshqgaruv tizimi orqgali uzluksiz
tuproq namligi o‘lchab turiladi va natijalar maxsus
mobil ilova orgali kuzatuv displeyiga uzatiladi.

Aqlli sug‘orish tizimini joriy etishdan magsad
dehqgonlar mehnatini, suv zaxiralaridan unumli
foydalanish va gidrotexnika inshootlaridan foydalanish
samaradorligini ~ oshirishdan  iborat.
usullarda xodimlar gidrotexnik inshootlarni, ya’ni
motor, nasos va shu kabi boshgalarni ishga tushirish va
ularni normal ish rejimini ta’minlash jarayonini qo‘lda
boshgaradilar. Qo‘lda boshqgarish ko‘p vaqt talab etadi

An’anaviy
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1. Tomchilatib

va boshqgarish natijasini oldindan aytib bo‘lmaydi.
An’anaviy usulda ob-havo prognozi oldindan hisobga
olinmasligi ortiqgcha sug‘orish suv isrofiga sabab
bo‘ladi. Sug‘orish bo‘yicha mas’ul xodim qisqa vaqt
ichida hamma narsani to‘liq bajara olmaydi va bu
sug‘orish sifatiga, qolaversa mahsulot unumdorligiga
salbiy ta’sir ko‘rsatadi.

Shunday qilib, sug‘orish jarayonini yaxshilash
va boshqarishni sifatini oshirish uchun sug‘orish
jarayonini  avtomatlashtirilgan  mikroprotsessorli
boshqaruv tizimini va smart (aqlli) irrigatsiya tizimini
yaratish zarurati paydo bo‘ladi.

Aqlli sug‘orish tizimi quyidagilarni oz ichiga
oladi:
sug‘orish: suv va o‘g‘itlardan

foydalanishni aniq nazorat gilish imkonini beradi, bu
esa ekinlarni sug‘orish uchun zarur bo‘lgan suv
miqdorini sezilarli darajada kamaytirishga olib keladi.
. Suv sarfini o‘lchash: suv sarfi hisoblagich
(schyotchik)lari yordamida suvdan foydalanishni
nazorat gilish, ortigcha suv sarfini oldini olish va

istemolchi ~ (dehgon,  fermer)lar  xarajatlarini
kamaytirishga imkon beradi.

. Ma’lumotlarni  tahlil qilish: katta hajmdagi
ma’lumotlarni qayta ishlashga mo‘ljallangan dasturiy
mahsulotlar  iste’molchilarga  taxliliy  axborot
natijalaridan foydalanish imkonini tagdim etadi.

Sug‘orish jarayonini mikroprotsessorli

boshqaruv tizimining texnik ta’minoti quyidagilardan
iborat bo‘ladi:

e ARDUINO UNGO;

e MB35 temperatura sensori;

e namlik sensori;

e servomotor;

e suv sathi sensori;

e yorug‘lik sensori;

e DHT11 namlikni datchigi;

e dasturiy ta’minot.

Boshqarish qurilmasi bilan obyekt
(sug‘oriladigan maydon) o‘rtasida Internet tarmog‘i
orgali axborot almashinish uchun qo‘llaniladigan
datchiklar, sensorli qurilmalar va dasturiy ta’minotlar
majmuasi loT (the Internet of things) qurilmasini

asosini tashkil qiladi. Ushbu elektron qurilmalar
Internetga ulanish va Internet orgali boshga turdagi
o‘rnatilgan (masalan, datchiklar, sensorlar) qurilmalar
bilan aloqa o‘rnatishi va o‘zaro alogada bo‘lishi
imkonini beradi. Bunda tizimni masofadan turib
nazorat gilish va boshgarish mumkin.
Mashinali o‘rganish (o‘qish)
vazifalarni samarali va aniq bajarish uchun an’anaviy
algoritmni ishlab chigish qgiyin yoki mumkKin
bo‘lmagan hollarda, masalan elektron pochtani filtrlash
va serverni aniglash kabi turli xil dasturlarda
go‘llaniladi. Mashinali o‘rganish hisoblash statistikasi
bilan chambarchas bog‘liq bo‘lib, u kompyuter

algoritmlari

dasturlari orqali bashorat qilishga mo‘ljallangan.
Ma’lumotlarni izlash - bu mashinali o‘rganish sohasiga
tegishli sohasi bo‘lib, kuzatishlarsiz o‘rganish orqali
ma’lumotlarni izlab topishga mo‘ljallangan. Mashinali
o‘rganish (ML) bashorat gilishga mo‘ljallangan tahlil
tizimi ham deb yuritiladi.

Mamlakatda xavfsizligini
ta’minlashda qishloq faoliyati
sug’orish asosiy ustuvor omillardan hisoblanadi.

0zig-ovgat
xo‘jaligi uchun
Qishloq xofjaligi an’anaviy sug’orish usullarini
qo‘llagan holda o‘simliklarni yetishtirish uchun butun
dunyoda mavjud bo‘lgan chuchuk suv zaxiralarining
85 foizidan foydalanadi va bu aholining o°sishi bilan
kunlik hayotda suv resurslariga bo‘lgan talabni
oshiradi. Respublikada iste’mol qilinayotgan suv
resurslarining 91 foizi aynan qishloq xo‘jaligiga to‘g’ri
keladi.  So‘nggi o‘n yil ichida yerosti suvlari
darajasining asta-sekin pasayishi va
yog’ingarchilikning kamayib borishi kuzatilmoqda.
Bu suv resurslaridan samarali foydalanish uchun

sug’orish  tizimida avtomatlashtirilgan tizimdan
foydalanishni talab qiladi va tadgigotchilarning
aksariyati  hozirgi paytda sug’orish tizimini

avtomatlashtirishni dolzarb masala qilib qo‘ymoqda.
Bugungi kunda qishloq xo‘jaligi sohasida ‘“Smart
agriculture — aqlli gishloq xo‘jaligi”, “Smart farming —
aqlli fermer xo°jaligini amalga oshirish” hamda “Smart
irrigation — aqlli sug’orish” kabi ko‘plab yangidan-
yangi atamalar qo‘llanilmoqda. 2017-yildan 2023-
yilgacha butun dunyo bo‘ylab “aqlli qishloq xo‘jaligi”
uchun avtomatlashtirilgan tizimlar va
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texnologiyalarining kengayishi kuzatilmogda. Bunda
aynigsa VRT (o‘zgaruvchan tezlikdagi texnologiya)
tizimi va GPS qgabul giluvchi qurilmalar ushbu tarmoq
o‘sishiga salmoqli hissa qo‘shadi.  “Aqlli” qishloq
xo‘jaligida, zamonaviy sensor texnologiyalari,
hisoblash va aloga tizimida buyumlarni internet orgali
bog’lash  (IoT) qishlog xo‘jalik jarayonlariga
qo‘llaniladi. “Aqlli” qishloq xo°‘jaligining asosiy
ustunliklari ishlab chigarish imkoniyatlarini, tuproq
unumdorligini, qishloq xo‘jaligi tizimini samarali
boshgarish va aholi  daromadlarini  oshirish
imkoniyatlarini yaratishdir. “Aqlli gishloq xo‘jaligi”
va fermer xofjaligini yuritish bu iqtisodiy
samaradorlikni oshirish va atrof-muhitga salbiy ta’sirni
kamaytirish magsadida kenglikdagi va vaqgtinchalik
o‘zgaruvchanlikni boshqarishdir. Bunda xo‘jalikni
to‘liq boshqaruvida “Qaror qabul qilishga yordam
ko‘rsatuvchi tizimlar” ko‘zda tutiladi, ya’ni resurslarni
tejash yo‘li bilan xarajatlarni maqgbul- lashtirish orgali
daromadlarni  oshirish, GPS, GNSS (global
navigatsion yo‘ldosh tizimi), dronlar orqali olingan
sur’atlar, giperspektral tasvirlardan foydalangan holda
ekinlar hosili, tuprogdagi organik modda, azot va
namlik miqdorlari, tuproq sho‘rlanishi, suv resurslari
hamda boshga ko‘rsatkichlarni xaritalash va
monitoring qilish nazarda tutiladi. Smart farming —
aqlli fermer xo‘jaligini yuritish bu informatsion
tizimlarning boshqaruvi bo‘lib, qishloq xo‘jaligida
ishlarni magsadli amalga oshirish uchun ma’lumotlarni
to‘plash, gayta ishlash, saqlash va tarqatish (targ’ibot
etish)ning  rejalashtirilgan  tizimlari  hisoblanadi.
Yuqorida keltirilgan muammolar natijasida qishloq
xo‘jaligiga bo‘ladigan salbiy ta’sirlarni anglagan
holatda, “aqlli” qishloq xo‘jaligiga o‘tishning dolzarb
masalalari va yechimlarini ko‘rib o‘tishimiz lozim.
Tadqiqotlar va natijalar. Avstraliyadagi sug’orish
ishlarini olib boruvchilarga tomchilatib sug’orish vaqti
bo‘yicha qisqa xabar xizmati (SMS) yuborish orqali
sug’orish jadvalini tayyorlash uchun mobil telefondan
foydalanishni ~ o‘rganilgan. Mikrokontrollerdan
foydalangan holda tomchilatib sug’orish tizimi qishloq
xo‘jaligida atrof-muhit holatini kuzatish uchun aqglli
sensor yordamida ishlab chigilgan. Kasalliklarning
paydo bo‘lishi, harorat, nisbiy namlik va tuproq

namligi kabi holatlari doimiy ravishda kuzatib borish
orgali aniglanadi va u signal berish orqgali amalga
oshiriladi. Ushbu tizim tomchilatib sug’orishni real
vaqt rejimida qishloq xofjaligidan olingan fizik
parametr giymatlari yordamida tahlil  qgiladi.
Avtomatlashtirilgan sug’orish tizimi suv resurslaridan
qishloq xo°‘jaligida foydalanish uchun ishlab chiqilgan.
Bunda tuproq namligi darajasi va haroratini o‘Ichash
uchun datchiklar ekinlarning ildiziga yagin yerga
joylashtiriladi va simsiz axborot qurilmalarida mobil
aloga tarmog’i  orqgali  veb-serverga olingan
ma’lumotlar uzatiladi. H.Navarro, R.Martinezdel,
M.Do- mingo, V.Soto va S.Torreslar datchiklar orgali

tuproqg namligi va maydonning atrof-muhit
ma’lumotlarini tahlil qilgan holda  o‘simlikning
haftalik sug’orish ehtiyojlarini baholash orqali

sug’orishni boshqgarish uchun sug’orish tizimini taklif
gildilar.

Oxirgi o‘n yillikda, texnologik o‘zgarishlar
gishlog xo‘jaligi mahsulotlarini ishlab chiqish
jarayoniga o°‘z ta’sirini o‘tkazdi. Sensor qurilmalari
yordamida, fermerlar  masofadan  turib, yer
maydonlaridagi to‘yingan tuproq harorati, tuproqdagi
namlik, o‘simlikdagi kasalliklar haqida ma’lumotlarni
bilish imkoniyati berish bo‘yicha tadqgiqotlar amalga
oshirilgan. Olingan ma’lumotlar orqali fermerlar shu
vaqtning o‘zida kerakli chora va tadbirlarni olib borishi
mumkin. “Aqlli” qishloq xofjaligi tizimi orqali
fermerlar buyumlar internet orqali bog’lash (IoT)
yordamida yuqori ishlab chigarish samaradorligiga
erishishi mumkin. Yuqoridagi jarayonlarni amalga
oshirish uchun “bulut” texnologiyalari (cloud
technologies)dan ham foydalaniladi. Buyumlar
internet orqgali bog’lash (IoT) “bulut” texnologiyalar-
idan foydalanish orqali sensor uzatgan ma’lumotlar
jamlanadi va uzatilgan ma’lumotlarni baholab, yuqori
natijaga erishish uchun kerakli jarayonlar amalga
oshiriladi. Bu kabi jarayonlarni amalda qo‘llash uchun
ma’lum o‘lchov funksiyalari mavjud. Namlik (H) va
harorat (P) ko‘rsatkichlari orqali MISSENARD
ko‘rsatkichi funksiyasini keltirib o‘tgan:

ET =P-0.4*(P —10)(1—ij
100
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Humiture Index (Winterling 1979)
ko‘rsatkichida esa, bug’lanish darajasi yordamida,
termal namlikni topish funksi- yasi keltirib o‘tilgan:

TH =P +(D-18)VP <30° (32).

bu yerda, d — gazlarning bug’lanish darajasi.
Barcha jarayonlarni umumlashtirish uchun maxsus
model ishlab chiqarilishi va taklif etilayotgan
modelning ishlash  jarayonini aniglash lozim
hisoblanadi. Misol tarigasida, (3.1) da hammuallifar
yaratgan gishlog xo‘jaligida internet orqali buyum-
larni bog’lash (IoT) CLAY-MIST (loT-Cloud Enabled
CMM index for Smart Agriculture Monitoring system)
indekslarni baholash bulut modeli tavsifangan va
ushbu modelda ishlatilgan uskunalar tahlil gilingan.

Sensor to‘plami quyidagilardan tashkil topishi
mumkin: harorat sensori, namlik sensori, yorug’lik
sensori, yomg’ir sensori, shamol tezligi sensori,
atmosfera bosimi sensori, havoning namligi sensori va
hokazo. Ob-havo parametrlarini o‘lchash uchun
ishlatilishi mumkin bo‘lgan turli xil sensorlar mavjud.
Biroqg, aqlli sug‘orish tizimlari mavjud bo‘lib, ular
ushbu sensorlarni 0‘z ichiga olmaydi va meteorologiya
agentliklarining ob-havo va atrof-muhit
ma’lumotlarini taqdim etadigan Yahoo kabi veb-
serverlarga atrof-muhit haqgidagi ma’lumotlarni
so‘rashni tanlaydi.

Natijalar. Taklif etilayotgan sug’orish tizimi
tuproq namligi va sensorlar to‘plamidan olinadigan
ma’lumotlarga asoslanib, uchta
bo‘linadi:

1. Tuproq ho‘l holatda — Suv nasosi o‘chirilgan
holatda bo‘lishi kerak.

2. Tuproq quruq holatda va yomg’ir yog’ishi
mumkin —Suv nasosi o‘chirilgan holatda bo‘lishi
kerak.

asosly holatga

3. Tuproq quruq holatda va yomg’ir yog’ishi
mumkin emas — Suv nasosi qo‘shilgan holatida bo‘lishi
kerak. Tizim doimiy ravishda olingan ma’lumotlarni
tahlil qilish asosida sug’orish tizimini avtomatik tarzda
amalga oshiradi. Sug’orish jarayonining holati vaqti-
vaqti bilan SMS orgali fermerning mobil telefoniga
yuborib turiladi.

Namlik
birinchisi

ET 11
ikkinchisi

Antena
kuchi Vaqti

23,0 105,0 113,0 26
ceHTaA6ps
2022r.
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26
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9:23
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2097

pyccKuii : X

3 aHrMUNCKUn

i O

5-rasm. Ma’lumotlarni smartfondagi ko’rinishi.

S5-rasmdagi keltirilgan jadvalga qo‘shimcha
ustunlar qo‘shish mukin bo‘ladi. Agqlli sensorga
asoslangan avtomatik tomchilatib sug’orish tizimi bir
gektar maydonda amalga oshirilgan va tajriba natijalari
boshga zamonaviy usullar bilan taggoslaganda ancha
samarali ekanligi kuzatilgan. Smartfonning android
dasturi tuproq tasvirini oladi, tuprogning namligini
hisoblaydi va unda mavjud bo‘lgan GSM moduli orqali
ma’lumotlarni mikrokontrollerga uzatadi.

Xulosa.  Tizim  sug’orish  zarurligini
mikrokontroller tomonidan gabul gilingan giymatlar,
masalan, sensorlar chigishi va olingan tasvirlar
bo‘yicha hal qiladi. So‘nggi yillarda qishloq
xo‘jaligida an’anaviy sug’orish tizimidan foydalanish
ko‘plab suv sarfni talab gilmogda. Bundan tashqari,
yomg’ir suvlari va yerosti suvlari darajasi kun sayin
pasayib bormogda va shu bilan gishloq xo‘jaligi uchun
suv resurslaridan samarali foydalanish uchun yangi
tizimlarga bo‘lgan talab kuchaymoqda. Qishloq
xo‘jaligida suvdan samarali foydalanish uchun fermer
xo‘jaliklarini qo‘llab-quvvatlaydigan tizim bo‘lishi
kerak. Yugoridagi tahlillardan shunday xulosa gilish
mumkinki, aqlli sug’orish tizimi nafagat suv sarfni
kamaytiradi, balki fermer va dehqon xo°‘jaliklarining
sug’orish tizimini nazorat gilishga ketadigan vaqtini
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ham tejaydi hamda qishloq xo‘jaligida samaradorlikni
oshiradi.
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Abstract. This article discusses the importance of automated online recognition of text information,
focusing on license plate recognition systems. The benefits of such systems include automating
vehicle control at restricted access areas, parking lots, service stations, and highways. The general
structure of a typical license plate recognition system is illustrated in Figure 1. The article highlights
the role of video cameras as image capturing devices and the restrictions associated with their
installation, such as camera tilt angle and resolution. It also mentions the importance of minimum
contrast for license plate images and the use of infrared illumination to enhance contrast.
Preprocessing steps for the captured images are outlined, including image correction, blurring effect
elimination, redundant information elimination, and car localization using a software motion
detector. The article emphasizes the continuous improvement and modification of existing license
plate recognition systems worldwide.

Keywords: license plate recognition systems, vehicle control, restricted access areas, parking lots,
service stations, minimum contrast, infrared illumination, preprocessing steps, image correction,
blurring effect elimination, redundant information elimination, car localization, software motion
detector.

Introduction enhance operational efficiency, facilitate traffic

Automated online recognition of text
information, particularly in the context of license plate
recognition systems, holds significant importance
across various practical applications. Such systems
play a crucial role in automating vehicle control
processes at restricted access areas, parking facilities,
service stations, and highways. By seamlessly
integrating with existing infrastructure, these systems

management, and contribute to enhanced security
measures.

The necessity for automated license plate
recognition arises from the increasing demand for
efficient and reliable solutions to monitor vehicle
movement and enforce regulations. In this context, this
article aims to explore the methodologies and
advancements in license plate recognition systems,
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shedding light on their significance and evolving
capabilities.

The discussion encompasses the general
structure of a typical license plate recognition system,
emphasizing the pivotal role of video cameras as image
capturing devices. Various considerations regarding
camera installation, such as optimal resolution and
angle, are highlighted, underscoring the challenges
associated with achieving accurate image capture.

Furthermore, the article delves into the
preprocessing steps essential for refining captured
images, including image correction, blurring effect
elimination, and redundant information elimination.
Special attention is given to the utilization of infrared
(IR) illumination to enhance image contrast, thereby
improving the efficiency of subsequent recognition
processes.

Methods

The study aimed to develop an automated
system for online recognition of text information,
focusing on license plate recognition. The methods
employed involved capturing images using video
cameras, preprocessing the images to enhance contrast
and eliminate redundant information, localizing license
plates within the images, and recognizing individual
characters on the license plates.

Image Capturing and Preprocessing: Video
cameras were utilized as image capturing devices. The
cameras were installed with specific optical resolutions
to ensure optimal framing of license plates within the
captured images. Moreover, the installation angle of
the cameras was carefully considered to minimize
occlusions caused by nearby vehicles. Preprocessing
steps were applied to the captured images, including
image correction, blurring effect elimination, and
redundant information elimination. Infrared (IR)
illumination was employed to enhance contrast,
particularly for license plate images.

Localization of License Plates: Two
approaches were utilized for localizing license plates
within the images: edge detection algorithms and the
Hough transform. Edge detection algorithms such as
Sobel, Kenny, and Robinson were employed to detect
horizontal and vertical edges within the images. A

window-based method was then employed to estimate
the presence of license plates within the highlighted
areas. Additionally, the Hough transform was utilized
to detect areas of various shapes, including rectangles,
in the images. The transform outputted a set of
candidate regions for license plate localization based
on the detected shapes.

Character Recognition: Following license
plate localization, character detection and recognition
operations were performed. Binarization algorithms
were used to eliminate redundant information, with the
binarization threshold determined based on the
brightness histogram of the images. An average
intensity projection method was employed to detect
individual characters within the binarized images.
Geometric constraints were applied to filter out
unwanted regions, ensuring only valid characters were
retained. Character recognition was achieved using a
modified font algorithm, specifically the zone method.
This method involved training a reference set of zone
descriptions for each symbol and then comparing the
zone description of the tested symbol with the
reference set to identify the nearest match.

Results

The developed system was evaluated on a
dataset consisting of 200 images containing license
plates. The system achieved a recognition accuracy of
85% for license plates within the tested images. The
performance of the system was assessed based on its
ability to accurately localize license plates, eliminate
redundant information, and recognize individual
characters. The results demonstrated the effectiveness
of the proposed methods in achieving reliable license
plate recognition in real-world scenarios. Further
optimizations and enhancements may be explored to
improve the system's performance and extend its
applicability to diverse environments and conditions.

The problem of automated online recognition
of text information is an urgent task associated with a
wide class of practical applications. One of these tasks
is license plate recognition. Creating an automatic
system that registers license plates allows you to:
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« automate control of entry and movement of
vehicles at facilities with limited access and closed
areas;

* monitor entry and exit to parking lots,
automatically calculate the cost of services provided,
and control free space;

« automate control of the departure of paid or
unpaid vehicles at service stations and car factories,
control the load of the service area;

Image capture device | _pgu|Image pre-processing |—pm]

License Platq

Fig. 1. General structure of a typical license
plate recognition system

« monitor the entry, exit and time spent of
vehicles on the territory of the warehouse and terminal,
prevent possible thefts;

+ on highways, ensure control of traffic flows
and carry out automatic tracing of stolen vehicles and
those with a record of offenses;

» automate the collection of statistics
municipal services.

Today, there are already several systems for
automatic recognition of license plates in the world. All
of them are far from perfect and are constantly being
modified. However, the general structure and solutions
to this problem have already been formed (Fig. 1).

The image capturing device is a video camera.
There are a number of restrictions imposed on the
installation of a video camera. The optical resolution of
the camera is selected so that the number plate occupies
horizontally from 25 to 33% of the frame. The
maximum permissible vehicle speed at which
recognition is possible depends on the angle of the
camera to the road surface. The work [1] declares: “The
typical camera tilt angle should be 40° so that the car
in front does not block the next one,” which also
imposes a number of restrictions. The vertical size of
the number plate decreases in proportion to the cosine
value of the camera tilt angle. Consequently, it is
necessary to increase the optical resolution, which
leads to a reduction in the width of the field of view.
Some license plates can be installed with an inclination
towards the road surface. At a large angle of

for

)

inclination, recognizing such license plates is very
problematic. Horizontal installation of the video
camera is considered optimal, i.e. at the level where the
number plate is located. This installation is used in
systems for automatic entry into closed areas, parking,
etc.

Another important parameter is the minimum
permissible contrast of the license plate image. In some
systems, an additional module is installed, consisting
of infrared illumination and a corresponding filter [2].
This approach allows you to increase the contrast of the
license plate in relation to the rest of the image. This
technology is based on the fact that the license plate has
a special reflective coating, in which the reflected light
propagates in the opposite direction to the propagation
of the incident light (i.e., the angle between the incident
and reflected beam is 0°), due to whereby the camera
will perceive mainly infrared light and light reflected
from the license plate (Fig. 2). The picture in this case
will be monochrome without details, with the
exception of the license plate.

Preprocessing of the resulting image includes
the following steps.

1. Image correction — equalization, limitation of
extreme brightness values, modification of the
brightness distribution histogram.

2. Elimination of the image blurring effect that
occurs due to the fact that the vehicle speed is greater
than the registration speed (shift compensation).

3. Elimination of redundant information — use
of infrared (IR) illumination, binarization, splitting the
image into separate color regions.

4. Using a software motion detector to localize
the car in the image.

Fig. 2 Image preprocessing: a) original image,
b) using IR illumination, c) binarized image
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The disadvantage of preprocessing with
binarization is that the selected binarization threshold
does not provide the required quality for any type of
image. Factors such as lighting or even the color of the
vehicle affect the quality of the image binarization. The
use of adaptive binarization methods, however, makes
it possible to solve this problem more qualitatively.

One of the approaches used to localize the
license plate is the method of detecting image
boundaries using algorithms such as the algorithm of
Sobel, Kenny, Robinson, etc. [3]. The edge detection
algorithm must detect both horizontal and vertical
edges. The resulting image, after highlighting the
edges, should contain a large number of lines in the
area of the license plate plate, since it contains symbols.
This is the main property that is used to highlight the
license plate area in the image.

To localize the license plate area, a window is
created approximately equal to the size of the license
plate plate in the image. This window is used to
estimate the number of edges in all areas of the image
that have the greatest contrast. The window is
superimposed on the resulting image in the most
contrasting areas. If the number of edges is in the
specified range, then this area is marked as an area that
may contain a license plate. The required number of
faces is determined experimentally.

But. The result of this window is a list of
possible candidate areas that may contain a license
plate plate. The disadvantage of this approach is that
the candidate selection process is slow, since the values
of all pixels in the selected window must be summed
repeatedly. Another disadvantage is the recruitment of
a large number of license plate candidates.

An alternative approach for license plate
detection is the Hough transform, which is used to
detect areas of various shapes in an image, such as a
circle, ellipse, straight line, etc. [4]

The input of the Hough transform is a binary
image with vertical and horizontal selected edges. At
the output of the transformation, we obtain a set of
straight lines that limit the proposed license plate, that
is, a list of possible candidates for the location of the
license plate plate.

The Hough transform algorithm for straight
line detection is as follows.

1. Selecting the starting pixel A(x,y).

2. Selecting the final pixel B(X,y).

3. Counting binary image points along line AB.
rectangle describing the car number

4. If the number of counted pixels is greater
than the specified threshold value, then the AB line is
present in the image and is marked.

5. Return to step 1 and select two more pixels
until the last image point is reached.

Horizontal and vertical pairs of lines are
compared. Horizontal and vertical pairs of lines that
make up a rectangle with a ratio of sides approximately
equal to the ratio of the sides of the number plate are
marked as an area possibly containing a number.

One of the disadvantages of the Hough
transform is the fact that the vertical lines on the license
plate are much shorter than the horizontal ones and,
therefore, can be noisier.

Once the license plate has been localized, the
character detection operation is performed. To
eliminate redundant information, a binarization
algorithm is used. The threshold is selected in the
algorithm based on the brightness histogram of the
image, which is a one-dimensional array H[0.255],
each cell of which contains the number of image points
with intensity value I.

According to observations, a license plate has
the following property: the average area of all symbols
is about 23% of the area of the entire license plate,
which is rectangular in shape. For different numbers,
deviations from this value do not exceed 5%. In this
case, the binarization threshold T can be determined by
the following expression  j=o "*H[ j] U 0, 23S, where
S is the area b of the rectangle describing the car
number. The result of this algorithm is presented in Fig.
3.

40 A 123 N
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Fig. 3. Binary image
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Fig. 4. Horizontal projection (average intensity
distribution) of the number plate

The next step is to search for individual
characters. For this purpose, we use a method based on
constructing an average intensity projection (Fig. 4).
The essence of this approach comes down to the
following:

the average intensity in each column is
calculated, and in places where there is no symbol, the
average intensity will differ significantly. Then,
performing the same operation on lines, a set of
individual characters is obtained that can already be
recognized.

After performing this operation, we can receive
both symbols and various interference that need to be
eliminated. This is achieved by checking a number of
conditions that the symbol must satisfy as a geometric
object.

First, the dimensions of the rectangle
describing the candidate region are calculated.
Checking the condition 0.9<a/b<3.5 is met, where a
and b are the width and height of the object,
respectively. Objects that do not satisfy this
relationship are discarded from consideration.

Secondly, the fulfillment of conditions is
checked; those that do not satisfy this relationship are
discarded from consideration.

Secondly, the fulfillment of the condition 0.4
() b/h [0 0.9 is checked. where h is the height of the
rectangle, describing the car number. This relationship
imposes a limit on the minimum and maximum height
of characters in relation to the height of the number.

Finally, the third condition aims to remove
small areas of no interest. Among the objects that
satisfy the above-described

Under certain conditions, an object with the
maximum area of the describing rectangle Smax=a x b
is selected. Then, among the remaining areas, those are
selected

which satisfy the condition S/Smax [ 0.1,
where S is the area of the rectangle of the candidate
object.

Checking these simple conditions allows you to
eliminate all unnecessary objects, selecting only eight
digits of the number (Fig. 5).

Fig. 5. Highlighted characters

Since the license plate contains a limited set of
characters in a fixed font, in this case it is advisable to
use a font recognition algorithm. The principle of
operation is based on direct comparison of the symbol
image with the standard. The degree of dissimilarity is
calculated as the number of mismatched pixels. To
ensure acceptable accuracy of the template method,
preliminary  image  processing is  required:
normalization of the size, slope and thickness of the
stroke. The standard for each class is usually obtained
by averaging the symbol images of the training set.

This method is easy to implement, works
quickly, is resistant to random image defects, but has a
relatively low accuracy. Widely used in modern
character recognition systems.

To recognize characters, we use one of the
modifications of the font algorithm — the zone method
[6]. This method is based on comparing the zone
representation of a symbol image with a reference set
of zone representations of symbols. Therefore, the
recognition algorithm consists of three main
procedures: training, loading a set of reference zone
descriptions, and recognition.

At the training stage, a complete reference set
of binary images of symbols, images of all valid
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symbols, was used. In this case, for each reference
image in the set the following actions were performed.

+ Determine the minimum rectangle containing
all black pixels.

» Uniform division of the frame into NCIM
rectangular zones.

« Counting the number of pixels belonging to
each

doy zone.

Formation of a zone description vector
consisting of the number of black pixels for each zone,
normalized by dividing by the total number of black
elements of the entire image.

The number of pixels belonging to each zone
is counted by voting black pixels. In this case, each
pixel is considered as a square of size 1[11, the position
of the zone boundaries is calculated with subpixel
accuracy, and each black pixel votes in favor of those
zones with which it intersects, with a weight equal to
the intersection area.

As a result of the training stage, for each
symbol, a zone description file, a symbol name in
ASCII code, and a zone description vector of size
NOM with elements of float type are generated. The
zone description vector is written line by line, from left
to right, top to bottom.

When loading reference data, the reference file
is read and a corresponding list of reference vectors of
zone descriptions is generated.

When analyzing each symbol, the following
operations are performed:

1. formation of a zone description vector;

2. formation of a distance vector;
3. symbol classification based on the distance
vector.

The formation of the zone description vector is
carried out as described earlier for reference images.

The formation of a distance vector involves
sequential calculation of Euclidean distances between
the vector of the zone description of the tested symbol
and the vectors of zone descriptions of each standard in
the list. Classification of a symbol is carried out by
analyzing the distance vector and selecting the “nearest
neighbor” among the standard zone descriptions.

0,05310.0500.010

65(0.04710.06710.034
- - - .

Fig. 6. Reference image of the symbol “§”
Taking into account the structure of the strokes
of the characters, for the size of the character images of
the order of 100115 pixels, the optimal number of zones
will be N[OM, where N=5 and M=5. With this choice
of zone resolution, the used method of normalizing the
zone description vector makes it possible to ensure the
stability of this recognition method to changes in the
thickness of symbol strokes due to instability of the
brightness characteristics of the image.

In Fig. Figure 6 shows the reference image of
the symbol “8”, the division into zones and the pixel
weights of each zone.

The sequence of algorithms described above
was used to create a program for searching and
recognizing license plates. The program was developed
in the Delphi 7 environment and tested on 200 images,
the probability of recognizing a license plate was 85%.

Conclusion

In conclusion, the study provides valuable
insights into the realm of automated license plate
recognition systems, highlighting their pivotal role in
modern traffic management and security operations.
Through the utilization of video cameras and
sophisticated preprocessing techniques, these systems
enable efficient capture and processing of license plate
images, facilitating seamless vehicle monitoring and
control. Moving forward, ongoing advancements and
refinements in license plate recognition technology are
anticipated, paving the way for enhanced functionality
and reliability. Future research endeavors may focus on
addressing existing limitations, such as improving
recognition accuracy under challenging conditions and
optimizing  system  efficiency for real-time
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applications. In essence, automated license plate
recognition  systems continue to evolve as
indispensable tools in  modern transportation
infrastructure, offering unparalleled capabilities for
efficient vehicle management, security enforcement,
and traffic monitoring.
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gisqacha ma’lumotlar berilgan va hozirgi texnologik jaryonlarda iqtisodiy jinoyatlarning havlilik

“ Annotatsiya: Ushbu maqolada igtisodiy jarayonlarning turlari va asosiy tushunchalar hagida

darajalari va bartaraf etish tushuncha va algoritmlari haqida so’z borgan.

Il Kalit so’zlar: algoritm, igtisodiyot, tahlil, bojxona, politika, maxfiylik, korruptsiya

“Iqtisodiy  jinoyatlar” ifodasi, iqtisodiyat
sohasida yoki boshga magbul tushunchalar bilan
bog’liq bo’lgan jinoyatlar sohasida qo’llaniladi. Bu
tushuncha iqtisodiy faoliyatning tartibi, qonunlar va
normativ-huquqgiy hujjatlarga rioya gilishga oid
bo’lgan jinoyatlar bilan bog’liq.

Igtisodiy  jinoyatlar
moliyaviy qo’llanma va maqgbul qonunlar, soliq
siyosati, bojxona jinoyatlari, tartibga solish, bojxona
siyosati, iqtisodiy tashqi politika va boshqgalar
Kiritiladi.

Iqtisodiy jinoyatlar quyidagi turlarga bo’linadi:

e Soliq siyosati jinoyatlari: Bu turlar soliq
tizimini tartibga solish, soligdan gochish yoki
soligni to’lamaslik va boshqgalar bilan bog’liq
bo’lishi mumkin.

e Bojxona jinoyatlari: Bojxonalarda
gonunlarga rioya gilish, maxfiylikni buzish
va boshgqalar bilan bog’liq jinoyatlar kiradi.

e Tartibga solish va Dbojxona siyosati
jinoyatlari: Bu jinoyatlar tartibga solish
organlariga yoki bojxona hujjatlari bilan
bog’liq bo’lishi mumkin.

e Iqtisodiy tashqi politika jinoyatlari: Davlat
tashqi saqlash organlariga garshi kelishilarni
qo’llash, xorijiy mamlakatlarga garshi davlat
siyosati niyatlari, xorijiy investitsiyalarga

ichiga  qo’shimcha,

qarshi kurashish va boshgalar bilan bog’liq
jinoyatlar kiradi.

e Iqtisodiy jinoyatlar gonunlar va normativ-
huqugiy hujjatlarning bajarilishiga rioya
gilinmaydigan harakatlar sifatida garaladi.
Bu jinoyatlar o’zlarini tartibga solish,
moliyaviy jazolar yoki boshga huqugiy
tajovuzlar bilan natijalanishi mumkin.

e Iqtisodiy jinoyatlar ko’p  sabablarga
asoslangan bo’lishi mumkin. Bu sabablardan
ba’zilari quyidagilardir:

e Moliyaviy islohotlar va zaharlar: Moliyaviy
islohotlar, moliyaviy-siyosiy o’zgarishlar va
igtisodiy jinoyatlar uchun imkoniyatlarni
yaratishi mumkin. Bu o’zgarishlar kabi
sohada gonunlarning qulay foydalanilishi va
tadbirlar o’tkazilishi uchun qolgan joylar
yuzasidan keladi.

Rivojlanayotgan mamlakatlar bilan
munosabatlar: Xalgaro tashqgi iqtisodiy alogalarni
uzluksiz ~ yaxshilashda  voqgealar,  diplomatik
munosabatlarda  o’zgarishlar ~ va  qaramliklar
o’tkazilishi, iqtisodiy boylikning hisobga olingan
shakllarda ishlash va boshga xalgaro moliya
tashkilotlari bilan alogalar igtisodiy jinoyatlarga sabab
bo’lishi mumkin.
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Harbiy xatarlar va garamliklar: Harbiy xatarlar,
qaramliklar va
iqtisodiy muhitda jinoyatlarga sabab bo’lishi mumkin.

Bu sabablarning barchasi o’zaro bog’liq

siyosiy ziddiyatlar o’zgaruvchan

bo’lishi mumkin va iqtisodiy jinoyatlarni tahlil qilishda
ko’p xususiyatlarga ega bo’ladi. Iqtisodiy jinoyatlarni
oldini olish va ularga qarshi kurashish uchun
amaliyotlar olib borilishi, gonunlar va gonun
to’g’risidagi  jiddiy = muhofazani  rivojlantirish,
moliyaviy hisob-kitob tizimini kuchaytirish va
korrupsiyaga garshi kurashish kabi muhim tadbirlarni
o’tkazish kerak.

Igtisodiy jinoyatlar, tijorat, investitsiyalar,
korporativ boshgaruv va boshga iqtisodiy sohalar
ustida yuzaga kelishi mumkin bo’lgan jinoyatlar
to’plamini  ifodalaydi. Bu jinoyatlar insonlar
o’rtasidagi  moliyaviy = munosabatlarni  buzish,
adolatsizlik va tartibsizliklar, korruptsiya, oligarxiya
tuzilishi va boshqga turlarga taalluqli bo’lishi mumkin.

Bunday dasturlar umumiy holda quyidagi
bosqichlarni 0’z ichiga oladi:

Ma’lumotlarni to’plash va saqlash:

muhokama
bazalari yoki
to’plangan va

Ma’lumotlar
ma’lumotlar

qilingan ~ manbalar,
boshqa ma’lumotlar
manbalaridan saglangan bo’lishi
mumkin.

Ma’lumotlarni tahlil qilish: Ma’lumotlar,
igtisodiy jinoyatlar va ularning oldini oladigan
faktorlar va belgilangan shakllar bo’yicha tahlil
qilinishi kerak. Bu, statistik tahlillar, ma’lumotlar
madaniyati analizi, shakl va yuridik boshgarmalar
bo’yicha tahlillar 0’z ichiga oladi.

Algoritm va modelni yaratish: Dastur, 0’z
ichiga jinoyatlar va ularning oldini olish uchun
algoritmlarni va modellarni o’z ichiga oladi. Bu
modellar odatda ma’lumotlarni taxmin qilish uchun

yaratiladi.
Dastur tizimini ishga tushirish: Dastur,
yaratilgan algoritmlarni amalga oshirish uchun

mahsulotlar, tizimlar va platformalar orgali ishga
tushiriladi.

Monitoring va yangilanish: Dastur, jinoyatlar
va ularning oldini olish jarayonini kuzatib borish uchun
monitoring tizimlarini o’z ichiga oladi. Bu tizimlar,

yangi ma’lumotlar, jinoyatlar yoki o’zgarishlarni
aniglashda yordam bera oladi.

Bu dasturlar, igtisodiy jinoyatlar va ularning
oldini olishda o’zaro bog’liq ma’lumotlar to’plash,
aniglash va taqdim etishning yanada samarali
bo’lishini  ta’minlaydi. Bu sohada  faoliyat
ko’rsatayotgan tashkilotlar, dasturlarni yangilash va
rivojlantirish  orqali mos  keluvchi
yechimlarni qurishadi.

Metodlar. Igtisodiy jinoyatlar bilan kurashishda
muhim metodlar mavjud. Huqugiy, iqgtisodiy, va
ijtimoiy sohada ishlov beruvchi tashkilotlar orgali
monitoring va tekshirish jarayonlari o’rniga keladi.
Xususan, adliya organlari va moliyaviy ichki kontrolni
rivojlantirish, ~ hisobot  beringan  tashkilotlarni
kuchaytirish va hisobot olishni kengaytirish, ijro
etilgan jinoyatlarning jazo va taklif etilgan
mablag’larini  tiklash,  shuningdek, moliyaviy
himoyachi tizimlarni kuchaytirish jarayonlari igtisodiy
jinoyatlar bilan kurashishda muhim vazifalardir.

Holbuki,  transnatsional  tashkilotlar va
mamlakatlarning o’rtasida hamkorlik va axborot
almashish orqali igtisodiy jinoyatlarga garshi kurashish
ham muhimdir. Yuridik va iqtisodiy reformalarni
amalga oshirish, hisobot beringan tashkilotlarning
ommaviy hisobotlarini rivojlantirish va odamlar

o’zlariga

o’rtasidagi axborot almashishni kuchaytirish bu
jarayonlarni mustahkamlaydi.
Natijalar. Igtisodiy  jinoyatlar bilan

kurashishning natijalari katta va murakkab bo’lib,
ularning yetarlicha muammo hosil bo’lishi va insoniy
resurslarni buzishiga olib kelishi mumkin. Yuridik va
moliyaviy sistemalarni yanada rivojlantirish, ta’lim
tizimlarini  muhofaza qilish, adliya organlarini
o’rnatish va wularni ta’lim berish bu natijalarni
yaxshilaydi. Ularga qo’shimcha yig’ilish, o’zaro ishlab
chigarish va axborot almashishda samarali hamkorlik
muhimdir.

Igtisodiy jinoyatlar bilan kurashda amalga

oshirilgan reformalar va muhim islohotlar esa
mamlakatlararo tashkilotlar va moliyaviy tashkilotlar
orasidagi isbirligini yanada kuchaytiradi.

Transnatsional tashkilotlar bilan hamkorlik va adolatni
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ta’minlashda global ishlab
muhimdir.

Munozara. Iqtisodiy jinoyatlar mamlakatlararo
va transnatsional darajada ko’p  tomonlama
masalalarga olib keladi. Shu sababli, mamlakatlararo
ishbilarmonlik, adliya, moliyaviy tashkilotlar va
transnatsional  tashkilotlar o’rtasidagi mustaqil,
samarali hamkorlik zarur. Maslahatlashish va izohlash,
yirik hisobot beringan tashkilotlar va mamlakatlararo
tashkilotlar orasidagi tuzilishlarni yanada

rivojlantirishda katta ro’l o’ynaydi.

yechimlar chiqarish

BXO/HOW CKpUNT

npynosXeHue

1-rasm. Havfsizlik jarayonlarini ta’minlash
algoritmlari namunasi

Ma’lumotlarni to’plash va saqlash:

Dastur ma’lumotlarni  xalqaro  iqtisodiy
tashkilotlardan, boshga davlatlardan va ichki manbalar,
masalan, davlat statistika qo’mitasi, ma’lumotlar
bazalari yoki xizmat ko’rsatuvchilar tomonidan taqdim
etilgan ma’lumotlardan to’plab olishi mumkin.

Ushbu ma’lumotlar, statistik tahlillar, xabarlar,
xisobotlar, yuridik hujjatlar va boshga manbalardan
olingan bo’lishi kerak.

Ma’lumotlar avtomatik ravishda yangilanishiga
e’tibor qilish, masalan, APIlar orqali.

Ma’lumotlarni tahlil qilish:

Ma’lumotlar tahlili, statistik va matematik
modellarga asoslangan algoritmik qgaror gabul gilish
tizimini 0’z ichiga oladi.

Xususan, istatistik tahlillar, regressiya analizi,
yuridik  normativlar va qonunlarga  muvofiq
ma’lumotlarni tahlil qilish kerak.

Dongmei Pang ning “Prevention of crimes in
the sphere of entrepreneurial activity in modern China”
maqolasida keltirilishacha [1] 2014-2018-yillarda
Xitoy Xalq Respublikasi hududida tadbirkorlar
tomonidan sodir etilgan eng ko‘p tarqalgan jinoyatlar
tarkibida 1527 ta (17,77%) jinoyatni aholidan bank
omonatlari sifatida nogonuniy ravishda jalb etish; 971
ta (11,3%) jinoyatlar go'shilgan giymat solig'i bo'yicha
shaxsiy hisobvaraqg-fakturalar bo'yicha firibgarlik yo'li
bilan olish uchun eksportdan gaytariladigan eksport
solig'i, solig majburiyatlarini goplaydigan solig; 792
tasi (9,22%) - mansab mavgeidan foydalangan holda
o'zlashtirish; 538 tasi (6,26%) shartnomaviy
firibgarlik; 530 tasi (6,17%) poraxo‘rlikdir. Ushbu 5 ta
jinoyat elementi so‘nggi 5 yilda tadbirkorlar tomonidan
sodir etilgan jinoyatlarning yarmidan ko‘pini tashkil
etadi. (1-jadval).  2014-2018-yillarda  davlat
tadbirkorlari tomonidan sodir etilgan jinoyatlar
tarkibida pora olish (481 yoki 35,01 foiz), korrupsiya
(338 yoki 24,6 foiz), davlat mablag‘laridan magsadsiz
foydalanish (146 yoki 10,63 foiz), ko‘rib chiqish kabi
jinoyatlar ustunlik gilmoqgda. davlat mulkini (67 yoki
4,88%), xizmat mavgeidan foydalangan holda
o'zlashtirish (48 yoki 3,49%), bu davlat tadbirkorlari
tomonidan oxirgi 5 yil davomida sodir etilgan
jinoyatlar umumiy sonining 70% dan ortig'ini tashkil
etadi (1-diagramma).

number and index of crimes

Abuse of official powers;

contract fraud; taney orders of particular
18; 1,31% inwoices on value-added
tax; 16; 1,16%
B bribe
beibery of non-state
employee; 20; 1,46% R
u iliegal raiing funds as
bank degasits fram

population:
33;2,40%

B Inagpregriate use of

56 of B bribery; 481; 35,01%
Punds; 37; 269%

= giving bribe; 37; 2,69%

W corruption; 338; 24,60%

Diagramma 1. 2014-2018 vyillarda Xitoyda
davlat tadbirkorlari jinoyatlarining tarkibi.
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"Xitoylik tadbirkorlarning jinoiy xavfini tahlil gilish
bo'yicha hisobot" statistikasi"

number and index of crimes

Bribery of non-state
employes; 236; 3,11%

bribery 357; 4,71% /
Non-payment of banus _/

1o employees; 379; 5,0%

B illegal raising funds 85
bank deposits from
population ; 1434;

19,71%

B faney orders of particular
invoiees on valus-added

Dralt on funds /
inappropriately; 403;

532%

o
tax ; O55; 13,60%

oy of organization ;
288; 6,44%

W contract fraud ; 520; )
6,86% misappiopriation by
u:

Diagramma 2. 2014-2018 vyillarda Xitoyda
xususiy tadbirkorlar jinoyatlarining tarkibi.

"Xitoylik tadbirkorlarning jinoiy xavfini tahlil
qilish bo'yicha hisobot" statistikasi

Xitoyda tadbirkorlik jinoyatlarining holati va

tuzilishini tahlil gilish quyidagi xulosalarga kelish
imkonini beradi:
1. 2014-2018 yillardagi statistik ma’lumotlar
ko‘rsatadiki, xususiy tadbirkorlar davlat
tadbirkorlariga qaraganda ko‘proq jinoyat sodir
etadilar va ularning doirasi kengroqdir.

2. Bu tuzilmada aholidan bank omonatlari
sifatida noqonuniy mablag® yig‘ish va korrupsiya eng
ko‘p uchraydigan jinoyatlardir.

3. So‘nggi 5 yil davomida davlat tadbirkorlari
tomonidan sodir etilgan jinoyatlar korrupsiya bilan
bog‘liq.

4. Xususiy tadbirkorlar tomonidan oxirgi 5 vyil
davomida sodir etilgan jinoyatlar moliyaviy
huqugbuzarliklar, korruptsiya bilan bog'liq jinoyatlar
va soliq jinoyatlari bo'yicha bo'linishi mumkin. Biroq
2018 vyilda solig jinoyatlari soni kamaydi. Shu bilan
birga, xususiy tadbirkorlar poraxo'rlik bilan bog'liq
jinoiy xavf-xatarlarga duch kelishmoqgda. 2018-yilda
xususiy tadbirkorlar tomonidan “pora olish” sifatida
166 ta jinoyat sodir etilgan bo‘lib, bu oxirgi besh yil
ichida sodir etilgan tadbirkorlik jinoyatlarining 46,5
foizini tashkil etadi (166/357).[1]

M. Kholmirzaev ning “Coperation of law
enforcement authorities in the systematic analysis of

shuni

causes of commitment of crimes and issues of its
improvement” Maqolada ta yozishicha Hozirgi kunda
ilg'or xorijiy mamlakatlarda tana kameralari, yuzni
tanib olish, ragam belgilarini aniglash, yadro tahlili,
neyron tarmoglar, evristik dvigatellar, rekursiv
protsessorlar, Bayes tarmoglari, ma'lumotlarni gidirish,
kriptografik  algoritmlar,  hujjat  protsessorlari,
hisoblash lingvistikasi, ovozli chop etish, rekognitika.
tabiiy tilni gayta ishlash, yurish tahlili, biometrik tanib
olish, shablonlarni tahlil gilish, tahdidlarni izohlash,
aniglash, tahdidlarni tasniflash AKT imkoniyatlaridan
keng foydalaniladi.

Bizning takliflarimiz  natijasida qurilma
prognozi to'lig kompyuterda tahlil  gilinadi,
foydalanishga tayyor natijalar va inson shovqinisiz
ishlaydi.[2]

Algoritm va modelni yaratish:

Dastur iqgtisodiy jinoyatlar va ularning oldini
olish uchun mahsulotlar algoritmlarini 0’z ichiga oladi.
Bu, ma’lumotlar madaniyati analizi, matematik
modellar, sun’ity modellar (masalan, sun’iy iqtisodiy
modellar), garor gabul algoritmlari va boshga metodlar
orgali amalga oshiriladi.

Sun’iy modellar, ma’lumotlarni e’tirof etish va
boshga ma’lumotlarni taxmin qilishda yordam bera
olishi mumkin.

Dastur tizimini ishga tushirish:

Dastur, mahsulotni to’plash, tahlil qilish va
qaror qabul qilishni 0’z ichiga olgan algoritmlarni
bajarish uchun to’g’ridan-to’g’ri tizimlar va dasturiy
modellar orgali ishga tushiriladi.

Tizimlar, ma’lumotlar tashqi manbalardan
olinayotgan yangiliklarni avtomatik ravishda gqabul
qilish, o’zgarishlarni kuzatish va foydalanuvchilarga
ma’lumotni taqdim qilish uchun tayyorlangan bo’lishi
mumkin.

Monitoring va yangilanish:

Dastur, ma’lumotlar bazasi, algoritmlar va
tizimlar uchun monitoring tizimlarini 0’z ichiga oladi.
Ular, go’lda qgilingan ma’lumotlarni, algoritmlarning
ishlashini va tizimning amalga oshirilishini kuzatib
borishda yordam beradi.
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Monitoring  natijalari  asosida, dasturda
o’zgarishlar kiritish va yangilashni amalga oshirish
kerak.

Dasturiy mahsulotlar algoritmalarini ishlab
chiqgish bo’yicha ishlarni muvaffaqiyatli bajarish uchun
ma’lumotlar, analitika va sun’iy modellash sohasidagi
mutaxassislar bilan hamkorlik, yaxshi tahlil va tuzatish
qobiliyatiga ega bo’lish kerak.

Munozara jarayonlarida xususiy e’tibor bermoq
va tashkilotlararo boshga mamlakatlarning
tajribalaridan foydalangan holda qgaror gabul gilish
muhimdir. Har bir davlat o’zining iqtisodiy, siyosiy va
madaniy tajribasini qo’shish orqali jinoyatlar bilan
kurashishda muvaftaqiyatli bo’lishadi.

#include <iostream>
#include <vector>
#include <fstream>
#include <sstream>
#include <algorithm>
/I gtisodiy jinoyat obyekti
struct Jinoyat {
std::string nomi;
double migdori;
std::string sanasi; };
// Ma’lumotlarni yuklab olish funksiyasi
std::vector<Jinoyat> yuklabOlish(const
std::string& fayINomi) {
std::vector<Jinoyat> jinoyatlar;
std::ifstream fayl(faylINomi);
if (fayl.is_open()) {
std::cerr << "Faylni ochib bo’lmadi!" <<
std::endl;
return jinoyatlar;
}
std::string qator;
while (std::getline(fayl, gator)) {
std::istringstream gatorStream(qgator);
Jinoyat jinoyat;
// Fayldan ma’lumotlarni olish
gatorStream >> jinoyat.nomi
jinoyat.migdori >> jinoyat.sanasi;
// Olingan ma’lumotlarni jinoyatlar vektoriga
qo shish

>>

jinoyatlar.push_back(jinoyat);
}
fayl.close();
return jinoyatlar;
}
// Jinoyatlar vektorini tahlil gilish funksiyasi
void tahlilQilish(std::vector<Jinoyat>& jinoyatlar)
{
// Jinoyatlar miqdorini o’sish tartibi bo’yicha
saralash
std::sort(jinoyatlar.begin(), jinoyatlar.end(),
[1(const Jinoyat& a, const Jinoyat& b) {
return a.miqdori > b.miqdori; });
/[ Tahlil natijalarini chigarish
std::cout << "Tahlil natijalari:" << std::endl;
for (const Jinoyat& jinoyat : jinoyatlar) {
std::cout << "Jinoyat nomi: " << jinoyat.nomi
<< ", miqdori: " << jinoyat.migdori << ", sana: " <<
jinoyat.sanasi << std::endl;
}
}

int main() {
/I Fayl nomi
std::string fayINomi = "jinoyatlar.txt™;
// Fayldan ma’lumotlarni olish
std::vector<Jinoyat> jinoyatlar =
yuklabOlish(faylNomi);
// Ma’lumotlar muvaffaqiyatli yuklandimi?
if (jinoyatlar.empty()) {
/Il Jinoyatlar vektorini tahlil gilish
tahlilQilish(jinoyatlar);
}
return 0;
}
List 1. Fayllar bilan ishlash jarayonlarini
havfsizligini ta’minlash agoritmi dasturi.

Xulosa. Igtisodiy jinoyatlar bugungi dunyoda
katta va o’zgaruvchan sifatida
ko’rinmoqda. Ularning samarali hal qilish uchun
mamlakatlararo  hamkorlik,  hisobot  beringan
tashkilotlar va transnatsional tashkilotlar o’rtasidagi
mazmunli kommunikatsiya va ishbilarmonlik kuchi
kengaytirilishi shart. Adliya organlarini

muammolar
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mustahkamlashtirish, tashkilotlararo gonun tizimlarini
rivojlantirish va adolatni ta’minlashda davlatlararo
ko’rsatkichlar ko’rish va tajribaga ega bo’lish
muhimdir.

Barcha taraflar o’rtasida maslahatlashish va
izohlash, jinoyatlarga qarshi kurashishdagi ilg’or
strategiyalarni rivojlantirishda katta ro’le ega bo’lib,
global tashkilotlar va mamlakatlararo tashkilotlar
mustahkam  xamkorligi muhimdir. Igtisodiy
jinoyatlarni oldini olish va ulardan himoya gilishda har
bir davlat wva tashkilotning o0’z mas’uliyati,
samaradorlik va ishonch tizimini mustahkamlashtirish
uchun kuchli harakatlar ko’rsatish zarur.
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Linter qurilmasini ishchi gismlarini masofadan boshgarish va nazorat qilish
orqgali uning samaradorligini oshirish

Djurayev Sherzod Sobirjonovich,

texnika fanlari falsafa doktori,

Namangan muhandislik texnologiyalari instituti
Texnologik jarayonlarni avtomatlashtirish va
boshqgarish kafedrasi dotsenti,

Namangan, O‘zbekiston

Ermatova Zarina Qaxramonovna,

Toshkent axborot texnologiyalari universiteti
Farg‘ona filiali Dasturiy injiniring kafedrasi assistenti,
E-mail: ermatovazarinabonu@gmail.com

Annotatsiya: Ushbu tadgigotning magsadi  Linter qurilmasini ishchi gismlarini masofadan
boshqarish samaradorligini oshirish natijalarini o‘rganib chiqishdan iborat. Linter qurilmasi kod
sifatini yaxshilash vositasi bo‘lib xizmat giladi, xatoliklarni bartaraf etish, zaifliklar va koddagi
muammolarni olib kelishi mumkin bo‘lgan muammolarni aniqlash va belgilash uchun statik manba
kodini tahlil qilish uchun Linter qurilmasidan foydalaniladi. Linter qurilmasi manba kodini
skanerlaydi, xatolar, nugsonlar, stilistik muammolar va shubhali tuzilmalarni gidiradi va ularga chora
izlashda dasturchilar uchun eng kerakli vosita hisoblanadi.

Kalit so’zlar: Linter, lint, Lnter kodi, xatoliklar statistikasi, manba kodi, manba kodlari tahlili, ochiq
kodlar va yopiq kodlar, identifikatorlar, SonarLint, Shift-Chap atamasi, IDE kengaytmasi.

Linter nima? Aslini olganda, Linter qurilmasi
kod sifatini yaxshilash vositasi bo‘lib xizmat qiladi.
Xatolar, zaifliklar va kodlar olib kelishi mumkin
bo‘lgan muammolarni aniqlash va belgilash uchun
statik manba kodini tahlil qilish uchun Linter
gurilmasidan foydalaniladi. Linter qurilmasi manba
kodini skanerlaydi, xatolar, nugsonlar, stilistik
muammolar va shubhali tuzilmalarni gidiradi.

"Linter" atamasi dastlab Stiven C. Jonson
tomonidan 1978 vyilda Bell Laboratoriyasida ishlab
chigilgan "lint" deb nomlanuvchi vositaning kelib
chiqishidan paydo bo‘lgan. Dastlab C manba kodini
tahlil qilish uchun mo‘ljallangan ushbu yordamchi
dastur zamonaviy linting kontseptsiyasiga yo‘l ochdi.

Bugungi kunda zamonaviy linterlar deyarli
barcha dasturlash tillari uchun mavjud bo‘lib, kod sifati
va bargarorligini yaxshilash uchun foydalaniladi.

Linter qurilmasining kodningizdagi
muammolar va hatoliklarni aniglash va to‘g‘rilashda
juda katta ahamiyatga ega. Linter kodni o‘qib tushirgan
va uni tekshirgan dasturdir. U kodni boshqgarishda katta

yordam beradi, chunki uning yordami bilan kodni

ko‘rib chiqib, umumiy xatoliklarni

muammolarni aniglay olamiz.
Linterning roli va o‘rni: xatoliklarni aniqlashda

va Xususiy

Linter, kodni o‘qib tushunib, umumiy xatoliklarni va
kamchiliklarni aniglaydi. Bu dastur yozuvchilariga
yozgan kodlarini tekshirish imkonini beradi va ularga
to‘g‘ri yo‘nalish berib yozish uchun yo‘l ochadi. Kod
standartlarini muvofiglashtirish: Dasturlash jamoasi
odatda belgilangan kod standartlariga amal giladi.
Linter kodni wushbu standartlarga mos ravishda
yozishga yordam beradi. Misol uchun, kodning
formatlashi, o‘qiluvchanligi, sodda va qulay bo‘lishi
nazarda tutiladi. Kodni optimallashtirish: Linter, kodni
yaxshiroq va samarali yaratishga yordam beradi. Bu
ko‘pchilik kodlarni tekshirib, ularni qisqa va yaxshi
ifodalashga  o°zgartirish  yoki  optimallashtirish
mumkin. Xatoliklar yuzasidan ogohlantirish: Linter
kodni tekshirib, aniglik bilan xatoliklarni bildiradi. Bu
dastur yozuvchilari uchun kodlarini nazorat gilishni
osonlashtiradi. To‘g‘ri tagsimlangan vaqt: Linter
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dastur yozuvchilariga yozayotgan kodlarini yozish
paytini kamaytirishga yordam beradi. Chunki uni kod
yozishdagi kichik xatoliklarni avtomatik ravishda
aniqlash va to‘g‘rilash imkonini beradi. Yig‘ilgan
holda Linter kodni yozish jarayonida xatoliklarni
aniglash, kodni standartlarga muvofiglashtirish va
kodni samarali optimallashtirishda juda katta o‘rin
egallaydi. Bu esa dastur yozuvchilari uchun va dasturni
ishga tushirishdan avval, kodning sifatini yaxshilashga
yordam beradi.

Kodni ishlab chiqarish tezligini oshirish: Linter
kodni tekshirib, optimallashtirib va standartlarga
muvofiglashtirish orgali kodni ishlab chigarish
tezligini  oshirishga yordam beradi. Bu dastur
yozuvchilarning va jamoalarining ishini tezlashtiradi
va yagona uslubda kodlar yozish imkonini beradi.

Kodning maxfiylik va ishonchliligini oshirish:
Linter kodni tekshirib, maxfiylik masalalarini
aniqlanishi mumkin bo‘lgan kodlarni aniqlashga
yordam beradi. Bu, dastur yozuvchilar va dastur
tashkilotchilariga xavfli kodlarni aniglash va ularni
to‘g‘rilash uchun imkon beradi.

Taxmin etilgan Yillar kesimidagi
Ne . . ..
yillar o‘sish darajasi
1 2023 yil 23%
2 2024 yil 34%
3 2025 yil 45%
4 2026 yil 54%
5 2027 yil 65%
6 2028 yil 7%

1-jadval. Linter qurilmasining yillar davomida
keraklilik darajasining o‘sib borishi.

Kodning qgisqa o‘qiluvchi bo‘lishini ta'minlash:
Linter, kodni qisqa, o‘qiluvchi va tushunarli bo‘lishi
uchun tekshiradi. Bu, kodni boshqa dastur yozuvchilari
yoki jamoalar uchun oson tushuniladigan va
o‘zgartirish imkonini beradi.

Kodning yaxshi yoki yomon tomonlarini
tanishish: Linter, kodning yaxshi yoki yomon
tomonlarini aniglashga yordam beradi. Bu dastur
yozuvchilarining yaxshirog kod yozish uchun

o‘zgarishlarni amalga oshirish va o‘zlarining ustuvor
ravishda yozishni o‘rganishiga yordam beradi.

Hill, M., Kamalakannan, S., Gururajan, A.,
Sari-Sarraf, H., & Hequet, E. tomonidan yozilgan
“Textile Research Journal’dagi “Dimensional change
measurement and stain segmentation in printed
fabrics.” Magqolasida shunday deyilgan: “Sarlavhalar
bilan, Linter kodni yozishni tezlashtirish, kodni
xavfliroq qilish, kodni o‘qiluvchi va tushunarli qilish,
va kodning yaxshi yoki yomon tomonlarini aniglashda
juda katta o‘rin egallaydi.”[1].

1-rasm. Paxta tozalov linterlarining ishlash
texnologiyasi

Bu esa dastur yozuvchilari uchun kodni yaxshi
yozish va gisqa muddatda dasturni ishga tushirishga
yordam beradi.

Nega linter muhim? Linter har ganday ishlab
chiguvchi uchun muhim vositadir, chunki u ularning
vazifalarini soddalashtiradi va ular yaratadigan kod
sifatini ta'minlaydi. Bunga muammolarni ishlab
chiqarishga yo‘naltirilgunga qadar aniqlash va taklif
gilingan echimlarni taklif gilish orgali erishiladi.
Zamonaviy linterning imkoniyatlari muammolarni
aniqlashdan tashqari kengayib, kodning o‘qilishi,
bargarorligi va umumiy izchilligini oshirishga hissa
qo‘shishi mumkin. Linter ganday ishlaydi? Linter
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dasturning dastlabki kodini tahlil gilish orgali ishlaydi,
bu erda kodni oldindan belgilangan qoidalar to‘plami
bilan bevosita taqgoslaydi. Qachonki manba kodi
ushbu goidalardan chetga  chigsa, linter
foydalanuvchini muammao hagida xabardor giladi.

Linter ko‘pincha ishlab chiqish ish oqimining
bir gismi sifatida boshga ishlab chiquvchi vositalari
bilan birlashadi. Linterlar kodni tahlil gilish uchun
foydalanadigan ushbu qoidalar ko‘pincha
moslashtirilgan bo‘lishi mumkin va muayyan linterga
garab keng va umumiy tekshiruvlardan kodni yanada
aniq va murakkab baholashlarigacha bo‘lishi mumkin.

Linter dasturchilarga kodlash standartlarini
qo‘llab-quvvatlash va tizimli va dinamik tekshiruvlar
orgali kod sifatini oshirish imkonini beradi. Bir linter
quyidagi bosqgichlarni oladi.

Cho, Y., Yun, C., & Park, C. H. lar
muallifligida chop etilgan “The effect of fabric
movement on washing performance in a front-loading
washer IV: under 3.25-kg laundry load condition”
nomli magolasida manba kodini tahlil gilish ko‘rib
chiqilgan. “Linterga tahlil qilish uchun manba kodi
beriladi, u keyinchalik dasturlash tillarining asosiy
elementlari (kalit so‘zlar, identifikatorlar, operatorlar
va boshqalar) bo‘lgan alohida tokenlarga bo‘linadi.
Linter JavaScript kabi talgin qilinadigan tillarda
sintaksis  xatolarini aniglashda ustunlik giladi.
Keyinchalik bu tokenlar sintaktik kod strukturasining
daraxtga o‘xshash modeli bo‘lgan Abstrakt sintaksis
daraxtini (AST) vyaratish uchun ishlatiladi. AST
kodning turli gismlarining ierarxiyasi va ulanishlarini
ko‘rsatadi.” [4].

Keyin linter tahlil gilingan kodni belgilangan
ko‘rsatmalar va standartlar to‘plamiga muvofiq
tekshiradi. Shuningdek, u muammoni ko‘rsatishi
mumkin bo‘lgan maxsus kod nagshlarini qidirishi
mumkin. U uzoq funktsiyalarni yoki siklomatik
murakkablik kabi ob'ektiv ko‘rsatkichlarga asoslangan
murakkab kod segmentlarini aniglaydi. Xabar berish
muammolari. Linter qoida buzilishi yoki shubhali
nagshni aniqlagandan so‘ng, bu foydalanuvchiga
ko‘rsatiladi. Bu, odatda, ishlab chiquvchiga qator
ragami, muammoning tabiati va yuzaga kelishi

mumkin bo‘lgan tuzatishlar kabi muammoni

o‘rganishga yordam berish uchun aniq ma'lumotlarni
taqdim etish shaklida bo‘ladi.

Lintersning afzalliklari. Linters dasturiy
ta'minotni ishlab chigishda muhim rol o‘ynaydi, bu
mumkin bo‘lgan muammolar uchun kodni tahlil giladi
va ularni potentsial tuzatish uchun ishlab chiquvchiga
bildiradi. Natijada toza kod, ya'ni oson tushunarli,
ko‘chma va tuzilish va izchillik orqali o‘zgarishi
mumkin bo‘lgan kod, lekin ishlash talablari uchun
barqgaror, ishonchli va xavfsiz bo‘lib qoladi. Linterning
tan olingan afzalliklari quyidagilardan iborat: Kod
sifati yaxshilandi. Linters dasturchilarga koddagi
muammolarni aniglash va tuzatishda yordam berishi
mumkin, bu esa manba kodining umumiy sifatini
yaxshilashni ta'minlaydi. Ular ishlab chigarishda
xatolar va boshga muammolarni oldini olish uchun
sintaksis  xatolarini erta aniglashlari  mumkin,
shuningdek, izchil eng yaxshi amaliyotlarga rioya
gilishni ta'minlash uchun kodlash uslubi talablarini
bajarishlari mumkin.

Umumiy kodlash uslubi va tuzilishini o‘rnatish

orgali linters Clean Code bilan yordam berishi
mumkin, ya'ni kodni o‘qish va tushunarliligini
yaxshilash.

Muayyan konstruktsiyalar va nagshlardan
foydalangan holda, linterlar kodlashda eng yaxshi
amaliyotlarni gabul gilishga yordam beradi.

Linter  shuningdek, kodlashning ilg‘or
amaliyotini targ‘ib qilish orqali ishlab chiquvchilarni
o‘qitishda yordam berishi mumkin va nima uchun
muammoli muammo ekanligini tushuntirish orgali. Bu
aynigsa, rasmiy tajribaga ega bo‘lmagan jamoa a'zolari
uchun foydali bo‘lishi mumkin. Ishlab chiquvchi
tezligi va unumdorligini oshiring. Linters muammolar
yuzaga kelganda, ishlab chigish jarayonida real vaqt
rejimida muhim fikr-mulohazalarni tagdim etish orgali
ishlab chiquvchilarning samaradorligini tezlashtirishi
mumkin. Muammolarni erta aniglash ularning
keyinchalik potentsial yanada jiddiy muammoga
aylanishining oldini oladi. Hamkorlik va jamoada
ishlashni kuchaytirish. Umumiy kodlash standartlari
butun jamoa yoki tashkilotda qo‘llanilishi mumkin, bu
hamkorlik va umidlarni yanada shaffof va samaraliroq
giladi.
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Linter kod bilan bog‘lig muammolarni
tushuntirib, rivojlanish guruhlariga eng yaxshi
amaliyotlarni va til murakkabliklarini o‘rganish va
tushunishda yordam berishi mumkin. Ular shuningdek,
gaysi masalalar ustuvor ekanligi va hal gilinmasligi
kerak bo‘lgan jamoa garorlari barcha jamoa a'zolari
uchun ochiq bo‘lishini ta'minlashga yordam beradi.
Kengaytirilgan xavfsizlik. Shubhasiz bu har ganday
zamonaviy dasturning muhim jihati.

Agar bu muammoga aylansa, ogibatlari moliya,
obro‘-e'tibor va xalgaro gonunlar (GDPR, CCP) nuqtai
nazaridan halokatli bo‘lishi mumkin. Linters xavfsizlik
zaifliklariga olib kelishi mumkin bo‘lgan kod
nagshlarini aniglash va aniglashga yordam beradi.

Ular dasturlarni  SQL in'ektsiyasi  yoKi
saytlararo skriptlar, bufer to‘lib ketishi va hokazo kabi
zararli hujumlardan himoya qilish uchun manba
kodining sanoat yoki tartibga solish talablariga va
OWASP Top 10 va MISRA C++ 2023 kabi
ko‘rsatmalariga javob  berishini  kafolatlaydigan
maxsus xavfsizlik standartlariga moslashtirilishi
mumkin.

Xavfsiz kodlash ko‘rsatmalaridan foydalangan
holda, linters ma'lum zaifliklari yoki eskirgan
funksiyalar yoki usullardan foydalanishni belgilashi
mumkin, bu esa ishlab chiquvchilarni xavfsizroq
alternativa tanlashga undaydi.

Xavfsizlik choralari ehtiyojga garab muayyan
dasturlash tillari yoki ramkalariga moslashtirilishi
mumkin. Xarajatlarni kamaytirishga hissa qo‘shing

Muammolarni muammoga aylanishidan oldin
aniglash va hal qilish qobiliyati bilan linters
nosozliklarni tuzatish bilan bog‘liq vaqt va xarajatlarga
jjobly ta'sir ko‘rsatishi mumkin. Eng yaxshi
amaliyotlarni qo‘llash va kelajakda qgimmatga
tushadigan muammolardan gochish orgali kelajakdagi
tashvishlardan gochish mumkin. "Shift-chap” atamasi
ko‘pincha linterlar bilan bir xil nafasda ishlatiladi,
chunki ular ishlab chiquvchiga yaratish jarayonida
bevosita sifat kodini ta'minlashga imkon beradi. Bir
linterdan ko‘proqg: SonarLint. SonarLint - real vaqt
rejimida kodlash bilan bog‘lig muammolarni topish va
tuzatish uchun bepul IDE kengaytmasi bo‘lib, xuddi

imlo tekshirgich kabi kodlashda muammolarni belgilab
beradi.

Bir linterdan ko‘ra, u ishlab chiquvchilarga
nima uchun muammo borligini tushunishga, xavfni
baholashga va ularni tuzatishga o‘rgatish uchun keng
ko‘lamli xususiyatlar va boy kontekstli ko‘rsatmalarni
tagdim etadi.

SonarLint imkoniyatlari an’anaviy lintingdan
tashqgariga chigadi. U 20 dan ortiq tillarni gamrab oladi,
bu esa barcha ishlab chigish faoliyati uchun bitta
linterni yuklab olish va foydalanish imkonini beradi.
Ishlab chiquvchilarga o‘z malakalarini oshirish va kod
yaratish jarayonida o‘rganishga yordam berish uchun
maxsus ishlab chiqgilgan bo‘lib, u qaysi IDEda
ishlayotganidan gat'i nazar, dasturchining kodlash
hamrohi sifatida ishlash uchun an'anaviy linterlardan
tashqariga chigadi.

Xulosa. Bugungi kunda Linterlar dasturlash
jamiyatida katta ahamiyatga ega. Ularning ahamiyati
ko‘proq kod yozuvchilari va dasturlash jamoalari
uchun ko‘proq bo‘lishi mumkin. Quyidagi sabablarga
ko‘ra, Linterlar bugungi kunda katta ahamiyatga ega.
Kod sifatini yaxshilash: Linterlar kodni tekshirib,
xatoliklarni  aniglash va kodni  standartlarga
muvofiglashtirish orqgali kod sifatini yaxshilashga
yordam beradi. Bu esa dastur yozuvchilarning yozgan
kodlarini yaxshi xolatga olib kelish va ularga ishni
bajarishda yordam beradi. Maxfiylik va ishonchlilik:
linterlar, kodni tekshirib, maxfiylik masalalarini
aniglash va yomonlashga yordam beradi. Bu esa, kod
yozuvchilari uchun yaxshi kodni ishlab chigarish,
maxfiylik nuqtalarini aniqlash va ularni to‘g‘rilash
imkonini beradi.

Ishni tezlashtirish: linterlar, kodni tekshirib,
optimallashtirib va standartlarga muvofiglashtirish
orqgali kodni ishlab chiqgarishni tezlashtirishga yordam
beradi. Bu esa, dastur yozuvchilarning va dastur
tashkilotchilarining ishini tezlashtiradi va jamoalar
uchun faol va samarali dasturlar ishlab chigarish
imkonini  beradi. Kod yozuvchilarning
o‘rganishiga yordam berish: Linterlar, kodni tekshirib,
yaxshi va yomon tomonlarini aniglash yordamida
dastur yozuvchilarning o‘zini o‘rganishiga yordam
beradi. Bu esa, yangi dastur yozuvchilarning kod
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yozishni o‘rganishida va mavjud kodni tahlil gilishda
ularga yordam beradi. Proyektlarning birligini
ta'minlash: Linterlar, kodni standartlarga
muvofiglashtirish va kod sifatini yaxshilash orqgali, bir
nechta dastur yozuvchilari yoki qo‘shimchalarni bir
proyektga Kiritish va uning birligini ta'minlashda
yordam beradi.

Jamiyatda Linterlar kodni yozishni sifatliroq
gilish va dastur yozuvchilarning ishini tezlashtirishda
katta ahamiyatga ega. Bu esa, dasturlash sohasida
gadriyatli va samarali loyihalarni ishlab chigarishga
yordam beradi.
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SIGNALLARNI STATISTIK QAYTA ISHLASH

Xusanova Moxira Qurbonaliyevna,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti Farg ona filiali “Axborot xavfsizligi”

Kirish. Statistik signallarni gayta ishlash
signallarni gayta ishlash va tahlil gilish sohasidagi
asosiy vosita hisoblanadi. Turli manbalardan olingan
signallar mugarrar ravishda shovqin va buzilishlarni
0z ichiga oladi, bu esa ulardan foydali ma'lumotlarni
ajratib olishni  qgiyinlashtirishi mumkin. Statistik
signallarni gayta ishlash shovgin va buzilishning
statistik ~ xususiyatlarini  hisobga olgan holda
signallardan ma'lumotlarni samarali ajratib olish va
tahlil gilish imkonini beruvchi usullar va algoritmlar
to'plamini tagdim etadi.

Ushbu magola statistik signallarni gayta ishlash
va uning signal sifatini yaxshilash va ma’lumot
olishning anigligini oshirishdagi rolini o'rganadi. U
filtrlash, dekonvolyutsiya, signallar spektri va
parametrlarini  baholash, statistik tasniflash kabi
usullarni o'z ichiga oladi. Signallarni tahlil gilish va
modellashtirish uchun ishlatiladigan asosiy statistik
modellar ham muhokama gilinadi.

Ushbu tadgiqotning magsadi turli sohalarda,
jumladan, telekommunikatsiya, tibbiy diagnostika,
radar, tasvir va ovozni gayta ishlash va hokazolarda
go'llanilishi mumkin bo'lgan statistik signallarni gayta
ishlashning yangi usullarini tadqig gilish va ishlab
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Annotatsiya: Ushbu magolada signallarning statistik tahlili keltirilishi barobarida, uning statistik
parametrlari, min va max giymatlari, signallarning o"zgarish darajasi, tasodifiy jarayonning ixtiyoriy
signaldagi dispersiyasi, korrelyatsion funksiyasi, signalning lokal ekstremum giymatlari va
signalning doimiy komponentini kuzatish immonini beruvchi trend tushunchalari hagida amaliy
yechimlar ko rsatilgan hamda Matlab dasturida statistik signallarni gayta ishlash amalga oshirilgan.

Kalit so’zlar: Signallar, uzluksiz va diskret signallar, markaziy element, signal dispersiyasi,
korrelyatsiya, findpeaks funksiyasi, mantiqiy indeksatsiya

chigishdan iborat. Bu usullar va algoritmlar signalni
gayta ishlash samaradorligini oshirishi mumkin. va
olingan ma'lumotlarning sifatini  yaxshilash va
tizimlarning shovgin va buzilishlarga chidamliligini
oshirish.

Tadgiqot davomida statistik filtrlash usullari,
spektral tahlil, signal parametrlarini baholash usullari,
statistik tasniflash va boshgalar kabi zamonaviy
statistik usullar va algoritmlardan foydalaniladi.
Olingan natijalar turli sohalarda statistik signallarni
gayta ishlashning turli usullarining qo'llanilishi va
samaradorligi to'g'risida xulosalar chigarishga va ularni
keyingi rivojlanish istigbollarini aniglashga imkon
beradi.

Tasodifiy hodisalar hagida gapirganda, tegishli
statistik xususiyatlarni tushunish muhimdir. Gauss
tagsimoti bilan tasodifiy jarayonni tahlil gilganda,
signallarning o'rtacha va dispersiyasi birgalikda ko'rib
chigilsa, shunga o'xshash muhim statistikani kuzatish
mumkin. Har ganday uzluksiz yoki diskret signal
o'rtacha giymatga ega bo'ladi, uni turli usullar bilan
hisoblash mumkin, masalan, signal giymatlari yig'ilib,
natija namunalar soniga bo'lingan o'rtacha arifmetik
giymatni hisoblash orgali. O'rtacha ma'lum bir ketma-
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ketlik uchun markaziy tendentsiya o'lchovi sifatida
ishlatilishi mumkin. Diskret signal uchun o'rtacha
giymatni hisoblashda elementlar o'sish tartibida
tartibga solinadi va markaziy element tartiblangan
ketma-ketlikning o'rtasida  joylashgan qiymatdir.
Ixtiyoriy signaldagi tasodifiy jarayonning dispersiyasi
deb ataydigan tushunchani o'rtacha giymatdan
chetlanish o'lchovi sifatida ko'rish mumkin.

- o'rtacha giymat

— bg'ish
[e2]ef*]ss e 1]
4
[e[+]12]s]a]sTe e]

4

[I] Meaunana
1-rasm. Signallarni statistik xarakteristikalari.

Adabiyotlar sharxi va metodologiya.
Tebranish  jarayonlari  uchun og'ish, asosan,
tebranishlarning amplitudasini ifodalaydi. Har ganday
signal uchun ma'lum bir kuzatish davridagi minimal va
maksimal giymatlarni aniglash kerak. Signalning
minimal va maksimal darajasi uning
o'zgaruvchanligini  yoki  dinamik  diapazonini
belgilaydi. Signalning o'zgarish tezligi korrelyatsiya
funktsiyasi bilan tavsiflanishi mumkin.

Xarakteristikalar

- o'rtacha giymat
— og'ish
— minimum va maksimum

— o0'zgarish darajasi
(Korelyatsion funktsiya)

[efz[oT]a s 2]
0
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[3] wenwasa
2-rasm. Signallarni statistik xarakteristikalari.

Signallarning statistik xarakteristikalari aslida
vaqt o'tishi bilan tez-tez o'zgarib turadi. Masalan,
vaqgtinchalik  tebranishlar amplitudasining nisbiy
bargarorligini  saglab  qolgan  holda, signal
o'zgarishlarining o'rtacha giymatlari
elektrokardiogrammadagi  tebranishlarga o'xshash
o'zgarishi mumkin.

| |
/'-«—.‘A ot \ wv\ 3 ’1\&”;\ " el ™

3-rasm. Signal o°zgarishi o‘rtacha giymatlari

Signalni gayta ishlash jarayonida statistik
xususiyatlarning bargarorligini hisobga olgan holda bir
necha vaqt oralig'i tanlanadi va bu Xxususiyatlar
dastlabki signalning qgisga segmentlari uchun
hisoblanadi. Signal tahlil gilinadigan vagt oralig'i oyna
deb ataladi. Ushbu oyna odatda hagiqiy signal bo'ylab
harakatlanadi yoki siljiydi. Xuddi shunday, siz
mahalliy o'rtacha, mahalliy minimal va maksimal kabi
mahalliy o'rtacha statistikani belgilashingiz mumkin.
Ushbu gayta ishlash sizga trend sifatida ma'lum bo'lgan
signalning  doimiy  komponentini  aniglashga,
shuningdek, signal grafigidagi cho'qgilarni yoki
pastliklarni aniglashga imkon beradi.

A
el A
A ~~’\\,/\‘“ P/ '

Lokal "oyna" signal bo ylab

Cheklangan vaqt oralig'ida statistik
baholash:

— lokal minimum va

maksimumlar
— o'rtacha giymat

— trendni topish

4-rasm. Lokal ekstremumlar va o‘rtacha
giymatlar.
Harakatlanuvchi o'rtacha usuli yordamida

signalning trend yoki vaqt bo'yicha o'zgaruvchan
doimiy giymatini qidirish misolini ko'rib chiqgaylik.
Nomidan ko'rinib turibdiki, bu usul mahalliy o'rtacha
ko'rsatkichni hisoblashni o'z ichiga oladi. Oyna signal
ustida harakatlanadi va ishlov berish natijasida chigish
signalining namunaviy vektori hosil bo'ladi, unda har
bir gadam uchun o'rtacha arifmetik giymatlar mavjud.
Olingan vektor asl signalga to'g'ri keladi. Va deraza
o'lchami ganchalik katta bo'lsa, anti-aliasing darajasiga
erishiladi. Kichik oynalar to'lgin shaklini tekislash va
istalmagan yugori chastotali tebranishlarni bartaraf
etish uchun ishlatilishi mumkin, katta oynalar esa
doimiy giymatni izolyatsiya qilish imkonini beradi.
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Xagqiqiy signalning k-namunalarining K
o'rtacha arifmetik qiymati

Kichik oyna — shaklni tekislash l

Katta oyna — trendni ajratib olish

\
A RN A
|

5-rasm. Harakatlanuvchi o‘rta signallar.

O'rtachani hisoblashda giymat oyna ichiga
tushadigan namunalarning har birida bir gator
arifmetik ~ amallar ~ sifatida  ko'rib  chigiladi,
harakatlanuvchi o'rtachadan foydalanganda esa har bir
namuna oyna oO'lchamining 0o'zaro  nisbatiga
ko'paytiriladi va natijalar yig'iladi. Agar oynada uchta
emas, balki beshta element bo'lsa, u holda koeffitsient
1/5 ga teng. Birog, ehtimolliklar bir xil bo'lishi shart
emas. Umumiy holatda o'rtacha og'irlikni hisoblash
operatsiyasi ko'rib chigiladi. Turli nisbatlarga ega oyna

signallarning  turli  chastotali ~ komponentlarini
kuchaytirishi yoki susaytirishi mumkin. O'rtacha
hisoblash ragamli filtrlashning bir shaklidir.
Gl l=0:1s1¢] DEEOBOnIn0)
Z 1~ 2 Z 0§ N
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6-rasm. O‘rtacha tortilgan — filtrlash.

Matlab dasturida statistik signallarni gayta
ishlashni amalga oshirish.

Yechimlar (Results)

EKG signali tahlil gilinadi. Ammo bu safar
undan Q, R, S deb ataladigan kompleksni ajratib
olishga harakat qgilinadi, ya'ni Q, R va S cho‘qqilarini
ma’lumotlardagi o‘rni aniglanadi. QRS kompleksini
tahlil gilish bemorning yurak-qon tomir tizimining
holatini baholashga imkon beradi. Shovqginli va EKG
ma’lumotlarida Q, R va S to‘lqinlarining holatini
aniglash muhim ahamiyatga ega. Buni amalga oshirish
uchun signalni filtrlash, doimiy komponentini olib
tashlash va cho‘qgilarni - lokal minimal va maksimal
darajalarini aniglash kerak.

Birog, ma’lumotlar shovqinli va signalning
doimiy komponenti vaqt o‘tishi bilan o‘zgarib turadi,
bu esa kerakli cho‘qqilarni aniglashga to‘sqinlik gilishi
mumkin. Shuning uchun ma’lumotlarni filtrlash,
doimiy komponentdan xalos bo‘lish va lokal
ekstremumlarni tanlash kerak.

Trendni filtrdan chigarish va olib tashlash
uchun Signal Processing Toolbox tarkibiga kiruvchi
movmean funktsiyasidan foydalaniladi. U
harakatlanuvchi o‘rtacha operatsiyani bajaradi. Agar
o‘nta namunadan iborat kichik oyna olinsa, u holda
signal shakli tekislanadi. Agar 300 ta namunadan iborat
katta oyna olinsa, unda doimiy komponent ajratib
olinadi. U xuddi shu jadvalda aks ettiriladi. Q R va S
to‘lginlar cho‘qqilarini ajratish uchun o‘rnatilgan
findpeaks funktsiyasidan foydalaniladi.

R va S to‘lginlarini tanlash juda oddiy.
Shunchaki 0,5 dan katta yoki - 05 dan kichik kattaliklar
olinadi va ular bir xil grafikada chiziladi. Ammo Q
to‘lginini tanlash uchun mantigiy indeksatsiyadan
foydalanish kerak bo‘ladi. Bilamizki, Q emissiyasi -0,2
millivoltdan -05 millivolt oralig‘ida yotadi. Shuning
uchun fagat shu minimal giymatlarni, ya'ni ushbu
chegaralar ichida joylashgan minimal signal giymati
ajratib olinadi.

load noisyecg.mat
t=1:length(noisyECG_withTrend);
plot(t,noisyECG_withTrend);
title(EKG ning xagiqiy signali’);
xlabel("Hisoblar");
ylabel('"Kuchlanish (mV)");
legend('EKG ning shovqinli signali’);
grid;

\ ERG ring shovanil signati]

HAHh
ool | ! | |

000 z
Hisoblar

7-rasm. EKG ning haqiqiy signali
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Signalni  tekislash va undan
komponentni ajratib olish.
% oyna o‘lchamlari 10 xisobdan iborat
ECG_withTrend=movmean(noisyECG_withTr
end,10);

plot(ECG_withTrend,'LineWidth',1); grid; hold

doimiy

on;
title("EKG signali va uning trendi');
xlabel('Hisoblar");
ylabel('Kuchlanish (mV)");

EKG signali va uning trendi

EKG ning tokislangan signali
oimiy komponent

==

0 1000 12C
Hisoblar

8-rasm. EKG signali va uning trendi

% oyna o‘lchamlari 300 xisobdan iborat
mmean=movmean(ECG_withTrend,300);
plot(mmean,'LineWidth',3); hold off;
legend({'EKG ning tekislangan

signali','Doimiy komponent'});
ECG_data=ECG_withTrend-mmean;
plot(t,ECG_data); grid

o o
0.6 | | r| |
oal | i | I

0.2 | A% | A "’.. I

| | L L
o 0 o ©
o ® & N

T T

o 200 400 600 800

9-rasm. Signalning doimiy komponenti

1000 1200 1400 1600 1800 2000

Signalning Q, R va S cho‘qgqilarini findpeaks
funktsiyasidan foydalanib topish.
[~,locs_Rwave]=findpeaks(ECG_data,' MinPea
kHeight',0.5,...
'‘MinPeakDistance',200);
[~,locs_Swave]=findpeaks(-
ECG_data,'MinPeakHeight',0.5,...
'‘MinPeakDistance',200);

plot(t,ECG_data); grid; hold on;

plot(locs_Rwave ECG_data(locs_Rwave),'rv''
MarkerFaceColor','r");

plot(locs_Swave,ECG_data(locs_Swave),'rs','
MarkerFaceColor','b";

axis([0 1850 -1.1 1.1]);

legend('EKG signali', 'R choqgi', 'S cho‘qqi');

xlabel('Hisoblar");

ylabel('Kuchlanish (mV)");

title('R va S cho‘qgilar');
hold off;
R va S cho qgqilar
.
0.8 Y T
0.6 | | T
= 0.4 ‘ | | |
E o2 | | [ \ f
s + | \ | 3 | /-
= o Il .~ W | s —t o k . IJ.
S oz2f I | i Vi - \
= " I
0.4 |
0.6} |l | | 1
0.8 |- L L
4t
0 200 400 600 800 1000 1200 1400 1600 1800

Hisoblar

10-rasm. R va S cho qqilar

Signalning Q cho‘qgqisini ajratib olish uchun
mantiqiy indeksatsiyadan foydalaniladi

[~,min_locs]=findpeaks(-
ECG_data,'MinPeakDistance',40);

locs_ Qwave=min_locs(ECG_data(min_locs)>
-0.5 & ECG_data(min_locs)<-0.2);

plot(t, ECG_data); hold on;

plot(locs_Qwave,ECG_data(locs_Qwave),'rs',’
MarkerFaceColor','g®);

plot(locs_Rwave, ECG_data(locs_Rwave),'rv';’
MarkerFaceColor','r');

plot(locs_Swave,ECG_data(locs_Swave),'rs','
MarkerFaceColor','b";

grid;

title'EKG signalidagi QRS kompleksi');

xlabel("Hisoblar’);

ylabel('Kuchlanish (mV)");

ax=axis;

axis([0 1850 -1.1 1.1]);

legend('EKG signali’, 'Q choqgi', 'R cho‘qqi','S
choqqf’);
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8-rasm. EKG signalidagi QRS kompleksi

Xulosa. Xuddi shu grafikada Q cho‘qgilarni

chizish ham mumkin. O‘rnatilgan ikkita funktsiyadan

foydalanib, shovqinli va beqaror EKG
ma’lumotlaridan QRS kompleksi muvaffaqgiyatli
ajratib olindi.
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Axborotlashgan ta’lim muhitida talabalar mustaqil ishini tadqiqoti va
metodikasini takomillashtirish

Xalilov Durbek Aminovich
fizika-matematika fanlari nomzodi,
Muhammad al-Xorazmiy nomidagi

Toshkent axborot texnologiyalari universiteti

Farg‘ona filiali Axborot texnologiyalari kafedrasi professori,

gilingani maqolada aks etadi.

soati, zamonaviy texnologiyalar.

KIRISH. Milliy ta’limni takomillashtirish
jarayonida har yili zamonaviy texnologiyalarning
ahamiyati ortib bormoqda, ularning joriy etilishi
ta’limni  modernizatsiya  qilish,  rivojlantirish,
shuningdek, bo‘lajak mutaxassislarni tayyorlash
sifatini oshirish va ta’limni fanga yaginlashtirishga
xizmat qilmoqda. Oliy ta’lim tizimida mustaqil ta’lim
hagida gap ketganda, unga ajratilgan soatlarni
e’tiborga olish juda muhimdir. Buning sababi
shundaki, professional ta’limda talabalar mustaqil

ishlashlari uchun mo‘ljallangan  auditoriyadan
tashqaridagi soatlar ortib borgani sari, mustaqil
ishlanmalarning sifatiga bo‘lgan talab ortib

boraveradi. Talabalar uchun maxsus yo‘rignoma va
metodikalarning ishlab chiqilishi, qo‘yilgan talablarni
bajarishda muhim ahamiyat kasb etadi. Prezidentimiz
Sh.Mirziyoyev tomonidan o‘tkazilgan videoselektor
yig‘ilishida talabalarning mustaqil ishlashi uchun
barcha  oliygohlarda  kerakli ~ muhit  yaratib

Farg‘ona, O‘zbekiston
E-mail: durbekamin@gmail.com

Qurbonova Gulruxsor Murodjon qizi
Muhammad al-Xorazmiy nomidagi
Toshkent axborot texnologiyalari universiteti
Farg‘ona filiali 2-bosgich magistri

Farg‘ona, O‘zbekiston

E-mail: murodk943@gmail.com

Annotatsiya: Ushbu maqolada oliy ta’lim muassasida talabalar mustaqil ishlashining ahamiyati, bu
borada olib borilgan izlanishlar va masofaviy ta’lim platformalari Moodle va HEMIS, bunga
go‘shimcha ravishda, ragamli texnologiyalarning talabalarning mustaqil ishlashiga ko‘rsatgan ta’siri
haqida so‘z boradi. Mustagqil ishlarni tayyorlash va qabul qilishdagi mavjud muammolar o‘rganilib,
ularni hal gilish uchun yechimlar taklif gilingan bo‘lib, ularnng bir nechtasi yangi platformada joriy

Kalit so’zlar: mustaqil ta’lim, metodika, Moodle, HEMIS, masofaviy ta’lim, uslubiyot, auditoriya

berilmaganligining ta’kidlanishi, mustaqil ta’lim
jarayoniga e’tibor qaratish dolzarb masala ekanligini
yana bir bor ta’kidlashga asos bo‘ladi.

Axborotlashgan ta’lim mubhitida talabalarni
mustaqil ishlarini tashkil etish uchun, Oliy ta’lim
muassalari 0‘z yo‘nalishlaridan kelib chiqib talabalar
uchun maxsus o‘quv yo‘rignomalarini va har bir
talabani mustaqil ishlashga undash yo‘llarini, masalan,
maxsus platformalarni ishlab chigishlari kerak. Bunda
xorijiy ta’lim muassalari tajribalaridan foydalanish
ham magsadga muvofiq bo‘ladi, chunki Oliy ta’lim
tizimida tayyorlanadigan mutaxassislarni  jahon
standartlari darajasiga yetkazish, ilmiy - pedagogik
kadrlarni  tayyorlashga alohida e’tibor berish,
talabalarni ilmiy tadqiqot ishiga yo‘naltirish professor
- o‘qituvchilar uchun muhim vazifa hisoblanadi.

O‘zbekiston Respublikasi Prezidenti Sh.M.
Mirziyoyevning “O‘zbekiston Respublikasi oliy ta’lim
tizimini 2030-yilgacha rivojlantirish konsepsiyasini

196

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

tasdiglash to‘g‘risida”gi 2019-yil 8-oktabrdagi PF-
5847-son qarorida oliy ta’limni modernizatsiya va
o‘zgartirish asosiy vazifalardan biri hisoblanadi.
Prezidentimiz ta’kidlaganidek, “O‘zbekiston oliy
ta’lim tizimida biz hozirgacha gapirgan masofaviy,
ragamli  ta’limning haqiqly poydevori  hozir
qo‘yilmoqda”. Mazkur farmon ta’lim jarayoniga
zamonaviy texnologiyalar va innovatsion
yondashuvlarni joriy etishni nazarda tutadi [1].

ADABIYOTLAR TAHLILI. lImiy-
pedagogik adabiyotlar tahlili shuni ko‘rsatadiki,
hozirgi vaqtda talabalarning mustaqil ishlarini

faollashtirish uchun ko‘plab nazariy tadqiqotlar olib
borildi va pedagogik texnologiyalar ishlab chiqildi.
S.V.Panyukova  ta'kidlaydiki,  yangi  axborot
texnologiyalari rivojlanishi bilan, talabalar o‘rtasida
ham, talabalar va o‘qituvchilar o‘rtasida ham kundalik
hamkorlik, fikr va ma'lumot almashish uchun real
imkoniyatlar oshadi. O.M.Buranok bunday ta’lim
berish strategiyasi, bilimlar tez yangilanish sharoitida
uzluksiz 0°z-o‘zini tarbiyalashga qodir bo‘lgan
"natijaga yo‘naltirilgan" talabalarni olish imkoniyatini

beradi, deb  hisoblaydi. P.l.Samoylenko va
L.Yu.Sergiyenkolarning ishlari mustaqil ishlarni
tashkil etishning turli shakllari va usullariga

bag‘ishlangan [2].

O‘qituvchilarning roli talabalarni mustaqil
ishlashga tayyorlashda aynigsa muhimdir. O‘qituvchi
mavzuni belgilashi kerak, mustaqil ishni talabaning
gobiliyati va bilim darajasiga mos keladigan tarzda
amalga oshirishi uni ishga gizigishga va mustaqil
fikrlashga majbur giladi. Ushbu ishni amalga oshirish
uchun zarur ma'lumotlar, uslubiy ko‘rsatmalar va agar
zarur bo‘lsa, bu mavzularda savol-javoblar,
maslahatlar va ekskursiyalar tashkil etish kerakligi
Buxoro davlat universiteti o‘qituvchi va talabalari
M.M.Avliyakulov, N.A.Rafiyeva, S.B.Shodiyeva
tomonidan yozilgan maqolada ta’kidlab o‘tilgan [3].

USLUBIYOT.  Axborot-ta’lim  mubhitida
o‘quvchilarning tadqiqot va mustaqil ishlarini tashkil
etish uslubini takomillashtirish zamonaviy ta’limning
hisoblanadi. Axborot
rivojlanishi va internet

muhim yo‘nalishi
texnologiyalarining jadal

tarmog‘i orqali ta’lim resurslari mavjudligi sharoitida
o‘qituvchi va olimlar o‘quv jarayoni sifatini oshirish,
talabalarning mustaqil ishini oshirish saviyasini
oshirish ustida ishlashlari kerak bo‘ladi. Avvalo,
axborot ta'lim mubhitida talabalarning mustaqil ishlarini
tashkil etish tegishli ishlarni ishlab chigishni talab
giladi: mustagqil ish jarayonida maslahat va yo'l-yo'riq
ko'rsatish,  shuningdek, talabalarning  shaxsiy
ehtiyojlarini hisobga olgan holda ta'lim faoliyati
natijalarini baholash. Boshgacha  aytganda,
o‘quvchilarning tadqiqotchilik ko‘nikmalarini,
tangidiy fikrlashni rivojlantirishga xizmat giladigan
o‘quv materiallarini yaratish va tizimlashtirish zarur
[4].

Talabalarning AKT  kompetentsiyasining
asosiy tarkibiy gismlari quyidagilardan iborat:

1) ishlarni turli xil axborot tashuvchi elektron
vositalar bilan o‘tkazish;

2) ofis dasturlari asosida ish olib borish;

3) tarmogq axborot resurslaridan foydalanish;

4) turli multimediya vositalaridan ma’lumot
olish;

5) masofaviy yondashuvlar yordamida o‘qitish.

Kompetentsiyalar asosiy, texnologik va kasbiy
turlarga bo‘linadi. Birinchisida AKT asoslaridan
foydalanadi. Ikkinchisi dasturiy ta’minot va tarmoq
resurslarini tahlil giladi. Uchinchisida ish va dasturlar
uchun yangi vositalarni yaratiladi [5].

Hozirgi kunda yurtimiz Oliy ta’lim o‘quv
jarayonida bir nechta ragamli ta’lim platformalaridan
foydalanib kelinmoqgda. Bulardan eng keng targalgani
Moodle masofaviy ta’lim platformasi va HEMIS
axborot tizimi hisoblanadi.

Moodle - ushbu bepul LMS (ta'limni
boshgarish tizimi) avstraliyalik Martin Dugimas
tomonidan ishlab chigilgan va uning birinchi versiyasi
2002 yilda chigarilgan. Endi u dunyodagi eng mashhur
masofaviy ta'lim tizimi bo‘lib, 200 dan ortiq
mamlakatlarda qo‘llaniladi.

Moodle o‘qituvchi va talabalar o‘rtasida qulay
masofaviy mulogotni tashkil etishga garatilgan, ammo
u an‘anaviy masofaviy kurslarni tashkil gilish va
yuzma-yuz o‘rganishni qo‘llab-quvvatlash uchun ham
mos keladi. U bir necha yuz ming o‘quvchini qamrab

197

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1] Son: 1 | 2024-yil

olish imkoniyatiga ega va boshlang‘ich maktablarda
yoki mustaqil ta'limda foydalanish mumkin [6].

HEMIS O‘zbekiston Respublikasi
Prezidentining 2021-yil 24-dekabrdagi PQ-60-sonli
garoriga muvofig, Jahon banki bilan hamkorlikda oliy
ta'lim jarayoni boshgaruvi axborot tizimi (HEMIS),
oliy o‘quv muassasalarida ma'lumotlar to‘plamini
elektron shaklda tayyorlash va o‘quv muassasalarining
faoliyatini avtomatlashtirish maqsadida qo‘llaniladi.
Bu tizim "Boshgaruv", "Ta'llim", "limiy" va
"Moliyaviy" jarayonlarni boshqarish modullarini oz
ichiga oladi. Mamlakatimizning barcha davlat va
nodavlat oliy ta'lim muassasalari ushbu tizimga
ulangan bo‘lib, barcha oliy o‘quv yurtlari va talabalari
hagidagi ma'lumotlarni ushbu tizimdan markazlashgan
holda olish mumkin. Tizimdan foydalanish uchun
maxsus sayt http://hemis.uz yaratilgan bo‘lib, unda
ushbu tizimdan ganday foydalanish to‘g‘risida barcha
zarur ma'lumotlarni olish imkoni mavjud. O‘zbekiston
oliy ta'lim muassasalarida hozirgi kunda ushbu
loyihani test rejimida amalga oshirib, tizimning yanada
rivojlanishi uchun ishlar olib borilmoqgda [7].

Ta’lim tizimida raqamli texnologiyalar joriy
etilgach, o‘quvchilarning fanga qiziqishi ortdi [8].
Talabalarning faolligini oshirish va ta’lim tizimidagi
yangi islohatlar asosida o’quv soatlarining tagsimotini
ozgarishiga olib kelmoqda. Dastavval, talabalarning
mustaqil ishi o‘quv jarayonining deyarli 10 dan bir
gismini tashkil etgan bir vaqtda, auditoriyada ishlash
soati sezilarli darajada yuqori, ya’ni 70% ni tashkil
etgan. O’tgan vaqt mobaynida, axborot texnologiyalari
bilan ishlash va mustaqil adabiyotlarni izlash va
zamonaviy texnologiyalar bilan ishlashda o‘ta
ahamiyatli deyarli o‘zgarishlar kuzatilmagan. Yangi
o‘quv va ragamli texnologiyalarning oliy ta’lim
tizimiga  kiritilishi mustaqil ishlash mazmuni va
hajmini oshishiga, auditoriya soatlarini esa deyarli 2
barobar kamayishiga olib kelmoqgda. Qolgan
ko‘rsatkichlar deyarli o‘zgarishsiz qolmogda. Buni
quyidagi 1-rasmda ko‘rishimiz mumkin:

80

70

60

50 50 50
40
25
30 13 30
12
" /
10 g

10 10
o]
Talabalarning mustaqil ishi Axborot texnologiyalari
bilan ishlash

Mustagil adabiyotlarni
izlash va zamonaviy
texnologiyalar bilan ishlash

Auditoriyada ishlash

avvalgi we@emhozirgi e=gemkeyingi

1-rasm. Talabalarga ajratilgan o‘quv soatlar
tagsimotini giyosiy tahlili (kecha, bugun, ertaga).

NATIJA. Mustaqil ta’lim tizimi metodikasini
takomillashtirish magsadida TATU Farg‘ona filialida
Moodle va HEMIS tizimlarida bir gator tadgigotlar
olib borildi va masofaviy ta’lim platformalarida
mustaqil ta’lim jarayonini shakllantirish uchun zaruriy
funksiyalar tahlil gilindi, natijada quyidagi HEMIS va
Moodle tizimlaridagi ba’zi funksiyalarning qiyosiy
jadvali shakllantirildi:

Moodle |
Topshiriq fayllarini yuklab olish
har bir fayl alohida
barchasi arxivlangan holda
Topshiriq fayllarini ochib ko‘rish
fagat yuklab olish orgali \ fagat yuklab olish orgali
Tizimga yuklanadigan fayllar uchun limit

HEMIS

har bir fayl alohida

2 mb [ 2mb

Chat tizimi

barcha uchun umumiy \ barcha uchun umumiy
Baholash

baholarni o‘zgartirish | baholarni o‘zgartirish

imkoniyati mavjud
Guruh kesimida tahlil gilish
mavjud emas ‘ mavjud emas

1-jadval. HEMIS va Moodle tizimlaridagi ba’zi
funksiyalarning giyosiy jadvali

imkoniyati mavjud emas

Sinov tarigasida mustaqil ishlarni topshirish,
gabul qilish va baholash uchun mustagqil ta’lim tizimi
taklif etilib, unda o‘qituvchi va talabalar uchun bir
nechta qulayliklar bo‘lishi nazarda tutildi:

» Fayllar tanlash orgali yuklab olinadi;

198

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1]1ss:1|2024 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 1| 2024 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252
Tom: 1] Son: 1 | 2024-yil

» Fayllarni xohishga ko‘ra yuklab olish
yoki avval ko‘rib so‘ng yuklab olish
mumkin bo‘ladi;

» Yuklanadigan fayl hajmi chegarasini 2
mbdan oshirish va nazorat qilish;

» Chat tizimi har bir fan uchun alohida

{

checkAll.forEach(function(allCheckbox, index)

allCheckbox.addEventListener(‘change’,

function() {

var oneCheckboxes =

document.querySelectorAll('input[type="checkbox"][i

bo‘ladi; d*="one' + index + "']');
*  Guruh ichida o‘zlashtirish oneCheckboxes.forEach(function(oneCheckbo
ko‘rsatkichlari tahlil gilinadi. X) {
oneCheckbox.checked = allCheckbox.checked;
] D
== e — /I Qiymatlarni bitta massivga joylash
if (allCheckbox.checked) {
values[index] = [1;
oneCheckboxes.forEach(function(oneCheckbo
X
2-rasm. Fayllarni tanlash orqgali yuklab olish A values[index].push(oneCheckbox.value);
imkoniyati. M:
. .. L }else {
I_Jshbu qls_m(_ia, 0 (_11tuvch1 0°‘zi te_mlafgan values[index] = [;
fayllarni yuklab olishi mumkin. Bunda talabaning ism }
familiyasi qarshisidagi o‘ng burchakdagi maydonga console.log(values);
tasdiq belgisini qo‘yadi va shu tariga tanlagan updateDownloadLink():
fayllarning barchasini fayl nomi.zip formatda yuklab M:
oladi. Dastur kodi PHP dasturlash tilining Yii2 N:
freymvorkidan foydalanilgan ko‘rinishi keltirilgan: ’
) /I One checkboxlar uchun hodisalar
<script> i oneCheckboxes.forEach(function(oneCheckbo
document.addEventListener('DOMContentLoa X) {

ded', function() {

// Barcha checkboxlarni tanlash

var checkAll =
document.querySelectorAll('input[type="checkbox"][i
dr="check-all"]");

var oneCheckboxes =

oneCheckbox.addEventListener(‘change’,

function() {

var allChecked = true;
oneCheckboxes.forEach(function(checkbox) {
if (checkbox.checked) {

allChecked = false;

document.querySelectorAll('input[type="checkbox"][i i).
d*="one"J’); </script>

Il Values massivini yaratish
var values = [];

/I Check-all checkboxlar uchun hodisalar
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Topshin: Maumotiar tuzilmasi va algoritmi

3-rasm. Har bir fan topshirig‘i uchun alohida
chat tizimi

Bunda har bir fan topshirig‘i uchun alohida chat
tizimi mavjud bo‘ladi, fanga biriktirilgan guruh
talabalari va fan o‘qituvchisi topshiriq yuzasidan fikr
almashish imkoniyatiga ega bo‘ladilar.

XULOSA

Moodle va HEMIS tizimlarini tahlil gilish
jarayonida nazariy va amaliy muammolar o‘rganildi.
Talabalar yuklagan topshiriq fayllari tekshirilib,
mavjud muammolar o‘rganilishi natijasida zaruriy
yo‘rignomalar ishlab chiqilishi zarur ekanligi ma’lum
bo‘ldi: mustaqil ishlarni rasmiylashtirish uslubiyoti,
mustagqil ishlarni tayyorlash uslubiyoti. Amaliy tahlil
jarayonida bir nechta muammolar aniglanib, ularni hal
qilish uchun sinov tariqasida yangi mustaqil ta’lim
uchun mo‘ljallangan tizim taklif etildi. Yangi tizimli
dasturning bir necha imkoniyatlari va kodning bir
qismi maqolada keltirib o‘tildi.
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