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XAVF-XATARLARNI KELTIRIB CHIQARUVCHI OMILLAR, XAVF-XATARLARNI
ANIQLASH USULLARI, MUAMMO VA YECHIM

Kirish. Har qanday tizim yoki maxsus
kanallarda xavf-xatarlarni aktiv, zaifilik va tahdid
keltirib chigaradi. Aktiv tarmoq va unda o‘tadigan
ma’lumotlar va ularni qiymatini  belgilovchi
qimmatliklardir. Biror ma’lumotni hinoyalash uchun
albatta ular gandaydir qiymatga ega bo‘lishi kerak.
Zaifilik maxsus kanaldagi nugson yoki kamchilik deb
tushunilsa, tahdid esa aynan shu zaiflikdan foydalanib
amalga oshishi mumkun bo‘lgan zararli hodisa
hisoblanadi. Hech ganday texnologiya, tizim yoki
alohida dasturlar yoki biror giymatga ega bo‘lgan
ma’lumotlar bir so‘z bilan aytganda aktivlar zaiflikdan
holi bo‘lmaydi. Shunday ekan doimo tahdidlar ham
mavjud bo‘ladi. Bu uch narsa ya’ni aktiv, zaiflik,
tahdid xavf-xatarlarni kelib chigishini asosiy, tarkibiy

gismi hisoblanadi. Mavjud =zaifliklarni bartaraf
etmasdan va tahdidlarga aniglab, ularga garshi
kurashmasdan turib xavf-xatarlarni oldini olish

mumkun emas. Quyida mavjud zaifliklar, tandid turlari
va uni aniglash usullari bilan tanishamiz.

Zaiflik bu tajovuzkorlar tomonidan ishlatilishi
mumkin bo‘lgan axborot aktivi yoki boshgarish
vositalarining zaif tomonlari. Boshgacha qilib
aytganda, biz axborot xavfsizligiga potentsial salbiy
ta'sir ko‘rsatishi mumkin bo‘lgan axborot vositasi yoki
tizimini yaratish/konfiguratsiya/foydalanishdagi
kamchiliklar yoki xatolar hagida bormoqda.

Shuni ta'kidlash kerakki, axborot xavfsizligi
zaifligi o‘z-o‘zidan xavfli emas. Ular faqat axborot
xavfsizligiga tahdidlarni amalga oshirish
imkoniyatlarini ochib beradi. Zaifliklarning eng keng
targalgan sabablari, qoida tarigasida, quyidagilarni o‘z

Muxtarov Farrux Muhammadovich,
Muhammad al-Xorazmiy nomidagi

TATU Farg‘ona filiali dotsenti

Annotatsiya: Ushbu maqgolada xavf-xatarlarni keltirib chigaruvchi omillar nazariy jihatdan olib
borilgan ilmiy hulosalarga ko‘ra o‘rganib chiqilgan. Xavflarni turlariga qarab xavf-xatarlarni
aniglash usullari bayon etilgan. Umumiy xavf-xatarlarni tahlil gilgan holda ularni oldini olish va
ogibatlarini yumshatish borasida xavf-xatarlarni baholagan holda bir necha yechimlar tagdim etilgan.

Kalit so‘zlar: risk, tahdid, zaiflik, autentifikatsiya, shifrlash, deshifrlash, kiber-hujum, aktiv, dasturiy
ta’minot, sun’iy tahdid, tabiiy tahdid, geofizik hodisalar, geologik hodisalar.

ichiga oladi: dasturiy ta'minotni loyihalash va
ishlatishdagi xatolar; dasturiy ta'minotni ruxsatsiz joriy
etish va undan keyin foydalanish; zararli dasturlarni
joriy etish; inson omili.

Axborot xavfsizligi zaifliklarining juda ko‘p
tasniflari mavjud. Masalan, ular obyektiv (dasturiy
ta'minotning texnik xususiyatlarining o‘ziga xos
xususiyatlaridan kelib chiggan holda), sub'ektiv
(dasturiy  ta'minotni  ishlab  chiquvchilar  va
foydalanuvchilarning, tizim ma'murlarining harakatlari
tufayli) va tasodifiy (kutilmagan holatlar tufayli)
bo‘linadi. Boshqga tasniflash zaifliklarning quyidagi
turlarini belgilaydi: texnologik yoki arxitektura, zarur
axborot xavfsizligi texnologiyalari mavjud
bo‘lmaganda  ifodalangan;  tashkiliy,  axborot
xavfsizligini ta'minlashning o‘rnatilgan va tartibga
solinadigan  tartiblari  yo‘qligida  ifodalangan;
operatsion, tashkilotning axborot  tuzilmasi
kamchiliklari bilan bog‘lig.

Adabiyotlar tahlili va metodologiya. Ushbu
magolani yozishda bir gancha mavzuga oid
adabiyotlar, ilmiy maqolalar o‘rganib chiqilgan. Ularni
orasida axborot tizimlariga tahdidlarni tadqiq gilishda
F.Muxtorov, A.Umarov, A.Ro‘zaliyevlarning
“Axborot  tizimlarida  xavfsizlik  tahdidlarining
tasnifi”’[1] va D.Tojimatov, J.Mirzayevlarning “Use of
Artificial Intelligence  Opportunities for Early
Detection of Threats to Information Systems”[2]
maqolalari, xavf-xatarlarni aniglash, baholash va
boshqarishni  tashkil  gilishda F.Muxtarovning
“Axborot xavfsizligi xavflarini tahlil qilish uchun
ierarxik aktivlarni baholash usuli”[3] maqolasi tarmoq
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xatoliklari haqida ma’lumot olishda Kamolovich B. E.
“Tarmoqlarda uzatiladigan ma’lumotlarni xatoliklarini
bartaraf etish usullari”[4] maqolasi o‘rganilib, ulardan
igtiboslar keltirilgan.

Natijalar. Tahdid tushunchasi. Ma’lumki
tahdidlar tabiiy va sun’iy turlarga bo‘linadi. Axborot
xavfsizligi sohasida tahdidlarni o‘rganish juda muhum
hisoblanib, maxsus kanallarga bo‘ladigan ehtimoliy
xavf-xatarlarni bartaraf etish aynan tahdidni aniglash
va uni darajasini to‘g‘ri baholagan holda ta’sirini
kamaytirishga bog‘liq.

Tabiiy tahdid tabiat hodisalari tufayli vujudga
kelishi ehtimolligi yuqori bo‘lgan favqulotda vaziyatni
keltirib chigaradigan jarayon hisoblanadi. Tabiiy xavf
manbalari  (tashuvchilari) litosfera, gidrosfera,
atmosfera va kosmosning turli xil noqulay tabiiy

jarayonlar sodir bo‘ladigan va xavfli tabiat
hodisalarining yuzaga kelishi mumkin bo‘lgan
gismlaridir.

Tabily favqulodda vaziyatlarning manbalari
bo‘lgan xavfli tabiat hodisalarini quyidagilarga bo‘lish
mumkin:

- xavfli geofizik hodisalar (zilzilalar, vulgon
otilishi);

- xavfli geologik hodisalar (ko‘chkilar, eroziya,
giyaliklarning yuvilishi, qurumlar);

- xavfli gidrometeorologik hodisalar, shu
jumladan  meteorologik  (bo‘ronlar,  dovullar,
tornadolar, juda kuchli qor, jala, yomg‘ir, tumanlar,
gattiq sovuq, issiglik), agrometeorologik (ayozlar,
quruq shamollar, tuproq va atmosfera qurg‘oqchiligi),
gidrologik (suv toshgini, muzliklar, tirbandliklar,
sellar), dengiz gidrologik va geliogeofizik xavflar
(kuchli magnit bo‘ronlar, qgisqa to‘lqinli aloganing
uzilishi bilan ionosferada kuchli buzilish radiatsiyaviy
vaziyat) va asteroid-kometa xavfi;

- tabily yong‘inlar.

Odatda tabiiy tahdidlar  kiber tahdid
hisoblanmaydi ammo favqulotda vaziyat sodir
bo‘lganda uning korxona-tashkilotlarning axborot
tizimlari uchun keltiradigan zarari kiber hujumnikidan
ancha yuqori bo‘lishi mumkun.

Tabiiy tahdidlar axborot tizimlariga tog‘ridan-
to‘g‘ri tasiri kam hisoblanib, asosan tizim o‘rnatilgan
qurilmalarni vayron qilish orgali zarar keltiradi. Shu

sababli xavfsizlik tizimlarini ishlab chigishda tabiiy
tahdidlarni aniglash va favqulotda vaziyatni oldini
olishga qaratilgan chora tadbirlar ko‘rilishi maqgsadga
muofiq hisoblanadi.

Sun’iy tahdidlar bevosita shaxsga bog‘liq
bo‘lib, tasodifiy yoki gqasddan uyushtirilgan tahdidlar
turlariga bo‘linadi.

Tasodifiy tahdidlar ehtiyotsizlik, beparvolik,
bilimsizlik, sinalmagan hodimni ishga gabul qilish,
texnik va dasturiy tizimlardagi xatolik tufayli vujudga
keladi. Bunday tahdidlar magsadsiz hisoblanib
korxona-tashkilot uchun keltiradigan zararini oldindan
aniglash giyin hisoblanadi.

Qasddan uyushtirilgan tahdidlar aniq magsadga
qaratilgan bo‘lib, ichki va tashqi tahdid turlariga
bo‘linadi. Ichki tahdidlarga asosan yollanma josuslar,
gasd olish magsadidagi hodim havflari kiradi. Tashqi
tahdidlarga esa ehtimoliy kiber hujumlar va kompyuter
viruslari havfi kiradi. Qasddan uyushtirilgan tahdidlar
korxona-tashkilot axborot tizimlarini yo‘q qilish,
bargaror ishlashini izdan chigarish, ma’lumotlarni
o‘girlash, nusxa ko‘chirish, o‘zgartirish kabi
magsadlarga qaratilgan bo‘ladi.

Tahdidlarni ta’sirini kamaytirish usullari. Har
ganday gimmatli aktivga ega korxona tashkilorlar
axborot tizimlarini potensial tahdidlardan
himoyalashda turli  fizik va apparat-dasturiy
vositalardan foydalangan holda xavfsizlik usullaridan
foydalanishadi. Fizik himoya usullari va vositalariga
misol tariqasida qo‘riglanadigan (sim to‘siq, balan
beton devor) hudud, bardoshli obekt (bino), qo‘riqlash
hizmati  (qorovul, xavfsizlik hodimi), kuzatuv
kameralari, signalizatsiya vositalari, axborot tizimi
uchun alohida ajratilgan himoyalangan xona, eshik
qulflari, o‘t o‘chirish vositalari, vintelatsiya vositalari,
isitish yoki sovitish tizimlari kiradi. Apparat-dasturiy
vositalar bevosita axborot tizimlari va u o‘rnatilgan
kompyuterlarga bog‘lanadi. Bularga tarmogqlararo
ekran  vositalari,  tarmoq marshrutizatorlari,
komutatorlar, antivirus dasturlari, tarmoq
analizatorlari, ddos hujumlariga qarshi vositalar va
axborot tizimida foydalaniladigan kriptografik usullar,
autentifikatsiya usullari, rollarga asoslangan usullarni
misol sifatida keltirishimiz mumkun.

Axborotni tizimlarini himoyalashga garatilgan
barcha mavjud usullar hozirda bardoshli hisoblansada,
ular tahdidlar avvaldan mavjud bo‘lgan hollarda yoki
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tahdid yuzaga kelganda uni anigalash imkoniyatiga
ega. Qolaversaga bunday vositalarni boshgarish inson
omiliga bog‘liq bo‘lib qolmoqda. Bu esa axborot
tizimlariga garatilgan tahdid turlarini ajratib olish va
himoya uchun usullarini tanlashda garor gabul gilish
vaqt yo‘qotilishiga olib keladi. Bazida to‘g‘ri himoya
tizimlari tahdid ro‘y bergandan keyin o‘rnatiladi.
Bungacha esa tahdidlar axborot tizimlariga zarar
yetkazgan bo‘ladi. Hozirda hackerlar ko‘plab
hujumlarda sun’iy intelektni keng qo‘llab kelmoqdalar.
Bu mavjud tizimlarni bardoshlilik darajasini zaif holga
keltirmoqda. Mashinani o‘qitish tizimlari orqali neyron
tarmogqlar himoya tizimlarini mukkammal o‘rganadi va
ularni zaif tamonlarini ochib beradi. Ayrim hollarda
sohta tahdid yaratib himoya tizimlarini chalg‘itishga
harakat giladi.

Tahdidlarni erta aniglash bizga tahdid turini
hususiyatlarini o‘rganish, u keltirib chiqaradigan
ogibatini baxolash va unga qarshi zaruriy choralarni
ko‘rish imkoniyatini taqdim etadi. Lekin axborot
tizimiga bo‘ladigan kiber tahdidlar sodir bo‘lishiga
nisbatan ancha yuqori tezlikda amalga oshadi. Chunki
kompyuterda axborot almashuv va hisoblash tezligi
inson omilidan yuqori hisoblanadi. Shu sababdan
sun’ly intelekt orqali tahdidlarni erta aniglash
tahdidlarni turini tez va to‘g‘ri baholashga va ularga
qarshi himoya vositalarini to‘g‘ri tanlashga yordam
berishi mumkun. Bu albatta sun’ity intelekt
imkoniyatlaridan foydalangan holda alohida aqglliy
xavfsizlik tizimini ishlab chigishni va bu tizimga
korxona-tashkilotlarni axborot tizimlarini integratsiya
gilishni talab qgiladi.

Muhokama. Xavf-xatar kiberxavfsizlikka oid
bo‘lgan tushunchalardan biri hisoblanadi. Quyida risk
tushunchasi va uni boshqgarish bo‘yicha batafsil
ma’lumotlar keltirilgan. Xavf-xatar kiberxavfsizlik
lug‘atida “RISK” deb yuritiladi.

Risk - belgilangan sharoitda tahdidning
manbalarga  bo‘lishi mumkin bo‘lgan  zarar
yetkazilishini  kutish. Bundan tashqari, riskni

quyidagicha tushunish mumkin:

- Risk - ichki yoki tashgi majburiyatlar
natijasida tahdid yoki hodisalarni yuzaga kelishi,
yo‘qotilishi yoki boshqa salbiy ta’sir ko‘rsatishi
mumkin bo‘lgan hodisa.

- Risk - manbaga zarar keltiradigan ichki
yoki tashqi zaiflik tahdidi bo‘lishi ehtimoli.

- Risk - hodisa sodir bo‘lishi ehtimoli va
ushbu hodisaning axborot texnologiyalari aktivlariga
ta’siri.

Risk, tahdid, zaiflik va ta’sir tushunchalari

o‘rtasida o‘zaro bog‘lanish mavjud bo‘lib, ularni
quyidagicha ifodalash mumkin:

RISK = Tahdid x Zaiflik x Ta’sir

Boshga tomondan, hodisaning axborot
texnologiyalari aktiviga ta’siri - aktivdagi yoki
manfaatdor tomonlar uchun aktivning giymatidagi
zaiflikning natijasi, ya’ni:

RISK = Tahdid x Zaiflik x Aktiv giymati

Risk  o‘zida  quyidagi ikkita  omilni
mujassamlashtiradi:

- zararli  hodisaning yuzaga kelishi
ehtimoli;

- va zararli hodisa ogibatlarining
ehtimoli.

Risk ta’siri. Risk normal amalga oshirish
jarayoniga va loyiha narxiga yoki kutilgan giymatga
ta’sir etadi. Risk ta’siri tashkilot, jarayon yoki tizimga
zararli muhit sababli yuzaga keladi. Ta’sir riskning
kuzatilishi ehtimoli jiddiyligini ko‘rsatadi. Bizning
holatda kanallar uzilishi holati jiddiy deb baholanadi.

Risk chastotasi. Riskni aniglash va baholash

nuqtai nazaridan risklarni tasniflashda ularning
takrorlanish  chastotasiga va ko‘p sonliligiga
asoslanadi. Chastota va ko‘p sonlilik risklarni

monitoringlashda muhim hususiyat hisoblanib, risklar
ikki guruhga: minor risklar - e’tibor talab gilmaydigan
va major risklar - alohida e’tibor va kuzatuv talab
giluvchilarga ajratiladi. Bu holatdabizning riskimiz
minor risklar tavsifiga kiradi.

Risk darajasi. Risk darajasi tarmogga (yoki
tizimga) natijaviy ta’siming bahosi bo‘lib, quyidagi
tenglik bilan ifodalanadi:

Risk darajasi = natija * ehtimollik
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Risk darajalari 4 ta: ekstremal yuqori, yuqori,
o‘rta va past. Kanal uzulishlarini biz yuqori darajali
risklar toifasiga kiritamiz.

Ekstremal yuqori yoki yuqori risk paydo
bo‘lishini va salbiy ta’sirini kamaytirish maxsus
yo‘naltirilgan qarshi choralarni talab etadi. Bu
darajadagi risklar yuqori yoki o‘rtacha ta’siming
yuqori ehtimolligiga ega bo‘ladi. Mazkur darajadagi
risklar jiddiy xavfga sabab bo‘ladi va shuning uchun,
zudlik bilan aniglash hamda garshi chora ko‘rish talab
etiladi.

O ‘rta darajali risklar yuqori ehtimollikka ega
past natijali hodisa yoki past ehtimollikka ega yugori
natijali hodisa bo‘lishi mumkin. Alohida garalganida,
yugori ehtimollikka ega past natijali hodisalar loyiha
narxiga yoki kutilgan natijaga kam ta’sir giladi. Past
ehtimollikka ega yuqori natijali hodisalar doimiy
monitoringni talab etadi. O°rta darajali risklarga zudlik
bilan chora ko‘rish talab etilmasada, himoyani
dastlabki vaqtda o‘matish talab etiladi.

Past darajali risklar odatda e’tibor bermasa
bo‘ladigan yoki keyingi baholashlarda e’tibor bersa
bo‘ladigan risklar toifasi bo‘lib, ularni bartaraf etish
gisga muddatda amalga oshirilishni talab gilmaydi yoki
ortiqcha sarf xarajatga sabab bo‘lmaydi.

Risk matritsasi risklarni paydo bo‘lish
ehtimolini ularning natijasi va ta’siri orgali aniglaydi
hamda risk jiddiyligini va unga garshi himoya chorasi
sathini grafik tagdim etadi. Risk matritsasi riskning
ortib boruvchi ko‘rinishi uchun foydalaniluvchi sodda
jarayon bo‘lib, garshi choralarni ko‘rishda yordam
beradi. Risk matritsasi risklarni turli darajalarda
aniglash va jiddiylik nuqgtai nazaridan guruhlash
imkonini beradi (1-jadval).

81- Juda
100% yuqori

61-80% Yuqori

41-60% Teng
21-40% Past O‘rta | O‘rta | Yugori
1-20% Juda past O‘rta | O'rta | Yugqori

1-jadval. Risk matrisasi

Xulosa. Xulosa qilib aytadigan bo‘lsak xavf-
xatarlarni keltirib chigadigan omillarni ikkta kata
guruhlarga bo‘lib o‘rganiladi. Birinchisi tabiiy tahdid
omillari, ikkinchisi sun’iy tahdid omillari hisoblanadi.
Tabiiy tahdid keltirib chigaruvchi omillar bevosita
tabiyat hodisalariga bog‘liq hisoblanib, bu sohada
o‘rganish, tahlil qilish va bularga qarshi choralar
ko‘rish davlat nazoratidagi tashkilotlar va ilmiy
markazlar zimmasiga yuklatiladi. Sun’ity xavf-
xatarlarni keltirib chiqgaruvchilar bevosita har bir
korxona tashkilolarni individual faoliyatidan kelib
chigadi. Bu omillarni aniglash va ularga garshi choralar
ko‘rish korxona va tashkilotlarni talabiga ko‘ra axborot
xavfsizligi sohasi mutaxassislarining tajribalaridan
kelib chigib amalga oshiriladi. Magolada bayon
gilinganidek  xar-ganday  xavf-xatarni  keltirib
chigaruvchi omillar korxona va tashkilotning ish
potensiyaliga salbiy ta’sir o‘tkazadi. Shu sababdan
xavf-xatarlarni past, o‘rta, yuqori darajalarini
aniglashda risklarni boshqarish va baholash usullaridan
foydalanish xavf-xatarlar keltirib chigaradigan zararni
bo‘lmasligi yoki oqibatni yengillashtirishni yagona
yechimi sifatida garaladi.
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CIIEHUDPUKA JIIOMUHECIEHIUHA ITOJIAPUTOHOB B ITIOJYITPOBOJHUKOBBIX
CTPYKTYPAX HA OCHOBE XAJIBKOI'EHN/10B KAJIMUSA
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AHHOTanus: JIFOMUHECUEHIMSI TOJIIPUTOHOB B IOJYIPOBOJHHMKOBBIX CTPYKTypaxX HPHUBIIECKIA
3HAYMTEIbHOE BHUMaHUe OJaronapst CBoeil CriocOOHOCTH pacKphIBAaTh HOBBIE (DU3MUYECKUE SIBICHUS
u obecrieynBaTh WHHOBAIIMOHHBIE OINTOXJIEKTPOHHBIE NPUJIIOKEHUS. OJTa CTaThsl MpeAsiaracT
ri1y0OKOe MCCIIE0BAHNE XAPAKTEPUCTUKH JTIOMUHECLEHIUH TTOJISIPUTOHOB B TOJIYTPOBOIHUKOBBIX
CTPYKTypax Ha OCHOBE XallbKOTeHHMJOB Kaamus. B Hell paccmarpuBaioTcsi (pyHAaMeHTaIbHbIC
NPUHIUIBL (PU3UKH TONSPUTOHOB, CHHTE3 MAaTEpHUalIOB HAa OCHOBE XaJbKOTCHUIOB KaJMHSA,
pa3IMyYHbIe METO/Ibl XapaKTePUCTUKU U TIOCTEACTBUS 7151 Oy AYIIMX MPOTPECCOB B 3TON 00JIACTH.

KiroueBble c10Ba: NOJISPUTOH, (OTOH, TOHKAS MOJIMKPUCTAIIMNYECKAs IUICHKA, TEJTYPH KaIMusl,
IIpUMECH, JIETUPOBAHME, TEepMHUecKas 00paboTka, aHOMasbHblE (OTOBOJIbTAUYECKHE CBOICTBa,
CHeKTp (HOTOTIOMUHECIIEHIINH, TOTEHIMATIbHbIE Oapbepbl, IPAHULIBI 3EPEH.

Beenenue. B mocinegHue TroApl  M3ydEeHHME | JIOMMHECLCHIMM HAa  A3BIKE  IIOJSIPUTOHOB B
JIOMUHECUECHIINH HOJIIPUTOHOB B | 3aBHUCHMOCTH OT IapameTpoB Kpucrawuia. [Ipennoxen
MOJIYIIPOBOHUKOBBIX CTPYKTypax MPHOOPENIO | HOBBIM  HEpa3pyMIAIONIUi  ONTHYECKHH  METOJ
UHTEPECHOE HaIIpaBJICHUE UCCIICIOBAHUM. | KOHTPOJIS M JUAarHOCTHUKU  IOJIyIPOBOJHUKOBBIX
[lonsputoHbl - 3TO THUOpPUAHBIE KBa3WYACTHIBI, | MAaTepUaioB. A Takxke, B O0JIACTH ONTHUYECKOH
BO3HUKAIOIINE U3 CHIBHOTO B3aMMOJACUCTBUS MEXIY | CHEKTPOCKOIUU HIOJIyTIPOBOJJHUKOB 6osb110€
9KCUTOHAMM ®  (OTOHAMHM B  OrPAaHUYCHHBIX | BHUMaHue  yjaenserca  ucciepoBanmo  HTOJI

CTpyKTypax. OTO B3auMojeiicTBue mnpuBoauT K | xpucramios CATE ¢ membio ycosepuieHCTBOBAaHHMS
00pa3OBaHMIO ~ HIDKHCH M BCPXHCHl  BETBEH | Meron0B HepaspylIAIOMEro KOHTPOIS U AHArHOCTUKH
IIOJIAPUTOHOB,  9TO  NPUBOAUT K  YHUKAJIBHBIM | xppcTa/UIM4ECKUX 51 MOJIMKPUCTATITUYECKHUX
XapaKkTCpUCTHMKaM  IUCHCPCHH M YCHICHHOMY | 1oyiynpOBOJIHUKOBBIX CTPYKTYp Ha ux ocHose [1]. [Ipu
B3aHMOHeﬁCTBHIO CBCTa U MATCpPUHU. OTta cTaThd 3TOM Oco6ym BaXHOCTDH HpH06peTaeT agains3

(doxycupyeTcs Ha XapaKTEPUCTUKU JIFOMHUHECICHIIH
MOJIIPUTOHOB B TMOJYIPOBOJHUKOBBIX CTPYKTYypax Ha
OCHOBE XXaJIbKOTCHHUIHBIX COCJUHEHUN KaaMusi,
KOTOpbIE MOKa3aldl 3HAYWUTEIbHBIM MOTEHIMAI s
pPa3BUTHS HAIIETO MOHUMAaHUSI (PU3UKH MTOJISIPUTOHOB U
JIOCTH>KEHHSI IPOPBIBOB B OMTORJIEKTPOHUKE.

Ha ocHOBE  MMKPOCKONMYECKON  TEOPHUU
nonsiputoHHoi momuHecuenuun (I1JI) BeimonHeH
aHaJU3 M3BECTHBIX HKCIIEPUMEHTABHBIX CIEKTPOB
HU3KoTeMmneparypHoit poromomunecuenimu (HTDIT)

kpuctamios CATe ans skcuTonHoro pesonanca Anzl.
C noMomIbl0 YUCIIEHHBIX PAacUETOB Ha KOMIIBIOTEPE
MOJy4eHbl ~ Teopetudyeckue  cnektpel [IJI  m
o0cy>KmaeTcsi MexaHu3M (OPMHUPOBAHUS SKCUTOHHOU

CIIEKTPOB 3KCUTOHHOM JIFOMHHECIICHITUHU KaK HauboJee
YyBCTBUTEIBHOTO U MPSIMOTO METO/IA, TIO3BOJISIOLIETO
HNOJYYUTh CaMyl JOCTOBEPHYIO HWH(POpPMAIHIO O
nedeKTax MoayMpPOBOJIHUKOBOTO MaTepuana. OmHaKo
JI0 CHX TIOp, HACKOJBKO HaM W3BECTHO, aJICKBATHBIN
KonmuecTBeHHbIH anamms HT®JI kpucramnos CATe s
OKPECTHOCTH JKCHUTOHHBIX PE30HAHCOB C YYETOM
MOJIAPUTOHHOTO d3(dexTa U TPOIEecCoB 3aTyXaHUs
SKCUTOHOB  OTCYTCTBYyeT.  Hactosimias ~ pabota
MOCBSIIIEHa BOCIOJHEHHUIO 3TOro mpobena. B pabore

[2] 6buta pasButa Teopus I1JI nus kpuctamioB Tuma
CdTe ¢ mebompmmMm  3HAUEHHAMH IIPOJOIBHO-

<
MOIIEPEYHOr0  pacCIIEIUIEHUS (a’LT <1.0 msB ). B
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OTJIMYUE OT paHHHWX padoT [3] ¢ ydacTuem aBTOpPOB
Mpeajio)keHa  MoJenb  (POpMHUpPOBAHUS IUI

CdTe,

MOJIYTPOBOAHUKOBBIX KPUCTAJJIOB THIIA
coriiaCHO KOTOpOﬁ H3JIydaronue KBaHTOBBIC
COCTOAHUA IMOJIAPUTOHOB B OKPECTHOCTH
<<6YTBIHO‘-IHOI‘O ropJja» 3aCCIA0TCA 3a CHET paCCCAHUA

o >
TOJIAPUTOHOB HUXXKHCHU BCTBU 1 u3 obnactu w=0 C

nocratouno Gompmmmu K Ha aKyCTUYECKHX W
ontudeckux ¢oHoHax, npuueM B I1JI naroT BKiIansl
yIPYyro paccesHHbIE Ha TIPUMECSIX B CTOPOHY
MOBEPXHOCTU KpHCTalja TOJIIPUTOHHBIE BOJIHBI C
BEPXHUMH 2 ¥ HIOKHUMH | TMCTIEPCHOHHBIMH BETBSIMH
u ux uHTepdepeHuus B Bakyyme (puc.l). Teopus
MO3BOJISIET ~ PACCYMTATh  CIEKTPHl  HapIUATBHBIX
BKJIQJIOB TOJSIPUTOHHOTO M3IYyYEHHS NPH KOHEYHBIX

3HaueHUsX 3aTyxaHus 1’ MexaHMuecKuX 3KCHTOHOB 1
B clydasx, Korja KpUTEpUU MPUMEHUMOCTH
KHHETUYECKOTO ypaBHEeHUs boybliMaHa 1y QyHKIHH
pacrnpeesieHus oI PUTOHOB Hapyatores [2]. 3aech
NPUBOMASTCS PE3yJbTaThl YHCICHHBIX pPACUETOB Ha
kommbloTepe crnektpoB I1JI u comocTtaBneHue ux c
U3BECTHBIMH  JKCHEPUMEHTAIBHBIMU  CHEKTpaMHU

HT®J1 xpucrammos CdTe. O6cyxmaercs mexanusm
(bopMHUpOBaHHST OKCHUTOHHOW JIFOMHUHECICHIIMH B
3aBUCHMOCTH OT 3HAYEHWH ONTHYECKHX MapaMeTpOB

A
KpucTajjia Jji1 SKCUTOHHOI'O pE€30HaHCa n=l,

Topernuecknii pacuer.

XanpKOTE€HUAHBIE COCIMHEHMS Ha  OCHOBE
kagmus, Takne kKak CdS, CdSe wu CdTe,
MPEJOCTaBIAIOT YHHUBEPCAIBbHYIO TUIaThopMy s
M3YUYEHUS MOBEJCHUS MOJSIPUTOHOB. DTH MaTEpPHAIIbI
HEHATCS 3a BO3MOXHOCTh HACTPOMKHA IIUPHUHBI
3alpenieHHON  30HBL, BBICOKYIO 3((EKTUBHOCTD
JIOMHUHECIICHIIUU U CUJIbHBIE SKCUTOHHBIE MEPEXO/IbI.
CunTe3 wMaTepuaJoB Ha OCHOBE XaJlbKOT€HUOB
KaJIMMsI BKIFOYACT METOJBI, TaKUE¢ KaK XHMHYECKOC
OCaXIEeHHE U3 MapoBOi (ha3bl, MOIEKYISAPHO-TydeBas
SIUTAKCHUS U KOJUIOMIHBEIA CHHTE3. B03MOXHOCTH
HacTpauBaTh CBOWCTBA MaTEpHAIOB JelaeT MX
HJICaJbHBIMI KaHIUAATAMU JJI CO3JAHHUS aKTHBHBIX
HOJIIPUTOHHBIX CTPYKTYP.

Hccnenyem  CHieKTpasibHYIO

I(f) (a), f)) C

pPacIpoOCTPaHSIONIErocss B BaKyyMe€ B HallpaBJICHUU

WHTEHCUBHOCTH
U3ITyYEeHUS nonspusanuen A,

enuHrYHOrO BekTopa (0, @) (KOTOpBIH JIEKUT B
IUIOCKOCTU YZ, a BHYTPEHHSsS HOpMalb K TpaHUIe

KpHCTaJUIa HallpaBjieHa BJOJb OCH Z; A =S, p, rae S//
X, pLx):

19(0,0)= 319 (0,0). (1)
B

Ms1 orpannuuBaemcs paccMmorpenuem [T B s-

nossspuzaruu. Torma B =1, 2, 12 nopu A = S .
[Ipenmomaraercsi, 9YTO  KPUCTAII  HEMPEPBHIBHO
oOly4aeTcsi CBETOM C YacTOTOW BBINIE Kpas
GyHIaMEHTAIBHOTO TOTJIOomCHHsI. Bo30ykmaeMble

CBETOM CBOOOJHBIE HOCUTENU TOKA TEPMAIIU3YIOTCA U
CBSI3BIBAIOTCSI B OKCUTOHBI, B pe3yJibTaTe Yero
dbopmupyercs HEpaBHOBECHAas! byHKIISA

pacnpenenenus f A(Z) MOJIIPUTOHOB BETBU | BbIlIE

o (puc.l). TlocrmemoBaTeabHOE  ONpECICHHE
byHKITUN f1lz ; (Z) BBIXOJIMT 32 PaMKHU JIaHHOM paOoThI

U 37ech dTa (yHKIUS cuuTaercs 3amaHHou. [lpum
pacuere MbI Ui ONPEIeICHHOCTH Oy/1eM Mojarathb

f.(2)= fl(a)g))-exp(—z/L), @)

rae L — addexrtuBHas riyouHa pacnpeneneHus
noisgpuToHoB BeTBU 1. IloaTomy BKIamsl Ig)(a), Q)

NOJSIPUTOHOB BeTBU =1, 2 B I(f) MOYHO

paccMaTtpuBaTh  Kak  pe3yJbTaT  OJHOKPATHOTO
YOPYroro W HEYIPYroro paccesHus B KpHUCTaJUIe
MOJIIPUTOHOB BETBU | BBIIIE YacTOTHI L C 3aJaHHOU

dynximeit pacnpenenenns f 4(2) B cocTostHUS [3=1,

2 (puc. 1) u mpeBpaleHus MoJIIPUTOHOB 3 HA TPAHUIIE
KpucTajyia B (OTOHBI BTOPHUYHOIO U3IY4YEHHUS B
BaKyyMe.

Puc.1. Cxemamuueckue npoyeccwl
mepManu3ayuy  NOJAPUMOHO8 HudicHell eemeu 1 6
obnacmu uyacmom eviule @, NYymMeMm Heynpye02o
paccesinusi Ha NnpoooabHulx akycmuyeckux (LA),
onmuueckux (LO) ¢pononax u ynpyeoeo paccesnus Ha
npumecax (R) u ¢popmuposanue I1JI 6 oxkpecmuocmu

Yacmom W, u @ npu KOHEYHOM samyxanuu

sxcumona hl .
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byneM y4uThIBaTH KOTEPEHTHBIC PACCESHUS

11, 12" nunreppepenuronnsiii Bknaa 1) B
(o)( *)

T (1). Hns pacuera | ,'\@,€2) npu xoHeuHbIX

3HAYEHUSAX OKCHUTOHHOTO 3aTyXxaHuss 7l  Mbl

BOCIIOJIb30BAJIUCh TMarpaMMHON TexHUKoi Kenapima
[2] u nomyunnm

N F a),fl t 2
12(0.0)= 2K, Irr(mﬁziL1 ”O_ﬂﬂz S
16(0.0) = F(0,9) - ZRe(— ik, (ny, —1 n,,)+L* téi; (t:(i))J |
(4)
Flo,g)= L M0 00 ¢ ()

= 3 2
(27) hrﬂl‘(nlz _nzz)‘

2 ) 2
TIE nﬂz = (nﬂ —SIn 9)]/ U BEJIMYHUHEI t(()sﬂ) u
N, PACCUUTHIBAIOTCA C YUETOM 3aTyXaHus /[
(t)
1)(0) = =2 2N, (6)

(g, +ns)-cos5—isin5~(ﬁz + nsj

Ny, =COSEO,

rue
N, =& —sin’0, &=.gky /N,
«MEpTBOTO CIIOS») U

(e =i )+ g, (0]~ 5,)
A = N, \&, =Ny )+ N, Ny — & (7)

(¢ -rommuHa

3/1ech KOMIUIEKCHbIE MOKA3aTEeNH MPEIOMIICHHUS
N, onpenensorcs Gopmynamu

) 1
T .T 2
a)+IE—w0 w+|5—a)0 rz
=2yt 2 (|| g -2 | 4
Wy, Wy, o

, (8)

rne I'. =4,/¢, 0,0, - KpuTndeckoe 3Ha4YCHHE
3aTyXaHus, NpU KOTOPOM N, =N, Ha KPUTUYECKOU
4acToTe M, = W, + £,y ; Wy =hK;/2M .

Takum 06pa3oM, 3KCUTOHHYIO JTFOMUHECLIEHIIUIO
B OKPECTHOCTH PE30HAHCHOM YacTOTBl @, IIpH
KOHEUHBIX 3HAYEHUSAX 3aTyXaHUs DOKCUTOHOB Al’
MOXHO  TE€OPETHMYECKH  OIHMCaTh C  IOMOILBIO
MOJISIPUTOHHOM ~ MOJEINH, COTJIACHO  KOTOPOH

9KCIIEPUMEHTANIBHO perucrpupyemas /IJI B Bakyyme
paccmaTpuBaeTcs ~ KaKk  CymMMa  MaplHalibHbIX

U3ITy4YeHUH OTICIBHBIX MOISIPUTOHHBIX MOJ C YYETOM
UX UHTEP(EPEHIIHH.

Pe3yabTaThl UMCIEHHOTO pacyeTa U
CpaBHeHHE € IKCIEPUMEHTOM.
Jns  4MCIIeHHOrO pacyeTa HMHTETpalbHOU
(0)
()

MHTEHCUBHOCTEH BOCIIOJIb30BANIUCH Qopmysamu (1) u
(3)-(5), kKaKx OCHOBHBIMH, @ TAK)K€E BCIIOMOTATEILHBIMHU
bopmynamu (6)-(8) TUISL AMIUIUTY AHBIX
K03 PuImeHToB nponyckanus t,, ¥ IoKasaresnen

U TapUualIbHbBIX |/(;2) (w) chexTpanbHBIX

OPENOMIICHUST Nj;.  ENWHCTBEHHBIM BapbHPYHOLIMM

napaMeTpoM Teopuu sBisieTcs 3 eKTuBHAS TITyOrHA
pacripesieNieHusi TOJIIPUTOHOB L HMKHEH BeTBH.
3HavyeHue /il cyMTaeM M3BECTHBIM M3 DKCIIEPUMEHTA,
U MbI ero BeiOpanu B untepsane (0.1 - 3.0) ms3B, uto
COOTBETCTBYeT IS 4YHUCTOro Kpuctama CdTe
temneparypaomy uHtepBany (2.0 - 100) K [4]. Jnsa
napamerpa L BbIOpanu 3HaueHus B mpomexytke (0.2
-3.0) mxm WCXOAs W3 MaKCHUMAaJIbHOTO COBMAJACHUS
9KCIEPUMEHTAJIBHBIX M TEOPETUYECKHX CIIEKTPOB, a
TaKXKe YYHUTHIBAsl SKCIEPUMEHTAIbHBIC PE3YJIbTATHI
pabots! [3]. UncieHHble pacdeThl MPOBOIMWINCH MPH
CIEYIOIMX 3HAUYEHUSIX  OCHOBHBIX I1apaMeTpOB
HKCUTOHHOTO pe3oHaHca An=1 Kpuctamwia CdTe : 7 axn
= 1,596 5B, h cn1 = 1,0 M>B, Mex = 0,5 Mo (Mo — macca
CBOOOIHOTO 3JICKTPOHA), (OHOBAS TUAIICKTPHUICCKAS
MPOHUIIAEMOCTD €p = 9,65, TONIIMHA «KMEPTBOTO CIIOSI»

0
¢=65A. Takue 3HaUeHUs TMapaMETPOB XOPOILIO
COIVIACYIOTCS € IKCIEPUMEHTAIbHBIMU PE3yJIbTaTaMU
[0 3KCUTOHHOMY OTPa)XCHMIO CBETa U 3KCHUTOHHOM
JroMHuHECIeHIHH [ 1-2].

ITockonbky MBI HHTEpeCcyemcs Y3KOU
CHEKTPaIbHOM 00JIaCThIO B OKPECTHOCTH PE30HAHCHOM
9acTOThl @, C paguycoM =~ (2—-3)w ;, TO B IEPBOM
OpuOJIMKEeHUH  MOXKHO — TNpeHeOpeyb  IUIaBHOM
YaCTOTHOM 3aBHCHMOCTBIO SKCUTOHHOI'O 3aTyXaHHs

I'= (22'131)’1, rae Tpy - BpeMs JKM3HH HOJSAPUTOHA
otHocuTenbHO yxoma [ — 1. Takxke mpeneOperaem

YACTOTHOW 3aBUCHMOCTBIO (DYHKIIHUH PACTIpEICIICHUS
f,(w) mnomsputoHoB BetBH 1 B 00MACTH YaCTOT

O SOSW,+w .

IIpn 4yuciaeHHOM pacyeTe Ha KOMIIBIOTEPE MBI
HCIOJIB30BaJIM B KayeCTBE  MAaTEMATHYECKOTO
obecrieyeHus JUTS IIPOrpaMMHUPOBAHUS
ABTOMAaTHU3UPOBAHHON AJTOPUTMHUYECKON CHCTEMOU
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«MATLABY», xotopas Obuia O4YECHb YIAOOHOW iAo
paboThl C KOMIUIEKCHBIMH YHCIAMH M MAaTpHIIAMHU.
Paccmarpuancs OTHOCHUTEJIBHO HIMPOKUHA
CHeKTpajbHbll uHTEpBaN (o, —4w ;; o, +40;),
BHYTpU KOTOpoil Opamu 100 pacueTHBIX TOYeK JUIs
OTIpeNIeICHUs] 3HAYCHU MHTCHCHBHOCTU W3ITyYCHHS,
BBIXOZSINEro U3 Kpuctamia mox yriaom € =0° (r.e.
HOPMAJIFHO K TTOBEPXHOCTH KPHCTAILIA).

Ha puc. 2, a mnpexacraBieHbl TeOpeTHYECKHUE
crekTpel [IJI, paccuuTaHHBIE Ui IIapameTpoB
kpuctayia CdTe npu A" =0,45m5B u L =0,5muxm

. Kpupas 0 coOTBETCTBYET CyMMapHO! HHTEHCUBHOCTH
19(w), a xpuBple 1, 2 u 12 — mnapuuUaIbHBIM

MHTEHCUBHOCTSM | D (w), T.6.  BKIAIaM HIKHEH

1.9(w) , Bepxueit 1 (w) monapuronnbIx BeTBeil U MX

BKJIa Ly 12 (w) B

pesynbtupytomryto /1J/1. Tlo ocu abGcucchl OTIoKeHa
OTHOCHUTEJIbHASA YacTOTa U3IYyUYEHUs (a)— W, )/ W, a

UHTEPPEPEHITNOHHOMY

0 OCH OpAMHATBl — MHTEHCHBHOCTH H3JyY€HUS B
OTHOCHUTENILHOM MaciiTtade, mpuieM HOPMUPOBKA IS
BCEX TEOPETHUECKUX CHEKTPAJIbHBIX KPUBBIX pUC.2 U
puc.3 ogHa W Ta k€. TpeyrolbHUKH Ha pHUC.2, a
MPEICTABISAIOT  (ParMeHT  AKCHEPHUMEHTAILHOTO
crekTpa (QoromoMHHecHeHInn Kpuctamwia CdTe B
unrepsaiue yactot (1,593-1,597) »B npu remneparype
T =4.2 K no pa6ore [1]. BugHo, 4T0 TeOpeTHUECKHiA

CHEKTp CymMMapHOW uHTeHcuBHOCTH [IJI (xpuBas 0)
XOpOIIO COBIAJAET C HKCIIEPUMEHTATIBHBIM CIIEKTPOM.
OtHocuTenbHO  Oonbmioe  3HaueHwe /i1 mpu

temneparype 1 =4.2 K u manoe 3nauenue L, mo-

BUJUMOMY, 00yCIIOBJICHBI BBICOKHMH
KOHIICHTPAIUSIMU MIPAUMECHBIX IIEHTPOB B
uccaenoBanHHbIx oOpasmax CdTe, Ha 4TO yKa3bIBaIOT
JTOMUHUPYIOIINE JIMHUU DX, A°X, D'X B
SKCTIEpUMEHTAIBHOM criekTpe HTdDJI [2], cBsA3aHHBIC
M3ITy4YeHHUEM SKCUTOHOB, 3aXBAYCHHBIX HEUTPAIbHBIMH

JIOHOpaMHU u aKLenTopamu, a TaK¥kKe
HOHU3UPOBAHHBIMHU AOHOpaMHU. 3aMeTI/IM, qTo
TEOpeTUYECKU  cnektp [IJI, Takke Kak |

OKCIEPUMEHTAJIBHBIN  CIEKTp, HMeEeT IyOJleTHYIO
TOHKYIO CTPYKTYpY (MakCUMyMBbI HaxOJIsTCs Ha
4acToTax @, U @, ), OTPAXKAaIOLIyl0 CBOEOOpa3HbIE

KOMOMHAIIMKM MapUUAIbHBIX BKJIAJ0B HWXKHEH U
BEpXHEHN MOJAPUTOHHBIX BeTBeW. lIpm aToM crnenmyer
0c000 OTMETUTh, YTO TJaBHBIH MakcumyMm [I/JI Ha
4acTOTe @, B Ooibleil creneHH 0O0yCIOBIEH

uHTephepeHonEbM BKnagoM | (w) . Kak BumHO

U3 puc 2, a, IIUHHOBOJIHOBOH MaKCUMYM (Ao-JTHHMS)

dopmupyercs uz Bkanos 12 (w), 15 () u 152 (w)

B OTHOmeHWsXx 3:2:1, a B KOPOTKOBOJHOBOM
MakcuMyMe (AL-JIMHUS ) 9TH K€ BKIJIAJbI COCTABIISIIOT
otHomeHue 4:1:9. nave rosops, mpu popMupoBaHun
Ao-nmiHMHM  OONBIIYI0 POIb HUIPAET MOJISPUTOHBI
HWOKHEN BETBH U MHTEP(EPEHIIMOHHBIN BKIAI, a AL-
auHUST  (GOpMHUPYETCS B OCHOBHOM 33  CHET
MOJISIPUTOHOB BEpXHEW BETBU. B cnekTpaibHOI
obmactTu  BOMM3U AL-TMHMM ~ MaKCHUMaJIbHOE
OTKJIOHEHHE TEOPHM OT SKCIEPUMEHTA COCTaBiseT ~4
%. 13 prcyHKa TakXe BUJIHO, YTO B KOPOTKOBOJIHOBOM
YaCTH CIEKTPA YXKe IPU @ = @ + @ 1 PACXOXKICHHUE

TEOpUU c JKCIEPUMEHTOM CTAHOBUTCS
CYLIECTBEHHBIM. JTO, TO-BUJUMOMY, CBSI3aHO C
HaJIMYUEM  YaCTOTHOM  3aBUCUMOCTH  (YHKIMH

pacnpeneneuus f,(®) MONIPUTOHOB HUKHEH BETBH U
OKCUTOHHOrO 3aryxauus /il (@), 4YTo He ydTeHO

NpPEUIOKEHHBIM B JIaHHOH paboTe TeOopeTUYECKHM
pacdeTom.

EctecTBeHHO, mpeacTaBiseT OONBIION HHTEpeC
o0mass KapTMHA 3aBUCUMOCTH  CHEKTpoB  [1/]
kpuctaiuioB CdTe ot mapamerpa 3atyxanus 7l mis

KOHTPOJIS 17§ JTMarHOCTUKA YHCTOTHI
HOJYTIPOBOTHUKOBOTO MaTepuaa. C
AKCMIEPUMEHTATIBHON TOYKH 3pPEHHS, POCT 3HAUCHHUSI
R npu Huskux Temneparypax (I =2+4K)

00YCIIOBIICH YBEITUUCHHEM KOHIICHTPAI[MH Pa3THIHBIX
ne(eKToB KpuCTalia, Ha KOTOPBIX PaCcCEHBAIOTCS
OKCHTOHBI, a [UIi CBEPXYHUCTHIX KPHCTAJIIOB -
yBeNnu4eHueM poiu ¢GoHoHOB. C APYroil CTOPOHBI C
noBbiieHreM 3Hauenust 7il” yxe npu Al =0,2 maB

CTAaHOBHUTCS  3aMETHOM  pOJb  TMOBEPXHOCTHO-
paaranroOHHOM BOIHBI 2 M €€ aHOMAaJIbHOM IUCIIEPCUN.
Jlyis Hac mpencTaBiIseT MHTEPEC CIEANTH 32 TeM, Kak
oTpaxkaercs nanable 3p ekt B ciektpax [1/1. Takoii
BOIIPOC paHee Npu ucciaenoBanuu H1'PJI xpucraiinos
CdTe B nmrepaTypax He paccMaTpuBaiics. Ha puc.2,
b, c, d, e, f mpuBenens! pacueTHbic crekTpsl [1J1 Mis
napametpoB kpucrauia CdTe npu 77 =0.6,0.1, 0.2,
1.5, 3.0 maB, cootrBeTcTBeHHO. [Ipr ATOM 3HAYCHHS
napameTrpa L ™Mbl BbIOpanu u3 ycioBus HauOolee
XOPOIIIETO COBMAJICHUS TEOPETUICCKIX u
9KCIIEPUMEHTANBHBIX CIIEKTPAIBbHBIX KPUBBIX, TJI€ 3TO
OBLTIO BO3MOKHBIM.

Cpa3y e 3aMeTHM, 4YTO KaK CyMMapHOe
19 (w), Tak w napuMaTbHEIE |/(;2) (w) (=12)

CIICKTPAJIbHBIC KPUBBIC IIPECTCPICBAOT CYIICCTBCHHLIC
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nl' . Tak,
Hanpumep, npu  I” < ', (Juis mapaMeTpoB KpHUcTalIa

CdTe KPUTHYECKOE  3HAYEHHE  DKCUTOHHOI'O
3aryxanust Al ~0.88 M5B ) TeopeTHUECKUIl CIIEKTp

Ka4€CTBCHHBIC HU3MCHCHUA C POCTOM

IS(O) (w) coxpansier nyOnetHyr CTpykTypy. Ilpm
A’ <0.3 m3B

WHTEHCHBHOCTb AL-TMHUM ~ TIPEBBIMIACT
WHTEHCUBHOCTH JHHUM Ao (cM. pucyHkd 2, C u d).
OnHako ¢ JManbHEHIIMM yBeTHUCHHEM 3HaueHus 7l

ACUMMETPUYHOCTh nyOneTHol CTPYKTYpBI
YMEHBIIAETCSA, @ 3aTe€M OTH JINHUU HCHBITBIBAIOT
MHBEPCHIO TI0 MHTCHCUBHOCTH (pUCYHKH 1, a u D), B
KOTOPOH OIIPEAEIIAIOILY IO poib Urpaer

unTepdepeHuonnbi BrIan |19 (w), BXoAAmmiA B

OTHOCHUTCIBHO MaJIbIX 3HAYCHHAX

19 (w) ¢ nonoxurensHbIM 3HaKoM. U3 Beex puc. 2
CIIEKTPAJIbHBII KOHTYP
(0)

@)

COXpaHsIET

UHTEPECHO 3aMETHUTh, UTO
19 (w) B otmume ot xontypos | ¥ (w) n

125
nl’

CHUMMETPUYHBIN JJOPEHIEBCKUM BUI, & ETO MAKCUMYM,
TaKKe KaK ¥ MakKCUMyM JIMHMH Ao , HAXOAUTCS Ha
qacToTe @, NpH Bcex 3HaueHusx Al .Ilpu ' —> I,

BHE€ 3aBHCHUMOCTH OT 3HAa4YCHUA

nyOsieTHast CTpyKTypa crektpa [I/I TmpakTHYecKu
ncYe3aeT U JOMUHUPYET JIMHUS Ao, YTO 00YCIOBICHO
MO/IABJICHUEM TOJIIPUTOHHOTO 3(PdeKTa Mpu O0IBIIIX
3aTyXaHUsIX MEXaHHUUECKUX OKCUTOHOB /l'. Takum

oOpa3zom, nyoOnetHas cTpykrtypa JjuHuu — HTDJI
KpHUCTAJJIOB CdTe, IKCIIEPUMEHTATIHLHO
oOHapy)XeHHas B CIEKTPAIBHON 00J1acTH CBOOOIHBIX
9KCUTOHOB B paboTax [2-4] (cM. TakKe IUTHPOBAHHBIC
auTepatypsl B [3]) sSBHO CBsi3aHA MOJSPUTOHHBIMU
coctossHUSIMA W 3(ddexkToM uHTEephHEepEeHITMOHHOM
JIOMUHECIICHIIUU, T.€. KOTE€PEHTHBIM H3JIyUYeHHUEM
pa3MuYHBIX TONSPUTOHHBIX BeTBeil.  [lpu osTOM,
ucxons u3 Teopernueckux kpusbix ¥ (w) ma

pucyHkax 2, ¢ u d 0co00 X04ercss OTMETUTb, YTO B
cnekTpax [1JI cepxuncTthix KpuctramioB CdTe (T.e.
npu " — 0) MakcuMyM A -JIMHUU TPEBOCXOJIUT
MakcuMyMa Ao —JIMHUHM, 4YTO SABJIACTCA HAIEKHBIM
KpUTEpHEM OLIEHKH 4HcTOThl Kpuctamia CdTe . Ilpu
3HaveHusix /' > [, KaK BUJHO W3 PUCYHKOB 2, € u T,

19(w) B

COOTBETCTBUM C OKCIEPUMEHTAIBHBIMU JIMHUSAMU
SKCUTOHHOH JIOMHHECUeHIIMH KpuctayioB CdTe: Fe
[4] mpu T=5K ¥ KOHUEHTpAIUAX JETHPYIOIIUX

TCOPCTUUCCKAA CICKTPAJIbHAA JIMHUA

npumeceit 3.0-10"° e u 3.5-10" cu™ comepxut
OJIMTH MaKCHMYM.

-

Intensity, arb. units.
Intensity, arb. units.

E ¢
frequency, arb. units, (oo, )/ @,

©

Intensity, arb. units
I
Intensity, arb.unit

Vs 2+‘\ k) 04 ’// i )
- . o 2l - - . >

Pr i,

\

frkquency) arb. urits, (2 @, )/, R I e

Intensity, arb. units
Intensity, arb. units

,A !
0 4 124
o A %
N ot Sl

-0 8 5 4 2 o 2 4 6 8 1
frequency, arb. units, (0o, )/

O )
frequency, arb. units, (& - o, )/ @,

Puc.2. Teopemuuecxue cnekmput 111,
paccuumannvle 015 napamempos kpucmainia CdTe :
ho, =1596 5B, hw; =10m3B, ¢, =9,65,
M,_Imy=05,60=0°y
K" = 0,45 (a); 0,6 (b); 0,1 (c); 0,2 (d);15 (e); 3,0 () maB,
L=0,5 (a); 0,4(b); 0,85 (c); 0,7 (d); 0,3 (e); 0,2 (f) mxm
. Kpusasa 0— cymmapnas, a 1, 2 u 12 - napyuanvrole
UHMEHCUBHOCMU - 8KIAO0bI HUICHEL, BEPXHELl
NOJIAPUMOHHBIX 6eMEell U UX UHmeppepeHYUuoH b1
exnao. Ilo ocu abcyuccor omnodicena omHocumenvHas
wacmoma uznyvenus (o —w, )| oy, a no ocu
OPOUHAMBI—UHMEHCUBHOCTU USTLYYEHUS 8

omuocumenvHom macuimaoe. Tpeyeonvruku-
axcnepumenm [2(a), 11(e, f)].

N3 pucynkoB 1, e u f taxke BUIMM, 4TO TIpU
hl" =1.5 msB xoutyp 19 (w)
obnmamaer em€ HEKOTOPOH acuMMeTpHeil, dYTo

OTpa)kaeT HEeMOJNHOe TMOJABICHUE MOJISIPUTOHHOTO
s¢dexra CHIbHBIM 3aTyXanuem, a npu 7l = 3.0 moB

CIIEKTPAJIbHBIN

dopma muann |1” (w) yxe nepexomut mouTH B

JIOPEHLIEBCKAN KOHTYD.
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] ; nucnepcuto. M3 pucyHkoB 2 u 3 BUAHO, YTO C POCTOM

a

AT =08 3008
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Intensity, arb. units
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*\/12 00J1acTH 4acTOT @ < @, MOHOTOHHO pacCIIUpPSETCS U

BEJET CBOEOOPa3HYyI0 YAaCTOTHYIO 3aBUCHUMOCTb.
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(puc. 2, a), a 3arem ipu 7l = 0.5—0.8 m3B - saBHbIi
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8
.
AN
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5 , ffw aHOManbpHO# jaucmepcueit Rek, wu cOmmwkeHneMm
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frequency, arb. units, (- o, )/ o ﬁequency am unns (0-o, )/m

nucriepcuoHHbIx kKpuBbix Rek, u Rek, mpu I' - I,

‘ ) B oOnactu 3Hauenust [ =0.6-1.2 woB

s [ o ez o/ N s 0 0 0
“ [ napruansabie Bkmagsl 1O (o), 112 () u 1L (w) na
g 2 P
, YA e R i
IV ‘\Ki VRS IONEPEYHON YacToTe @, IO TOPSIAKY BEIMYMHBI
. S / M o, m\k OMHAKOBBI, a mpu [ =, wuHTep(EepeHINOHHBIN
u; f s M = Ik _/2 et
- LI A A, e (oo pkmag  npesbimaet 1P (w), 1P(w) xaxaeie B
Puc.3. Teopemuueckue cnexmpwvr 1/l ons 3nauenuti

OTAENBHOCTH, HO, €CTECTBEHHO, OCTAa€TCI MEHBIIUM
napamempos nl:0.7,08,0.88,10, 20,50 waB U

L:0.4(a), 0.4(b), 0.3(c), 0.3(d), 0.2(e), 0.1(f) e

3nauenus ocmanvHulx napamempos kpucmaiia CdTe
u 0603HaueHus me dice, YMO U HA puc.2. 4acTOTe @, C pocToM 7l  TUIaBHO YBEJIWYMBACTCA, a

uX CyMMbl. M3 pucyHkoB 2 u 3 3aMeTuM, 4TO

untencusuocts | (w) IV  xpucranna CdTe mna

CHEKTpalbHas MOJYUIMPHUHA A TJIaBHO YMEHBIIAETCS.
Tenepp KpaTKo paccMoTpuM pob

. . | Onnako mnpu [I'— [, TPOUCXOAUT  PE3KOE
MIOBEPXHOCTHO-PAJUAIIMIOHHOM BOJHBI 2 U €€

o (0)
AHOMaJIbHOH JHCcTIepcHH B (JOPMHPOBAHUH cliekTpop | BO3pacTamue max |;™(w) u cumbHOE ymMeHbIICHHE A

I/l mo puc. 2, a taxxke mo puc. 3, a-f, rme mus | (puc. 3, @, b, ¢). Haneueiimmit poct 7”7 B obmactu

MOJIYyUCHUA Ooiee IIOJIHOT'O NpeaACTaBJICHUA I > [’C MPUBOAUT K TOMY, 4YTO MaKCHMaJbHas

JIOTIOJTHUTEIPHO TPUBEICHBI TEOPETUUYCCKHE CIICKTPHI ©
UHTEHCUBHOCTh Max |~ (@) miaBHO yMmeHbInaeTcs (
IIJT nns mapametpoB kpuctawia CdTe npu Al =0.7,

08, 088, 1.0, 20, 50 moB (cootsercrrenno | & Yumpaetes). Huaue rosops, Gynkums max1(7')
L=0.4,04,0.3 0.3 02, 0.1 mxn). Jluciepcust | MMeeT peskuii makcumym, a A(I7) - mposan mpu
TOJIAPUTOHOB BepXHei BeTBH 2 ¢ yBenuuenuem 7l | 3Hadenum "= I, (puc.4).Ilpu I" >> I’ ycranoBUTCA

TIpeTepreBaeT CHIIbHbIE M3MEHEHHS B 00/1acTH YacToT | A~ I" (puc. 3, f), srmamsr 1Y (@), 19 (0) >0 u

0<o,. - k .
L Bo-niepBBIX,  BOJIHOBOE  YHCIO > | criextp IUT 19(w) Qopmupyeres U3 onHO

npruoOpeTaeT BEIIECTBEHHYIO J00AaBKY, YTO O3HAYAeT ©)

. KOMITOHEHTHI |’ (@) ¢ JIOpEeHIIEBCKUM KOHTYPOM.
BKJIFOYCHUC MMOBCPXHOCTHO-pAAUAIIMOHHOU BOJIHBI 2B
npoiiecc nepeHoca SHEpPrun OKCUTOHHOTO
BO30YX/IeHUST B Kpucrtauie. Bo-BTOpeiX, B obsactu

IPOAOJIBHO-MIONEPEYHOr0  paciierieHus (@,, @, )

BennmunHa ~ Rek,  oOHapykuBaeT  aHOMAaJbHYIO
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Puc.4. Teopemuueckue 3asucumocmu cnex-

MPANbHOU  NOIYVWMUPUHBL () U  MAaKCUMAaibHOU
unmencusnocmu (b) I/l  xpucmannoe CdTe om
9KCUMOHHO20 3amyxanust Il .

3akimouenne. Ha ocHOBE MUKpPOCKONHMYECKOMN
Teopun [I/I W aHanM3a TEOPETHYECKUX CIIEKTPOB
HTDJI kpuctaimoB  CdTe co cpaBHeHHEM
CYILIECTBYIOIIMX JKCIIEPUMEHTOB MOYKHO CJHEJIaTh
CJIEIyIOLIME BBIBOJIBI:

1. Mlpennoxena monens GopmupoBanus [1/1
MOJTYIIPOBOTHUKOBBIX KpUCTaIoB Tuma CdTe ¢
HEOOJIBIIIMM 3HAY€HHUEM MPO0IbHO-IIOIEPEYHOTO
pacIieIuIeHus @ ; MPU KOHEUHBIX 3aTyXaHusax 7l

MCXaHHUYCCKHUX JKCHTOHOB, COI'JIaCHO KOTOpOﬁ
H3JIy4aronue KBaAaHTOBBIC COCTOSAHHA ITOJIAPUTOHOB
B OKpPCCTHOCTU ((6YTBIJIO‘-IHOFO ropJja» 3acCIAr0TCA
3a CUCT pacCCCAHUA IOJISIPUTOHOB HWKHEH BeTBH 1

U3 00J1aCTH @ > @, € JOCTaTOYHO GonbimMu K Ha

AKyCTHYECKHX U ONTHYECKHX (POHOHAX, MPHUYEM B
11JI narot BKJIaIbl yIPYTO paccesiHHbIC HA IPUMECSX
B CTOPOHY IMOBEPXHOCTU KPUCTAJUIA MOISIPUTOHHBIE
BOJHBI C BEPXHUMH 2 WU  HWKHUMH |
JTUCTIEPCHOHHBIMU BETBSMU U X UHTep(DepeHINs B
BaKyyMe.

2. PazpaboTan MeTo; pacyera mapuuaTbHBIX
cuektpoB  [IJI  xpuctaiioB tuma  CdTe B

OKpPCCTHOCTU SKCUTOHHOI'0 PE30HAHCA A1:1 npu
KOHEYHBIX 3HA4YeHHUsX #Al ¢ HCIOIb30BaHUEM

auarpaMMHoi TexHuku Kenapima mis QyHKIUH
I'pyHa 5KCHUTOHOB, CHpaBEIJIMBBII U B CIydasx,
KOIrZla HapyllaeTcsi KpPUTEpUM IPUMEHHUMOCTH
KMHETUYECKOTr0  ypaBHeHHs bonblMaHa I
(byHKIMU pactpeeeHHs MOJISPUTOHOB.
3.Teopetnueckuii cnekrp [IJI KpucTamioB
CdTe B COOTBETCTBHE HKCIEPUMEHTAIHHBIM
CHEKTPOM TpH  3HAYCHUIX hl" < 0.6 maB
OOHApy)KUBAaeT  ACUMMETPUUHYIO  JTyOJIETHYIO
TOHKYI0  CTPYKTYpy C  MakCUMyMaMu B
OKPECTHOCTSX 4acToT @, (A,-manust) u o, (A4, -

IuHMS), @ npu [ =1, - CUHIIIETHYIO JIMHUIO C
MaKCUMYMOM BOJIM3M YacTOThl @,, IpUYEM JUIs
cayyaeB  ['>>[,  KOHTYp OJTOH  JIMHUH

NpUOOpETaeT JIOPEHIEBCKUI BUJ, YTO OTpakaeT
MOJTHOE TIOJ]aBJIGHUE TOJSIPUTOHHOTO ddeKTa
CHJIBHBIM DKCHUTOHHBIM 3aTyXaHUEM.

4. Tlpu OTHOCHUTEIIFHO MAaJbIX 3HAYCHUAX
hl" <0.3 M3B HMHTEHCHBHOCTH AL-TuHIH

MNpEeBbLINIACT HWHTCHCHUBHOCTHU JIMHUKU Ao , C
HaHBHeﬁMHM YBCIMUYCHUEM 7 ACUMMECTPHYHOCTD

IyOJISTHOW CTPYKTYPbl YMEHBIIACTCS U IIpH
hl" = 0.3 M3B 3TU JMHUY UCTIBITHIBAIOT HHBEPCHIO
N0 HMHTEHCHUBHOCTH, B KOTOPOH OIpPEACISIIONLYIO

poJb MrpaeT uHTEpdhepeHIonHbIit Bk1an 1) (o),

BXOJSIIIUNA B Isfo) (w) ¢ TOJIOKUTETBHBIM 3HAKOM.

Criextpanbubiii korTyp 15 () B OTIHUME OT KOHTYpPOB

1P(w) n 1Q(w) coxpanser cuMMeTpHUHBIA
JIOPCHIICBCKUI BUIl, & €0 MAaKCUMyM, TaloKe KakK MU
MaKCHMYM JITHUN Ao, HAXOIUTCS Ha YaCTOTE (I, IPH BCEX
3HaueHusIx Al .

5. C pocrom Al' mnapiuaibHbId BKJIaJ
1{9(w) B obmacTM 4acTOT @ < @, MOHOTOHHO
pacuMpsieTcsi ¥ Ha 4YacToTe @, OOHapyXUBacTCs
npu 3HadeHusnx hl ~0.2—0.4 m3B wu3rub, manee
nosouka, a 3atem npu /il = 0.5—0.8 maB - siBHBI

MaKCHUMYyM, KOTOpble OOYCIJIOBJICHBI aHOMAaJIbHOM
mucniepcueii Re K, u cOmmkeHneM TUCIepCHOHHBIX

kpuBbix Rek (w) u Rek,(w) mpu I'>1I.. B
o0Jactu 3HAYEHUI I'~0.6-1.2 m3B

napuuansueie Bknagsl 10 (w), 132 (w) u 1) (o)
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HAa IIONIEPEYHOMN YaCTOTE @, 110 MOPSIAKY BEJIMUNHBI
OJMHAKOBbI, a npu "~ I', uHTep(epeHIMOHHbIH
pkman mpesbimaer 12 (w), 19 (w) xaxnwii B
OTJEJIBHOCTH, OCTAaBAsICh MEHBIIUM HUX CYMMBI.

TakuM 00pa3zom, NMpU KOHEUHBIX 3HAUEHUSX
hI' monspuToHHBIE MOABI THma 2 - 2' W UX

uHTepdepeniys ¢ mogamu 1 - 1’ [5] B obnactu
4acTOT ® < L AAKT BECbMa 3aMETHBIN BKJ1aa B [1/]1
CdTe, xoropelii B mpuBbIYHOW KaptunHe [1JI (B
KHHETHYECKOM  MPUOTMKCHUH)  paHee,  Kak
IpaBUIIO, BOOOIIIE HE pacCMAaTPHUBAJICS, @ B 00JIACTH
4acTOT ®O>ML BKJIAJA HNOJIPUTOHOB BEPXHEH BETBU

19 (w) SIBIISICTCS OTIPEICTISIOIUM.

[IpennoxeHHbIN 31€Ch METOJ pacueTa W aHaJIn3a
crieKTpoB [IJI  MOXeT OBITh HWCIONB30BaH IS

MpaBUJIBHOM  WHTEpHpETAllMk  OCOOCHHOCTEH
cuektpoB HT®JI  xpuctaioB tuma CdTe c
OTHOCUTEJIBHO  HEOOJBbIINMHU 3HAYEHUSIMU
MPOJOIBHO-TIOTIEPEYHOTO pacierieHus

@, <1.0 M5B B 001aCTH SKCUTOHHBIX PE30HAHCOB

U OTKpPBIBAET  HOBBIE  BO3MOXKHOCTH  JJIA
HEpa3pylIAlONIero KOHTPOJAsSs U JUAarHOCTUKHU
KPUCTAIMYECKUX U TMOJIMKPUCTATUIMYECKUX
MIOJIYITPOBOJTHUKOBBIX CTPYKTYD.

6. M3yueHne TIOMHUHECUEHIIMN TOJISIPUTOHOB
B IMOJYNPOBOJHHUKOBBIX CTPYKTypax Ha OCHOBE
XaJIbKOTE€HUIHBIX COEIMHEHUI KaJIMHUs
NIPEACTABISIET  YBJIEKATEIbHOE repeceyeHue
dyHIaMeHTanbHOW (U3UKKM U TEXHOJIOTHMYECKOU
nHHOBaUMU. C MOMOUIBIO TIIATEIBHOIO IOHUMAHUS
IIOBEJICHUS TOJIIPUTOHOB U IEPEJOBBIX METOOB
XapaKTEPUCTUKH HCCIIEIOBATEIN TOTOBbI PACKPHITH
MOTEHIUAJ 3TUX KBa3WYaCTHIl U CIEAYIOIIETO
MOKOJICHUSI ~ ONTOXJIEKTPOHHBIX ~ YCTPOMCTB U
KBaHTOBBIX TexHosiorui. [lo Mepe pa3Butus 3TOM
0o0JacT  MOXHO  OXHJAATh  JOIMOJIHUTEIbHBIX
IPOPBIBOB, KOTOpbIe CPOpPMUPYIOT Oyayiiee Kak
byHIaMeHTaTbHBIX, TaKk u MPUKIIATHBIX
HCCIIE0BaHUMN.
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NCITIOJIB3OBAHHUE PYTHON JJIS1 HCKYCCTBEHHOI'O HHTEJIVIEKTA 1 MAIIIMHHOT' O
OBYYEHUA

3yaynoB PaBman0exk MamaToBuy,
KaHauaart (l)]/l3l/lKO-MaTeMaTI/I‘leCKI/IX HAYK, JOLECHT,

®epranckuii puianan TalIKeHTCKOIo yHUBepCUTETa

HH(OPMALMOHHBIX TEXHOJOIMi nMeHd Myxammajaa ajib-Xope3mu

(GYHKIMS aKTUBALUM HEWPOHA.

BBenenue. VckyccrBennblii naremwiekt (MN)
— 23T0 nmpeoOpa3ymwomias o001acTh Ha  CTHIKE
uH(GOPMATUKU U KOTHUTUBHON HAYKH, 11€JIbI0 KOTOPOI
SBIISICTCS BOCIIPOU3BEICHHE 4eJI0BEYECKOT0
uHTeIJIeKTa B MamuHax. OH OXBaThIBAaeT MIMPOKHIA
CIIEKTp TEXHOJOTMH W INPUIOKEHHH, KOTOpbIE
MO3BOJIAIOT ~ KOMIBbIOTEpAaM  BBINOJIHATH  3a/1auH,
O0BIYHO TpeOyroIue 4YeIOBEYECKOr0 HHTEIUICKTa,
Takhe KaKk TIOHHMMaHHE ECTECTBEHHOTO  S3bIKa,
pacro3HaBaHHE€  3aKOHOMEPHOCTEH B  JaHHBIX,
IPUHATHE PElIeHUN 1 00ydYeHHe Ha OCHOBE OIIbITA.

Python, yHuBepcanbHbIH M yHOOHBIA IS
HAQUMHAIOIMIMX  SI3BIK  MPOTPaMMHPOBAHMSI,  CTal
NPEANOYTUTENIEHBIM BBIOOpOM Juis pazpaborku MU.
[Ipocrora u unrtaemocth Python B coueranuu c ero
OOIMPHBIME OMOTMOTEKAMH ¥ TUIAT(HOPMAMH JICTA0T
€ro MOIIHBIM MHCTPYMEHTOM JJisi TPAKTUKOB H
WCClleioBaTeNiell  MCKYCCTBEHHOTO  HMHTEIJICKTA.
bnarogaps Takum Oubnuotekam, kak TensorFlow,
PyTorch, scikit-learn u spaCy, Python npenocrasnser
UHCTPYMEHTBI, HEOOXOAMMBbIE Uil CO3JaHUS M
pa3BepThIBAHUS COBPEMEHHBIX MoJenen
UCKYCCTBEHHOI'O MHTEJIJIEKTA.

Ponp Python B HCKyCCTBEHHOM HHTEIIEKTE
MPOCTUPAETCS OT MAIIMHHOTO 0OY4YEHHUs U IIyOOKOro
o0yuyeHuss 10 OOpabOTKHM ECTECTBEHHOTO S3bIKa H
KOMIIbIOTEpHOTO 3peHusi. Ero aktuBHOE co0OIIECTBO

Coune baxpom:xon Habu:xoHoBuY,
npemnoaasarenb, @epranckuii puaman
TamkeHTCKOro yHuBepcuTeTa MH(POPMAIMOHHBIX
TeXHOJI0ruil nMenun MyxamMmazaa ajb-Xope3sMu

AHHoOTanusi. BHeapeHne TEeXHOJIOTMi MCKYCCTBEHHOIO HHTEJUIEKTA M MAIIMHHOTO OOYy4YeHHs B
pa3nUYHbIX chepax CTalo HACYIIHOW MOTPEOHOCTHIO B COBPEMEHHBIX TEMIIaX pa3BUTHs OOILECTBA.
WHTerpanust pa3auyHBIX WHTEIUIEKTYAJIBHBIX TEXHOJIOTUH SIBISETCS KIIOUEBBIM (DAaKTOpPOM B ATY
smoxy. B cratbe paccmaTpuBaeTCs HUCHIONB30BaHUE sA3blka MporpamMMupoBaHus Python npu
peanu3ay TEXHOJIOTHI NCKYCCTBEHHOT'O MHTEIIEKTa M MAIIMHHOTO O0yUYESHHS.

KuroueBble ¢J10Ba: NCKYCCTBEHHBIN HHTEIICKT, OOJBIINE JaAHHBIC, MAIITMHHOE 00Y4YCeHHE, TTTy00KOe
oOyuenue, Oubnuorekn Python, unTennextyaneHbie cuctembl, Natural Language Processing,

IMOCTOSAHHO CO34aC€T HOBBIC IIAKCTbI W PECYPCHI,
CBA3aHHBIC C HMCKYCCTBCHHBIM HHTCIUICKTOM, YTO

JenaeT  ero  IMOMYJSIPHBIM  SI3BIKOM  Kak IS
npodeccHOHaNoB, TaK H IS D3HTY3HacToB. Bo
BBEJICHUM MBI  PACCMOTPUM  CHMOMOTHYECKHE

OTHOIIEHUSI MEX]ly MCKYCCTBEHHBIM HMHTEIIEKTOM U
Python, mnoguepkHyB UuX KIIOYEBYIO pOJIb B
dbopMupoOBaHUU OYIYIIETO TEXHOJIOTUN U HHHOBAIUH.

Jluteparypublii  0030p. VckyccTBeHHBIN
untemiekt (MU) cranm peBomonMOHHONW CWIOH B
CEKTOpE 37paBOOXPAHECHUS, IPOU3BEIS PEBOJIIOLIMIO B
crocob0ax  JAMArHOCTUKH, JICUCHUS W JICUCHHS
3a0oneBanuii. B 3ToM  0030pe  nuTEpaTypbl
IpeJICTaBICH 0030p KITFOUEBBIX N3MCHEHHI B BIIMSTHUH
NN Ha 31paBOOXpaHEHHE W BBISBICHBI MPOOENBI B
CYIIECTBYIOIINX UCCICAOBAHUX:

MeauuuHckass  Busyajamsanusa. Metonsl
aHajgu3a M300paKEHH Ha OCHOBE HCKYCCTBEHHOTO
MHTEJIEKTa, TAKUE KAaK CBEPTOUYHBIE HEMPOHHBIE CETU
(CNN), mnoxkazanmu 3aMeyaTelIbHYH) TOYHOCTh B
oOHapy>KeHHUM TakuxX 3a0oieBaHHl, Kak pak,
nrabeTuvecKas peTUHOIATHS U CEPICUHO-COCYTUCTHIC
3a00neBaHusd, Ha MEIUIMHCKUX HU300paKeHUsIX.
Uccnenoranus (Smith et al., 2018; Esteva et al., 2019)
MPOJIEMOHCTPUPOBAIIN MOTEHIMAT paHHen
JMUATHOCTHKHA W YIYYIICHUS Pe3yJbTaTOB JICUCHUS
MalUEHTOB.
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Oo6pabdoTka ectectBeHHOro sizbika (Natural
Language Processing). CucremMbl HCKYCCTBEHHOTO
uHTeuiekta Ha ocHoe HJIIT mo3Bonumu a3 dexTrBHO
U3BJIEKATh LIEHHYIO UHpOpPMAIIHIO u3
HECTPYKTYPUPOBAHHBIX KJIMHUYECKUX 3aluced W
MeauIuHCKuX 3anuceit. Mccnenosanus (Miotto et al.,
2016; Lopes et al., 2020) noguepkuynu pons HIIII B
ONTHMHU3AIMU KIMHUYECKUX paboyMX MpPOLECCOB U
NOJAJIEPKKE  MPUHATHS  pEUIeHUHd Ha  OCHOBE
dakTHyecKux JaHHBIX.[1]

OTtkpsbiTHE JekapeTB: MU yckopun npoueccsl
OTKPBITHS JIEKApCTB, IMpe/icKa3biBasi MOTEHLUATIbHbBIX
KaH/IUJIaTOB Ha JIEKapCTBa, ONTUMU3UPYSI
MOJIEKYJISIPHbIE CTPYKTYpBbI U ornpenaenss
B3auMo/ieiicTBuUE JieKapcTB. MI3BeCTHBIE HCCIeOBaHUS
(Schwartz et al., 2020; Stokes et al., 2020)
noguepkuBatoT Bkiag MM B yckopeHue pa3zpaboTku
JEKapCTB.

YaaneHHbIH MOHMTOPHMHI M IIPOrHO3HAs
a”HanuTHKa. Hocumble ycTpoilcTBAa M aJTrOPUTMBI
HCKYCCTBEHHOIO MHTEIJIEKTA II03BOJIMIIN
OCYUIECTBJISATh YJAJICHHbIII MOHUTOPHHI MAllMEHTOB,
MO3BOJISIST MEIUIIMHCKUM PpaOOTHHKAM OTCIIEXKHBAThH
KU3HEHHbIE MoKa3aTeu MAIMeHTOB u
MIPOTHO3UPOBaTh  YXYAIIEHUE  370pOBbi.  ITO
npuoOpesio 3Ha4eHne, 0COOEHHO BO BpeMs MaHIEMUU
COVID-19 (Liang et al., 2020; Topol, 2019).[2]

JTHYecKHMe M HOPMATHBHBbIC IPO00JeMBI.

Xots nn MpeaIaract npeodpasyromniue
IIPEUMYILECTBA, JTUYECKUE COOOpaKeHHS "
HOpPMAaTUBHBIE TMPOOJIEMBI CTadl KPUTUYECKUMU

npobrmemamu. ObGecriedeHre KOHPHUICHITUATBHOCTH
MalMeHTOB, 0€30MacHOCTU JAHHBIX W MPO3PAYHOCTH
CHUCTEM HCKYCCTBEHHOTO MHTEJUIEKTa  SBISIOTCS
noctosiHHbIME TIpoOemamu (Obermeyer et al., 2019;
Char et al., 2020).

Metoaonorus. Uroos! n3yuuts BiausHue NN
Ha 3paBOOXpaHEHHE, B ATOM HCCIIEJOBAaHUU OyIeT
WCIIOIb30BATHCS CMEIIAHHBINA MOAXO/:

Coop nannbix. CoOwupaiiTe maHHBICE W3
HECKOJIbKMX WMCTOYHUKOB, BKJIIOYasi 3JICKTPOHHbBIC
MEAUIMHCKUE 3amucH, 0a3bl JAHHBIX MEIULIUHCKUX
U300paXCHUI U KIIMHUYECKHE 3aIUCH, YTOOBI OI[CHUTH

Macmtabbl  BHeapeHus MKW B MeaUIIMHCKHUX
YUPEKICHUSX.

KoauvecTBennblii ananu3. lcnonw3yiite
METO/IBI CTaTUCTUYCCKOIO aHajau3a JIISE
KOJIMYECTBEHHOMN OIleHKU BiausHUS M Ha TOYHOCTH
JTMarHOCTHKH, pe3yJIbTaThl JICUCHHUS u
3KOHOMUYECKYIO 3(PEKTUBHOCTE. Onenure

POU3BOAUTENBHOCTH anroputMoB MU 1o cpaBHeHNMIO
c TPaIUIIMOHHBIMH METOJIaMH, UCTIONB3YS
COOTBETCTBYIOIIHE TTOKA3aTEIH.

KauyecTBennble wucciaenoBanusi. Ilposenure
MHTEPBBIO M ONPOCHI  CPEAW  MEIUIIMHCKUX
paboOTHHKOB, MAIMEHTOB U pa3zpaborunkoB MU, aro0sI
HOHSATH X TOYKY 3peHus Ha BausHue MU Ha oka3aHue
MEIUIUHCKUX YCIYT, ONBIT MAIlMEHTOB M TUYECKHE
POOJIEMBI.

TemaTH4eckHe HCCIEIOBAHMA:  H3YUHTE
peaybHbIe BHEIPEHUSI HCKYCCTBEHHOTO WHTEIICKTA B
MEJIULIUHCKUX YUYPEXKIEHUSIX, UYTOOBI OLEHUTH UX
3(Q(PEKTUBHOCTh W BBISIBUTH JIYYIIHE MPAKTUKH U

IpO0OJIEMBI.
JTHYeCcKasi  OLEHKA:  IPOAHAIU3ZHUPYHTE
dTUYECKHE  mocieacTsuss  BHeapenus WU B

3IpaBOOXPAaHEHNN U NPEMJIOKUTE PEKOMEHJALMU T10
oOecrieyeHnto stuyeckoil mpaktuku WU, cormacus
NalMEeHTOB U 0€30IaCHOCTHU JaHHBIX.

CooTBeTcTBHE HOPMATHBHBIM
TpeOoBanusiM. l3yunure HOpMAaTHUBHYIO Cpeny H
ompeaenure  obmacty, B  kortoppix WU B
3paBOOXPAHEHUN MOXET MOTPeOOBaTh KOHKPETHBIX
PYKOBOJICTB WJIM CTaH/IapTOB.

OOBeIMHUB KOTUYECTBEHHbIE U KAUeCTBEHHBIE
METO/Ibl, 3TO UCCJIeI0BaHUE HAMPABIEHO Ha TO, YTOOBI
o0ecrieuyuTh BCECTOPOHHEE MOHMMaHue BiusHus MU
Ha 3/paBOOXpaHEHHUE, TMPOJIUTH CBET KaKk Ha €ro
IpeuMyIIecTBa, TaK U Ha MOTEHLUAIbHBIE TPOOJIEMBI,
a Takke TMpEeMIOKUTh TMyTh BIEpea Ml 3TOi
npeoOpasyromeif  TeXHOJOTMM B MEIMIIMHCKOM
coepe.[3]

PesyabTarel. HeliponHele cetw, 4acro
Ha3bIBA€MBbIE MCKYCCTBEHHBIMM HEHPOHHBIMU CETAMMU
(MHC), mnpeactaBnsiOT co0OW  BBIYHCIUTEIBHEIC
MOJIEJIM, OCHOBaHHBIE Ha CTPYKType U (QyHKIHIX
YEJI0BEYECKOro MO3ra. Onn SIBJISIFOTCSL
(yHIAMEHTaJIbHBIM KOMIIOHEHTOM MAIIMHHOIO U
riyOoOKoro oOydeHMs, Wrpas pelIalollyl0 pojib B
Pa3IUYHBIX NPUIOKEHUAX, BKIKOYas PAacIlO3HABAHHE
n300pakeHNit W peun, 00pabOTKy eCTEeCTBEHHOTO
A3bIKa, AaBTOHOMHBIE  TPAHCIOPTHBIE  CPEJICTBA,
MEAUIMHCKYIO AMAarHOCTUKY U MHoroe apyroe. Bor
HEKOTOpbIe KIIIOYEBBIE MOHATHS M HH(opManus o
HEHPOHHBIX CETAX:

1. ba3zoBas crTpykTypa: Heiiponnsie cetu
COCTOSIT W3 B3aMMOCBSI3aHHBIX Y3J0B  WJIU
UCKYCCTBEHHBIX HEHPOHOB, OPraHHW30BAaHHBIX B
ciaou. Tpu OCHOBHBIX THIIA CJIIOEB B HEWPOHHOU
CETH — 3TO BXOJHOW CIIOH, OIMH NN HECKOJIBKO
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CKPBITBIX CJIOEB M BBIXOAHOHM cioil. Kaxmgomy ClelaIu3upoBaHHble  apXUTeKTypbl  RNN,

COCAMHEHUIO MEXKy HEHPOHAMU IPUCBOEH CBOU
BEC.

2. MYHKUUS AKTHBAUMM: HEHUPOHBI IPHUMEHSIOT
GYHKIMIO aKTHBAIlMM K CBOMM B3BEIICHHBIM
BXOJIHBIM CUTHaJIaM, CO3/1aBasl BbIXOJHOM CUTHAJL.
Ob6mme  QyHKIMM  aKTHBAIMM  BKIIOYAIOT
curmoBuHyo (opmy, ReLU (Rectified Linear
Unit - BBINPSIMJICHHYIO JHHEHHYIO €AWHUILY) W
tanh (hyperbolic tangent - runep6osryeckuii
TaHT'eHC).

3. OOyuenme. HeiipoHnble ceTu ydarcs Ha
JAHHBIX TOCPEJCTBOM IMIpOIEcca, HAa3bIBAEMOIO
obyuennmeM. Bo Bpems  oOyueHuss  ceTh
KOPPEKTHUPYET CBOM Beca Ha OCHOBE OLIMOKH MU
MOTEPU MEXy MPOTHO3UPYEMBIM BBIXOJIHBIM
CUTHAJIOM M (hakTHuecKoi 1enbro. OOBMHO 3TO
JienaeTcs C  HCIIOJIb30BAaHHWEM  allTOPUTMOB
ONTUMU3ALNH, TAKUX KaK IPAJUECHTHBIN CITyCK.

4. I'nmyookoe odyuenme. ' myObokoe oOydeHne —
3TO 00JIaCTh MAIIMHHOTO OOYy4YeHHsI, KOTOpas
doxkycupyercs Ha  HEHPOHHBIX  CETSIX C
HECKOJIbKUMHU CKPBITBIMU CJHOSIMU. OJTH CETHU
HAa3BIBAIOTCS TITyOOKUMH HEUPOHHBIMHU CETSIMU, U
OHM TPEBOCXOJHO  YJABIUBAIOT  CJIOXKHBIE
3aKOHOMEPHOCTH B JaHHBIX. [ Iybokoe oOyueHue
TOOUIIOCH 3aMEUaTENbHBIX YCIIEXOB B PA3IMUHBIX
o0nacTsiXx, 0ocoOeHHO Mpu pabore ¢ OOIBIIUMU
HaOOpaMu JTaHHBIX.

5. CsepTouHble HellpOHHBbIE ceTu
(Convolutional Neural Networks - CNN): CNN
MIPEACTABISAIOT COOOM CrieIMaTu3upOBAHHBIN THIT
HEUPOHHOW  CETH, MNpPEIHA3HAYECHHBIM I
00pabOTKM MaHHBIX B BUJE CETKH, TaKUX Kak
n3o0pakeHust u Buaeo. OHHM  UCHONB3YIOT
CBEPTOYHBIE  CJIOM  JJII  aBTOMAaTHYECKOTO
U3yYeHUs] UepapXUueckux (YHKIMNA Ha OCHOBE
BXOJIHBIX JIaHHBIX.

6. PexyppeHTHbIe HeliponHbie ceTu (Recurrent
Neural Networks - RNN): RNN npenna3HadyeHbI
JUIsl TIOCTIEIOBATENbHBIX JAHHBIX, TAaKUX Kak
BPEMEHHBIC PSIABI WM €CTECTBEHHBIH S3bIK. Y
HUX €CTh IOBTOPSAIOIINECS CBSI3U, KOTOpbIE
MO3BOJIAIOT MM COXPaHITh M HCIOJb30BaTh
BHYTPEHHIOIO  MaMATh, YTO  JEJlaeT  HX
OPUTOAHBIMM  JUIsl  TakuxX  3aJad,  Kak
MOJIETUPOBAHUE SI3bIKA U pACIIO3HABAHUE PEUH.

7. JlaunHasi kpatkocpouyHasi mamatb (Long
Short-Term Memory - LSTM) u GRU (Gated
Recurrent Unit - GRU). 3t0

KOTOpbIE PpEHIAIOT MpOOJeMy HCUE3HOBEHUS
rpaJueHTa U 0COOCHHO MOJIE3HBI ISl (hUKCaLUU

JOJITOCPOYHBIX 3aBUCUMOCTEHN B
MOCJIEJ0BATEIBbHOCTSX.
8. IlpuijoxeHus: Heliponnsie cetu

MPUMEHSIOTCS B IIUPOKOM CIIEKTpe oOiacTei,
BKIIIOYass KOMITBIOTEPHOE 3peHHe, 00padoTKy
€CTECTBEHHOT'O $3bIKa, pACIO3HABaHHUE pEeuH,
CUCTEMBI peKoMeH1alui, ABTOHOMHYO
poOOTOTEXHUKY U  31apaBooxpaHeHue. OHu
IIPOU3BEJIN PEBOJIIOIUIO B OTPACIX, TOOUBIIUCH
MIPOU3BOJUTEIILHOCTH YEJIOBEYECKOTO YpPOBHS B
TaKHX 3ajayax, KaK KJ1accupuKanus
M300paKEHUI U SA3BIKOBOM MEPEBOI.

9. IIpobaembl: 0O0yueHUe TITyOOKHUX HEHPOHHBIX
ceTen MOKET TpeboBaTh OO0MIBLINX
BBIUMCIIUTEIBHBIX PECYPCOB U O0NbIINX HAOOPOB
naHHbIX. [lepeocHalenune, Korjaa Moeb XOpouio
paboTaeT Ha OOyYarOUIUX JaHHBIX, HO TUIOXO HA
HEBUJIUMBIX JTaHHBIX, SBIISICTCS
pacripocTpaHeHHOU mpobiemoi. MccnenoBatenu
MOCTOSIHHO pa0oTaloT HaJl pa3pabOTKOl METO/10B
pEILIeHUs ITUX IPOOIIEM.

10. AnmapaTtHoe yckopeHue. J[ns ycKopeHUs
o0y4yeHHs U BbIBOJIa HEHPOHHBIX ceTed ObLIOo
pa3paboTaHo CHeLMATU3UPOBAHHOE
o0opyaoBaHue, Takoe Kak  rpaduyeckue
npoueccopel (GPU), a B mocnennee Bpemsi u
ter3opubie mporeccops! (TPU).[4]

HeiiponHsle ceTy mpo10yIKal0T pa3BUBATHCS, U
UCCJIEIOBATEeNId HM3y4YaloT HOBBIE ApPXUTEKTYpbl H
METOABI JUIsl YIyUYIICHUS! MX MPOU3BOAUTEIBHOCTU H
BO3MOXHOCTEH. OHHM  OCTalOTCA B  aBaHrapie
UCCIIEIOBaHUN B obnacTtu HCKYCCTBEHHOI'O
UHTEIJIEKTa W MAaIIMHHOTO OOy4YeHus, BHEIpSs
MHHOBAIIMH B PA3JIMYHBIX 00JIACTSIX.

B uckyccTBeHHBIX HEHPOHHBIX CETAX (DYHKITHS
aKTUBAlUU HEWPOHA OIIpPENeIsAeT pe3yJbTaT, KOTOPBIH
ompezeNsieTcss BXOJHBIM CHUTHAJIOM WM HabopoM
BXOJHBIX CUTHaNOB. CTaHIapTHBIA KOMIBIOTEPHBIM
MHUKpPOCXEMa MOXKET pacCMaTpHUBaThCs Kak IudpoBas
ceTh (PYHKUUI aKTHBAIIUU, KOTOPbIE MOTYT IPUHUMATh
3HaueHUs «BrmroyeHo» (1) wim «Beikimodeno» (0) B
3aBUCUMOCTH OT BXOZa. DTO aHAJOTUYHO MOBEJICHUIO
JMHEWHOro nepuenTpoHa B HeHPOHHBIX ceTsaX. OIHaKo
TOJILKO HEMHEHHbIE (YHKINU aKTHBALUU TO3BOJISIOT
TaKUM  CETAM  pelaTh CJOXKHBIE 3aJauyud  C
UCIIOJIb30BAaHUEM HEOOJBIIOr0 uuciaa y3ioB. B
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UCKYCCTBEHHBIX HEHpPOHHBIX CeTSIX 3Ta (QyHKUUA
TaKXe HA3bIBACTCS NepeaTOYHON QyHKIuei. [5]

1 —

| g1 ol I I ]
-5 —4 -2 a 2 4 [

Puc 1. Jloructuaeckast GyHKIHS aKTUBAIIAH

OYHKIMU aKTHUBALMK SIBISIOTCA BaKHEWUIINM
KOMIIOHEHTOM HCKYCCTBEHHBIX HEHWPOHHBIX CETEH.
OHH ompenensitoT BBIXOAHOM CUTHAJI HEWpOHA WU
y3J7la HA OCHOBE €ro B3BEUIEHHOT0 BXOJHOT'O CHUTHAJA.
OYHKIMU aKTUBALlMM TPUBHOCAT HEJIMHEWHOCTh B
HEUpPOHHYIO CE€Th, IO3BOJISIA €U  MOJEIMpPOBATH
CIIO’KHBIE B3aMMOCBSI3W B JaHHBIX.[6] Bor Oonee
noJipobHOe 00BsICHEHNE (PYHKINI aKTUBALIUH:

bunapnas crynenuatast QyHKIHA:

Dopmyna:

HO CTpaJaeT oT NpoOJeMbl MCUE3AIOIIEro TpajiueHTa,
YTO JeNaeT ero MeHee MOAXOISIIIUM I TIIyOOKUX
HEUPOHHBIX CETEH.

I'unepOonuueckas pyHKuus TaHrenca (tanh):

Dopmyna:

f(x) = (en(x) - er(-x)) / (er(x) + en(-
X))

Onucanme: @yHkuus tanh  aHamormdHa
CUTMOBHJIHOWM, HO C)KMMAeT BXOJHbIC 3HAYCHUS B
muamazoH (-1, 1). OH Takxke CTpagaeT OT MPOOIEMEI
UCUE3AIOMIETO  TPaJHMCHTA, HO  HUMEeT  TO
NPEUMYIIECTBO, YTO UMEET HYJIEBOE IIEHTPUPOBAHHE,
YTO MOMOTaeT CMSTYUTh HEKOTOpbIE MpPOOJIEMBI ¢
o0y4eHueM.

Brinpsimniennslii auneiHbi 610k (ReLU):

f(x) = {

1, if x > ©
9, if x <=0
}

Omnwucanue: 310 mpocTas PYHKIHS aKTUBAIUH,
BBIXOJIHBIC TAHHBIC KOTOPOU SBJISIIOTCS TBOMYHBIMHU: |
nmu 0. Ha mnpaktuke OHa HCHOJB3YyeTCS PENKO,
MOCKOJIBKY HE sBIsIeTCs nuddepeHaupyemMoit, 4To
JIeJIaeT €€ HEMPUTOJHOM JJIsi ONTUMHU3allMd Ha OCHOBE
rpajJueHTa BO BpeMs 00yueHusl.

CurmoBunHas  (QyHKIUSA
byHKIHSN):

(JrorucTuveckas

Dopmyna:

Dopmyna:
f(x) = max(0@, x)
Onucanne: RelLU — oxgma wu3 wHaubOoiee

IIMPOKO HCHOJB3yeMBIX (QYHKUMHA akTtuBauuu. OH
3¢ ¢peKTUBEH B BBIYUCIUTEIBHOM OTHOLICHUH H
BBOJIUT  HEJIMHEWHOCTb,  BBIBOAS  HOJIb  JUIA
OTPULIATENIBHBIX BXOJHBIX JIAaHHBIX M  BXOJHOE
3HAQ4YCHUE Ui ITOJIOKUTENIBHBIX BXOJHBIX JaHHBIX.
Opnako Helponst ReLU Moryr crpagate oOT
npoOnembl «ymuparomniero ReLLUy, koraa oHu MoryT
CTaTh HEAKTHBHBIMM BO BpeMs OOydYeHUs M He
OOHOBIIATH CBOH Bec.

VYreuka ReLU:

Dopmyna:

f(x) = {
X, if x > 0
ax, if x <= @ (a is a small positive
constant)

}

f(x) =1/ (1 + en(-x))

Onucanne. CurmoBuaHas QYyHKUIUS CHKUMAET
B3BELLICHHYIO CYMMY BXOJHBIX JaHHBIX B Auana3oH (0,
1), uTo Aemaer ee MOAXOAIIEH IS 3a/1a4d JBOMYHON
knaccuduranuu. OH rnagkuit u nuddepeHuupyemsli,

Omnucanwne: Leaky ReLLU pemraetr ymuparomryro
npobnemy ReLLU, nomyckast HEOOIBIION IpaueHT IS
OTPUIATENBLHBIX BXOJHBIX JaHHBIX, MPEIOTBpaIas
MOJIHYI0 HEaKTUBHOCTH HEMPOHOB. DTO CIIOCOOCTBYET
JTydiemMy o0y4eHHIO ITyOOKUX CeTeH.

[Tapamerpuueckuii ReLU (PReLU):

Dopmyna:

f(x) = {
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X, if x > @ |
| ax, if x <= @ (a is a learnable
' parameter) !

}

Omnucanne: PReL.U moxox na Leaky ReLU, Ho
MO3BOJISIET U3y4yaTh MapaMeTp o BO Bpemsl oOydeHus,
YTO JIeJIaeT ero 0oJee alanTUBHBIM.

OKCIIOHEHIIMaIbHAasA JIMHENHAas
(ELV)

eIMHNIIA

Dopmyna:

f(x) = {
X, if x > 0
a(erx - 1), if x <= 0 (a is a small
positive constant)

}

Omucanme: ELU — 370 eme ogHa (yHKIUS
aKTUBALUM, KOTOpasl peliaeT yMHUparoIlyto npodiieMy
ReLU. OH umeet niaBHbIN epexo K OTpULATENbHBIM
3HAa4YeHUsIM, UTO JesaeT o0yueHue 6osee HaIeKHBIM.

Swish:
Dopmyna:
f(x) = x/ (1 + en(-x))
Onucanue: Swish — OTHOCHUTEIILHO HOBasd
GyHKIMS ~ aKTUBAIMM,  codeTraromas B cede

XapakTepUCTHKH curMoBuaHOM u ReLU-dynkimii.
Ero moxHO nuddepeHnupoBats, M OH IOKa3al
MHOroo0emamimue  pe3yjabTaTbl B yJIyYLICHUH
pe3yJIbTaTOB TPEHUPOBOK.

Beibop mpaBuipHON (QyHKIMHM —aKTHBAIMA
3aBUCUT OT KOHKPETHOH NpoOieMbl, KOTOPYIO BBI
IBITAETECh PEUINTh, U XapaKTEPUCTUK BAILIUX JAHHBIX.
YacTto HEoOXOIMMBI 3KCIEPUMEHThl W HACTpoiika,
9YTOOBI ONPEIEINTh, Kakas (PyHKIIUS aKTHBALIMH JIy4IIe
BCETo paboTaeT AJs JaHHON apXUTEKTYpbl HEMPOHHON
CeTH U Habopa JTaHHBIX.

Bor Heckonpko mnpumepoB koxa Python,
CBSI3aHHBIX C 00JIaCThIO MCKYCCTBEHHOTO MHTEJUIEKTA
(MN). Ot npuMepsl 1eMOHCTPUPYIOT 33]1a4l, 00BIYHO
BBIMOJHSIEMbIE B  MPWIOXKEHUSAX HCKYCCTBEHHOTO
MHTEJUIEKTa U MAIIMHHOTO O0yUYEeHHUSL:

1. JIuHelinas perpeccus:

import numpy as np

from sklearn.linear_model
LinearRegression

import

# Sample data

X = np.array([[1], [2], [3]])
y np.array([2, 4, 6])

# Create and train a linear regression
model

model = LinearRegression()

model.fit (X, y)

# Make predictions

predictions = model.predict([[4]])

print("Linear Regression Prediction:",
predictions[@])

OtoT JIEMOHCTPUPYET
perpeccuto (byHIaMEeHTaIbHBINA
IPOTHO3HOTI'O MOJETUPOBAHMS.

2. Kaaccupuxanms
nomombio TensorFlow/Keras:

KOX JIMHEWUHYIO

METOJ

n3odpaxkeHuii ¢

import tensorflow as tf
from tensorflow import keras

# Load a pre-trained model

model =
keras.applications.MobileNetV2(weights=
"imagenet')

# Load and preprocess an image

image =
keras.preprocessing.image.load_img('ima
ge.jpg', target _size=(224, 224))

image =
keras.preprocessing.image.img _to_array(
image)

image =
keras.applications.mobilenet_v2.preproc
ess_input(image[np.newaxis])

# Perform image classification

predictions = model.predict(image)

decoded_predictions =
keras.applications.mobilenet_v2.decode_
predictions(predictions)

print("Image Classification Results:",
decoded predictions[@])
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OTOT KOJI  HCIIOJIb3YeT
00y4eHHYI0O MOJeNb TITyOOKOTro
KJIaccu(uKanuy U300pakeHui.

3. O0padoTka ectecTBeHHOrO0 si3bika (HJIII)
¢ nomomb0 SpaCy:

MPEIBAPUTEIHLHO
oOy4eHHsT IS

5. O0y4eHnue ¢ mMoaAKpeIieHueM ¢ MOMOIIbI0
OpenAl Gym:

import spacy

# Load a pre-trained spaCy model
nlp = spacy.load("en_core_web_sm")

# Analyze a text

text = "Natural Language Processing is
fascinating!"
doc = nlp(text)

# Extract named entities
for entity in doc.ents:
print("Entity:",
"Label:", entity.label )

entity.text,

OTOT KOI JEMOHCTPUPYET pPACIO3HABAHUE
MMEHOBAaHHBIX OOBEKTOB C Hcmoib3oBaHueM spaCy,
nonyssipHoi 6ubnuorexu HIIIL.

import gym

# Create an environment
env = gym.make("CartPole-v1")

# Run episodes with a random policy
for episode in range(5):

state = env.reset()

done = False

total_reward = ©

while not done:
action =
env.action_space.sample()
next state, reward, done,
env.step(action)
total_reward += reward

print("Episode", episode + 1,
"Total Reward:", total reward)

4. AHaiu3 HACTPOEHMH ¢ IIOMOILIBIO
TextBlob:
from textblob import TextBlob
# Analyze sentiment in text
text = "I 1love this product. It's
amazing!"
analysis = TextBlob(text)

# Determine
subjectivity

polarity = analysis.sentiment.polarity

subjectivity =
analysis.sentiment.subjectivity

sentiment polarity and

print("Sentiment Polarity:", polarity)
print("Sentiment Subjectivity:",
subjectivity)

Orot kox ucnonb3yer TextBlob mns ananuza
HAaCTPOEHUH, KOTOPBI  BBIUMCISAET  MOJIIPHOCTD
HacTpOEHUI U CyObEKTUBHOCTh TEKCTA.

Oror kox wucnonb3dyer OpenAl Gym s
MOJIETTUPOBAHUS Cpebl OOyUEHHUS C MOAKPEIIICHUEM
(CartPole) m 3amycka SmH30[0B CO CIyY9allHBIMH
NEeNCTBUSIMMU.

Otu npumepsl kona Python mnpencrasnsioT
pa3iNyHbIe 3a/ayH, CBSI3aHHBIE C HCKYyCCTBEHHBIM
WHTEJUIEKTOM, OT MAIIMHHOTO 00Y4YeHHUS U TITyOO0KOTo
oOydeHuss 10 OOpaOOTKM eCTECTBEHHOTO S3bIKa U
oOyueHHss ¢  TOAKpeIuleHWeM. Bbel  Moxerte
UCIIOJIb30BaTh UX B KAayecTBE OTIPABHOM TOUKU IS
co3faHus Oojiee coBepiieHHBIX npuioxeHuit MW u

JANbHEWIET0 M3Y4YeHHs] MHpa HUCKYyCCTBEHHOTO
uHTeUIeKTa. [ 7]

BroiBos. [Ipeobpasyromee BIIUSTHUC
uckyccrBeHHoro wuHteiekra (MMW) wa  cekrtop

3[PaBOOXPAHEHUs] HEOCTIOPUMO: PACTET KOJIUYECTBO
A0KAa3aTCJIbCTB, ACMOHCTPUPYIOIIHUX €TI0 IMNOTCHIHAJ
JUI  yIy4IICHUS] PEe3yJbTaTOB JICUCHUS MAIUCHTOB,
yiaydymeHusd JUArHoCTHUKH, ONTHMU3AlUU pa60q1/1x
IPOIIECCOB M YCKOpPEHHsI pa3paboTku JiekapctB. Ot
nepCaAO0BbIX MCAUITUHCKUX H306pa)i(eHHI>'I, OCHOBAHHBIX
Ha ri1y00KoM 00y4YeHUH, 10 MHCTPYMEHTOB 00pabOTKU
€CTECTBEHHOTO  53bIKa,  KOTOpPBIC  HW3BIEKAIOT
OecrieHHYI0 MHOOPMAIMIO M3 KIMHUYSCKHX 3aIlUCei,

23

https://doi.org/10.5281/zenod0.8318098

https://journals.indexcopernicus.com/search/article?articleld=3712460

https://al-fargoniy.uz/



Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252
Tom: 1| Son: 3 | 2023-yil

"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1| Iss: 3| 2023 year

OINeKTpOHHBIN Hay4HBIH >KypHaT "I loToMKu AJib-
®Daprann” Oepranckoro prmana TATY nvenn
Myxammana amb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 3| 2023 rox

NN wmenser manpmadT OKa3aHWSA METUIIMHCKOM
IIOMOIITH.

Onnako mo mepe Toro, kak murerpauus MU
MPOJIOJDKAET PACIIUPSITHCS, OHA TMOPOXKAACT Pl
ATUYECKUX, HOPMATUBHBIX TMIpo0OJeM M MpodiieM
KoHpuaeHmampHOCTH. OOecrneueHne 0e30macHOCTH
JaHHBIX, MPO3PAYHOCTH u COXpaHEHHUe
KOH(UACHIIMATLHOCTH ITaI[ICHTOB SIBIISIIOTCS
MIEPBOCTEIICHHBIMHU 3aJav4aMu. Haxoxxaenue
IpaBWIbHOrO OasniaHca Mexay nepcnexkruBamu MU u
3alIUTOM TpaB TMAIUCHTOB OCTACTCS KPUTHYCCKH

BaXXHBIM  BOIIPOCOM, TPEOYIOUIMM  IOCTOSIHHOTO
BHUMAaHUSI.

B 3TOM 0030pe MOTYEPKUBACTCS
HEOOXOIUMOCTh MEKIUCIMIUTMHAPHOTO
COTPyAHHNYICCTBA MCXKIOY MCOUIITMHCKUMHN

paboOTHUKAMU, YYCHBIMHU, paOOTAIONIUMH C JaHHBIMH,
U TOJUTUKAMHU Uil OPHEHTAlMd B Pa3BUBAIOIIEMCS
nanamadTe 3ApaBOOXpAaHEHHs, OCHOBAHHOM Ha
HMCKYCCTBEHHOM WHTEJUICKTE. Pemenne 3tux npodiem
M HCIOJb30BaHHME Bcero mnoTeHmuana MKW B
3paBOOXpPAaHCHUH TPeOyeT KOJUICKTUBHBIX YCHIINU,
HANPABJIEHHBIX HA CO3/IaHUE ITUYECKUX IPUHIIUIIOB,
HaJIe)KHOM HOPMATHBHOW 0a3bl W OTBETCTBEHHOU
npaxktuku M.

B 3akmrodueHne 0TMETHM, YTO MCKYCCTBEHHBII
WHTEJUIEKT HMMEET OIPOMHBIE IIEPCIIEKTUBBI B
PEBOIIOIIMOHHOM TIPE0Opa30BaHIH 3IPABOOXPAHCHHUS,
HO €ro YycClexX 3aBUCUT OT LEJIOCTHOrO NOAXO0Ja,
KOTOpBIH  HE  TOJIBKO MAaKCUMU3UPYET  €ro
NPEUMYIIECTBA, HO W  3allMIIAET  [PUHLMUIIBI
OyraromoJIy4usi MalUeHTOB, ILEIOCTHOCTH MaHHBIX M
atudeckux crangapros. [lockonsky MU nmponosmkaer
pa3BHUBATHCH, ero rIyooKoe BJIUSTHUE Ha
3ApaBOOXPAHEHUE, HECOMHEHHO, CTaHET OJHHUM W3
ONPEAEISIONINX COOBITUH COBPEMEHHOI
MEIUIUHCKON DIIOXH.
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UO*K 004.056

CISCO PACKET TRACER YORDAMIDA HUSUSIY KORXONALAR UCHUN MAXSUS
HIMOYALANGAN TARMOQ KANALI ISHINI LOYIHALASH

D.X.Tojimatov,
TATU Farg‘ona filiali katta o‘qituvchisi

Annotatsiya. Ushbu magola amaliy ahamiyatga ega bo‘lib, maqolada cisco packet tracer yordamida
hususiy korxonalar uchun maxsus himoyalangan tarmoq kanali ishi loyihalash bosgichma bosgich
ko‘rsatib o°tilgan. Hususiy korxonalar va ularni hududiy filiallarini maxsus himoyalangan kanal
orgali ma’lumotlar uzatishni ta’minlash magsadida mahsus tarmoq qurishda foydalaniladigan
qurilmalar va ularni xavfsizlik parametrlarini sozlash batafsil tushuntirib o‘tilgan. Natijada amaliy
ahamiyatga ega mahsus tarmoq loyihasi bajarilishiga erishilgan.

Il Kalit so‘zlar: cisco packet tracer, kanal, Lan, UTP, MAN, ASA, server, router, svitch, Host.

Kirish. Ushbu bo‘limda tadqiqot natijalariga
ko‘ra Cisco Packet Tracer simulatori yordamida
hususiy korxona bosh ofisi ham ularni hududiy
filiallari o‘rtasida kompyuter tarmogqlari yordamida
maxsus aloga kanalini yaratish loyihasi tagdim etilgan.
Buning uchun bizga Cisco Packet Traser dasturini
8.2.1 versiyani kompyuterimizga o‘rnatish talab
etiladi. Loyihani amalga oshirishda reallikga urg‘u
bergan holda Farg‘ona viloyatida Oltiariq tumani
“Taraqqiyot omad eksport” MCHIJ korxonasi uchun
Oltiarig tumani bosh ofisi, Farg‘ona shahar, Rishton
tumani, Qo‘qon shahar, hududiy filiallari o‘rtasida
o‘zaro malumot almashish uchun maxsus kanali
loyihasini ishlab chigish magsad gilib olingan. Oraliq
tarmoqlardan foydalanishda “O‘zbektelekom” AK
ATClaridan foydalanilgan.

Maxsus  kanal  hosil  gilishda  Mesh
topologiyasidan foydalangan holda MAN tarmog‘i va
ichki LAN tarmog‘i qurishda chizigli, yulduz
topologiyalaridan foydalanamiz. Umumiy tarmog‘da
Routerlar, ASA firewallar, switchlar, server
kompyuterlar, shaxsiy kompyuterlar, WiFi routerlar
kabi qurilmalardan hamda serial koaksial, UTP
kabellaridan foydalanilgan.

Adabiyotlar tahlili va metodologiya. Magolani
yozishda Mulayam Singh. CISCO PACKET TRACER
LABS kitobidagi laboratoriya ishlaridan, Hamonosa
E.U. KoxxeBaukos C.B. 3amura KOMIbIOTEPHBIX ceTel
Ha OCHOBE TexHosoruu virtual private network
mavzusidagi va D.Tojimatovning “Kiberxavfsizlik:
tahdilar, muammolar, yechimlar” mavzusidagi hamda
D.Tojimatovning “Use of Artificial Intelligence

Opportunities for Early Detection of Threats to
Information  Systems” mavzusidagi maqolalari
o‘rganib chiqilib, tahlil qilingan. Yuqorida nomi
keltirilgan tadgigotchilarning ilmiy maqolalaridan
foydalanib igtiboslar keltirilgan.

Natijalar. Kompyuterimizda Cisco Packet
Tracer dasturini ishga tushiramiz va loyiha tushunarli
bo‘lishi uchun hudud, kompaniya, ATC fizik
hususiyatlarini 1-rasmdagi ko‘rinishdagidek holatga
keltiramiz.

| Physial 15n e

¥ ¢ ¢

1-rasm. “Taraqqiyot omad eksport” MCHJ korxonasi
hududiy binolarini Cisco Packet Tracer dasturining
fizik gismida tarmoq orqali bog ‘lanishi.

Bunday ko‘rinishga keltirishda google mapsdan
Farg‘ona viloyatini kartasini rasmini qirqib kompyuter
xotirasiga saglab olamiz, Cisco Packet Tracer
uskunalar gatoridan “Create New City” bo‘limidan
yangi shahar kartasini yaratib olamiz. Hamda kartani
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tanlagan holda “Set Backgraund Image” bo‘limini
“Browse” qismidan xotiradagi Farg‘ona viloyati mom m l ‘

kartasini yuklab qo‘yamiz. mY mit W
3 i
'_ A |@-°m 47: 00 H ﬁ m;ij UI“I l&j

2 rasm. Cisco Packet Tracer dasturlda alohida
shahar kartasini qo ‘shish uchun uskunalar panelida
“Create New City” bo ‘limini tanlash tugmasi.

® s rasmdagi ko'rinishdagidek holatga keltiramiz.

Background Image  Container Icon

Click Browse to select an image. Browse
Visual Dimensions

image: — 5-rasm. Korxona ichki tuzilmasini ko ‘rinishi.

Vo 3444, H 2132 ¥ Open File

View:
Vo 3444, H: 2132

e Buning uchun bino ko‘rinishidagi raimni ichiga
- 3444, 1 2122 == “Create New Building” orqali xona sxemasi rasmini

Ll > lokymentsl > Loyiha Cisco

i cpne o yuklab olamiz.
se Original Image: . . . . o . .« . .
O Display Thed Background image Tarmog‘imizni  fizik  ko‘rinishini  yaratib
O Resize to Fit Current View effce Chvipa 3 13
NN olgandan so‘ng, server xona uchun “Create New
© Gustom Heigh Closet” uskunasi orqali server xonani ishchi shkafi va
Physical roperties stolini serverxona sifatida keltirilgan xonamizga
Size of container in meters: Aldashey | 2020 . . .
Wicth: 2000.000000 - Joylashtlramlz.
Length: 1238.095000 ek
Height:  30.480000
Volume: 75474271.200000 cubic mef S e
Scale: 0580720 metersipi Viun g |
—___ ’7 | >
3-rasm. “Create New City” bo ‘limidan shahar T
kartasini qo ‘shish jarayoni. | |

Huddi shu amallarni “Create New Building”
bo‘limi yordamida yangi binolarni yaratgan holda

korxona va ATC larni fizik ko‘rinishlarini keltiramiz. 6-rasm. “Create New Closet” bo ‘limi orqali
' serverxona qo ‘shish.

: Rasm wustiga sichqonchani o‘ng tugmasini
__I bosganimizda qurilmalarni joylash uchun shkaf va
% W stolni ko‘rishimiz mumkun.

Office Buldng ~ Uztelekom Oftarigfkai

O P - K 111 FTHRY Alaran
4-rasm. “Create New Building” bo lzmz orqali

korxona binolarini qo ‘shish jarayoni.

Endi  korxonamizning ichki xonalari va tarmoq
qurilmalari joylashuvini fizik ko‘rinishlarini rasmda |I
ko‘rsatilganidek tayyorlab olamiz.

7-rasm. Serverxona uchun server shkafi va stolini
ko ‘rinishi.
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Server shkaf uchun Cisco Packet Tracerni
qurilmalar ~ bo‘limidan tarmoq uchun kerakli
qurilmalarni tanlab olamiz. Bizga server xona uchun
Router, Server kompyuter, ASA firewall, Switch va
administrator uchun kompyuter kerak bo‘ladi. Kerak
qurilmalarni tanlab kerakli joylarga o‘rnatamiz.

|ﬂ

e I L EEEEEEEERE

1220 | peaase 11-rasm. Server stoliga kompyuter o ‘rnatgandagi
Fesmie — holat.
8-rasm. Serverxona uchun tarmoq qurilmalarini Qurilmalar tanlab olingandan keyin UTP kabeli
tanlab qo 'yish jarayoni. (Coper Straight-Through) yordamida qulimalarni bir
biriga quyidagi rasmda keltirilgan model yordamida
ulaymiz.

12-rasm. Serverxona tarmoq qurilmalarini kabel
orgali bir-biriga ulanish modeli.

9-rasm. Server shkafiga router shlyuzni
o ‘rnatgandagi holat.

i

I &

L -
n-‘ -I
o & »
]

<,

10-rasm. Server shkafiga router, firewall, switch, 13-rasm. Serverxona qurilmalarini to ‘liq ishchi
server qurilmalarni o ‘rnatgandagi holat holatga keltirilgandagi ko ‘rinish.

Server xonani qurilmalarini ulab olgandan so‘ng,
korxonani ishchi xonalarini tarmoqaa ulaymiz. Buning
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uchun “Orqaga” strelkasi yordamida server xonadan Yaratilgan LAN tarmog‘larni oraliq ATClar
asosly xonalar ko‘rsatilgan sxemaga qaytib olamiz. yordamida bir biriga bo‘g‘lash uchun xar bir ATCga
bitatan Router qurilmasini o‘rnatib olamiz. Bizni
wocos (@O IEE R ERG ORI, | loyihada Far‘ona shahar, Marg‘ilon shahar, Oltiariq
14-rasm. Cisco Packet Tracerni uskunalar gatorida | tumant, Rishton tumani, Bog‘dod tumani, Qo‘qon
shahar, O‘zbekiston tumanida joylashgan

Closset, Building, City bo ‘limlaridan chiqish tugmasi. . . U5
“O‘zbektelekom” AK ning 7 ta ATC misol sifatida
Xonalari  ATM  (Axborot  texnologiyalar | ko‘rsatilgan.

markazi) ikkita ishchi kompyuter va switch qurilmasi,
boshliq xonasi boshliq kompyuteri, gabulxona 1 ta
kompyuter, bug‘alteriya 1 ta kompyuter, marketing 1
ta kompyuter, hodimlar bo‘limi 6 ta kompyuter joylab
tarmoqni rasmda ko‘rsatilgandek topologiya asosida
quramiz.

15-rasm. “O ‘zbektelekom” AKni hududiy filiallarini
tasvirlab beruvchi belgi va tarmogni marshrutizatsiya
gilish uchun tashqi oralig qurilmasi.

Avvaliga korxona routerlarini o‘ziga yaqin
joylashgan ATC routerlariga Gigabite Ethernet kanali
orqali bog‘laymiz. So‘ngra ATClarni bir-biriga
ulaymiz. Routerlarni mantiqiy bog‘lanishini rasmda
ko‘rsatilgan holatga keltiramiz.

14-rasm. Korxona qurilmalarini Lan tarmog ‘i orqali

ulangandagi holat. [ —

Bizni bitta korxona binosi uchun LAN \\ e -/ The
tarmog‘imiz tayyor bo‘ldi. Endi huddi shunday | | & k- 2 = ¢ = =
ko‘rinishdagi tarmoqni korxona filiallari uchun xam 16-rasm. Tashqi tarmoq marshrutizatorlarini bir-
yaratib olamiz. biriga ulanish sxemasi.

Cisco Packet Tracerni Logical (mantigiy)
rejimida biz qurgan tarmoq quydagicha ko‘rinishga ega Oraliq tashqi tarmoq routerlariga RIP (Routing
bo‘ladi. Information  Protocol) protokoli  yordamida

marshrutizatsiya rejimini sozlab qo‘yamiz. Buning
uchun routerni barcha ulangan portlariga alohida ip
manzillar berib chiqgish va portlarni yogish hamda turli
ip manzillarga ega portlarda paketlar marshrutizatsiya
bo‘lishi uchun RIP buyrug‘larini kiritishtalab qilinadi.
Buning uchun xar bir routerni CLI (Command
Line) bo‘limiga o°ziga beriladigan ip manzilni tanib
olgan holda quyidagicha buyruglarni berib chigamiz.

R ERERCIC U J=Rel=p=Reh=]

15-rasm. Korxona binolari uchun qurilgan Lan Router>
tarmoglarni Cisco Packet Tracerda mantigiy Router>en
ko ‘rinishi. Router#conf t
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Enter configuration commands, one per line. End with
CNTL/Z.

Router(config)#interface gigabitEthernet 0/0/0
Router(config-if)#ip address 11.10.10.1 255.0.0.0
Router(config-if)#no shutdown
Router(config-if)#

%LINK-5-CHANGED: Interface
GigabitEthernet0/0/0, changed state to up
Router(config-if)#exit
Router(config)#interface gigabitEthernet 0/0/1
Router(config-if)#ip address 192.168.1.1
255.255.255.0

Router(config-if)#no shutdown
Router(config-if)#

%LINK-5-CHANGED: Interface
GigabitEthernet0/0/1, changed state to up
Router(config-if)#exit

Router(config)#router rip
Router(config-router)#network 192.0.0.0
Router(config-router)#network 10.0.0.0
Router(config-router)#exit

Yugorida keltirilgan sozlama buyruglari xar bir
ichki va tashqi routerlarga o‘ziga tegishli o‘zgaruvchi
ip manzillar kiritgan holda kiritiladi.

Barcha routerlarni sozlab bo‘lgach ularda
axborot ketishini tekshiramiz. Buning uchun Cisco
Packet Tracerni taxrirlash uskunalaridan “Add Simple
PDU” konvertini tanlaymiz va bir routerdan
boshqasiga paket jo‘natib ko‘ramiz.

Q@i B/ =e ¢ =k

"17-rasm. Cisco Packet Tracerda uskunalar gatorida
paket jo ‘natib tekshirish belgisi.

Agar marshrutizatsiya sozlamalari to‘g‘ri

sozlangan bo‘lsa hodisalar bo‘limida “Succesfull”
yozuvi paydo bo‘ladi. Xato bo‘lgan taqdirda “Failed”
yozuvi chigib paket qurulmalar orasida ketmaydi.
Bunda sozlamalarni qayta ko‘rib chiqishga to‘g‘ri
keladi.

o s 0 Fire Last Status Source Destination Type Color Time(sec) Periodic
(Scenano ¥ ) @ Successful Yaypan Rishton  ICMP [ 0.000 N

Toggle PDU List Window

18-rasm. Qurilmalar o ‘rtasida tarmoq orqali
paketlarni jo ‘natish va gabul qilish to ‘g ri amalga
oshirilganlik yozuvi.

Barcha jarayonlar to‘g‘ri bajarilsa korxona va
uning filiallarida ochiq kanal orqali ma’lumot
almashish mumkun bo‘ladi.

Endi bu yaratilgan ochiq kanalni VLAN va VPN
texnologiyalari yordamida maxsus kanalga aylantirib
olamiz.

Muhokama. Birinchi navbatda tashkil etilgan
korxona tarmog‘ining ichki tarmog‘iga ichki
axborotlarni sizib chigishidan himoyalash uchun
korxona tuzilmasidan kelib chigib Vlan texnologiyasi
asosida maxsus kanallar hosil gilib olamiz.

Bizni holatda korxona tarkibi “Server xona”,
“ATM bo‘limi”, “Boshliq xonasi”, “Qabulxona”,
“Bug‘alteriya”, “Marketing bo‘limi”, “Hodimlar
xonasi”’dan iborat.

Korxona uchun quyidagi ko‘rinishda va
nomlar bilan alohida ajratilgan maxsus kanal hosil
qgilishni tavsiya etamiz.

e Administrator kanali;
eBoshqaruvchilar kanali;
eHodimlar kanali.

Administratorlar kanali bog‘lanuvchilari
tarmoqda to‘liq boshqaruv huquqi bo‘lganligi bois
server xona va ATM bo‘limini kompyuterlariga barcha
gurulmalarga ulanish huqugini beramiz. Boshgaruv
kanaliga boshlig xonasi, bug‘alteriya, marketing
bo‘limini bog‘laymiz va boshliq uchun bu kanaldan
tashqari boshqa kanallar bilan ham bog*lanish huquqini
beramiz. Hodimlar kanaliga gabulxona va hodimlar
bo‘limidagi kompyuterlarni bog‘laymiz. Bularni
barchasini markaziy boshgariladigan SWITCH
qgurulmasida amalga oshiramiz. SWITCH orqali
yugorida nomi Kkeltirilgan kanallarni hosil qilib,
ulangan portlarni statusiga garab kanallarga biriktirib
chigamiz.

Bu SWITCH qurilmasiga quyidagi ketma-
ketlikda buyruglarni kiritish orgali amalga oshiriladi.
1. Telnet yoki SSH protokoli yoki SWITCHni konsol
portiga admin kompyuterini ulagan holda CLI
oynasida SWITCHni Confugratsiyasiga (sozlamalari)
kirib olamiz. Agar masofadan bog‘lanish uchun telnet
yoqilgan bo‘lmasa avvaliga konsol port orgali ulanib
telnetni yoqib olish tavsiya etiladi.
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o
O o . Fall

“ Swit
= Fa.
I _mar

19-rasm. Konsol kabel orgali kompyuterni RS-232
portini switchni konsol portiga ulash.

Telnetni yoqish uchun kompyuterni terminalidan
-rasmda keltirilgandek buyruglar kiritiladi.

Swi

e per line. End with CNTL/Z.

JJJJJJJJJJJJJ

fig-line)
fig-line)#1
h (config-line) #exit

tch (
20-rasm. Terminal orgali SWITCH qurilmasida
telnetni yoqish uchun sozlash.

Telnet sozlangandan so‘ng admin kompyuterini
CMD oynasidan telnet 192.168.1.1 orgali SWITCH
konfugratsiya bo‘limiga kirish mumkun.

Vlan kanallar hosil qilish uchun
keltirilgan buyruglarni kiritish kerak bo‘ladi.

-rasmda

switch (config) #vlan 2
ch ( fig-vlan) #name Administrator
ch (config-vlan) #exit
ch (config) #vlan 3

ch (config-vlan) #name Boshgaruwv

ch (config-vlan) #fexit

ch (config) #vlan 4

ch (config-vlan) #name Hodimlar
switch (config-vlan) #

21-rasm. SWICHda Vlan kanallar hosil gilish. Vlan
ragami va nomi kiritiladi.

Hosil gilingan kanallarga SWITCHni ulangan
komyuterlar portiga biriktirib chigamiz.

Switch(config) #interface range fastEthernet 0/1-2

22-rasm. SWITCH portlarini tashkil etilgan Vlan
kanallarga biriktirish buyrug ‘i.

Qolgan bo‘limlarga ulangan portlarni ham shu
tartibda o‘zlariga tegishli hosil qilingan Vlan
kanallarga biriktirib chigamiz.

Shunda quyi darajadagi kanlga bog‘langan
kompyuterlar boshga darajadagi kanallarda axborot
almashinuvi cheklanadi. Fagat yuqori darajadagi
kanalga ulangan kompyuterlar (administrator kanali)
barcha darajadagi portlarga TRUNK rejimi orqali
ulangani bois aloga o‘rnatishi mumkun bo‘ladi.

G1gU/Z
Fa0/1,
Fa0/3,

Fa0/2
Fa0/4, Fa0/5,

Fa0/7
4 Hodimlar Fa0/8,

Fa0/11

23-rasm. Vlan kanallarga bog ‘langa portlar tavsifi.

Fa0/9, Fa0/10,

Yugoridagi amallar orgali oddiy usulda ichki
tarmoq uchun 3 ta mantiqiy jixatdan quyi, o‘rta, yuqori
darajalar uchun maxsus kanallar qurib chigildi.

Endi korxonaning bosh offisi va hududiy
filiallari orasida tashqi tarmogda VPN orgali maxsus
kanal hosil qilishni ko‘rib chigamiz.

Buning uchun korxonaning barcha binolarida
joylashgan oraliqg shlyuz routerlariga host-to-host VPN
sozlamalarini sozlab chigish talab etiladi.

Asosiy sozlamalarda paketlarni shifrlash va
deshifrlash uchun umumiy kalit, tarmogni tunellash
uchun karta (map), Kkalitlarni solishtirish uchun
xeshlash algoritmlaridan foydalaniladi.

Shlyuz routerga SWITCH konfugratsiyasiga
ulanganimiz kabi Telnet, SSH yoki konsol port orgali
bog‘lanamiz va quyidagicha buyruqglarni kiritamiz.

Korxonaning 1 binosi shlyuz routeriga
kiritiladigan buyruglar.

Router>enable
Router#conf t
Router(config)#int g 0/0/0
Router(config-if)#no shut
Router(config-if)#ip nat inside
Router(config-if)#ip address 192.168.1.1
255.255.255.0
Router(config)#int fa 0/1
Router(config-if)#no shut
Router(config-if)#ip address 10.10.10.1 255.0.0.0
Router(config-if)#ip nat outside
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Router(config-if)#exit

Router(config)#ip access-list extended for-nat
Router(config-ext-nacl)#deny ip 192.168.2.0
0.0.0.255 192.168.3.0 0.0.0.255
Router(config-ext-nacl)#permit ip 192.168.2.0
0.0.0.255 any

Router(config-ext-nacl)#exit

Router(config)#ip nat inside source list for-nat int fa
0/1 overload

Router(config)#ip route 0.0.0.0 0.0.0.01.1.1.2
Router(config)#ip dhcp pool vi2
Router(dhcp-config)#network 192.168.2.0
255.255.255.0
Router(dhcp-config)#default-router 192.168.2.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#encryption aes
Router(config-isakmp)#hash md5
Router(config-isakmp)#authentication pre-share
Router(config-isakmp)#group 2
Router(config)#crypto isakmp key 123 address
20.20.20.1

Router(config)#crypto ipsec transform-set ts esp-aes
esp-md5-hmac

Router(config)#ip access-list extended for-vpn
Router(config-ext-nacl)#permit ip 192.168.2.0
0.0.0.255 192.168.3.0 0.0.0.255
Router(config-ext-nacl)#exit
Router(config)#crypto map Taraqqgiyot 10 ipsec-
isakmp

Router(config-crypto-map)#match address for-vpn
Router(config-crypto-map)#set peer 20.20.20.1
Router(config-crypto-map)#set transform-set ts
Router(config-crypto-map)#exit
Router(config)#int fa 0/1
Router(config-if)#crypto map Taraqqiyot

*Jan 3 07:16:26.785: %CRYPTO-6-
ISAKMP_ON_OFF: ISAKMP is ON
Router(config-if)#exit (VPN qurish jarayoni)

Korxonaning 2 binosi shlyuz routeriga
kiritiladigan buyruglar.

Router>enable
Router#conf t
Router(config)#int fa 0/0
Router(config-if)#no shut
Router(config-if)#ip nat inside
Router(config-if)#ip address 192.168.3.1
255.255.255.0

Router(config-if)#exit

Router(config)#int fa 0/1

Router(config-if)#no shut

Router(config-if)#ip address 2.2.2.1 255.255.255.0
Router(config-if)#ip nat outside
Router(config-if)#exit

Router(config)#ip access-list extended for-nat
Router(config-ext-nacl)#deny ip 192.168.3.0
0.0.0.255 192.168.2.0 0.0.0.255
Router(config-ext-nacl)#permit ip 192.168.3.0
0.0.0.255 any

Router(config-ext-nacl)#exit

Router(config)#ip nat inside source list for-nat int fa
0/1 overload

Router(config)#ip route 0.0.0.0 0.0.0.0 2.2.2.2
Router(config)#ip dhcp pool vI3
Router(dhcp-config)#network 192.168.3.0
255.255.255.0

Router(dhcp-config)#default-router 192.168.3.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#encryption aes
Router(config-isakmp)#hash md5
Router(config-isakmp)#authentication pre-share
Router(config-isakmp)#group 2
Router(config-isakmp)#exit

Router(config)#crypto isakmp key 123 address 1.1.1.1
Router(config)#crypto ipsec transform-set ts esp-aes
esp-md5-hmac

Router(config)#ip access-list extended for-vpn
Router(config-ext-nacl)#permit ip 192.168.3.0
0.0.0.255 192.168.2.0 0.0.0.255
Router(config-ext-nacl)#exit
Router(config)#crypto map Taraqqiyot 10 ipsec-
isakmp

Router(config-crypto-map)#match address for-vpn
Router(config-crypto-map)#set peer 1.1.1.1
Router(config-crypto-map)#set transform-set ts
Router(config-crypto-map)#exit
Router(config)#int fa 0/1

Router(config-if)#crypto Taraqqgiyot

*Jan 3 07:16:26.785: %CRYPTO-6-
ISAKMP_ON_OFF: ISAKMP is ON
Router(config-if)#exit

Buyruglar shu tartibda uchunchi va to‘rtinchi
binolariga ham Kiritiladi. Bu yerda paketlarni shifrlash
va deshifrlash kaliti 123 berilib AES shifrlash
algoritmidan, shifrlangan axborotlarni butunligini
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tekshirish uchun md5 xeshlash algoritmidan, ichki IP
manzillarni yashirish uchun Nat texnologiyalaridan
foydalanilgan. Tarmoglarni karta orgali tanib olishda
esa “Taraqqiyot” so‘zi identifikator sifatida Kiritilgan.

Quyida ochiq kanal va maxsus kanal orgali
uzatiladigan axborotlarni tutib olingandagi holatini
tahlil gilib chigamiz.

Ochiq kanalda  jo‘natilgan packetlar
shifrlanmaydi, IP manzillari  yashirilmaydi,
jo‘natmalar TSP/IP tamoillariga ko‘ra manzillarga
jo‘natiladi (bunda aynan qabul qiluvchini MAC
manzili va IP manzili buzg‘unchi tomonidan
o‘zlashtirilganda packet buzg‘unchiga jo‘natilishi
mumkun), packet butunligi tekshirilmaydi (bunda
o‘rtadagi odam packetni qaysidir qismini o‘zgartirib
yoki yo‘q qilib gayta yo‘naltirishi mumkun).

Maxsus  kanalda  jo‘natilgan  packetlar
shifrlanadi, ichki ip manzillar o‘zgartiriladi, packet
butunligi xeshlash orqali tekshiriladi, packet o‘z kartasi
bo‘yicha gabul qiluvchiga to‘g‘ri yo*naltiriladi.

= =
38010 PDU Information at Device: Farg'ona a
101
5 OSI Model [Inbound PDU Details/ Outbound PDU Details
PDU Formats

1D:0x0009 FLAGS
0x0

FRAG OFFSET.0x000

TTL:254 PRO:0x01 CHKSUM

SRC IP:192.168.1.11

DSTIP:192.1682.8

DATA (VARIABLE LENGTH)

Bits

TYPE:0x08

CODE:0x00 CHECKSUM

ID:0x0004 SEQ NUMBER:3

Variable Size PDU
0 11111 8 P16 e Bytes

L
| DATA (VARIABLE LENGTH) |

OO Hodim-3(1) owmI—aL 1y -t e 1

24-rasm. Pgmé'i%etlarni ochiq kanélda oralig qurilmalar
orgali tutib ochilgandagi VPNsiz himoyalanmagan
ko ‘rinishi.

Xulosa. Yuqorida berilgan loyiha ma’lumotlari
asosida hususiy korxonalar va ularning hududiy
filiallari uchun xavfsiz ma’lumot almashishga
asoslangan mahsus tarmoq qurish mumkun. Mahsus
tarmogning avzalliklari sifatida birinchi navbatda
o‘rtadagi odam hujumi, DDos hujumi, tarmoq uzulish
xatoliklari  kabi  xavf-xatarlarini  ko‘rsatishimiz
mumkun. Ishning amaliy yangiligi sifatida mesh
texnologiyasi, stp protokoli, vpn texnologiyalarini
birgalikda qo‘llash avfzalliklarini  keltirishimiz
mumkun. Berilgan loyihani model sifatida har ganday
korxona va tashkilotlarda qo‘llash va natijaga erishish

real tarmoqqga qo‘llagan holda tekshirib ko‘rilgan va
ijobiy xulosa olingan.
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MATPUYHBIA ®OTONMPUEMHUK NHO®PAKPACHOI'O U3JIYUYEHUS 1J151 U3MEPEHU S
JJEMKO3A

A.M.H. MaxmynoBa A3n3a )KymaHoBHa,
3aMeCTUTE b JUPEKTOPA 110 HAYYHOI YaCTH
Pecny0immkaHCcKOro cnenuaJn3upoBaHHOIO

reMaToJI0rH4eCKoro Hay4YHO-NPaKTHYeCKOro
MeJIMLIMHCKOI0 LIeHTPa

Towmmyaaros llepanun MyxamaganueBuy,
accucteHT TYUT Pepranckoro puauana
um.Myxammana aia-Xopasmuii.

Tommnynarosa ®depy3a MamajnaiueBHa,
AETCKHMI reMaToJIor, 3aBeAYIINH OTeJeHIs
remMaro10orud MuoronpoguibHbIH JeTCKUH
00s1acTHOTO 00JIbHUIIA DPeprancKoro 00,1acTu

AHHoTauus: B naHHOI cTaThe paccmaTpuBaeTcsi pa3zpaboTKa MaTpUYHOTO (pOTOnmpHEeMHHKA Ha
MH(ppaKkpacHOEe H3Iy4YeHHE U1 U3MepeHHs Jelko3a. Vcnonb3oBaHne MH(QPAKPACHOIO HU3ITyUYCHHs
MO3BOJISIET OTYYaTh HE MHBa3UBHBIC JAHHBIE O 3a00JIEBAaHUHU, YTO 00JIErYaeT MPOLEeCcC AUarHOCTUKU
U MOHHUTOpHUHTa. ONHUCHIBAIOTCS METOMbl, OCHOBHBIC NPUHIMIBI PaObOThl HMPUEMHHUKA, €ro
KOHCTPYKTUBHBIE OCOOCHHOCTH M TPEHMYIIECTBA TMEpel aJbTePHATUBHBIMU MeETOAaMH. Takxke
00CY’KAar0TCs BOBMOXKHOCTHU JasibHElel ontumMusanuu paboTsl (HOTONpUEMHHUKA U EPCIEKTUBBI
€r0 UCMOJIb30BaHUS B MEIULIMHCKON MPAKTHKE.

KiaoueBnie cJioBa:

Beenenue. Jleniko3 - 3TO pak KpoBH, IIpU
KOTOPOM KJIETKH OIlyXOJIM DPa3BUBAIOTCS B KOCTHOM
MO3reé M JpYrMX 4YacTAX Tejld, TAe IPOUCXOIUT
dbopmupoBanue KpoBH. JIEHKO3 SABISICTCS OJHUM W3
HauboJsee pacpOCTPAHEHHBIX BHUJIOB paka B JE€TCKOM
BO3pacTe, CYMTAETCs, 4YTO BOKpyr 25% ciydaes
JIETCKOT'0 paka - 3TO JIeHKo3. JIeliko3 MokeT npuBecTn
K CEpBE3HBIM OCJIOKHEHUSAM, TAKUM KaK aHEMHS,
nH(pEKIMH, KPOBOTEUEHHUS U Jlaxe cMepTh. Hecmotps
Ha CEphE3HOCTh OOJIE3HHU, JIEHKO3 MOXHO YCHEIIHO
JIEYNTh, €CJIM OH BBIABIISETCS M JMArHOCTUPYETCS Ha
panHel craguu. OgHMM K3 METONOB IWAarHOCTUKU
JeiKo3a SBISIETCS aHaJIu3 KpPOBM, OCOOEHHO uepes
U3MEpPEHUE KOJUYECTBA PA3JIMYHBIX THUIIOB KIIETOK
KpPOBH, TaKHX Kak Oejble KPOBSHBIC KJIETKH, KpacHbIC
KPOBSIHbIE KJIETKH U TPOMOOIIUTHI.

MatpuuHbIi boTONPUEMHHK Ha

nH(ppaKpacHOro U3Iy4YeHHE, KOTOPBIA TO3BOJISET

MaTpUYHBIA  (HOTONPUEMHUK,
MHBa3UBHAsl TMarHOCTUKA, MOHUTOPUHT 3a00JIeBaHUN.

uH(pakpacHOe uU3IydeHHe, JICHKO3, He

U3MEPSTh KOJIMYECTBO KJIETOK KPOBU OMPEIEICHHOTO
TUIA, YTO MOXKET MOMOYb B JMArHOCTHKE JIEHKO3a.
Martpuusslii hoTOIPUEMHHK Ha 0aze MH(paKpacHOTO
M3IIy4eHUS] U OMOHAHOTEXHOJIOTHH pa3paboTaH mJis
yIy4IIeHUs TUAarHOCTUKU Jelikemun ScienceDirect,
Singh et al. (2022) [1]. On ucnonb3yeT CBETOCUIIbHBIC
MaTepuasbl, YyBCTBUTEIbHbBIE K MOCIEI0BATEILHOCTH
nykieotunoB JIHK omnpenenenHoro Ttuma. 3To
MO3BOJISIET OMPEEITUTh KOJIMYECTBEHHOE COJIEPIKaHHE
KOHKPETHOTO BHUJA KIIETOK KPOBH, IMOKPBITOTO 3TOH
nocienoBarenbHocThio  JIHK, B

obnacTu [Ipumenenue
(MCA)

ITO3BOJIACT

ONPENEIECHHON
MAaTPUYHBIN
IS

KpPOBH.

CIIEKTpaJbHBIA  aHAIU3 aHanusa

SKCIIPECCUH I'CHOB OIIPEIEIIUTh
KOpPEJALUN  MEXKIY

HauOOJBIIUM 3HAUCHHUEM B JHArHOCTHKE JIeHKo3a.

I'CHaMM MW BbIIBHUTHh TICHBI C

Taxke MCA MoxeT momoub pa3paboTaTh HOBBIC

METO/bl JIeueHusl Jeiko3a, Oyarogaps KOTOPBIM
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MOYKHO YJIYYIIHUThH PEe3yJbTaThl TEPANHH M yBEIHYUTH

IIaHCHI HA BBDKUBAHUE TTAIIMEHTOB.
JIntepaTypHbIii 0030p.

¢doronpuéMHUK HH(PPAKPACHOTO H3IYUYEHHUS - 3TO

Martpuunsiii

TEXHOJIOTHS, TPEIHAa3HAYCHHAS JIJIi OOHAPYXKCHUS H
n3MepeHus: HMHPPAKPACHOTO W3IYUYEHUS C IEJbI0
UJEeHTU(DHUKAIIMY U TUarHOCTUKH. JIEWKO3 OTHOCUTCS K
Tpynmne OHKOJOTHYECKHX 3a00JieBaHUH,
3aTParuBalOT KPOBETBOPHYIO CHUCTEMY U HPUBOAAT K

HCIIPABUIIBHOMY (by'HKI_II/IOHI/IpOBaHI/IIO KJIICTOYHBIX

KOTOpbIE

3JIEMEHTOB. Matpuunsie (hoTonpUEMHHUKHI
MH(PPAKPACHOTO MIITYYCHHUS 00JIaJaf0T CIIOCOOHOCTHIO
yIaBIMBaTh WH(pPAKpacHOE U3Iy4YeHHE, KOTOpOe
UCIyCKaeTCsl WIM OTpaxkaercs OT o0ObeKTa, U
peoOpa3oBBIBATh €r0 B JJIEKTPUUECKUi curHai [2].

OTOT cUrHaji 3aTeM aHaJTU3UPYETCs U HCIOJb3YeTCs

U ONPENENCHUs]  Haluyusg WIH  OTCYTCTBUSA
MaTOJOTMYSCKUX M3MEHEHUM, CBA3AHHBIX C JICHKO30M.
Hcnonp3oBanue MATPUYHBIX (bOTONMPUEMHHUKOB
nH(ppaKpacHOTro M3JIy4eHUsT B MEIMIIMHCKOMN

JTMarHOCTHKE I03BOJIIET ONEPATUBHO OOHApYKUBATh
W3MEHEHHUS B KJIETKaX KpPOBH, CBSI3aHHBIE C Pa3BUTHEM

Jeiiko3a. Onu MOTYT OBITH BKJIFOYCHBI B
CIICOUAJIN3UPOBAHHBIC MCIUIIMHCKHEC CHUCTCMBI,
KOTOPBIC HCIIOJIB3YIOTCA JJIA CKPpHUHHHI'a u

MOHHTOPHMHTA TMAIEHTOB, a TAaKXKEe UIA pa3paboOTKH
WHAUWBHUYaJIbHBIX CTpaTeI‘I/Iﬁ JICYCHMUAA.
WudpakpacHoe KOTOpOE
OTHOCHTCS K JUTMHHOBOJIHOBOMY 3JI€KTPOMAarHUTHOMY
CIIEKTPY, MOXKET OKa3bIBaTh PA3IMYHOE BIHMSHUE HA

H3JIYUCHHUC,

OpraHu3M deyioBeka. VMeeT HEKOTOpble OCHOBHBIE
acniektel: 1. TemnoBoe Bo3aeiictBue: MudpakpacHoe
M3ITy4YeHUE UMEET CIIOCOOHOCTh HarpeBaTh TKAaHH U
OpTraHbl OpraHu3Ma. B
WHTEHCUBHOCTU U MPOJOKUTEIBHOCTH BO3IEUCTBUSA,
OTO MOXCET BBI3BIBATH PA3JIMYHBIC pPCEaKOWH, OT
HE3HAYUTEJIBHOTO OLYLIEHUs 10
oxoroB. 2. IlponuknoBenue: HudpakpacHoe
U3TyYeHUE MOXKET TMPOHHKATh BHYTPh TKaHEH U

3aBUCHUMOCTH oT

KOM(pOPTHOTO

OpraHoB, U B 3aBUCHUMOCTU OT €ro Bujaa (OiMxHee,
cpeaHee WK AalbHee HHPPaKpaCHOE H3IIyUYeHHE), eTo
IIPOHUKHOBEHUE MOXKET BapbUpOBATHCS. JTO MOKET
UCIIONB30BAaThCS B  MEAMIIMHCKUX TEXHHKAX,
HarpuMmep B J1azepHoi Teparnuu. 3. BoznelicTBue Ha

Kak

KpoBooOparienue: MHppakpacHOe U3ITyYCHHE MOKET
MOBJIMSATh HA PACHIMPEHUE KPOBEHOCHBIX COCYJIOB U
YBEIMUEHUE KPOBOOOpAIICHUS B  OMNPEISICHHBIX
y4acTKax Tesia. DTO CBOMCTBO MOXKET UCTIOIb30BAThCS
JUISL  JICYCHHS HEKOTOPBIX COCTOSHHMM, TaKUX Kak
MbIlIeuHble 60au wim crna3mel. 4. [lpumeHneHnue B
HNudpaxpacHoe
UCTIONB3YETCS B
duznoTepanuu ans objerdeHus: OONH, CTUMYIISIIIHH

3AXKUBJICHUA paH HIIA paccna6neHH;1 MbI. Takxke

MEIOUINHE! H3JIY4YCHUC IIHUPOKO

MenuuuHe.  Hampumep, B

HCIIOJIb3YETCS. B HEKOTOphIX (hopmax oOpazoBaHus
uH(ppakpacHas
TepMoTrpadus. uH(]ppaKpacHOro
U3Iy4YeHUsT Ha OpraHu3sM TpeOyeT KOHTpOJIi H
coOumoieHus 6e30MacHbIX YPOBHEH MHTEHCUBHOCTH U
IPOIOJIKUTEIBHOCTH BO3ACHCTBUS.

U300paKeHUs, TaKHX KaK

Bo3zneiictBue

BroHaHOTEXHOJIOTHS - 3TO Hay4Hasi 00J1acTh,
cebe
CO3aHUs

OHOJIOTUID U
HOBBIX H

KOoTOpas
HaHOTEXHOJIOTHUIO

coueTaeT B
JUISt
YIY4IIEHHBIX MaTe€puajoB, YCTPOHUCTB U CHUCTEM.
Hcnonb3oBanne 6MOHAHOTEXHOJOTUH B IPOU3BOJICTBE
MaTPUYHBIX (DOTONPHUEMHHUKOB Ha KPEMHUEBOW OCHOBE
npejularaeT BO3MOXKHOCTb CO3JlaHHsl 0oJiee TOHKUX H
TOYHBIX MPHUEMHHUKOB U300paxeHus. MaTpuiHbIe
dboTonpUeMHUKH Ha KPEMHHEBOW OCHOBE SIBIISIOTCS
KJTIFOYEBBIMH KOMIIOHEHTaMH B IH(POBBIX KaMepax,
CKaHepax M JIpyrUX OINTHYECKUX YCTPOMCTBAaX.
TpaauuuoHHO, TakMe NMPUEMHUKH UMEIOT MHUKCENIH C
HIMPUHON nopsiaAKa JIECATKOB
MUKpPOMETpOB. MatpuuHbsle  (HOTONPUEMHUKU  C

HECKOJIBKHX

ropaszo 0ojee MaJeHbKHUMHU NMUKCEISIMH, TPUMEPHO 5
MKM B HIIMPHUHY B UCTIOJIb30BAHNC 61/IOHaHOTeXHOJIOFI/II/I
HO3BOJISIET M3TOTaBIIUBATh MaTpUYHBIN
dboTonprueMHHK, YTO OOecTeurnBaeT MPUEMHUKAMH C
paspemienueMm.  Ilukcenm ¢
MaJIeHbKUM pa3MepoM 00ECIeunBalOT 00jee BHICOKOE
paspelieHne M JIeTauu3aluio  M300paxeHus. ITo
BA)KHO JUJIs TIOJTy4eHuUs 6osiee YeTKOM M KaueCTBEHHOM
MIPUEMHHUKHI

BBICOKHUM TaKHUM

KapTUHKU. bonee  TOHKwHe TaK¥kKe
MO3BOJIAIOT YJIYYIIUTh 3(PPEKTUBHOCTh MOIYUEHHS
CBCTa n YBCIUYUTDH YYBCTBUTCIIbHOCTDH
doronpuemunkoB[3]. Takoe paspernieHne MO3BOJSET
TOYHO U3MEPSATH KOTUYECTBEHHOE COJIEPIKaHNE KIETOK

KpOBHU B HEOONBIINX 00JaCTIX KpOBH, YTO B CBOIO
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odepe/b O3BOJISET MOBBICHTh TOYHOCTh IMATHOCTUKK | OOJIE3HHW, Takue Kak cuHApoM JlayHa, CcHHIpOM
JeiiKkeMuu. DnBapjaca U Apyrue, TecT 00s13aTeNbHO ATO MOKAXKET.
TouHOCTh HE MHBA3UBHOI'O TecTa cocTaBisgeT 93-99%.

N3 ynusepcurera ToponTo B M3panie HaliieHO
I€Ha, BBI3bIBAIOIIUH JIeiK03a. YUeHbIe, 1oKTop Jlupan
[[lnym, DpoBOAMBIIKE HCCIEAOBAHUE JICHKEMUU,
OOHApYXWJIM TE€H, KOTOPBIM IOMOXKET OIpPEIACIIUTh
BEPOSITHOCTD BO3HMKHOBCHUS 3a00JIeBaHHUS.
UccnenoBatensm yaanoch onpeeanTh TreHeTUYECKUM
MapKep B YeJIOBEYCCKOM OpraHU3Me, KOTOPBIH, 10 MX
MHEHHIO, TOMOXET TpeACKa3biBaTh, y KOTO €CTh

BBICOKAsi BEPOSATHOCTH 3a00s1eTh Jieliko3oMm [6]. Takxe
OTO OTKPBITUC ABJIACTCA Ba)XXHEUIIUM IIIaroM B
NOHMMAaHHH MEXaHW3Ma TaKOW TOKEIOH (GOpMBI

Puc 1. Marpuussiit horonpuéMHuuK HHppakpacHoro | 3400NCBaHMs, KaK OCTPBIA MUCIOMAHBIN ciikos. B
3Ty 9CHIS paMKax MCCJIE€OBAHUS yYEHbIE BBIIEIWIM IPU3HAKHY,

CBsA3aHHBIC C MyTaHHeﬁ KOHKPCETHOT'O I'¢Ha,
CDOTOHpI/IeMHI/IK HCIIOJB3YET TEXHOJOTUIO 0003HaYaeMOro KaK DNMT3a. HCCHCI[OBaTeHI/I

(1)0TOTpaH3I/ICTOpOB, KOTOpBIS obOecrneuuBaroT | AOKa3ajid, YTO TakKasd MyTallUusa IMOABJIACTCA TOJIBKO Y
BBICOKYIK) UYYBCTBHUTEIIBHOCTH K CBETY. OI[HI/IM u3 JIOOAENU C BBICOKMMU MIIaHCAMU Ha 3a0o0seBaHue
MPEUMYIIECTB (HOTOTPAH3UCTOPOB SBISETCS TO, 4To | JCMKCMHCH. PesynbraTel HCCICTOBaHNA

OHH MOTYT OBITH MHHHATIOPH3HPOBAHEI, 0¢3 yinepba | MPEICTABISIOT COOO CYIECTBEHHYIO TCOPETHICCKYIO
JUIS MX 9YBCTBUTEILHOCTH. DOTOTPAH3MCTOPEI MOryT | OCHOBY IUIs pPa3pabOTKM NPEBEHTHBHBIX MPEIapaToB,
ObITh co3laHbl Ha 0a3e KpeMHus, 4To Tarke | HAUCJICHHBIX HA JICYCHUC MyTallii U IIPEIOTBPALICHUE

yBeNMUMBACT WX uyBCTBHTEnbHOCTH [4]. Cxema | PasBUTHS GOE3HM.

paboTel  (OTONPHEMHHKA OCHOBaHAa Ha  JBYX el J—
apdexTax: U3MEHEHHME  WHTCHCHBHOCTH  CBETa,

IpOXOAALICTO YEPE3 KPOBb, 4 3aTCM UCPE3 BHYTPCHHCC

HAIIOJIHCHHUEC  APCBCCHOro  CJI0A  HaHOYaCTHUL, H

v

U3MCHCHUC CKOpPOCTH OJICKTPOHOB, KOTOPbIC

cobepyTcs B OJJIGKTPOJHOM  KaHaie  uepes

1=

HaHOYACTUILIBL. B pe3yJibrare, MaTpU4HbIC

(hOTONPHUEMHHKH, U3TOTOBIEHHBIE C UCIOJIB30BAaHUEM -
OMOHAHOTEXHOJIOTUM Ha KPEMHHEBOH OCHOBE, MOTYT u
MPEAOCTABUTH MOJIB30BATENI0 YCTPOUCTBA C BBICOKMM Puc 2. CxeMa MaTpH4HOTO (hOTOMPUEMHHUKA
paspemeHneM, Ooiee TOYHOM meperadeii IBETOB U MH(PPAKPACHOTO U3ITyUeHHUS

JTYYIIUM Ka4€CTBOM M300paKeHUS. ITO MOKET UMETh

BaXHOE 3HaYeHHe B (oTorpaQuu, MEAUIMHCKUX PesyabTatbl: DPPEKTUBHOCTH MAaTPUUYHOTO
HCCIIC/IOBAHMSX, HAy4YHBIX 00NacTsax W APYrHX ¢doTomprieMHHKa B JMArHOCTHKE Jelkemuu. B
NPpWIOKEHUAX,  TAC  TOYHOCTL M Ka4YCCTBO | yccnegoBaHUHM,  ONMYyOJMKOBAaHHOM B JKypHase
M300PaXKCHHS UTPAIOT BaXKHYIO POIIb. ScienceDirect, Singh et al. (2022) [1] paccmarpuBanu

B He MHBA3HBHEIH TECTE KOTOPOMY BO BPEMS | B0o3MOKHOCTH HCIIOJIb30BaHUs MaTpU4YHOTO
uccnenosanust JIHK 110z, BbIACICHHON U3 BCHOSHOH | (oTOonpHeMHMKAa TNpH  JWATHOCTHKE  JIEHKEMHUH.
kpoBu MatepH [5]. Ecin y pebeHka ecTb XpOMOCOMHBIE
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100
MEJUIEHHOPACTYIIMX TKaHHBIX 00pa3liax B MallEeHTOB,

HccnenoBanue  ObuUlO  MpPOBEACHO  Ha
KOTOpBIE MCHBITBIBAJIIM CUMITOMBI Jeiiko3a. B xone
HCCJIEI0OBAaHUS aHAJIU3UPOBAIOCh KOJUYECTBO KIIETOK
KPOBH KOHKPETHOT'O THIA, KOTOpPOe ObLIO OOHApYKEHO
B o00pa3lnax KpoBHM HpU IOMOIIM MaTPUYHOTO
¢dboTonpreMHMKa W CTAHAAPTHOTO  MHKPOCKOIIA.
PesynbpTaTthl uHccienoBaHus IOKas3ald,
JMAarHOCTUKY 4Yepe3 MaTpU4HbIH  (HOTONMpUEMHHK

yAaloch BBIIBUTH Jieiikemuto y 98% nanuentos. beuio

4TO Yepe3

OOHApyXEHO, YTO HWCIIOJNB30BAaHHE MATPHUYHOTO
¢doronpuemnnka Oonee 3ddexTrBHO, YeMm aHANTH3
KpOBH dYepe3 CTaHJapTHBIA MHKpPOCKOI, M 4YTO C
MOMOIIIBIO 3TOI0 METO/a MOKHO MOBBICUTH TOYHOCTb

nuarnoctuku Ha 10%. [7]

MartpuuHbIi (hoTONPUEMHHUK, TaK¥kKe
u3BectHbiii  kak CCD-matpumia  (charge-coupled
device), sBuseTCS  DICKTPOHHBIM  YCTPOWCTBOM,

UCHOJb3yeMbIM B LUQPOBBIX KaMepax U JIpYyrux
onTHYeckux mpudopax. OH oOIagaeT HECKOIBKUMH
MPEUMYIIECTBAMU IO CPAaBHEHHWIO CO CTaHJAapPTHBIM
MHUKPOCKOTIOM.

Marpuunbie (HOTONPUEMHHUKH 00€CIIeUHBaIOT
0osee BBICOKYIO A(D(PEKTUBHOCTH MO CPaBHEHHUIO CO
CTaHJAPTHBIMH  MHUKPOCKOIIAMH, TaK KaK OHH
Oonee

910
MO3BOJISIET NoJy4aTthb 6onee SCHBIE U
JICTaTM3UPOBAHHbIC ~ W300paKeHHs.  MaTpuvHbIe
(dboTonpuemMHUKH 00pabaThIBAIOT JaHHBIE OBICTpEE,
Onu

MHOXECTBO IHKCENEH, KaXKIbI1 U3 KOTOPBIX MOKET
ObITh cuMTaH W oOpabortaH mapamiensHo [6]. DTO

CHOCOOHBI  COOMpaTh H  PETUCTPUPOBATH

I_HI/IpOKI/Iﬁ Juaria3oH CBCTOBBIX  CHUIHAJIOB.

4qeM CTaHdapPTHBIC MHKPOCKOIIBI. UMCIOT

CYLIECTBEHHO COKpallaeT BpeMs, 3aTpayeHHOE Ha
00paboTKy ¥ aHAJINU3 MOJYYCHHBIX JIaHHBIX.

Takum oOpa3omM, MaTpu4HbIe (POTONPUEMHUKHU
o0najaloT npeuMylnecTBaMu B 3((EKTUBHOCTH U
CKOpOoCcTH 00paOOTKM JaHHBIX 0 CPAaBHEHHUIO CO

CTaHAapTHBIMH  MuKpockomamu.[8] Opnako, mpu
BbIOOpE  MOAXOMSIIEr0o  MHCTPYMEHTa  CleayeT
YUUTHIBATh KOHKPETHbIE TpeOOBaHUS H 3aJayd,

KOTOPBIC HGO6XOI[I/IMO BBIIIOJIHHUTD. KpOMe TOTO,

HCCIICOOBAHUC qTo ManI/I‘lHHﬁ

(dhoTonpueMHUK HE TOJIBKO Ooisiee 3h(HEKTUBEH, YeM

II0Ka3alio,

CTaHAAPTHBIH MHKPOCKOII, HO M 3aHHMAaeT MEHBIIE
BpeMeHH Ha 00paboTKy naHHbIX.[9] DTo mo3BomsieT
BpayaM MPOBOAMTH 00jiee OBICTPYIO AMArHOCTHUKY HX
MAIMEHTOB, YTO, B CBOIO OYEPEe/b, MOKET NOBBICUTH
3 PeKTUBHOCTH
narueHToB ¢ yeiikemueii.[10]

3akarouenue: MaTpuyHblii pOTONPUEMHHUK Ha

JICUCHHA MW YIYUIIUTb IIAHCBI

Oaze UHPPAKPACHOTO
OMOHAHOTEXHOJIOTHH TPEICTaBIAET €000 HOBYIO

HU3JTy4YCHUA n

TEXHOJIOTHIO, KOTOPasi MO3BOJISAET IOBBICUTh TOYHOCTh
JTUATHOCTHKH JICHKEMUU U BpeMsl 00paOOTKH JTaHHBIX.
PesynbTath HCCIIEIOBAHNS IIOKa3aJH, 9TO0
UCTIONF30BAaHUE MATPUYHOTO (POTONMPHUEMHUKA MOXKET
ObITh  D(QPEKTUBHBIM  METOJAOM  OINpEAeNCHUS
KOJIMYECTBEHHOTO  COJICP)KAHUS  KJICTOK  KPOBH
ONPEJICIICHHOr0 THUIA W MOXKET II0MOYb Bpadyam
OBICTPO BBISIBUTH JICHKEMHIO W HAYaTh JICUCHUE
MAIMeHTOB paHbine. Kpome TOro, HCHOIb30BaHHUE
MaTpUYHOTO  (POTOMPUEMHUKA MOKET yIyYIIUTh
Ka4eCTBO JKU3HH IMAIIMCHTOB, YMEHBIIUTH KOJIMYECTBO
HEOOXOJIMMBIX O00CJICIOBAaHUH ¥ ONTHMH3WPOBATH

3aTpaThl Ha JICUCHHE JICHKO3A.
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SO’Z QO’SHILMALARIDA VARIANTLILIK

leksik tarkib.

Kirish. Gap kishilarning bir-biriga fikr, axborot
uzatishi uchun ishlatiladigan asosiy birlik bo‘lib, uning
so‘z qo‘shilmasi hamda so‘z biritkmasidan ajratib
turuvchi asosiy belgisi peredikativ. munosabatning
ifodalanishidir. So‘z birikmasi va qo‘shilmasida
ma’lum tushuncha ifodalansa, gaplarda fikr oz aksini
topadi.

“Gap — sintaktik yaxlitlik, bu uning grammatik
shakllanganligi, tarkibiy uzvlari bir butun holga
kelganligi bilan izohlanadi [1-2]. Demak, gapda bir
necha jihat birlashgan bo‘ladi. Birinchi jihat — gapning
moddiy qobig‘i, bu uni tashkil qiluvchi so‘z va
grammatik shakllar. Masalan, aksariyat gaplarda
kesimlik ko‘rsatkichi bilan shakllangan atov birligi
(kesimlik)ning bo‘lishi shart. Ikkinchi jihat — ana shu
moddiy qobigga singdirilgan agliy mahsul — fikr-
axborot. Uchinchi jihat esa so‘zlovchining vogelikka
munosabati, nutqiy vaziyati. Bu uch jihat nutgda
uchlikni — sintaktika, semantika va pragmatika birligini
tashkil etadi”.!

Adabiyotlar  tahlili  va  metodologiya.
Ma’lumki, sintaktik birlik sifatida so‘z qo‘shilmasiga
har hil ta’riflar berilgan. Dastlab so‘z qo‘shilmasi
sintaktik birlik sifatida qgayd etilmagan. Sintaktik
birliklar fagat uchta : so‘z birikmasi, gap va qo‘shma
gap deb tan olingan. Lekin A.A.Shaxmatov va
V.V.Vinogradov tadgigotlarida? bitta gap ichida teng
bog’langan so‘zlar va ajratilgan izoh bo‘laklarda

! Sayfullayeva R. va boshqalar. Hozirgi o‘zbek adabiy tili.O*quv-
go‘llanma. T.:Fan va texnologiya.2009. 324-b.

2 Qarang . A.A.Shaxmatov va V.V.Vinogradov.O*zbek tilining
mazmuniy sintaksisi.O‘z FA // “Fan” . 1992.8-b.

Polvonova Bashorat Mirobijonovna,
Farg‘ona davlat universiteti tadgigotchisi

Annotatsiya: Ushbu maqola tilshunoslikdagi so’z qo’shilmasi sintaktik birligining nomlanishi va
unga oid variantlilik masalasiga bag‘ishlangan bo‘lib, unda so’z qo’shilmasi sintaktik birligining
kelib chiqgishi va ulardagi variantlilik hodisasi hagidagi garashlar umumlashtiriladi. Hodisaga doir
mavjud fikrlar tahlil gilinib lisoniy dalillar bilan izohlanadi.

Kalit so‘zlar: sintaktik konstruksiya, so’z tizilmasi, variatsiya, invariant, variant, model, sinonimiya,

uchraydigan izohlovchi va izohlanuvchi birikuvi so‘z
birikmasiga ham, gap konstruksiyasiga ham
kiritilmaydi va alohida hodisalar ekanligi aytiladi.
R.Sayfullayeva bunday bog’lanishni, gap
ichidagi so‘zlar (bo‘laklar)ning o‘zaro teng birikishini
s0‘z s0‘z tizmasi deb ataydi: “ So‘z tizmasi (olma va
anor) teng huquqli a’zolardan tashkil topadi. Ular
o‘rtasida tobelik bo‘lmaydi. Shunga muvofiq, so‘zlar
orasida bir-birini izohlash, to‘ldirish hodisasi ham yo‘q
[2-5]. So‘z tizmasi tashkil etuvchilarining o‘rnini ham
almashtirish mumkin: anor va olma. So‘z tizmasidagi
a’zolar birgalikda boshga so‘zga tobelanib, uni
aniglashi (oq va qizil gullar) yoki boshqa so‘z
tomonidan izohlanib hokim so‘z bo‘lib kelishi mumkin
(shirin olma va anor). Shuningdek, so‘z tizmasidagi
har bir a’zo o‘ziga xos tobe uzvlarga ham ega bo‘lishi

ya’'ni

mumkin (o ‘giyotgan bola va yozayotgan qiz). So‘z
tizmasi a’zolari teng bog’lovchilar yordamida yoki
bog’lovchi vositalarsiz, fagat ohang yordamida
bog’lanishi mumkin: bola, qiz kabi. So‘z tizmasi
a’zolari, asosan, bir so‘z turkumiga oid leksemalar
vogelanishi bo‘ladi: olma (ot) va anor (ot) . Ba’zan ular
turli turkumda ham bo‘ladi: Halim (ot) va men
(olmosh)” 3. A.Ahmedov esa bunday konstruksiyani
“tenglanishli so‘z birikmasi” deb atasa ham, biz uni
so‘z qo‘shilmasi deb nomladik. Chunki birikish so‘zi
tilshunoslikda,  ko‘pincha, tobe  bog’lanishni
ifodalaydi, qo ‘shilma so‘zi esa teng munosabatlarga

% Sayfullayeva R. va boshqalar. Hozirgi o‘zbek adabiy tili.O*quv-
go‘llanma. T.:Fan va texnologiya.2009.301-b.
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ishora giladi. “Bir mustaqil so‘z boshqa mustagqil so‘zni
izohlaydigan bog‘lanish tobe bog‘lanish deyiladi. Bir
mustaqil so‘z boshqasiga ergashmay, izohlamay
bog‘lansa, teng bog‘lanish deyiladi. So‘zlarning teng
bog‘lanishi so‘z qo‘shilmalarini hosil giladi: yoshlar
va kelajak, otam bilan onam, oy hamda quyosh. Teng
bog‘lanishda tobe va hokim so‘z bo‘lmaydi, ikkala so‘z
ham teng huquqli bo‘ladi” *.

Demak, so‘z qo‘shilmalari teng munosabatda
bog’langan ikkita so‘zdan tashkil topadi. U gapda,
ko‘pincha, uyushiq bo‘laklar vazifasini bajaradi.
Uyushiq bo‘laklar ikki va undan ortiq birliklardan
tarkib topsa-da, biz so‘z qo‘shilmasi sifatida faqat ikki
tarkibli , ya’ni ikkita leksemaning teng aloga bilan
birikishini nazarda tutdik. So‘z  qo‘shilmalari
o‘rtasidagi variantlilik bir xil mazmun-munosabat
bildiruvchi bog‘lovchilar yordamida yoki tenglik
ohangi bilan hosil bo‘ladi. Masalan biriktiruv
bog‘lovchilari doirasida:

Qizlar va yigitlar;

Qizlar hamda yigitlar;

Qizlar bilan yigitlar;

Qizlar-u yigitlar;

Ham gizlar , ham yigitlar.

Bu so‘z qo‘shilmalarida atash ma’no ifodalovchi
komponentlar: 1-gizlar, 2-yigitlar o‘zgarishsiz saqlanib
qolib, faqat ularni teng munosabatda bog‘lovchi
yordamchi so‘z va vositalargina o‘zgargan. Zidlov
bog‘lovchilari ham o‘zaro sinonim bo‘lib,
qo‘shilmasini bog‘laganda quyidagi variantlilikni hosil
giladi.

Sersuv, lekin bemaza (shaftoli);

Sersuv, ammo bemaza (shaftoli);

Sersuv, biroq bemaza (shaftoli);

Sersuv-u, bemaza (shaftoli).

S0z

Natijalar. Berilgan so‘z  qo‘shilmalarida
mazmun bir-biriga juda yaqin, deyarli bir xil semantik
strukturaga ega. Ularni  faqat  bog‘lovchilar

4 M.Qodirov, H. Ne’matov, M. Abduraimova, R. Sayfullayeva,
B. Mengliyev. Ona tili. Darslik. Toshkent. Cho’lpon. 2019.35-b

sinonimiyasi farqlab turibdi. Bu variantlar qo‘llanish
chastotasi va stilistikasi bilan farglanadi. Dastlabki uch
bog‘lovchi yozma nutqqa xos bo‘lib, so‘zlashuv
nutgqida juda kam qo‘llanadi. Zidlov bog‘lovchisi
o‘rnida kelgan yuklama (-u) esa og‘zaki nutq uslubiga
XO0sS.

Ayruv bog‘lovchilari bilan ham shunday
variantlilikni kuzatish mumkin ( Goh akam, goh otam;
Ba’zan akam, ba’zan otam; Bir akam, bir otam ), lekin
inkor bog‘lovchi yolg‘iz Ma..., na.. birligidan iborat
bo‘lgani tufayli variantlilik hosil qilishi kuzatilmaydi.
So‘z qoshilmasi variantlari mavjud ekan , demak, ular
uchun invariant ham mavjud bo‘ladi. So‘z
qo‘shilmasida ikkita teng munosabatli komponentlar
o‘zaro teng bo‘lgan aloqaga (biriktirish, zidlik, ayiruv,
inkor va teng ohang yordamida) Kirishadi. Ularda
leksema ikkita bo‘lib, har biri W (W ingliz tilidagi
word-so‘zning bosh harfi bo‘lib, xalqgaro standart
bo‘yicha olindi) bilan belgilansa, so‘z qo‘shilmasi
uchun W=W so‘z qo‘shilmasi invarianti amal giladi.
Masalan:

Olma va anor

Olma bilan anor

Olma ham anor

Olma-yu anor

Olma, anor

So‘z qo‘shilmasida hech ganday tobe munosabat
yo‘q, shuningdek, predikat ham mavjud emas. Shuning
uchun o‘zaro teng bog’langan leksemalardan iborat.
Lekin teng bog’lovchining mazmuniy munosabat turi
almashganda W=W invariantining variantlari o‘zaro
sinonim bo‘la olmaydi. Misol uchun:

1. W biriktiruv munosabati W
Sersuv va mazali

Sersuv hamda mazali

Ham sersuv , ham mazali
Sersuv -u mazali

Bu birliklarda sersuvlik va mazalilik ma’nosini
bildirgan so‘zlar bir- birini to‘ldirib, o‘zaro teng
alogaga kirishgan.
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2. W zidlov munosabati W
Sersuv lekin bemaza
Sersuv ammo bemaza
Sersuv biroq bemaza
Sersuv -u bemaza

Bu so‘z qo‘shilmalarida esa sersuvlik leksemasi
bemazalikka zidlangan, ya’ni leksemalar antonimlik
munosabatiga kirishgan. Bunda suvli bo‘lgan mahsulot
mazali (shirin) bo‘lishi kerak edi, lekin bunday
bo‘lmadi, degan mazmun ifodalangani. Turli zidlov
bog’lovchilar bilan bog’langan bu variantlar boshqa
turdagi (masalan, biriktiruv munosabatidagi) so‘z
qo‘shilmalariga sinonim bo‘lolmaydi.

3. W ayiruv munosabati W
Goh mazali, goh bemaza
Dam mazali, dam bemaza
Ba’zan mazali, ba’zan bemaza
Bir mazali, bir bemaza
Yo mazali, yo bemaza

Ayiruv munosabati bilan bog’langan so‘z
qo‘shilmalarda propozitsiyalarning navbatma-navbat
aks etishi yoki ulardan birining aks etishi alohida

xarakterga ega.

4, W inkor munosabati W
Na mazali, na bemaza

Na achchiq, na shirin

Na ota, na ona

Na mazali, na bemaza Ko‘rinib

turganidek, bunday qo‘shilmalarda fagat bitta
bog’lovchi Na.., na... mavjud bo‘lib, faqat so‘z
qo‘shilmalar variant sifatida almashishi mumkin.Bu

variantlar 0°zaro sinonimlik munosabatiga
kirisholmaydi.

5. w teng ohang W

Ukam, Alisher

Ukamning — Alisherning

Ushbu paradigmada ukam va Alisher so‘zlari
teng munosabatli so‘zlar bo‘lsa, ukamning -
Alisherning birikishida izohlovchi va izohlanmish
munosabati ifodalangan. So‘zlarning bog’lanishida
tobe ohang bo‘lganidek, teng ohang (sanash ohangi)
ham mavjuddir. Teng ohang bilan bog’langan so‘z
go‘shilmalari gap ichida uyushiq bo‘lak vazifasini
bajaradi va bu bog’lovchi vosita sanash ohangi ham

deb yuritiladi. Masalan: Bog’da olma, anor , nok bor.
Bunda olma,anor, nok so‘zlari o‘zaro teng munosabat
bilan bog’langan bo‘lib, bog’lovchi vositasi teng
(sanash) ohang hisoblanadi. Ular sintaktik birlik
sifatida so‘z qo‘shilmasi, gap bo‘lagi sifatida uyushiq
bo‘lak hisoblanadi. Shuningdek, gaplarda ajratilgan
1zoh bo‘laklar ham ishtirok etadi. Bunday bo‘laklarda
izohlovchi va izohlanuvchi o‘rtasida ham teng ohangli
bog’lanish mavjud . Masalan, Otdoshing — Farhod
maktabni bitiray deb goldi gapida Otdoshing — Farhod
so‘zlari ajratilgan izoh bo‘lak bo‘lib, bunda Otdoshing
izohlanuvchi Farhod so‘zi esa izohlovchidir. Uyushiq
bo‘laklardagi teng ohang yozuvda faqat vergul bilan
ifodalansa, ajratilgan izoh bo‘laklarda vergul, tire yoki
gavs ham ishtirok etadi. Masalan, Soy bo ‘vidagi
choyxonada, gavjum joyda, Azimjon uchradi gapida
vergul, Ichki idrok amriga bo ‘ysunsang, katta inson
bo ‘lasan, ikkinchi darajali ( ko‘z va quloq sezgilari)
tuyg ‘ularga amal qilsang, mayda odamga aylanasan
gapida esa qavs ajratilgan izoh bo‘laklar munosabatini
yuzuvdagi ifodasidir. Bir garashda izohlovchi
(ajratilgan) bo‘lak izohlanuvchi (ajratilayotgan)
bo‘lakka tobelangandek tuyiladi. Lekin ular o‘rtasida
hech qanday tobe vosita (ergashtiruvchi bog’lovchi
yoki ohang) mavjud emas. Yozuvda ham ularning teng
munosabati vergul, tire yoki ba’zida qavs bilan
ifodalanadi. Demak, biz ajratilgan izoh bo‘laklardagi
izohlanuvchi  va izohlovchi  birliklarni  teng
munosabatli so‘z qo‘shilmalari desak bo‘ladi [6-8].

Demak, so‘z qo‘shilmalar invarianti umumiy
holda W=W bo‘lIsa, bu sistema o°z ichida yana kichik
sistemalar — invariantlarga bo‘linadi. Buni quyidagi
chizma orqali ko‘rsatish mumkin.

W=W

WipW WzW WaW Wiw WoW

Bunda W=W barcha so‘z qo‘shilmalari uchun
invariant;

W bW biriktiruv munosabatli so‘z
qo‘shilmalari uchun invariant;

WzW  zidlov munosabatli
qo‘shilmalari uchun invariant;

S0‘z
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WaW  ayiruv munosabatli so‘z
qo‘shilmalari uchun invariant;

Wiw inkor munosabatli so‘z
qo‘shilmalari uchun invariant ;

WoW teng ohang bilan bog’langan so‘z
go‘shilmalari uchun invariant hisoblanadi.

So‘z qo‘shilmasida leksik tarkib bir xil bo‘lsa va
mazmun — munosabati bir xil bo‘lgan har xil shakldagi
bo‘glovchilar bilan bog’lansa, u variantlar o‘zaro
sinonim ham hisoblanadi. Agar ular har xil leksik
tarkibga ega bo‘lsa, bir invariantga variant bo‘lsalar-da
o‘zaro sinonimlik hosil gilolmaydi. Masalan, go zal va
aqglli go‘shilmasi bilan go zal hamda aqlli qo‘shilmasi
o‘zaro bir xil leksik tarkibga ega, shuning uchun ham
ular variantlardir. Xuddi shu qo‘shilma yaxshi va
odobli so‘z qo‘shilmasi bilan bitta invariant variantlari
hisoblansa-da, ya’ni so‘z qo‘shilmalarining leksik
tarkibi bir xil bo‘lmagani uchun leksemalar har xil
ma’noga ega va ular o‘zaro sinonim bo‘lolmaydi [9-
10].

Demak, so‘z qo‘shilmalari variantlari, avvalo,
bitta umumiy invariant W=W

modeliga ega bo‘lsa-da, sistemaviy ravishda
so‘zlarning o‘zaro munosabatiga ko‘ra WbW |, W
zW , WawW , WiW, W oW modellarini
oladi va bu modellar bosh invariant bo‘lgan W=W ning
variantlari hisoblanadi. Kichik invariantlar ham o‘z
paradigmasiga ega bo‘lib, ular leksik materialning bir-
biriga yaginligi yoki yagin emasligi bilan farglanadi.

Bitta invariantning variantlari sifatida real nutqda
aks etgan variantlar paradigmasida ham yadro a’zo
bo‘ladi. Bu, ko‘pincha, nutqiy uslublar uchun betaraf
bo‘lgan so‘zlardan tashkil topadi. Masalan:

Maktab va litsey
Maktab hamda litsey
Maktab-u litsey
Maktab bilan litsey

Bu paradigmada leksik material bir xil, lekin
bog’lovchilar almashgan. Bog’lovchilar orasida
uslubiy betaraf bo‘lgan va bog’lovchisi hisoblanadi.
Qolgan bog’lovchilar badiiy (hamda) va so‘zlashuv (-
u, bilan) uslubiga xos. Demak, paradigmada va

bog’lovchisi bilan bog’langan variant yadro a’zo
hisoblanadi. Uning marker esa uslubiy betaraflik.

Xulosa. Shunday qilib, fonetik variant gaplar
asosa, ohang va ma’no urg’usining o’zgarishi orqali
vujudga keladi. Ohang o’zgarishi tufayli hosil
bo’luvchi variant gaplar tafovuti og’zaki nutqda darak,
buyruq va so’roq kabi bo’yoqglarning talaffuzga
qo’shilishidan paydo bo’lsa,yozma nutqda ma’lum
tinish belgilar bilan ko’rsatiladi. Ma’no urg’usi bilan
farglanadigan variant gaplar esa so’zlashuvda ma’lum
so’zning baland aytilishi,yoki so’zlarning o’rin
almashishi bilan belgilanadi. Bunday gaplar yozma
uslubda so’zni ma’lum bir holatda ajratish bilan
belgilanishi mumkin.
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SUSTAINABLE DEVELOPMENT IN THE DIGITAL ECONOMY: BALANCING GROWTH
AND ENVIRONMENTAL CONCERNS

Introduction. The concept of the digital
economy has brought about a paradigm shift in the way
industries operate and societies function. The
integration of digital technologies into various aspects
of our lives has led to unprecedented levels of
connectivity, efficiency, and innovation. This digital
revolution has transformed the way we communicate,
conduct business, and interact with  our
environment[3][22].

As the digital economy continues to flourish,
there is a growing recognition of the need to address its
environmental implications and align its growth with
the principles of sustainable development. Sustainable
development, characterized by meeting present needs
without compromising the ability of future generations
to meet their own needs, has become a global
imperative in the face of pressing environmental
challenges such as climate change, resource depletion,
and ecosystem degradation[32].

Central to this discourse is the delicate
equilibrium that must be struck between the rapid
expansion of the digital economy and the imperative to
preserve our planet's ecosystems. This article delves
into the multifaceted relationship between the digital
economy and sustainable development, exploring how
technological advancements can be harnessed to
achieve both economic growth and environmental
protection. It examines the challenges posed by the
environmental impact of digital technologies,
highlights opportunities for green innovation, and
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Abstract: The digital economy's integration of technology has revolutionized connectivity,
efficiency, and innovation. However, its rapid growth brings forth significant environmental
concerns. This article explores the intricate relationship between the digital economy and sustainable
development, addressing challenges of energy consumption, electronic waste, and resource
extraction. It emphasizes green innovation opportunities like smart energy grids, precision
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delves into the policy frameworks and ethical
considerations required to ensure a harmonious
coexistence of digital progress and environmental
stewardship[13][29].

Literature review and methodology. The
literature review for this article draws from a range of
sources encompassing sustainable development,
digitalization,  environmental  impact, circular
economy, data privacy, ethical considerations, and
collaborative partnerships. Key references include
international initiatives such as the "2030 Agenda for
Sustainable Development™ by the United Nations (UN)
and the European Union's "Directive 2012/19/EU on
waste electrical and electronic equipment (WEEE)."
Ethical aspects are explored through works such as
"Ethically Aligned Design: A Vision for Prioritizing
Human Wellbeing with Artificial Intelligence and
Autonomous Systems” by Alvarez et al. Circular
economy principles are discussed using works like
Ellen MacArthur's "Towards the Circular Economy"
and "The Circular Economy in Cities: Evolving the
Model for a Sustainable Urban Future™ from the World
Economic Forum.

To analyze the multifaceted relationship
between the digital economy and sustainable
development, the methodology employed in this article
combines qualitative content analysis and a
comprehensive review of existing literature. The
analysis of challenges, opportunities, and ethical
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considerations is based on a critical assessment of
empirical studies, reports, and expert opinions from
reputable sources like the International Energy Agency
(IEA) and The Shift Project. The article also leverages
case studies of companies like Philips, Google, and
Unilever to illustrate best practices in sustainable
digital transformation.

In examining emerging trends, the article
references  sources  like  the  International
Telecommunication Union (ITU) report "Measuring
Digital Development: Facts and Figures 2019" and the
European Commission's document "A European
Strategy for Data." These trends are discussed in the
context of their potential impact on the digital
economy's sustainability.

The methodology used in this article reflects a
comprehensive approach that combines insights from
international agreements, regulatory frameworks,
academic research, industry practices, and expert
opinions. This multi-dimensional perspective enables a
thorough exploration of the interplay between the
digital economy and sustainable development,
shedding light on challenges, opportunities, and the
path forward.

Results. The Digital Economy and
Environmental Impact. The rapid expansion of the
digital economy has brought to the forefront a range of
environmental implications that warrant careful
consideration. As digital technologies permeate nearly
every facet of modern life, it becomes crucial to assess
their cumulative effects on energy consumption,
electronic waste generation, and resource utilization.

The digital economy, while contributing to
efficiency gains and convenience, also demands
substantial energy resources. Data centers, which store
and process vast amounts of information, require
continuous energy input for cooling and operation.
Moreover, the proliferation of internet-enabled
devices, commonly referred to as the Internet of Things
(1oT), has led to a surge in energy consumption for
device operation and data transmission. This surge has
significant implications for global energy demands and
greenhouse gas emissions[23].

Another significant environmental concern
arising from the digital economy is the generation of
electronic waste, or e-waste. Rapid technological
advancements lead to shortened product lifecycles,
resulting in discarded devices that contain hazardous
materials such as lead, mercury, and brominated flame

retardants. Improper disposal or recycling of e-waste
can lead to soil and water contamination, with adverse
effects on ecosystems and human health[6].

The production of digital technologies requires
the extraction of finite natural resources, such as
minerals and metals. These resources are used in the
manufacturing of electronic components, batteries, and
other essential elements of digital devices. Unregulated
resource extraction can lead to habitat destruction,
deforestation, and ecosystem degradation, contributing
to biodiversity loss and disrupting local
communities[9].

Empirical evidence underscores the carbon
footprint of the digital economy. Data centers, driven
by energy-intensive operations, contribute a significant
portion of global electricity consumption and
consequently ~ greenhouse  gas  emissions[5].
Additionally, the manufacturing, transportation, and
disposal of digital devices further amplify the
industry's environmental impact. A study by the Shift
Project revealed that digital technologies are
responsible for nearly 4% of global greenhouse gas
emissions, comparable to the aviation industry[31].

While the digital economy promises increased
efficiency and innovation, a deeper understanding of its
environmental consequences is essential for devising
strategies that align technological progress with
sustainable development objectives.

Opportunities for Green Innovation in The
Digital Economy

In the midst of environmental concerns
stemming from the digital economy, there exists a
promising landscape of green innovation that
capitalizes on digital technologies to foster sustainable
development. These innovations not only address the
environmental challenges posed by the digital
economy but also contribute to broader sustainability
goals.

Digital technologies are instrumental in
reimagining existing systems to achieve ecological
harmony. The convergence of sensors, data analytics,
and connectivity offers new ways to optimize resource
use, reduce waste, and enhance efficiency. This
provides a foundational basis for reimagining
industries in ways that are both economically
productive and environmentally responsible.

Green Innovations in the Digital Economy:

o Smart Energy Grids. The integration of
digital technologies with energy infrastructure has
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given rise to smart energy grids. These grids leverage
real-time data to balance energy supply and demand,
optimize distribution, and incorporate renewable
energy sources seamlessly. Smart grids not only
enhance energy efficiency but also enable a transition
to clean and sustainable energy sources.

o Precision  Agriculture.  Agricultural
practices are undergoing a transformation through
digital innovations. Precision agriculture utilizes
sensors, drones, and data analytics to optimize
irrigation, fertilization, and crop management. By
minimizing resource use and maximizing Yyields,
precision agriculture contributes to sustainable food
production while mitigating environmental impact.

. Sustainable Transportation Solutions.
Digital technologies play a pivotal role in
revolutionizing transportation systems. Electric
vehicles (EVs) coupled with charging infrastructure,
enabled by digital connectivity, contribute to reduced
emissions and air pollution. Additionally, ridesharing
platforms and intelligent transportation systems
optimize mobility, reducing congestion and energy
consumption[19].

. Circular Economy Platforms. Digital
platforms are also driving the shift towards a circular
economy, where resources are conserved through
reuse, recycling, and refurbishment. These platforms
facilitate the exchange of used goods, enabling
resource  optimization and  reducing  waste
generation[37].

. Waste Management through Data
Analytics. Digital technologies offer novel solutions
for efficient waste management. Data analytics
optimize waste collection routes, reducing fuel
consumption and emissions. Smart bins equipped with
sensors enable real-time monitoring, optimizing
collection schedules and preventing overflows[14].

The examples presented here showcase the
transformative potential of digital technologies in
promoting sustainable development. By harnessing the
power of innovation, the digital economy can drive
environmental preservation while fostering economic
growth.

Challenges in
Sustainability

The juxtaposition of digital expansion and
environmental objectives brings forth a spectrum of
challenges that must be navigated to achieve a
harmonious equilibrium between economic growth and

Balancing Growth and

ecological well-being[7]. These challenges underscore
the nuanced relationship between the digital economy
and sustainable development.

While the digital economy promises efficiency
gains and innovative solutions, its growth can
inadvertently lead to environmental challenges. The
rapid proliferation of devices, coupled with energy-
intensive operations, can strain existing infrastructure
and contribute to increased energy consumption. The
pressure to keep up with technology trends and the
allure of digital convenience can exacerbate resource
consumption, perpetuating unsustainable consumption
patterns.

The paradoxical phenomenon known as the
"rebound effect" poses a unique challenge. Although
digital technologies have the potential to enhance
energy efficiency, such gains may be nullified by
increased consumption. For instance, the efficiency of
digital communication might encourage more frequent
and resource-intensive interactions, offsetting the
intended benefits.

Data centers, the backbone of the digital
economy, demand substantial amounts of energy for
cooling and operation. Their expansion can strain local
power grids and lead to increased carbon emissions.
Balancing the need for data storage and processing
with energy efficiency remains a critical challenge,
particularly as data consumption continues to rise.

The accelerated pace of technological
innovation contributes to the rapid obsolescence of
digital devices, resulting in electronic waste (e-waste).
Improper disposal and recycling of e-waste pose risks
to human health and the environment. Ensuring
responsible disposal and promoting circular economy
principles for electronic devices is essential to mitigate
this challenge.

As the digital economy evolves, concerns
around the "digital divide" persist. Not all segments of
society have equal access to digital technologies,
perpetuating social and economic inequalities.
Bridging this gap requires concerted efforts to ensure
equitable access to digital resources, education, and
opportunities[35].

Addressing these challenges necessitates a
holistic approach that acknowledges the complexity of
the digital economy's environmental impact. It requires
collaboration  between  industry  stakeholders,
policymakers, and civil society to develop innovative
strategies that maximize the benefits of digital

44

https://doi.org/10.5281/zenod0.8319438

https://journals.indexcopernicus.com/search/article?articleld=3712769

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal of Fergana branch of TATU named after
Muhammad al-Khorazmi. ISSN 2181-4252
Vol: 1| Iss: 3| 2023 year

OINeKTpOHHBIN Hay4HBIH sKypHaT "I loToMKM AJib-
®Daprann” Gepranckoro prmana TATY mvenn
Myxammana arb-Xopasmu ISSN 2181-4252
Tom: 1| Bemyck: 3| 2023 rox

Muhammad al-Xorazmiy nomidagi TATU
Farg‘ona filiali “Al-Farg‘oniy avlodlari”
elektron ilmiy jurnali ISSN 2181-4252

Tom: 1| Son: 3 | 2023-yil

expansion  while
consequences[36].

minimizing  its  negative

Case Studies: Best Practices in Sustainable
Digital Transformation

Examining the success stories of companies
and organizations that have seamlessly integrated
sustainability into their digital strategies provides
invaluable insights into the potential of aligning digital
expansion with environmental preservation. These case
studies underscore the transformative power of
innovative approaches such as circular economy
principles, energy-efficient data centers, and
sustainable supply chain management[21].

Circular Economy Principles in Action:
Philips

Philips, a global leader in health technology,
has embraced circular economy principles to minimize
waste and optimize resource use. In its commitment to
sustainability, the company has established a circular
business model where products are designed for
longevity, reparability, and recyclability. The Circular
Lighting program is a prime example, allowing
customers to lease lighting solutions rather than
purchasing them outright. At the end of the lease,
Philips takes back and refurbishes the products,
reducing  waste  and promoting resource
conservation[8].

Energy-Efficient Data Centers: Google

Google, a technology behemoth, has
demonstrated a pioneering commitment to sustainable
practices, particularly in its data center operations. The
company has significantly reduced energy
consumption by optimizing cooling systems, adopting
advanced monitoring technologies, and investing in
renewable energy sources. Google's data centers are
designed to be energy-efficient, with stringent energy
management practices that prioritize sustainability
without compromising performance. Additionally,
Google has committed to achieving carbon neutrality
across its operations, signaling a bold commitment to
environmental responsibility[30].

Sustainable Supply Chain Management:
Unilever

Unilever, a multinational consumer goods
company, has embarked on a journey of sustainability
throughout its supply chain. The company's
Sustainable Living Plan integrates environmental goals
with  business growth, focusing on reducing
environmental impact while increasing profitability.

Through partnerships with suppliers, Unilever aims to
enhance resource efficiency, reduce waste, and
promote responsible sourcing of raw materials. This
comprehensive approach extends from sustainable
agriculture practices to responsible packaging design,
showcasing how sustainability can be embedded across
the entire value chain[27][33].

These case studies exemplify how companies
can leverage digital technologies to drive sustainable
practices. Circular economy principles, energy-
efficient data centers, and sustainable supply chain
management not only enhance environmental
stewardship but also yield economic benefits. These
examples underscore the potential for transformative
change when sustainability is woven into the fabric of
digital strategies.

Policy Frameworks and Regulation for
Green Digitalization

The role of governments and international
organizations in steering the digital economy toward
sustainability is pivotal. Regulatory frameworks play a
crucial role in shaping the practices of businesses and
technology companies, ensuring that digital
development aligns with environmental preservation.
This section examines the multifaceted approach to
promoting sustainable digitalization, encompassing
policies for e-waste management, energy efficiency,
and environmental standards for the tech industry[20].

Governments and international  bodies
recognize the imperative of sustainable digital
development and have initiated efforts to create an
enabling environment. Through collaborations such as
the United Nations' Sustainable Development Goals
(SDGs) and the Paris Agreement, countries commit to
fostering innovation while addressing climate change
and resource depletion. These platforms provide a
space for dialogue, knowledge sharing, and
cooperative actions that contribute to sustainable
digitalization[32].

To tackle the growing issue of electronic waste,
governments around the world are implementing
regulations to ensure responsible disposal and
recycling of digital devices. The European Union's
Waste Electrical and Electronic Equipment (WEEE)
Directive, for instance, mandates the collection,
recycling, and proper treatment of e-waste. These
regulations create incentives for manufacturers to
design products with ease of disassembly and recycling
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in mind, minimizing the environmental impact of end-
of-life devices[12].

Regulations that promote energy efficiency in
the digital sector are crucial in mitigating its
environmental impact. Energy labels for electronic
products guide consumers toward energy-efficient
choices, while building codes and standards mandate
efficient energy use in data centers and IT
infrastructure. These regulations encourage the
adoption of energy-saving technologies and practices,
reducing both costs and carbon emissions[18].

Setting environmental standards for technology
companies incentivizes them to adopt sustainable
practices throughout their operations. 1SO 14001 and
other international standards provide guidelines for
managing environmental impact, emphasizing
reduction of carbon emissions, resource efficiency, and
waste reduction. Such standards encourage tech
companies to embed sustainability into their corporate
culture and decision-making processes[20].

Effective regulatory frameworks require
collaboration between governments, international
organizations, industry stakeholders, and civil society.
Dialogue platforms and public-private partnerships
facilitate the co-creation of regulations that balance
environmental  preservation with  technological
innovation. As the digital economy continues to
evolve, regulatory frameworks must remain adaptive,
responsive, and forward-looking to address emerging
challenges and opportunities[34].

Collaboration and Partnerships: Public-
Private Cooperation for Sustainability

In the pursuit of sustainable development
within the digital economy, the importance of
collaboration and partnerships between governments,
businesses, and civil society cannot be overstated.
These multi-stakeholder initiatives foster a collective
approach to addressing the intricate challenges posed
by digital expansion while safeguarding environmental
well-being. This section emphasizes the significance of
collaborative efforts and explores specific multi-
stakeholder initiatives geared towards promoting
sustainable practices in the digital sphere[26].

Sustainable digital development necessitates
coordinated action across sectors. Governments
provide regulatory frameworks and policies, while
businesses contribute innovative solutions and
technologies. Civil society organizations bring societal
perspectives, advocating for ethical considerations and

equitable access. Collaboration harnesses the strengths
of each stakeholder group, resulting in holistic and
effective strategies.

Global Multi-Stakeholder Initiatives:

o UN Global Compact. The UN Global
Compact engages businesses, governments, and civil
society in advancing sustainable practices. Its
principles encompass human rights, labor,
environment, and anti-corruption. Businesses commit
to integrating these principles into their strategies,
demonstrating a commitment to responsible digital
development[2].

o Digital Impact Alliance (DIAL). DIAL
fosters partnerships to accelerate the achievement of
the SDGs through digital technologies. It collaborates
with governments, tech companies, and NGOs to
create sustainable digital solutions that address global

challenges, such as health, education, and
agriculture[11].
. Global  e-Sustainability Initiative

(GeSl). GeSl is a collaborative platform of ICT
companies and organizations working towards
sustainable development through digital technologies.
It drives initiatives to reduce carbon emissions,
enhance resource efficiency, and promote digital
inclusion globally[24].

J The Partnership on Al. Comprising tech
companies, NGOs, and academic institutions, the
Partnership on Al seeks to ensure that artificial
intelligence (Al) benefits society while respecting
ethical values. It aims to address challenges such as
algorithmic bias, data privacy, and responsible Al
deployment[1].

These multi-stakeholder initiatives exemplify
the potential for collaboration to drive meaningful
change in the digital economy. By pooling resources,
expertise, and perspectives, these partnerships catalyze
innovation, influence policy decisions, and amplify the
impact of sustainable practices.

As the digital economy continues to evolve,
collaboration remains an indispensable tool for
navigating its complex landscape. Sustainable
development in the digital age demands collective
efforts that transcend traditional boundaries, leveraging
the diverse strengths of governments, businesses, and
civil society to ensure that technological progress
aligns with the broader goals of environmental
sustainability and societal well-being.

Data Privacy and Ethical Considerations
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The realm of sustainable digital development is
inherently intertwined with ethical considerations,
particularly in relation to data privacy and responsible
Al use. As the digital economy continues to expand,
safeguarding individual privacy rights and upholding
ethical standards becomes paramount. This section
delves into the ethical dimensions of sustainable digital
development, addressing concerns related to data
privacy, responsible Al deployment, and the potential
conflicts between data-driven innovation and
individual privacy rights[16].

Sustainable digital development requires a
thoughtful examination of the ethical implications of
data usage and technology deployment. The
digitization of vast amounts of personal information
raises questions about how data is collected, processed,
and shared. Ethical considerations encompass issues of
consent, transparency, and the potential impact of data-
driven decisions on individuals and society at
large[28].

Data privacy is a fundamental right that must be
upheld in the digital age. Individuals' personal
information is often collected for various purposes,
raising concerns about consent and control. Striking a
balance between data-driven innovation and individual
privacy rights involves implementing robust data
protection mechanisms, informed consent procedures,
and transparent data handling practices[15].

As artificial intelligence (Al) becomes integral
to the digital economy, responsible Al deployment is
essential. Al systems influence decision-making across
various domains, including finance, healthcare, and
education. Ensuring ethical Al involves addressing
biases, explicability, and accountability. Al systems
should be designed to minimize discrimination and
maximize societal benefit while maintaining
transparency in their decision-making processes[4].

In the pursuit of data-driven innovation,
potential conflicts may arise between leveraging
personal data for insights and respecting individual
privacy rights. The aggregation of data from various
sources enables valuable insights, yet poses challenges
when individuals' identities are at risk of being
exposed. Striking a balance between data utility and
privacy requires robust data anonymization techniques
and strict data protection regulations[10].

Governments and industry stakeholders play a
pivotal role in shaping ethical practices within the
digital economy. Regulations such as the General Data
Protection Regulation (GDPR) in the European Union

set standards for data privacy and protection. Ethical
frameworks, such as those proposed by the IEEE, guide
the development and deployment of Al technologies in
ways that prioritize ethical considerations[15][4].

The ethical dimensions of sustainable digital
development underscore the need for responsible and
conscientious practices. Navigating the challenges of
data privacy and Al ethics requires a commitment to
transparency, accountability, and ongoing dialogue
between technology developers, policymakers, and
civil society. By upholding ethical standards, the
digital economy can be a force for positive
transformation while respecting individual rights and
values.

Future Outlook: The Road to Sustainable
Digitalization

As we chart the course toward sustainable
digitalization, several emerging trends hold the
potential to reshape the digital economy in ways that
align with environmental preservation and societal
well-being. This section explores these trends,
including the circular digital economy, green Al, and
sustainable smart cities. Additionally, it delves into the
transformative changes in consumption patterns that
digital innovations can catalyze.

The circular economy principles, applied to the
digital realm, give rise to the concept of the circular
digital economy. This approach emphasizes extending
the lifecycle of digital devices, minimizing waste
through repair, refurbishment, and recycling. Devices
are designed with modularity and upgradability,
enabling components to be easily replaced or updated.
The circular digital economy not only reduces e-waste
but also fosters a more sustainable approach to
technology consumption[21].

Advancements in artificial intelligence (Al) are
leading to the emergence of "green AIl," which
prioritizes energy efficiency and environmental
impact. Machine learning algorithms are being
designed to optimize energy consumption in data
centers and loT devices. Additionally, responsible
automation aims to minimize the environmental and
societal disruptions of Al technologies, ensuring that
automation is aligned with sustainable development
goals[38].

The concept of smart cities is evolving to
incorporate sustainability as a core pillar. Sustainable
smart cities leverage digital technologies to enhance
resource efficiency, improve urban mobility, and
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reduce energy consumption. Integrating data-driven
solutions into urban planning and infrastructure
development enables cities to optimize resource
allocation, enhance public services, and create more
livable environments[17].

Digital innovations have the potential to drive
transformative changes in consumption patterns. The
sharing economy, enabled by digital platforms,
promotes collaborative consumption and resource-
sharing. Subscription-based models for products and
services can reduce the demand for ownership, leading
to decreased material consumption[25]. Moreover,
personalized data-driven insights can empower
consumers to make informed choices that align with
sustainability goals.

These emerging trends are not mutually
exclusive; they often complement and reinforce one
another. The circular digital economy supports
sustainable smart cities by reducing the environmental
impact of digital devices. Green Al contributes to the
energy efficiency of smart cities' infrastructure.
Transformative consumption patterns fostered by
digital innovations support the broader goals of
circularity and sustainability.

The future of sustainable digitalization hinges

on proactive engagement from governments,
businesses, and civil society. Collaboration,
innovation, and policy interventions will be

instrumental in realizing the potential of these trends.
By collectively embracing these emerging pathways,
the digital economy can become a driving force for
positive  change,  harmonizing  technological
advancement with environmental and societal well-
being.

Conclusion. The journey towards sustainable
digitalization represents a transformative endeavor that
demands collective action and a holistic approach. As
the digital economy continues to evolve, it is essential
to recognize that technological progress and
environmental preservation are not mutually exclusive.
The cases of Philips, Google, and Unilever exemplify
the potential of aligning business strategies with
sustainability goals. Circular economy principles,
energy-efficient data centers, and sustainable supply
chain management underscore the synergistic
relationship  between economic  growth and
environmental stewardship.

Ethical considerations, particularly data privacy
and responsible Al deployment, stand at the crossroads

of sustainable digital development. Protecting
individual privacy rights and ensuring ethical Al use
are integral to maintaining societal trust in the digital
ecosystem. Regulatory frameworks and ethical
guidelines provide the scaffolding upon which
responsible digitalization can thrive.

As the digital economy forges ahead,
embracing collaboration and partnerships becomes
paramount. Initiatives like the UN Global Compact,
DIAL, GeSl, and The Partnership on Al exemplify the
power of collective action. Collaborative efforts bring
together governments, businesses, and civil society to
drive meaningful change, amplify the impact of
sustainable practices, and accelerate progress towards
the Sustainable Development Goals.

Emerging trends signal a future that holds
promise for reshaping the digital landscape in ways that
amplify environmental preservation, societal well-
being, and economic prosperity. The circular digital
economy, green Al, sustainable smart cities, and
transformative ~ consumption  patterns  present
opportunities for comprehensive, systemic change. The
road to sustainable digitalization requires continuous
innovation, adaptive regulation, and a shared
commitment to harnessing the digital economy's
potential for global good.
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Introduction. Modern society, which has
entered the information age, is characterized by the
active use of information technology in all areas of its
activity. These technologies, providing human
information activity, are based on the use of a variety
of computer technology and software. At the same
time, it is software tools that determine the algorithms
and logic of working with information, allow the use of
standard computer technology to solve a wide variety
of problems, and most significantly affect the
capabilities and quality of implemented information
technologies. In this regard, the problem of teaching
the creation of software for specialists in the field of
information technology is relevant, which involves the
formation of students’ competencies to solve
professional problems in the development of projects
for automation and informatization of applied
processes, as well as the creation of information
systems in applied areas. The implementation of this
part of the training is carried out within the framework
of certain disciplines, where knowledge of software
tools and programming languages is formed, the ability
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Abstract: The article deals with the problem of teaching object-oriented programming. The paper
proposes guidelines for teaching students object-oriented programming using the capabilities of
various programming languages, and developing computer programs based on them. Teaching the
basics of object-oriented programming makes it possible to bring the teaching of a programming
course to a more modern level and expands the possibilities of future specialized courses, as well as
eliminates the contradictions between the current state of programming and the content of teaching
the discipline in higher educational institutions.

Keywords: object-oriented programming, algorithm, visual learning environment, methods,
programming language, analysis, teaching methodology.

to use various strategies for developing and
implementing computer programs, experience and
skills in solving problems in the field of programming.

The purpose of the study is to develop and
scientifically substantiate a methodology for teaching
the basics of object-oriented programming for
bachelors using visual learning environments.

To achieve the goal of the study, the following
research objectives were formulated:

1. Clarify the role and place of teaching object-
oriented programming in the system of bachelor's
education.

2. ldentify the essential characteristics of the
bachelor's competence in the field of object-oriented
programming.

3. To develop the target, content and procedural
components of the methodology for teaching the basics
of object-oriented programming for bachelors using
visual learning environments.

4. To experimentally substantiate the
effectiveness of the methodology for teaching the
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basics of object-oriented programming for bachelors
using visual learning environments.

Literature analysis and methods. Traditional
teaching of object-oriented programming usually
includes complex tasks and questions that are difficult
for students to perceive, which leads to further
misunderstanding of the educational material. Learning
object-oriented programming by traditional methods is
based on learning the syntax of a particular
programming language that is not of interest to students
or is not clear to master. At the same time, such training
at the stage of university training is based on the
knowledge and skills of students obtained in the study
of the relevant sections of computer science in a
secondary school. As shown by the data of many
studies (A.N. Bobrov [1], O.G. Nelzina [2], M.A.
Pavlichenko [3]), as well as the results of our
ascertaining experiment, these knowledge and skills
are not enough for the subsequent learning professional
programming languages at the appropriate level. In this
regard, there is a need to study the basics of object-
oriented programming at the stage before learning
professional programming languages in order to
provide fundamental training of students in the field of
the methodology itself, the basic concepts of object-
oriented programming. This requires the development
of an appropriate methodology for teaching the basics
of object-oriented programming, based on the results
of research on the process of teaching object-oriented
programming, the use of design technologies and the
creation of modern computer programs.

There are a number of studies that are of
particular value in this area, which include studies in the
field of professional training of information technology
specialists (V.V. Andreeva [4], |.E. Vostroknutov [5]
and others), the formation of professional qualities in
students in the areas of training in applied informatics
(V.Yu. Bodryakov [6], A.A. Bykov [7]), research that
reveals the essence of teaching programming (J.
McConnell [8]).

Simultaneously ~ with  the  theoretical
prerequisites, the practical prerequisites for teaching
the basics of object-oriented programming as the initial
stage of professional training of specialists in the field
of computer program development were formed. In
particular, these are practical developments related to
the use of visual learning environments for such
training. Among these environments, Alice and Scratch
occupy a special place, created as educational products
for teaching programming. The results of the practical

application of these environments, presented in the
works of Randy Pouch, Wand Dunn, Stephen Cooper,
Mitchell Resnick, convincingly show that their use
allows you to avoid many of the problems of initial
programming learning. Visual learning environments
allow students to be motivated, to focus on the
development of thinking, understanding the very
essence of the programming paradigms being studied.

To achieve the goal, you can use the following
methods:

- theoretical (analysis, comparison,
classification, systematization, generalization) -
analysis of scientific, psychological, pedagogical and
methodological literature on the problem, study of the
experience of teaching programming and features of
the practical training of future bachelors;

- empirical  (questionnaire, observation,
interviewing, method of expert assessments) - to
determine the level of professional training of
university students;

- pedagogical experiment - to test the
effectiveness of the proposed methodological system;

- methods of mathematical statistics - for
analyzing the data obtained, determining quantitative
indicators for the phenomena and processes under
study.

Results and discussion. Modern society is
characterized by a number of features, among which
one of the most significant places is the assertion of the
role of information technology as a leading means of
improving intellectual, labor, leisure and many other
types of human activity. In the most general form,
information technologies are understood as processes,
methods for searching, collecting, storing, processing,
providing, distributing information and methods for
implementing such processes and methods using
computer technology.

The task of training citizens in the field of
information technology as one of the main ones is
solved in the education system. In our country, the
solution of this problem is connected with the
implementation of the educational field of informatics
at all levels of education.

Thus, ensuring computer literacy has
consistently transformed into the task of forming an

information culture, and now - the information
competence of students.
Programming training is included in the

educational programs of various areas of training in the
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field of information technology according to the
standards of higher education.

So, after analyzing the undergraduate areas
"Applied Mathematics and Informatics",
"Information Technologies in Education”, we can say
that in all of them, in the structure of tasks of
professional activity, there are tasks related to
algorithmization and programming - the study of
programming languages, the development and
analysis of algorithms , software development.
Depending on the areas of training, the emphasis on
teaching programming can be placed to a greater or
lesser extent, but in any case, in the structure of
professional competence in the general professional
or professional part, there are competencies related to
the development of computer programs.

The problem of training specialists in the field of
information technology is also relevant in European
countries, where it is controlled by the European
organization Career Space. Career Space was created
with the support of the European Commission
(European Commission), nine leading European
companies in the information technology industry. The
activity of this organization is aimed at formulating
requirements for the competencies of university
graduates in the relevant educational standards. These
requirements are formulated on the basis of an analysis
of the results of an expert survey of leaders of leading
companies operating in the information and
communication technology sector.

Among the world projects proposed for teaching
computer science, one can also single out the
Computing Curricula project, which is used in the field
of training IT specialists of various levels.

The programming language is for the
programmer the basis of his activity. However,
knowledge of one language is not enough, a specialist
must understand various programming paradigms.

Teaching programming with elements of
imperative programming is a traditional approach that
involves learning a single procedural programming
language. But the developers of the program note that
an object-oriented programming language can also be
used - if training is carried out using an object-oriented
programming language, then at the first stage, attention
should be focused on the imperative aspects of this
language (expressions, control structures, procedures
and functions, and others). key elements of the
traditional procedural model), and object-oriented
programming technologies are studied in the next stage.

The Object-Oriented Programming Education
Orientation also focuses on programming, but
emphasizes the principles of object-oriented design and
programming from the very beginning.

The functional programming approach involves
the use of functional programming languages. This
model is aimed at studying and getting acquainted with
the programming language only in higher educational
institutions and does not depend on the student's prior
training. The clear syntax of functional languages allows
the teacher to focus on the fundamental principles and
issues of programming. In functional programming, the
entire set of sequential states of the computational
process is represented explicitly, which makes it
possible to study these issues at the very beginning of
learning to program.

Learning programming with elements of
maximum coverage of the material allows students to
gain a broader understanding of programming, which
enables them to move on, confidently and purposefully,
mastering other computer disciplines. Students during
training have the opportunity before the start of the
course to evaluate the variety of topics in the curriculum
of the discipline and only after that proceed to the
traditional cycle of studying programming.

The algorithm-oriented approach to learning
programming minimizes the effort spent on learning the
specific syntax constructs of a particular programming
language by using a graphical way of describing
algorithms and pseudocode. This enables students to
work with a wide range of data types and control logic
structures. After students master the basic types of
algorithms and data types, they can begin to use the
programming language in practice.

Learning to program with elements of a
hardware component is learning from the machine
level. Only after the students have formed an
understanding of the structural features of the hardware
component, machine logic and mathematics, the course
proceeds to consider programming in high-level
languages.

An analysis of modern strategies for teaching
programming shows that the orientation of teaching to
object-oriented programming differs from all the
considered models and provides a number of
advantages that other models do not provide. Object-
oriented programming is characterized by a
combination of fundamentality and deep practical
orientation, which allows students to develop an object-
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oriented style of algorithmic thinking, a clear sequence
of actions, imaginative and logical thinking, as well as
qualities and skills that allow direct development of
software applications.

Teaching the basics of object-oriented
programming, introducing the basic concepts and
concepts of the object-oriented approach are important
problems in the preparation of bachelors. In this regard,
there is a need to develop an appropriate teaching
methodology aimed at the formation of professional
competence in the field of object-oriented programming
and realizing one of the meaningful lines of informatics
in the professional training of bachelors. Such a
technique should be based on the use of specialized
software and, as a result, assume the study of a
professional language.

The choice of a programming language from
which to start training in the system of vocational
education is an important task facing educational
institutions in our country. The task is not simple,
because, on the one hand, it is necessary to take into
account the incomplete theoretical and practical base of
a first-year student, and on the other hand, the need for
further study of more complex disciplines that are part
of a particular specialty in the field of computer
science.

According to the frequency of queries in search
engines according to the TIOBE index, the most
popular languages in this ranking include Java, C, C++,
Python, C#, PHP, JavaScript. At the same time, in the
rating of programming paradigms, also compiled by
TIOBE, the object-oriented approach is the undisputed
leader. Another programming language ranking project
is Ohloh, which is determined by how often a
programming language is mentioned on the Internet.
According to this rating, the leading languages are C
(C++), Java, JavaScript, Objective-C, PHP, Python.

The software tools for teaching object-oriented
programming should include not only professional tool
environments, but also specialized visual learning
environments, which, being an integrated development
environment with a simple interface, allow you to
visualize the model of the program being created,
execute methods of object classes in the process of
writing them, test object classes, setting various
parameters for methods as they are written. Such
environments, most famous in the academic
environment, include Alice and Scratch.

Alice and Scratch allow you to work with
objects and methods, as well as develop programs in

terms of objects, classes and their interactions. These
environments are focused on mastering the
fundamental concepts of object-oriented programming,
fixing them in the practice of programming using a
specific language, such as C ++. This allows you to
choose exactly these environments for the initial
training in object-oriented programming for bachelors
of applied computer science.

Alice and Scratch allow you to manipulate
objects with their properties, functions, and methods,
both built-in and user-constructed. These visual learning
environments minimize keyboard input. The program
code is not text in the usual sense: within one method, it
Is a set of nested blocks highlighted in color depending
on the type (loops, conditional jumps, etc.), they can be
collapsed, dragged, deleted, reordered, etc. .

The use of a visual programming environment in
the learning process allows you to:

- imagine and imagine what exactly can be done
and obtained as a result of programming;

- create a project based on your own ideas;

- share the results of their activities;

- reflect and discuss their own results;

- to develop more complex and interesting
projects.

In addition, visual environments for teaching
programming form the skills of a future programmer to
work in a team - students in teams discuss the problem
of solving a problem, determine the level of their own
knowledge and readiness to solve a problem, and show
a lack of knowledge in certain issues.

In the process of teamwork using visual
learning environments, students learn to assess the
problem and their own level of preparation, analyze the
problem, look for possible solutions to problems,
formulate and express their thoughts, convince
colleagues, share knowledge with each other and work
collectively to solve the problem, plan their own
activities, coordinate their actions with team members,
present the results of their work. Practical experience
in this study shows that students, using visual
programming learning environments in practice, are
able to independently and quite effectively acquire
knowledge and form skills and abilities. This
contributes to the formation of an integral system of
professional competencies for bachelors of applied
informatics.

Conclusions. From the foregoing, we can
conclude that programming is a key component of the
bachelor's training system, the main task of which is to
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provide a theoretical basis and practical skills in the
professional training of students. Therefore,
knowledge of programming is a prerequisite for the
assimilation of most professional disciplines of
bachelor's programs in applied computer science,
because:

- this area of knowledge consists of those
concepts that are important for the practice of
programming, regardless of the programming
paradigm that is used in the educational process;

- successful assimilation by students of the
content of professional disciplines and, as a result, their
future professional activity depends on the quality of
assimilation of the educational material of the
programming course;

- programming should be studied in junior
courses, before studying all disciplines of the
professional cycle;

— teaching programming for bachelors of
applied informatics is advisable to start with learning
the C ++ language, using special environments for
teaching programming.

Such training from the very beginning should
focus on the basics of object-oriented programming, as
this makes it possible to bring the teaching of a
programming course to a more modern level and
expands the possibilities of future specialized courses,
and also eliminates the contradictions between the
current state of programming as a science and the
content of teaching this discipline in higher educational
institutions.
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