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ANALYSIS OF MEASURING METHODS AND DEVICES OF NEGATIVE EFFECTS OF
MANUFACTURING FACTORIES ON ATMOSPHERE AND ENVIRONMENTAL AIR

analytical study in this article.

Djumaniyazov Otabek Baxtiyarovich,
doctoral student,

Tashkent university of information technologies
named after Muhammad al-Khwarizmi
djumaniyazovotabek558@gmail.com

Abstract. The ways of identifying hazardous gases released into the atmosphere and surrounding air
by different production factories and businesses, the capabilities of the measuring instruments
employed in their detection, and the technologies currently in use have all been the subject of
The essay primarily looks at how to use contemporary
telecommunications technologies to measure the hazardous chemicals released into the environment
and surrounding air from burnt brick industries.

I Keywords: environment, atmosphere, sensor, 10T, air, control, measurement, device.

Introduction. Today, all industrial and
manufacturing enterprises on earth are polluting the
atmosphere and the environment to varying degrees
depending on the type of product they produce. As a
result, various climate changes, various diseases and
ecological damage in the human and animal world, and
acid rain are being triggered. Controlling the damage
to air quality from such heavy industries and brick
factories is one of the aspects that should be paid
attention to by countries. Measuring harmful gases
emitted into the atmosphere and ambient air from
ordinary brick factories and taking measures when the
amount of harmful gases emitted into the atmosphere
by the factory exceeds the specified limit, and
correcting defects in the filter part of the factories, there
are opportunities to prevent harmful gases from being
emitted into the atmosphere and ambient air. By
implementing policies that encourage the use of
cleaner technologies, politicians can create an
environment in which the industry can not only
develop economically, but also contribute to a healthy
planet. This approach ensures that the benefits of
sustainable practices go beyond immediate profits,
ensuring long-term environmental and economic
sustainability. At the moment, maintaining and
enhancing the Earth's climate is extremely challenging.
Because industrial businesses play a significant role in
the wealth of the state in industrialized nations. As a
result, the economies of industrialized nations rely

heavily on numerous huge industrial organizations, and
the development of these businesses is happening
quickly. Rapid industrial growth frequently prioritizes
short-term economic expansion over environmental
concerns, making it more difficult to achieve stable
climatic conditions. As a result, striking a balance
between environmental preservation and industrial
expansion is getting harder. The requirement to
address both short-term economic needs and long-term
environmental effects gives birth to this complexity.
Therefore, developing policies that will support
industrial growth without sacrificing ecological
integrity is a challenge for policymakers.
Consequently, there is a growing environmental threat
to the biosphere and the world's population. Because
this is one of the issues that needs to be taken seriously
in the modern world. Pollutants that are released
include SO2, NO2, 02, PM2.5, PM10, PM1.0, CO, and
CO2. The primary contaminants contaminating the air
at ground level are these ones. Before they reach water
supplies, some of these contaminants can spread over
vast swaths of soil and linger for years, posing a risk to
human health or the environment. [1-3]. Harmful
gases, dust, and other pollutants emitted by factories
reduce air quality, contribute to climate change, and
harm human health. Therefore, it is crucial to use
modern methods and devices to measure and control
these impacts.

https://al-fargoniy.uz/



DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

journal.

jurnali
] ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1 | Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific H

Literature review and methodology. Sources
of Air Pollution The main sources of air pollution in
manufacturing plants are:

Harmful gases: Carbon dioxide (CO:), sulfur
dioxide (S0O:), nitrogen oxides (NOy) and other gases.

Dust and particulates: Generated in metallurgy,
cement production and building materials plants.

Organic compounds: Solvents and fuel waste
used in the chemical industry. Therefore, developing
policies that will support industrial growth without
sacrificing ecological integrity is a challenge for
policymakers.  Consequently, there is a growing
environmental threat to the biosphere and the world's
population. Because this is one of the issues that needs
to be taken seriously in the modern world. Pollutants
that are released include SO2, NO2, 02, PM2.5, PM10,
PM1.0, CO, and CO2. The primary contaminants
contaminating the air at ground level are these ones.
Before they reach water supplies, some of these
contaminants can spread over vast swaths of soil and
linger for years, posing a risk to human health or the
environment. The exhaust fumes produced by cars in
our nation that run on gasoline, diesel, propane, and
methane gasses serve as an illustration of this. Our
industry releases these dangerous gases into the
atmosphere at the same time, and measurement devices
are used to determine how much of them are present.
The impact of various particulate matter on air quality
has somewhat decreased in Europe and China [4-8] as
a result of various ambient air quality standards,
advancements in contemporary technology, and the
switch to cleaner fuels. According to the following
article, the foul smells emanating from industrial
facilities are a complicated blend of gases, dusts, and
vapors that are present in high concentrations. The
emissions in the air cause adverse reactions in people
exposed to these emissions and can cause various
health effects such as respiratory problems, nasal
irritation, respiratory problems, or asthma, and degrade
the environment. The main contributors to these
gaseous emissions are organic and inorganic pollutants
and their combustion products. It has been stated that
the main contributors are industries such as pulp and
paper, fertilizers, pesticides, tanning, sugar and

alcohol, chemicals, dyes and dye intermediates, mass
drugs and pharmaceuticals, large livestock operations,
poultry farms, slaughterhouses, food and meat
processing industries, and bone mills [9-11]. The
harmful gas emissions from some industrial enterprises
of the Republic of Uzbekistan can be seen in the figure
below. Figure 1.

Figure 1. The negative impact of industrial
enterprises on the atmosphere and ambient air.

In such cases, there are enough enterprises that
are carrying out their activities. Now it is the task of
every scientist to improve measures to prevent this and
reduce the amount of harmful gases emitted into the
atmosphere and ambient air. Finding a solution to this
problem involves the widespread use of modern
telecommunication technologies. The main thing is
that since industries are located far from urban areas, it
is impossible to control them every hour or every day.

Results. Let's consider the possibility of
controlling harmful gases emitted into the atmosphere
by industrial enterprises using modern gas sensors and
telecommunication technologies. The development of
telecommunication technologies has significantly
increased the speed of data transmission due to the
production of optical fiber and the development of
devices supporting it. Several separate technologies
have been developed for the use of optical fiber in
telecommunications. The most common of these is
XPON technology. Data transmission via optical fiber
is carried out in two ways: horizontal and vertical. [12-
14]. Open optical communication can be used to
transmit harmful gases emitted by industrial enterprises
into the atmosphere and ambient air from one place to
another, and to remotely monitor industrial enterprises
located in open areas and determine the amount of gas

4
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emitted. This is explained as an example using the
figure below. Figure 2.

PN
0.0 — \
/

Figure 2. Open optical communication view.

Here, numbers 1, 2 and 3 are industrial
enterprises, and through open optical communication
installed in their buildings, data is received by the main
building, number 4. There, the data is analyzed and
stored in the database. In addition, drones can be used
to detect harmful gases emitted by industrial
enterprises, which solves a number of problems.
Figure 3.

dron ,ﬁiﬁﬂ_ j' " ". {

operator ,
h’-r .
| I

industrial enterprise

base station

Figure 3. A modern method of detecting
harmful gases emitted from industrial enterprises using
a drone.

Nowadays, such methods are one of the most
effective methods for detecting harmful gases emitted
into the atmosphere.

The following methods and devices are used to
measure negative impacts on the atmosphere and
ambient air:

1. Gas analyzers:

- Infrared gas analyzers: Determine the

- Chemical sensors: Used to detect harmful
substances in the air.

2. Dust meters:

- Laser dust meters: Use laser technology to
determine the amount and size of dust
particles in the air.

- Gravimetric methods: Collect dust through
a filter and measure its mass.

3. Air sampling systems:

- Used to collect harmful substances in the air
and analyze them in laboratories.

4. Aerodynamic measurements:

- Used to study air flow and particle
dispersion.

5. Remote sensing technologies:

- Drones and satellites: Used to monitor air
pollution over large areas.

Monitoring and control systems

The following measures are taken to reduce air

pollution in factories:

1. Filters and cleaning devices: To clean dust
and gases.

2. Automated monitoring systems: To
continuously monitor air quality and collect
data.

3. Legal standards: Environmental standards
and restrictions set by the government.

Conclusion. In conclusion, | can say that
remote monitoring of industrial enterprises and brick
factories using these modern methods leads to a
number of advantages. Firstly, it creates opportunities
for assessing the impact on human health and
preventing it, secondly, it creates opportunities for
preserving or preventing the deterioration of the
environment, and preventing acid rain caused by an
increase in the amount of light gases emitted into the
atmosphere. Measuring and monitoring the negative
impacts of industrial plants on the atmosphere and the
environment can be effectively implemented using
modern technologies. This is an important step towards

X environmental protection, human health and
concentration of gases such as CO2, SO and . . .
NO sustainable development. By further improving

5
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monitoring systems and introducing environmental AHAMIYATI VA TAHLILL" Komputer
technologies, air pollution can be significantly reduced. texnologiyalari 1.10 (2022).
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ABTOMATH3aIIMSl 3HAHUI: HCKYCCTBEHHbII MHTE/JIEKT B IIKOJILHOM 00y4YeHHH

HHOCTPAHHBIC  A3BIKH,

Tpanchopmep.

BBenenue.
CTAJIKUBAETCI C

oOpa3oBaHUe
CBA3aHHBIMH  C

CoBpeMeHHoOe
BBI30BaMH,

HEOOXOUMOCTBIO aJaNTalli K ObICTPO MEHSIOLIUMCS
TEXHOJIOT UM u MOTPEeOHOCTSIM oOmrecTBa.
HckyccTBeHHBI WHTEIUIEKT B OOpa3OBaHUHM - 3TO
HOBasi MEXIUCHUUIUIMHApHAs  00JacTh, KOTopas
npuMmenser TtexHoimoruu WW B obOpasoBanuu st
npeoOpa3oBaHusi © TPOJBIKEHHUS Y4eOHOTO |
00pa30BaTEILHOTO TPOEKTUPOBAHMS —TIpolecca W
ouenku. [1] OH mnpeacraBiaser coOOM OaHY W3
HauOoJee TMEepPCIeKTUBHBIX TEXHOJIOTUNW KOTOPBIN
MOKET M3MEHHTh OoOpa3oBaTelbHbI mporecc. Ero
chepy
NepCOHATN3AINN

BHEJpPEHHE B ITY OTKpBHIBAa€T HOBBIE

BO3MOXHOCTH ISt o0yueHwus,
HOBBIMIEHUST €r0 3()(HEKTUBHOCTH M BOBJICUCHHOCTH
yuamuxcs. B ycnoBusx riobansHol 1U(poBU3aLINU U
pocta TpeOOBaHMH K KadecTBY OOpa30BaHUS €ro
UCTIOJIb30BAHUE CTAHOBUTCSI HE TOJIBKO aKTYaJIbHBIM,
HO ¥ HEOOXOIWMBIM IIaroM /ISl IOJTOTOBKH
ydammxcs K BeizoBaM XXI| Beka.

HCHLIO JaHHOT'O HCCICAOBAHUA  ABJIICTCA

AopyanaeB Temypoexk MabpydxonoBuy,
n.¢.m.1.H. (PhD), nonent, ®I'TY
temurbekm84@gmail.com

HNoparumos Auépoex lllaBkaTkon yrim,
MarucTpauT, rpynmna M17-24, ®I'TY
ibragimoff.diyorbek@gmail.com

AHHOTanus. B cratbe ommcana pa3paboTka MOOMJIBHOIO TNPHIIOKEHHS, KOTOpas MCIOJb3yeT
MCKYCCTBEHHBIN MHTEIUIEKT JJIsl TeHEepallui TeKCTOB M M300pakeHUil B 00pa30BaTeNbHbIX LETsX, a
Taxoke MpUHIUIEI padboTel GPT 1 0630pHO onuchBatOTCS MU(GY3UOHHBIE MOCIH, HCTIOIb3YEeMbIe
B reHepatuBHbIX M Ha mpumepe DALL-E. Lenbio co3nanus MOOMIBHOTO MPUIOKEHUS SIBIISETCS
BHE/IPEHHE TaKOro pojJa TEXHOJOIMH B IIKOJbHBIE INPEIMEeThl TaKHe Kak OWOJIOTHs, MCTOpHS,
uHpOpMaTUKa U JIpyTHe.
TpaHc(hOpMEpPHBbIE MOJEIN U HepapXuyeckas reHepaius nzoOpakeHHi. Pe3ynbTraTsl MOKa3bIBaioOT
YCIIEUTHOE CO3JIaHME TEKCTOB M M300pakeHMH. OOCYXKIAIOTCS TMPEUMYIIECTBA M TEPCIIEKTUBI
IPUMEHEHHs B 00pa30BaHUM JaHHOH TEXHOJIOTHH.

B HUCCICIOBAaHNN OBUIM HCIOJIL30BAHbI

KaioueBbie ciioBa: MOOMIBHOE NPWIOKEHNE, MCKYCCTBEHHBIH WHTEIUIEKT, T€HEepalus TeKCTa M
n300pakeHuit, oopazosarenbhsblii mpouecc, GPT, DALL-E, CLIP, unCLIP, nuddy3nonnsie moxenu,

IPWIOKEHUS C HCNOJIb30BaHueM TexHonorut WU,
CHOCOOHOTO aBTOMATHYECKH CO37[aBaTh y4yeOHbIE
MaTepHaabl M aJalTUPOBaTh 3Ty TEXHOJIOTHIO IIOJ
KOHKpETHBIE Taxxe

IIKOJIBHBIC npeaAMCEThI.

I/ICCJ'ICIlyeTCﬂ BIINSIHUC TaKHUX T eXHOJIOFI/IfI Ha
yIIydieHue 00pa3oBaTeIbHOro Mpolecca.
Metonosorust paspadorkn. B mnociennee
BpEMsSI 4YacTO MOXHO CJIbIIIATh O MPOHUKHOBEHHH
cdepsl

qucCjiI€ H

HNCKYCCTBCHHOI'O HWHTCIIJIICKTA BO BCC

qeJIOBEUECKON JEITEIbHOCTH B TOM
o0pa3oBaHUH.

MaTEMaTHUYCCKas

B wenom HeEWpOHHBIE CETH 3TO
MOJEIIb, MAaCCHUBHBIN
BBIYHMCIIUTEIBHBIN KO, KOTOPBIM CIIOCOOEH BHIAaBaTh
NpecKa3aHue MOCTaBJICHHOMN

IyTeEM  pEUICHUsS

HHTGHHCKTyaHBHOﬁ 3a4a4d Ha OCHOBC OICHKHU

KPUTEPUEB  3aJaHHOTO  BONPOCA,  AHAIU3HUPYA
OTPOMHOE KOJIMYECTBO HH(pOpManuu, 0a3 TaHHBIX,
WCKYCCTBCHHBIM HWHTEJUIEKT COCTaBJIIET HauOosee
peaIbHO JEHUCTBUTENBHBIA M TPABWIbHBIM OTBET.
[Imocom HelpoceTel sBIgeTCS HMX 00y4aeMOCTb,

INOTOMY YTO OHHU MOTYT 06yanbc;{ CaMOCTOATCIBbHO

N3YUCHUC BO3MOKHOCTEH HHTCIpallun nn B | 0Oe3 HCMMOCPCACTBCHHOI'O y4aCTHUsA |T-CH€I_II/IaJ'II/ICTa
IIKOJIBHOC 06pasoBaHHe n CO3JJaHHuC MOOMILHOTO KOTOPOC Ha3bIBACTCs MallTMHHBIM 06yquI/IeM.
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HckyccTBeHHBIN MHTEIJIEKT aKTUBHO MCIOJIb3YETCS B
o0pa3oBaHUM, HANpUMEp Ha4YMHAs OT BEACHUA U
NPOBEPKH HK3aMEHOB 3aKaHUMBas aBTOMATHYECKHM
noa0bopoM  Marepuana Uil ydyamuxcs B TeX
HANPaBICHUSAX, TJI€ OHU HCHBITHIBAIOT TPYIHOCTH B
oOyyeHun u mpeqjaraer oOydarommMmces —Oornee
CO3HATEIFHO BHUKHYTH B TEMY, MOBBICUTH yYpPOBEHB
3HAHMW M CHOCOOHOCTEH  aHaIu3upys  HX
yCIIEBaEMOCTh M IPOU3BOUTENBHOCTb.

Coznanue MOOMIBHOTO TPHIOXKEHUS IS
00pa30BaTeIbHOTO HAINpaBJIeHHUs], T/Ie UCIOIb30BaHHUE
TakOro poJia TEXHOJIOTHIA

HHTCJIJIICKT

KaK HMCKYCCTBEHHBIN

npearnogaraeT 00BbeTMHEHNE
WHHOBAllMOHHBIX pemieHuid. JlaHHas TexHonorus
MOXXET aBTOMATHU3MPOBAHHO T'€HEPUPOBATh, TO €CTh
CO3/71aBaTh TEKCT U U300pakeHUS 110 3aMPOCy, KOTOPHIC
MOJIHOCTBIO OYJYT MOAXOIUTH TEMATHUKE IIKOJBHBIX
MPEIMETOB.
MobuibpHOe MilliyGPTApp
OBLTO CO3aHO IS OlepallioHHON crcteMbl Android,

B KOTOPOM HCITIOJIB30BAJICA A3BIK IIPOrpaMMHUPOBAHHUA

MMPUTOKCHUC

Kotlin, Tax kak OH OTIMYaeTcss JAKOHUYHOCTBIO WU
COBMECTUMOCTBIO C Java. JlaHHbIN SI3BIK
nporpaMMupoBaHus ObUT aHoHcupoBaH emé B 2016
TOJly, ¥ 3aMHTEPECOBA MHOTHX IIPOrPaMMHCTOB CBOCH
JTAKOHHUYHOCTHIO, HaAEKHOCTHIO TTOIICPIKKON
WHCTPYMEHTOB

KOTOpas coucraiaach B

U TPOCTOTOH B HCIHOJIb30BAHUU
OJTHOM SI3BIKE
nporpamMmmupoBanua. Kpome Toro, ero MOXHO
WCIIOIh30BaTh MPAKTUUECKH Be3JIe, T1ie paboTaet Java,
1 OH coyeTaeT B cebe (yHKIMOHATBFHOE U OOBEKTHO-
OPUEHTHUPOBAHHOE CYET
BO3MOXXHOCTH KOMIHMIUPOBAaThCA B OalT-KOA, OH

croco0eH paboTaTh MOYTH Ha JIFOOO0H TIaThopMe WK

IpOrpaMMHUpOBaHuE. 3a

ycrpoiictse. [2]

OmnepanmonHasi cucrema Oblla BbBIOpaHa Kak
1eseBast miardopma u3-3a
paclpoCcTpaHeHUs] M JOCTYIMHOCTH Ha pPa3iINYHBIX
yCTpOMCTBAX. Hnst CO3/1aTh

00pa3oBaTe/bHBIA KOHTCHT B MPWIOKEHHUE ObUIH

LIMPOKOTO

TOT'O 4TOOBI

UHTCTPUPOBAHBI  JIBE
unreiekra: APl OpenAl ¢ moxpensto GPT-4 st
co3ganus TekctoB U APl DALL-E ans renepanuu

MOACIIN HCKYCCTBCHHOTI'O

n300pakeHHi 1Mo 3ampocy mnoJib3oBarens. B kauecTe

UHTErpUpOBaHHON cpeasl paspabotku (IDE) 6buio

ucnosnpzoBano 10 Android Studio, a Android SDK

Obu1 HacTpoeH Ha ypoBenb APl 33 (Android 13),

9T00BI 00ECTICYUTh COBMECTUMOCTh C COBPEMEHHBIMU

YCTPOMCTBAMU.

OCHOBHBIE BO3MOKHOCTH TIPUIIOKEHUSI:

e “VYMmHubI 4ar-00T” - O0O0ImEHHE C
MOJIICPIKKON TEKCTOBOTO U TOJIOCOBOTO
BBOJIA.

e ['enepanus u300pak€HUN IO TEKCTY
gepe3 OpenAl API ¢ Beibopom pazmepa
(256x256, 512x512, 1024x1024).

o Tlamepes wuzo0OpakeHUN - KapTHUHKU
COXPAHSIOTCS U yTOOHO 0TOOpaXKaroTCs
B criricke (RecyclerView).

e besomacHocTsk - kimoun APl xpansarces B
3amu(poBaHHOM
(SharedPreferences).

e J'orocoBoil

BUIC

BBOJI/BBIBO/I -
npeobpazoBanue peud B TekcT (VTT) u
tekcta B peub (TTS).

e lcTopus 4aToB - JIOKAJILHOE XPAHEHUE
B Room Database mis oddaiin-
JOCTYTIA.

e CoBpeMmeHHas apxurekrypa - MVVM,
Retrofit, acuaxpoHHbIe onepanuu yepe3
Resource u mHOTHE ApYyTHE.

Monenu  GPT  (Generative  Pre-Trained
Transformer), paspaborannsie OpenAl, sBsIOTCS
TpaHC(HOPMEPHOU apPXUTEKTYpOH, KOTOpas CO3daET
TEKCT HA OCHOBE BEPOSTHOCTHOTO MpPEACKa3aHUsI
CJICIYIOIIETO CJIOBA B MOCIIEAOBATEIEHOCTH.
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BbixoaHble
BEPOATHOCTH

Codrmakc

Npamoe
pacnpocraHexnue
J
|Cnox4 u Hopm. |<\
MHororonosoe
BHUMaHue
D) Nx
Cnox. u Hopm.

/—H\

Cnox. u Hopm.

Mpamoe

l_

Nx

Cnox. u Hopm.

Muororonosoe
BHUMaHue

A

| S—
| J

Mo3uuunoHHoe ‘9 Mo3uyuoHHoe

KOAUpOBaHue KOAMpoBaHue
BxoaHoe BbixoaHoe

BCTpausaHue BCTpauBaHue

! !

Bxoapl Boixoapl

MHoOroronoeoe
BHUMaHue

A

\ —

Puc. 1. Apxurtektypa moaenu TpaHchopmepa

3]

Ha pucynke 1 Mbl MOXeM YBHUIETH OOLIYIO
ApPXUTEKTYPY TpaHcdopmepa, rie JeKoaep
MpUMEHSIeTCsT  JJii  TEKCTOB a  DJHKoJep  JiA

KOJMPOBaHUS 3aIPOCOB B H300PAKCHHUSAX.

Mogenu cemeiictBa GPT HCIONB3YIOT TOIBKO
JICKOJICPHYIO YacTh TPaHC(HOPMEPHOI apXUTEKTYPHI, B
OTJIIMYME OT OPUTHHAIBHOW MOJENU TpaHcopmepa,
[3] xoTOpas BKitOUana u 3HKOACP U jaekoaep. Takoi
BBIOOp OOYCIIOBIIEH 3a/adeii aBTOPETPECCHOHHOTO
S3BIKOBOTO MOJIETIMPOBAHUS, TO €CTh IpEJCKa3aHus
CIIEJYIOLIETO TOKEHa B IIOCJIEAOBATENIbHOCTH Ha
OCHOBE TpEIBIAYIICT0 KOHTEKCTa. Jlims 3Toro He
TpebyeTcs SHKOJEp, HEOOXOAUMBIM B 3ajadax THUIA
nepeBojia (r7ie UCXOIHBIM U 11eJI€BOI TEKCThI Pa3HbIE)
WIH KJIaccu(UKaLum.

1. BXoaHble NaHHBIE W TOKCHU3AIUS - TEKCT
pa3OmBaeTCs Ha TOKEHBI (CJIOBa WJIM TIOJCIIOBA) C
UCIIOJIb30BAHUEM METOJa, Takoro kak Byte Pair
Encoding  (BPE).  [amee
npeobpasyeTcst B BeKTOp BiokeHus x; € R%, rne d -

KaXKIbIA TOKEH

pa3MepHOCTh MpocTpaHcTBa (Hampumep, 12,288 B
KPYIHBIX Moesx). [8]
[Mozumms no06aBisieTCs

TOKCHa qucpe3

CUHYCONOaJIbHOC IIO3HUIITMOHHOC KOAUpPOBaHUC,

OIpCaAC/HIOIICE MOPAOOK CIIOB:

Xi=¢e +p

r7e e; - SMOEIIMHT TOKCHA, P; - MIO3UITUOHHBIN
BEKTOP.

2. Apxurtektypa TpaHcdopmepa (nekoaep) -
Kak yxke Obuio ckazano moaenu GPT wucnonbsiyer
TOJILKO JIEKOJICPHYIO YaCTh TPaHCHOpMEpa COCTOSIIINN

u3 L cnoés. [3] Ha kaxaom cioe | Mojenb TOKCH
o
i

MoJTyyaeT TMpeACTaBlIeHHe h;  depe3: MeXaHH3M
BHUMaHHs  (MHOTOTOJIOBOE  MAacHITaOMPOBAHHOE
CKaJISIPHOE IIPOU3BEJCHUE):
: QK™
Attention(Q, K, V) = softmax | —|V

Vdk
me: Q= Woh™, K =wgh!™, V=
(l_l) 13 E}] o
Wyh, - “mpoeknuu”  3ampocoB, KIOYEH U
3HAUCHUH, IOJIyYCHHbIC W3 BBIXOJA TMPEIBIIYIIErO
clIos hgl_l), Wy, Wk, Wy, - oGydaemble MaTpuisl a dy
- pa3MepHOCTh KIIOYEeH (I MacmTaOMpOBaHUSA),

softmax - [ pacnpenesieHus: BECOB BHUMAHUA.

J<i.

3TO TO3BOJSIET MOJENN YYUTHIBATH KOHTEKCT
(manpumep, "¢doTocuHTE3 3aBUCHUT OT  cBeTa"
cBsi3biBaeT  cinoBa  "dortocunres" um  "cmer").

MackupoBaHue 00ecrieunBaeT aBTOPETPeCcCrIo (TOKEH
| BHOUT TONBKO MpEABLAyINHE TOKEeHbl j < i) 3a
BHUMAaHUEM cienyer IIOJIHOCBSI3HBII CJIOH:
no0aBIseTCs HENWHEHHOCTh dYepe3 IMOJIHOCBSI3HYIO
HEHPOHHYIO CETh MPSMOT0 PacHpOCTPaHEHUsS (aHIJL
feed forward network):

FFN(h) = max(0, h\W; + b, )W, + b,

3. T'enepanus u oOyudenwme. Ilocme L cioeB

MOJCJIb MOJTYyYacT NPECACTABICHUC ITOCICAHEIO TOKCHA

th) U TpeoOpasyeT ero B BEPOATHOCTH ISl CIOBaps
TokeHOB (pasmepom okosio 50,000). [5] Mexanuzm
BHUMaHHUS T1O3BoJIIeT A(h(PeKTHBHO 00padaThiBaTh
JOJITOCPOYHBIC 3aBHCHMOCTH, CBSI3bIBasi TOKCHBI Ha
3HAYUTEIIBHOM PAaCCTOSHUM, OJlarojgaps MeXaHU3MY
MacmTaOUPOBAHHOTO  CKAJISIPHOTO  MPOU3BENICHUS
BuuManus (anrir. scaled dot-product attention) wu
MACKUPOBAHHIO, a KOHTEKCTHOE OKHO OIpEACIsIcT
JUTHHY YYUTBIBAEMOTO KOHTEKCTA.
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BepOHTHOCTL CJICAYIOIICTO TOKCHa

OTIPENIEIISICTCS U3 BBIXO/IA MOCIICIHETO CII0S hEL):
P(xpyq | Xq, 0y X)) = softmax(Woth))

rne W, € RIVixa __ MarTpulia BECOB BBIXOAA, |
V| — pasmep cinoBaps. GPT BeiOuMpaeT TOKEH C
MaKCHMaJbHOW BEPOSITHOCTBIO WM  COMILTUPYET
(manpumep, ¢ Ttemmeparypoid T), 4ToObl J100aBUTH
pa3Ho0Opa3usi:

exp(z;/T)

T, e (5/7)

T7I€ Zj - JOTHUTHI, a T - MapamMeTp TeMIepaTypbl
(T—>0 - [;eTepMUHHMPOBAHHBIA BBIOOP,
paBHOMEpHOE pacnpeaesienue). [9]

Monens o0ydaercst Ha 3ajaue HpeaCcKa3aHHs

P'(x;) =

T—owo -

CJIEIyOLIETO
SHTPOIHUUHYIO IIOTEPIO:

TOKEHa,  MHHUMH3UPYS  Kpocc-

N
1
L= —NZlogP(xi | X1, e, Xi—1)
l:

OOyueHue NpoOBOIUTCS Ha KOpIycax, KOTOpbIe

COIEPXKAT MHUIUIHAPABI TOKEHOB YTO IO3BOJSIET
MOJEIH  CO3[aBaTh  TOYHBIC
o0pazoBareNbHbIX 331a4. [8]
I'enepauuss  u300pakeHuii. MoOwIbHOE
npunoxernue MilliyGPTApp ucnosns3yer DALL-E 3

HOBEHIIYI0O MOJENb TEHepaluu W300paKeHHd OT

OIIMCaHUuA JUJIA

OpenAl, kotopass o0OecreynBaeT BBICOKOE KaueCTBO
U300paKCHUH M YJIyYIIEHHOE MTOHMMAaHHE TEKCTOBBIX
omucanuii. Ho mig Ttoro 4roOnl MOHATH 3HAYUMOCTH
9TOW TEXHOJIOTUM PACCMOTPUM DBOJIIOIHMIO MOJEIEH
DALL-E. Hayném c¢ DALL-E 1 koropas Obuta
mpencraeneHa B 2021 romy, oHa wHCHoib30Bana
TpaHC(HOPMEPHYIO apXHUTEKTypy cxoxyr ¢ GPT-3, B
COUYCTAHUM C JTUCKPETH3UPOBAHHBIM BapUAIMOHHBIM
AaBTOPHKOJEPOM ¥ MOTJa TCHEpUPOBATH JIUIIbH
HebOonbIe n300paxkeHus 256x256 nukcenen. Yxe eé
npeeMHuk DALL-E 2 3HauuMTenbHO — yIydIIniI
Ka4eCTBO 0J1aroapsi MCIOJIb30BaHHIO TH(P(Y3HOHHBIX
mogenedr u CLIP. DALL-E 2 —

coucTaromas

9TO MOJETb,
Tpanchopmepsl U auddy3noHHBIE
MIPOIIECCHI AJIsl TeHEpaLuu N300paKEHHUH U3 TEKCTOBBIX
onucanwii. [4]

Pazoepém moapo6no DALL-E 2. Omna
WCTIOJb3yeT KOMOWHAIIMIO HECKOJIBKUX TEXHOJIOTHH,

nepBas u3 koropeix CLIP (Contrastive Language-
Image Pretraining) sro mnpenoOydYeHHAss MOJEIb,
KOTOpasi IpeodpaszyeT TEKCT U U300paKEHUE B €AMHOE
JaTEHTHOE TPOCTPAaHCTBO IO3BOJISISI CPAaBHUBATH HX
cemaHTHueckyto Onm3octb. Hampumep, CLIP moxer

CBSI3BIBATh TEKCTOBOE OIHCaHUE c
COOTBETCTBYIOIIUMU BU3YyaJIbHBIMU
IPEJICTaBICHUSAMH.

Bropas TexHonorus 310 AudPy3HOHHBIE

MOJIETTM KOTOpBIE CO3JAI0T M300pa)KeHUus MyTEM
MOCTENICHHOTO ~ YIQJICHHS IIIyMa W3 JIATEHTHBIX
npeacTaBiIeHui, momydeHHbIx oT CLIP.

W mocnenusis w3 texHonoruir sto unCLIP
(oopatnbiit mporiecc CLIP): koTtopsliit  mcmosbs3yer
nateHTHbIe ipeacTaBiaeHuss CLIP mis nanmmanuzanum
nuddys3un obecrieunBas TeHEpAIUI0 H300paKCHUI

COOTBETCTBYIOIIHUX TEKCTOBOMY 3ampocy.

1. KomupoBanue tekcra ¢ momomipio CLIP.
CLIP mpeoOpa3yeT BXOAHOH TEKCT B BEKTOP Eioyi €
R4, (06b14HO d = 512) [5] ¢ MOMOIIBIO TEKCTOBOTO
sHKOJIepa (Tpanchopmepa):

text = CLIPyey (input)

CLIP
KOCHHYCHOE CXOJCTBO MEX1y 3MOEIIMHraMH TEKCTa

oOyuaercs MaKCHMHU3HPOBATh

€ext M M300PAKEHUS  €maee A TAp  "TEKCT-
nu3o0paxxeHue" 9TO  HAIpaBiIseT  TEHEpaLuIo
U300paKeHHS:

Ctext * Cimage

cosine_similarity(etext, eimage) = e emagel]
text image

B DALL-E 2 »>mbennuHr e, HampaBiser
QG Py3HOHHBIH Mpoliecc, 00ecneunBas COOTBETCTBUE
nu300pakeHust TeKCTy. [4]

2. Juddysuonnsni mnpomecc. DALL-E 2
UCTIONIb3YeT TG dy3MOHHYIO MO/Ieb,
amanTupoBaHHyro w3 [6] s TeKkcTyalbHO-

OOYCJIOBJICHHOW TeHEpalui ¢ MapaMH TEKCT W
u3o0paxenue [4]. Monenb onupaeTcss Ha SMOCIUHTH
CLIP [5] nnst cBs3u TekcTa U M300pasKeHHSI.

10
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[Ipsimoit mporiecc (3amIyMiIeHHUE): JIATEHTHOE
MpEJICTaBICHUE X, B JIATCHTHOM TIPOCTPAHCTBE
BapHuaIMoHHOTO aBTO’HKOAepa VAE 3amymisercs B
T = 1000 maros:

q(xe | xe—1) = N(xti J1- ;tht—pﬁtl)

rre: S € (0, 1) mapamerp 1myMma,
BO3PACTAIOIMINI 1O JTHHEHHOMY PAacCHHCAHUIO OT [51 =
107* 1o B, = 0.02, V' - HOpManbHOE pacnpesenenue, |
- emuHuyHas Martpuna. K mary T wu3oOpaxkeHue
CTAQHOBUTCS YUCTBIM IymoMm: X ~ N(0,1). [6]

3. OOpaTHbIli TIpOIIECC: BOCCTAHABIMBAET
M300paKeHUE U3 IIIyMa C UCITOJIb30BAHUEM TEKCTOBOTO
IMOEINHA €.y [4, 6]:

Po(Xe—q | x¢) = N (xe_g; Ho(xy, t, €iext), F1)

rae Ug(Xt, t, €ex) - CPElHEE BHLIYUCIEHHOE C
yU4ETOM TeKCTa ey OoT CLIP, a o2l — ypoBeHb
CIIy4alHOCTH.

Ha xaxmom mare t Mojenb MNpeIcKa3bBacT
myM €g(X¢, t, €ext) ¥ BBIUUCIISAET CPEIHEE:

1 1—0!t
= Xy —
H@ \/(X_t t f—l_a_t

rae (Ug) - cpemHee 3HaUCHUE I X1, (X¢) —

€9 (xtl L, etext)

TEKyIllee 3aIlyMJIEHHOE JIATEHTHOE MpEICTABICHNE,
€g(xt, t, eexr) - yM mpezackaszannsii U-Net ¢ yuérom
TEKCTa €y, 0T CLIP, o = 1 — f3;, mapamerp mryma,
o; = [12 a5 - mapameTps! myma

3areM  MoOjenb  OOHOBJISET  JIATEHTHOE
MpeaCTaBlICHUE J00aBIss CITydalHbIN IIyM:

Xt—1 = Mg+ 0,2, z~N(0,I)

rne o =+/f: — YPOBEHb CIy4ailHOCTH,
KOHTPOJIMPYIOIIMI ~ BapUaTUBHOCTH  T'CHEPAIUH.
dopmyiibel aganTupoBaHbl U3 [6] IS TEKCTyalabHO-

o0ycnoBneHHoit reneparu B DALL-E 2 [4].

Uens CLIP

" Kopru,
urpatmowmmn

Ha prSe, Texcrossiit
ussepratowmmn
nnamsa "

aHKoaep

npuop Aexopep

Puc. 2. Cxema oOyuenus CLIP u monenu
unCLIP [4]

Kak moka3zaHo Ha pucyHKe HaJ MYHKTHPHOMH
TUHUEeH n300pakéH mporecc odydenuss CLIP, rme
dbopmupyercs
MpeACcTaBIeHUul A Tekcta u u3o0paxkeHuit. Ilon
NyHKTUPHOM JIMHUEW I[IOKa3aH IIPOLECC CO3JaHUs

COBMECTHOE IPOCTPAHCTBO

n300pakeHuil W3 Tekcra: BcTpamBanue Tekcra CLIP
CHayajla moAAaéTcsi B  ABTOPETPECCHUOHHBIA  WIH
U y3UOHHBIA TIPHOP IS CO3AaHHS BCTPAWBaHUS
n300pakeHus], 3aTeM 3TO BCTPAMBAHUE HCIIOJIB3YETCS
uist  ympaBieHus — Tuddy3uOHHBIM

KOTOpPBI  T€HEPUPYET

JIEKOJIEPOM,
KOHEUHOE  HW300paKeHHE.
Otmeuy, uro monens CLIP octaércst 3aMOpOXKEHHOM
BO BpeMs 00y4eHHsI Ipuopa u JeKoaepa.

3. Tenmepamus  um3obOpaxenus. Ilporecc
HaYMHAeTCs co ciaydainoro myma xr ~ N(0,1) 3a T
maroB (00ergHO 310 250-1000) MOMENb MTEPaTUBHO
YTOUHSET NpPEACTABICHHE, WCIOIb3ys TEKCTOBBIM
AMOCIIUHT €., OT CLIP mist HampaBieHus mporecca.

[4, 6]

MMpEaACTaBJICHUC Xo

B pesynbraTte nomywaercs JIaTEHTHOE

KOTOpO€  JEKOANpYyeTcs B
n300pakeHUE 1024x1024
MHKCEIIEH.

4, OOyucHue.

HAIlpuUMEp  pa3MepoM
Monens oOyuaercs
MIPeICKa3bIBATh
CPEIHEKBAIPATUYHYIO OLIHOKY:

L= Eq(x,1x)lll€ — €6 Cxr, t, e 1]

Iy Mm, MUHUMU3HPYS

2
3. H3o0paxenwus,

Puc.
DALL-E 2

CITCHCPUPOBAHHBIC

JaBaiite pa3z0epém Kakue 3ampochl ObUIH
WCTIOJIB30BaHbI JJIS TEHEPAIUU ATUX U300paKeHUH:

1. Toppt B yTpeHHEM TyMmaHe, BJAIH
BUJIHEETCS 03epo c 3epKaJIbHOU
MIOBEPXHOCTBIO.

2. JlepeBsHHBIN CTOJI C YaIIKON Kode, KHUToi
¥ OYKaMH, €CTECTBEHHOE OCBEIICHHE.

11
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3. KoTeHok cuauT Ha MOJOKOHHHUKE, 32 OKHOM
BUJTHEETCS Ccal.

DALL-E 2, mpencraBnennas B 2022 rony,
WCIIOJIb30Bajia MEPAPXUUECKUN MOIXO0J K T'eHepaluu
nzobpaxenuii [4]. Texct koguposancs moaenbio CLIP
B BEKTOp  BCTpPaWBaHWs,  KOTOPBIA  3aTeM
peoOpa3oBBIBAICS B JIATCHTHOE TIPEICTABICHUE C
noMoIIeio 1uhHy3nOHHOTO TIPHUOpa U JEKOIUPOBAIICS
B wM300paxkeHue ¢ paspemienuemM g0 1024x1024
nukceneir [4]. HecMoTpst Ha ycmexu, METOa HMe
OTpaHHYEHUs B JAETalu3allii U TeHepaluy TEeKCTa Ha
n3zobpaxenusx. Unpopmanms o DALL-E 2 npusenena
KaK UCTOPUYECKUI KOHTEKCT TaK Kak e€ MoJaepiKKa B
API OpenAl orpannyena ¢ nosisnennem DALL-E 3.

DALL-E 3, pazpaborannas  OpenAl,
WCTIONB3YETCS B HameM NpuiokeHun dvepe3 API
OpenAl  mus
M300pakeHUil HA OCHOBE TEKCTOBBIX ommcanuii [10].
Ilo cpaBuenuto ¢ DALL-E 2, DALL-E 3 nyume
Osaromaps

napax

CO3aaHUs BBICOKOKAQUYECCTBCHHBIX

UHTEPIPETHPYET
oOydyeHuto  Ha

CJIOKHBIC  ITPOMIITBI

VITy9IIEHHBIX TEKCT-
n300pakeHue CO3/IaHHBIX C TIOMOMIIBIO CHHTETHYECKUX
noamuceid  or  Monenu-kammmonepa  [4,  10].
Apxurektypa DALL-E 3 neranpHo He packpsiBaeTcs,
Ho OpenAl orMeuaet ynydieHHy0 00paboTKy TEKCTa
omaromapst uaterpanuu ¢ ChatGPT, e€ Bo3MOXHOCTH
nenaror  eé JUIS

o0pa3oBaTeNbHBIX NpuiIokeHnH. Hanpumep yuurens

LIEHHBIM WHCTPYMEHTOM
MOTYT TEHEPHUPOBaTh HILTIOCTPAIIUH
qyarpaMma CTPOCHHsSI KJICTKHM JUJISi YpoKa OHOJIOTHH
WM Jake BHU3yaJIbHbIC MaTepHaabl IS JPYTHX
MPEIMETOB YIPOIIasi MOJTOTOBKY y4eOHOT0 KOHTEHTA.
Wuterpamuss DALL-E 3 momu€pkuBaeT moTeHIHAI
ICHEPATUBHBIX MOJEJIEH JUIS aBTOMAaTHU3alUd U

TaKUC KakK

oborarmieHus: 00pa3oBaTeILHOTO MPoIIecca.

DALL-E 3, mocrymnas gepe3 APl OpenAl ¢
ceHTs0ps 2023 roga, 3HAYUTETHHO YIYUIIHAIa POIECC
renepaiuu uzobpaxenuit [7]. Ona ucnonszyer CLIP
JUTS KOIUPOBaHMs TeKCTa 1 MHTerpupyercs ¢ ChatGPT
Ha Oasze GPT-4 nmng ontuMuzanuyd TEKCTOBBIX
3ampocoB, obecneunBas 0ojee TOYHOE COOTBETCTBUE
CJIOKHBIM omnucanusMm [7]. T'eHeparusi ocHOBaHa Ha
muhGy3UOHHBIX ~ METOoJax M MOJAJEpKUBaeT
paspemenus 1024x1024, 1792x1024 u 1024x1792

MUKCENeN, ¢ yJIy4dlIeHHOM netanu3aunuent. Kak yxe
OBUIO cKazaHo apxuTekTypHble aetamu DALL-E 3
OCTalOTCSI HEPACKPBITBIMM, HO OHAa JIEMOHCTPUPYET
BBICOKYIO 3(Q(EKTHBHOCTb B OOpaOOTKE CIIOKHBIX
3aMpoCoB, UTO JIeTaeT e€ EHHBIM UHCTPYMEHTOM ISt
00pa30BaTeNIbHBIX MPUIIOKEHUH.

Puc.
DALL-E 3

3anpocel KOTOpble OBUIM HCIOJIB30BaHbI JIs
reHepaluu 3TUX N300pakeHUH:

4. W3obpakeHus,

CIT'CHCPUPOBAHHBIC

1. Ilepnok Xoamc ¢ JIynoi ucciaeayeT yiauKku
B KOMHare Ha belikep-cTpur,
MHTEpbEPA BUKTOPHUAHCKOM 3MOXHU.

2. WupycrpuanpHas peposronus: (adpuka c

neTanu

OBIMAIIAMUCS ~ TpyOamm, pabouue y
CTaHKOB

Kax Bugono w3 Tabmumer 1, DALL-E 3

npeyiaraeT 0oJjiee IIUPOKHE BO3MOXKHOCTH IS

paboTel ¢ pa3MepamMu  HM300paKEHUH, BBICOKOM

TOYHOCTBIO TIOHMMaHHSl 3alpoCOB U KadeCTBOM

reHepamuu U300pakeHUH.

XapakTepucTuka DALL-E2 | DALL-3
MaxkcnmanbHoe 1024x1024 | 1792x1024
paspereHie (kBazpar) (mmpoxodopMaTHBIi)
XOpollIee,
Katectso o o | BPICOKoE, MEHBILIE
oumbkamn | P clpaictos
Ilonnmanve BLICOK -
SATpOCoR cpefHee COKOE, TOUHOE
Wurerparms c
ChatGPT et @
aKTyalbHas, —IUIATHAS
JoctymnHocTh OIPAHWYCHA | |\ o

Tabnuma 1. CpaBautensHas Tabmuna DALL-2
u DALL-E 3
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PesyabTaTrel. B mporotune co3maHHOTO
npuioxenus MilliyGPT Obutn  ycrenHo co3aaHsl
TEKCTOBBIE OMHUCAHUS U M300paKeHUS JUIsl 3aJaHHBIX
Hampumep, nns 3ampoca  “‘omuinm
(dotocunTe3” ObLT co3naH TekcT o0bEMoM 150 cnos,
OTTHCHIBAOIITIX dorocunTesa. s
SKCIEPUMEHTA ObUT  cHelmaH  3ampoc
“PekOHCTpyKLUsl JIpeBHErpedyeckoro AKpomnoss B

3aIpOCOB.

nporiecc
TaKKe

TEXHUKE aKBapenu’ [UIs TeHepaluu H300pakeHui
pasmepom 1024x1024 nukcenei.

| 256x256  512x512 m

[}< MilliyGPTApp

PeKkoHCTpYKUUA fpesHerpevecKoro Akponons
B TeXHMKe aksapenu

KONMYECTBO CO3naBaeMbIX u:nﬁpaxnnui
v

256x256  512x512 m
e §
3 e 4

co3partb

o O) <

Puc. 5. Tpm BapmanTa CreHepUpPOBAHHBIX
n3o0paxkenuit ¢ momomipio DALL-E 3 B mporpamme

MilliyGPTApp st ypoka ucropuu

[Tonseném uTory, st reHepaluy TeKCTa YIIIo
B CpeHEM 5 CeKyHJ BpeMeHH a JuIsl n3oopaxenus 30
cexkynn Ha Android Virtual Device (Android Studio).
TOYHOCTH COOTBETCTBHS 3ampocaM  OICHHBAJach
cyobekTuBHO: 89% TtekcroB u 84% wu3o0paskeHMit
ObUIM TIPU3HAHBI PEJIEBAHTHBIMU.

Oocyxnenne. CpaBHenne DALL-E 2 wu
DALL-E 3 nmoguépkuBaeT BOJIOLUIO T€HEPATUBHBIX
TexHonorui B npunoxxennu. DALL-E 2 3anyiiennas B
2022 ropy, ucmonb3oBalia UEPAPXUUYECKUIN TMOAXOA C
CLIP, mpuopom wu nuddy3uoHHBIM AEKOAEPOM,
co3maBas u3o0pakeHus: ¢ paspemieHueM 1024x1024
MUKCEJIeH, HO C orpaHnueHHoN Aetanu3anuei. DALL-
E 3 xoropas Obuta mnpencrtaBien B 2023 rony,

unterpupyercst ¢ GPT-4 nns onTUMHU3aLUK 3a1pocoB

u npumensieT nuddy3uoHHbIE METOMBI, o0ecreunBas
paspemenue 10 1792x1024 mnukcenedt u myudiiee
KauecTBO. EE mpemmymecTBa 3TO 0Oojiee BBICOKAs
CKOPOCTb U TOYHOCTb - CJENIAIU €€ OCHOBOM TEKYIIETO
nporotuna. DALL-E 3  moBelcHT  KadecTBO
00pa30BaTEJIbHBIX MAaTEPUAIIOB, XOTSI 3aBUCUMOCTb OT
(OpMYIMPOBKH 3alpOCOB OCTAETCS OrPAHUYECHUEM.
JanpHeillee pa3zBUTUE MOXKET BKJIKOYATh MIMPOKOE
TECTHPOBAaHUE B LIKOJAX U yJIydlleHne HHTepdeiica.
Mob6unsHoe npunoxenue ¢ MM oTkpeiBaer
HEMaJI0 TEepPCHEeKTUB MAJs HIKOJIBHOTO 00pa30BaHUS.
Jlisg Hayana CTOMT NMPOBEPUTH €0 B J€je, a TOUHEE
3aIyCTUTh €r0 BO MHOTHUX KJIaccaxX YTOOBI MOHATH KaK
OpakTUKe U JopaboTarts,
NPUCIYIIABUIMCH K YUYUTENSIM U ydyeHukam. Emé oqHa
nzesl 3TO HAyYUTh MPUIIOKEHUE TOJCTPaUBATHCS IO
KaX/I0r0 y4allerocs, BblJaBas MaTepualbl, KOTOpPbIE

OHO IIOMOra€t Ha

OyIyT MOAXOIUTh MMEHHO WM IO YPOBHIO 3HaHHIA,
4TOOBI YPOKH CTaJIH MOJIC3HEE.
3akiouenne.  Pa3pabotka
npunoxenns  MilliyGPTApp  mokassiBaer,
HCKYCCTBGHHBIﬁ HHTCIJICKT, MOXKET CTaTh HACTOSIIIUM

MOOMIJIBHOTO
9TO
MTOMOIIHUKOM B HIKOJIBHOM o0Opa3oBaHuU.
[Ipunoxenue crnocoOHO OBICTPO FreHEPUPOBATH TEKCTHI
1 U300paKeHus1, HAIPUMEDP OT ONMKMCaHUH (HOTOCUHTE3a
Oto

OTKPBIBACT HOBBIC BO3SMOXXHOCTU IJIA HpenonaBaTeneﬁ

A0 CXEM H©U HCTOPHUYCCKHX I/IJIJIIOCTpaL[Hﬁ.

Y YYalluXcsi, MaTepHallbl MOSIBISIFOTCS OyKBaJIbHO 3a
CEKYH/IbI, a X COJIEP>KaHUE MOXHO TOJICTPAUBATh MO
YpOKH OWOJIOTMM, HMCTOPUU M APYTHX MPEIAMETOB.
Koneuno, ectp Haj yeM paboTaTh, HAIPUMEP KAUECTBO
M300paKEHU HWHOT/IA 3aBHCHUT OT TOTO, KaK TOYHO
chopmynupoBan 3ampoc. Ho yxe ceifuac BUAHO, 4TO
TaKOM MOJX0J MOXET COKOHOMUTH BpeMsl I1€JaroroB 1
CIeNaTh 3aHATUSA UHTEpecHee s pedsaT. B Oyaymem
OXKUIACTCA TCCTUPOBAHHUC TIPHUIIOKCHUA B CTapUINX
KJaccax, n100aBUTh Ooniee ynoOHBINH MHTEpdeiic s
y4uTeNeH U BO3MOKHO yIIyUIIUTh MOJENH, YTOOBI OHU
emé Jydiie MOHMManu oOpa3oBaTelIbHBIE 3aJauu.
HckyccTBEHHBIM MHTEIUIEKT B ILKOJIE 3TO HE MPOCTO
TEXHOJOTHS, a IIaHC cJaelaTh OOy4YeHHE >KUBBIM U
JOCTYITHBIM.
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Ensuring privacy in the digital age: an algorithmic approach to data de-identification and re-
identification risks

techniques.

identification, re-identification.

Introduction. A significant portion of
contemporary human activity is digitally recorded and
stored. Each interaction between an individual and
digital systems generates new data. Online search
queries, social media activity, e-commerce
transactions, geolocation data from mobile devices,
and even content preferences all contribute to a
growing dataset tied to an individual. These data are
analyzed by organizations for various purposes. Media
services, for example, utilize user preferences to
deliver personalized recommendations; healthcare
institutions rely on patient data to conduct medical
research; and search engines refine their algorithms
using query patterns. Such aggregated datasets may be
transferred or sold to third parties like marketing
agencies and analytics firms. Legal restrictions exist to
prevent the disclosure of personally identifiable
information (PII), including names, social security
numbers, and medical records. Once these identifiers
are removed, the data is considered anonymized.
Anonymized datasets, being free from strict regulatory
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Abstract. This paper examines the fundamental properties of personal data and explores
anonymization as a strategic approach to safeguarding privacy. It outlines the stages involved in de-
identifying personal data, investigates the vulnerabilities and lead to re-identification, and analyzes
the motivations behind such attacks. Additionally, the study provides a comprehensive overview of
the entire lifecycle of personal data, including its collection, processing and anonymization

Keywords. personal data, anonymization, data protection, data depersonalization, data de-

oversight, are often shared or monetized. However, the
increasing availability of open-source data and
advances in computing have heightened the possibility
of re-identification, whereby anonymized information
can be traced back to individuals.

Analysis of Scientific Works in the Field of
Personal Data Protection

The works [1-2] considered the principles of the
Common European Regulation on the protection of
personal data and proposed an algorithm for organising
control over the use of BPD. Authors [3] proposed to
set profiles of processing purposes and check the scope
of attributes, namely assistant-automation to obtain
some visits to modify them from the workplace. Which
is the result of automation and expert judgement of
technological stress. The value of an attribute
characterises the degree of importance of its
concealment for the owner and is related to its content
and processing time. The formation of data profiles is
established by expert judgement using the method of
building linguistic scales.
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Dependence on the degree of data
anonymisation affects the level of criticality of
information loss. In the article [4] new methods of
information loss estimation at data anonymisation were
analysed. The method considered in the article
(Pearson correlation coefficient) does not allow
estimating the data structure, thus establishing
equivalence between the original and the data. The
advantage of the algorithm proposed by the authors is
that clusters can be selected of arbitrary shape. The
resulting data are again subjected to clustering. The
objects are then allocated to classes. The distribution
before anonymisation and after for the presence of
correlation between them. The study showed that the
number of clusters became equal to the number of
clusters of the input data, and the distribution of objects
in each cluster has a similar shape.

Another approach to personal data protection
proposed in the research paper [5] involves a special
concept of data sharing, authorisation and data
recovery in case the user loses the access key. The
considered secure architecture for combined primary
and secondary use of patient data based on the
principles of confidentiality and non-disclosure.
Confidentiality is ensured by the fact that all attributes
in the database are protected by encryption, in addition,
to ensure integrity, the authors proposed the use of TLS
protocol and signing of messages.

The issues of ensuring the confidentiality of
user data, in particular genomic data, as well as
methods for protecting genomic confidentiality are
outlined in [6]. The genomic data sharing algorithm
developed by the authors includes pre-processing of
the original genomic data in the form of a summary
statistics table, which simplifies analysis, and then
modifying the summary statistics to preserve
confidentiality. This process of adding noise ensures
that the overall distribution of the modified data is
indistinguishable from the original data, thereby
protecting the privacy of individual data points. Such
an approach ensures that the privacy of individual users
is preserved, allowing the important work of data
processing analysis and statistics to continue while

minimising the potential
disclosure.

Anonymization
identification Risks

Personal data is intrinsically linked to its
subject, making its protection vital. Without this link,
it becomes difficult to verify ownership without
additional data. This principle underpins de-
identification, which plays a vital role in safeguarding
personal data amid digital transformation. De-
identified data is presumed safe for further analysis as
it lacks identifiers that link it to an individual. The
process of collection, processing and depersonalization
of personal data shown in the figure 1.

risks of personal data

Methods and Re-

Data Subjects

Data gathering
¥
Set of personal
data
Depersonalization
¥
A data set that
presumably does not
contai personal data
l Data placement
s in the public
Data Use Data recipients domain publichy
Apreement | available
Trusted Unidentified

Figure 1. The process of collection, processing
and depersonalization of personal data

Direct identifiers, under laws such as HIPAA
(1996), include names, addresses (excluding city or
town), telephone numbers, email addresses, social
security numbers, medical record numbers, insurance
numbers, account credentials, vehicle identifiers, IP
addresses, biometric data, and facial images [7]. These
identifiers can uniquely pinpoint an individual,
whereas indirect identifiers describe behavioral
patterns or demographic traits that could reveal identity
when combined with external datasets.

Data re-identification refers to the process of
restoring the identity of an individual in a previously
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anonymized dataset. When direct or indirect identifiers
are revealed, the subject's identity may be
reconstructed. De-identified data is not always suitable
for public release, and de-identification methods
should be part of broader data protection strategies, not
standalone solutions.

Implementing  effective data  protection
mechanisms can be expensive. Organizations may
favor anonymization for its cost-efficiency, as it
reduces regulatory burdens while maintaining data
usability. Anonymization involves techniques that
prevent unique identification of data subjects.

Re-identification =~ may  occur  through
insufficient depersonalization, dataset merging, or data
matching-all of which can be combined for more
effective identification. HIPAA considers city, state,
ZIP code, and date elements as indirect identifiers
when these are not specific enough to serve as direct
identifiers.

An Algorithm for the Data De-identification
Process

The privacy and protection of personal
information are crucial, especially when this data is
shared or made publicly available. The process of data
de-identification is vital in ensuring that individuals’
identities remain confidential, even when their data is
used for research, analysis, or other purposes.

The mathematical algorithm for data de-
identification described here outlines the systematic
steps involved in transforming personal data into
anonymized datasets, which are free from identifiable
information. The goal of this algorithm is to mitigate
the risks associated with data exposure and to enable
data to be used for broader purposes without violating
privacy laws or ethical standards. The algorithm is
composed of data gathering, depersonalization,
verification, and establishing agreements regarding the
usage of de-identified data. It emphasizes the
importance of ensuring that data recipients are trusted
and that data, once anonymized, can be safely placed
in the public domain. The following is a more detailed
explanation:

1. Data Gathering. Let D be the original dataset
of personal data, consisting of data points for
each subject: D ={d,,d,,...,d,}, where d;
represents a data record for each subject (e.g.,
name, age, address).

2. Set of Personal Data At this stage, personal
data is collected. It may include sensitive
information such as:
{name, age, address, social security number}
. These data points can be represented as
VeCtors:  Dpersonar = {X1, X2, ..., X},  Where
each element of the vector corresponds to a
personal identifier.

3. Depersonalization Process. The
depersonalization algorithm removes or
generalizes identifiable information, like:

— transform age x, into an age range:

Age category (x;) = )16—3 * 10 ;

Dpersonal =

— transform the zip code x3into a generalized
form: Zip code (x3) =
First 3 digits of x3 .
After depersonalization, the data is transformed
into a set where personal identifiers are hidden:
Dpersonalized =
{Age category, Zip code, Anonymous labels} .
4. Verification Step. Verification that Data Does
Not Contain Personal Data. To ensure that the
data no longer contains personal information, a
check is performed:
Is anonymized (Dpersonatized) =
True if Dpersonalizea d0esn’t contain personal identi
{False if Dpersonatizea d0esn’t contain personal identi

5. Data Use Agreement. Depending on whether
the data recipients are trusted or not, a data use
agreement is made:
Data use agreement
trusted if data recipients are authorized to
- {unidentified if recipients are unauthorized to acc
6. Data Placement in the Public Domain. After
depersonalization and data use agreement, the
data can be placed in the public domain:
Public domain data placement (Dpersonatized)

= True if data is placed in the public domain
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It is important to note that the algorithm’s
effectiveness depends on its proper implementation
and continuous evaluation, especially in light of
advancing technologies that could potentially
challenge the boundaries between anonymized and
personally identifiable data. As the landscape of data
privacy evolves, the de-identification process must
adapt to new threats and ensure that personal
information remains protected in all circumstances.
The overall goal is to strike a balance between data
utility and individual privacy, ensuring that data is both
safe and useful for analytical and research purposes.

Challenges of Anonymization and Data
Security

A core challenge of anonymization lies in
balancing data utility with privacy. Often, protective
techniques degrade the analytical value of data.
Moreover, the absence of standardized practices across
industries and jurisdictions hinders assessment and
interoperability. Technological advancements also

enable increasingly sophisticated re-identification
tactics.

Insufficient anonymization arises when
datasets unintentionally retain identifiers. Both

structured (e.g., spreadsheets) and unstructured data
(e.g., text notes, voice commands) are vulnerable.
Structured data has identifiable schema, while
unstructured data is variable and more difficult to
sanitize.

Pseudonyms offer limited protection if
reversible or consistently reused. If attackers gain
knowledge of the aliasing mechanism, they can
reconstruct original identities. Persistent pseudonyms
also facilitate re-identification through pattern analysis.
Merging datasets is one of the most effective ways to
reverse anonymization. A notable case by L. Sweeney
showed that combining anonymized medical data with
public voter records was sufficient to re-identify
Massachusetts Governor William Weld [8]. Once one
dataset is linked to a subject, others can be decoded via

such incidents. Most anonymization methods are
outdated and fail to meet contemporary technical
threats. The line between anonymized and identifiable
data is blurred, especially as well-resourced actors can
exploit even minor vulnerabilities.

Despite the availability of anonymization
techniques, data controllers face ambiguity in applying
them effectively. Many methods remain theoretical or
generalized, lacking clear guidelines or application
domains. This complicates integration into real-world
data protection systems.

Conclusion. Re-identification of anonymized
data continues to pose a serious threat to privacy.
Current  anonymization = methods, such as
depersonalization and de-identification, are not always
sufficient to ensure the protection of data.

Presented in the article algorithm provides a
robust framework for transforming personal data into
anonymized datasets, effectively minimizing the risks
associated with data exposure while ensuring privacy
compliance. By applying steps such as data gathering,
depersonalization, and verification, personal data is
stripped of identifiable information, reducing the
potential for unauthorized re-identification. However,
the algorithm's efficiency is contingent upon its proper
execution and ongoing evaluation, as advancements in
technology and re-identification methods pose
continual threats to privacy. This algorithm offers a
balanced approach, prioritizing privacy while enabling
the broader use of data in a responsible and ethical
manner.
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Annotatsiya: Ushbu maqolada zamonaviy kriptografiyaning muhim tarkibiy qismi bo‘lgan ElGamal
shifrlash algoritmi ko‘rib chiqiladi. Algoritmning asosiy tamoyillari, uning matematik asoslari va
kriptografik xavfsizlik jihatlari tahlil gilinadi. Kalitlarni yaratish murakkabligi, shifrlash va
deshifrlash jarayonlarining samaradorligi batafsil tavsiflanadi. Maqgola zamonaviy axborot xavfsizligi
muammolarida ElGamal algoritmining o‘rni va ahamiyatini ochib beradi.

Il Kalit so‘zlar: EIGamal shifrlash, kriptografik algoritm, xavfsiz kalit, diskret logarifm.

Kirish

ElGamal shifrlash algoritmi 1985-yilda Taher
Elgamal tomonidan ishlab chigilgan va asosan
kriptografiyada xavfsiz aloga uchun ishlatiladigan
asimmetrik shifrlash usuli hisoblanadi. U kalit
almashish, ma’lumotlarni shifrlash va ragamli imzo
yaratish uchun qo‘llaniladi. Algoritm diskret logarifm
muammosiga asoslangan bo‘lib, bu muammo
hisoblash jihatidan giyin hisoblanadi. Ushbu magolada
ElGamal algoritmi, uning tarkibiy gismlari, afzalliklari
va  kamchiliklari  haqida  batafsil  ma’lumot
keltirilgan[1].

ElGamal kriptotizimi ikkita tizim o‘rtasidagi
alogani ta’minlash uchun ochiq va shaxsiy kalit
tushunchalaridan ~ foydalanadigan kriptografiya
algoritmi  hisoblanadi. Xabarni shifrlash uchun
umumiy kalit mijoz tomonidan ishlatiladi, xabar esa
serverdagi shaxsiy kalit yordamida shifrlanishi
mumkin. EIGamal shifrlash algoritmi usulining yagona

kontseptsiyasi tajovuzkorga muhim ma’lumotlar
ma’lum bo‘lsa ham, shifrlash usulini hisoblashni
deyarli imkonsiz gilishdir[2].

Tadgqiqot usuli

ElGamal algoritmi RSA algoritmiga garaganda
ko‘proq resurs va energiya sarflaydi, sababi ElGamal
algoritmi RSA algoritmiga nisbatan hisoblash jihatidan
murakkab hisoblanadi. Shifrlash va shifrlangan
ma’lumotni ochish jarayonlari ko‘proq vaqt talab
gilinishi mumkin. Bu esa mobil qurilmalar yoki
cheklangan resurslarga ega tizimlar uchun ElGamal
algoritimidan foydalanishni giyinlashtiradi.

ElGamal algoritmi xavfsizlik jihatidan kuchli
bo‘lsada, uning hisoblash murakkabligi va resurs
talablari tufayli RSA yoki Elliptik egri chizig (EECH)
kabi algoritmlarga qaraganda kamroq qo‘llaniladi.
Birog, u shifrlash va imzolash uchun mosligi,
shuningdek, tasodifiylik xususiyati tufayli ma’lum
sohalarda afzalliklarga ega.
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Shifrlangan ma’lumot hajmi RSA algoritmiga
garaganda ikki baravar katta bo‘lishi mumkin, chunki
ElGamal shifrlashda ikkita giymat (r va t) yuboriladi.
ElGamal algoritmi diskret logarifm
muammosiga asoslangan bo‘lib, bu muammo hozirgi
vaqtda klassik kompyuterlar uchun giyin hisoblanadi.
Shuning uchun u RSA kabi algoritmlarga garaganda
ba’zi hollarda xavfsizroq deb hisoblanadi. ElGamal
shifrlash jarayonida tasodifiy sonlardan foydalanadi.
Bu esa bir xil xabar bir necha marta shifrlanganida har
safar boshgacha shifrlangan ma’lumot hosil bo‘lishini
ta’minlaydi.

Agar g va a berilgan bo‘lsa, g“=a (mod p)
tenglamani ganoatlantiruvchi x ni topish giyin. Bu
muammo  ElGamal  algoritmining  xavfsizlik
asosidir[3].

Tomonlardan biri
amallarni bajaradi:

e Katta tub son p va uning generatori g
tanlanadi. g soni p ga nisbatan primitiv
element (ibtidoiy ildiz) bo‘lishi kerak;

e Shaxsiy kalit x tanlanadi, bu 1<x<p-I

oralig‘idagi tasodifiy butun son;

e Ochig kalit A hisoblanadi: A = g* (mod p);

e Ochiqg Kalit: (p, g, A), shaxsiy Kalit: x;

Shundan so‘ng Bob maxfiy xabar M (M<p) ni
shifrlaydi va Alicega yuboradi. Ushbu jarayon
quyidagicha amalga oshiriladi:

e Bob tomonidan tasodifiy butun son k

(1<k<p—1) tanlanadi;

e Bobr =gk (mod p)vat=AM (mod p)

hisoblaydi;

e Bob shifrlangan xabar (r, t) ni Alicega

yuboradi.

Alice shifrlangan xabarni (r, t) olganida, u
o‘zining shaxsiy kaliti x yordamida quyidagicha shifrni
ochadi:

e s=r‘modp;

Alice dastlab quyidagi

Natijalar

ElGamal algoritmidan foydalangan holda
ma’lumotlarni  xavfsiz tarzda almashish uchun
xabarlarni shifrlash va deshifrlash ganday sodir
bo‘lishini bosqichma-bosqich ko‘rib chigamiz. Alice
va Bob maxfiy ravishda ma’lumot almashishni
quyidagi tartibda amalga oshiradi.

Dastlab, Alice p = 107, g = 2, x = 67 kabi
kerakli parametrlarni tanlab oladi, so‘ng A = g* (mod
p) formula asosida ochiq kalitni hisoblab oladi:

A =25 (mod 107) = 94

Shu tarzda Alicening ochiq kaliti (p, g, A) =
(107, 2, 94) hosil bo‘ladi. Yopiq kaliti esa x = 67.

Bob Alicega “T” (ASCII jadvalida 84 ) harfini
yuborishi kerak. Bob k = 45 (1<k<p—1) butun sonini
taxminiy tanlab oladi va M = 84 xabarni shifrlash
jarayoni amalga oshiriladi.

r = g¢ (mod p) = 2*° (mod 107) = 28;

t = AM (mod p) = 94% * 84 (mod 107) = 99.

Shu tariga Bob shifr xabarni (r, t) = (28, 99)
Alicega yuboradi. Alice o‘zining shaxsiy kaliti
yordamida shifrmatnni deshifrlaydi.

s =r*mod p = 28% mod 107 = 5;

st =43 chunki, 5 * 43 mod 107 = 1;

M =99 * 43 mod 107 = 84. ni hisoblab dastlabki
ochiq matnga ega bo‘ladi.

Ushbu jarayon quyidagi jadvalda ketma-ket va
batfasil keltirilgan:

1-jadval
Ne ALICE BOB
1 primitive element p = 107

M - ochiq matn

generator g =2
M = “T” (ASCII jadvalida 84 ) = 84

yopiq kalit x = 67

Ochig Kalit
2 | A =g* (mod p) = 2% (mod 107) = 94

Tasodifiy butun son
k=45,(1<k<(p-1)

4 g=2,p=107,
A=94

Shifrlash jarayoni:
t= A*M (mod p) = 94* * 84 (mod 107)
5 (r, ) =(28,99)

& r= gk (mod p) = 2*° (mod 107) = 28;
=99
Deshifrlash jarayoni:

l,-: Shifrlash jarayoni:
Shifrmatn:
6| s=r‘modp=28"mod107=5

e sl*smodp=1,; s %5 mod 107 = 1 .
e dastlabki xabar M = (t * s) (mod p) orgali i A S s S [ oo
topiladi. =
Yugorida keltirilgan ketma-ketlik asosida
shifrlash ~ va  deshifrlash  jarayonlari amalga
oshiriladi[4].
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Muhokama 6. Ferguson, N., Schneier, B., & Kohno, T.

ElGamal algoritmi asimmetrik shifrlashning (2010). Cryptography Engineering: Design
kuchli usuli bo‘lib, uning xavfsizligi diskret logarifm Principles and Practical Applications. Wiley.
muammosiga asoslangan. Uning ochiq kalitli shifrlash 7. W. Diffie, P. van Oorschot and M. Wiener,
tizimi  sifatidagi  xususiyatlari elektron pochta “Authentication and Authenticated Key
xavfsizligi va ragamli imzolarda keng qo‘llanishiga Exchange”, Designs, Codes and Cryptography,
olib kelgan[5] 2,-1992, - pp.107- 125.

Kalitlarni to‘g‘ri tanlash (masalan, katta tub 8. ElGamal, T. (1985).A Public Key
sonlardan foydalanish) algoritmning xavfsizligini Cryptosystem and a Signature Scheme Based
oshirish uchun juda muhimdir. ElGamalning on Discrete Logarithms. IEEE Transactions on
shifrlangan matn hajmi Kkattaligi uni ba’zi ilovalar Information Theory, 31(4), 469-472.
uchun noqulay qiladi, lekin xavfsizlik jihatidan bu 9. Diffie, W., & Hellman, M. (1976). New
kamchilikni 0‘rnini bosadi.. Directions in Cryptography. IEEE

Xulosa Transactions on Information Theory, 22(6),

ElGamal shifrlash algoritmi, o‘zining asosiy 644-654.
tamoyillari va xavfsizlikka oid xususiyatlari bilan 10. A.Arabboyev “Diffie-hellman algoritmi va

zamonavly kriptografiya sohasida muhim o‘rin
egallaydi. Ushbu maqolada ElGamal algoritmining
ishlash prinsiplari, kalit yaratish jarayoni, shifrlash va
deshifrlash bosgichlari batafsil tahlil gilindi. EIGamal
shifrlash  algoritmi  kriptografiyada xavfsizlikni
ta’minlashda muhim vosita bo‘lib, uni zamonaviy
tizimlarda, aynigsa ragamli imzo yaratishda va xavfsiz
aloga o‘rnatishda keng qo‘llash mumkin. Shuningdek,
algoritmning samaradorligini va xavfsizligini oshirish
uchun yanada rivojlangan usullar va
optimallashtirishlar zarur.
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oshirish omillaridan biri sifatida muhokama gilinadi. Infografikaning ta’limiy ma’lumotlarni tagdim

“ Annotatsiya: Ushbu magolada infografika faol fikrlashni shakllantiradigan axborot mazmunini

etishdagi imkoniyatlari hamda afzalliklari hagida fikr yuritiladi.

|| Kalit so‘zlar: : axborot, axborot ogimi, axborotni tagdim etish, infografika, vizuallashtirish

Kirish. o‘qitish jarayonining samarali tashkil
etilishi, darsda rejalashtirilgan ta’limiy axborotni
talabalar ~ ongiga  singdirish  darajasi  bilan
xarakterlanadi.

Axborot inson miyasiga ganday kiradi? Keling,
tadgiqgot natijalariga murojaat gilaylik. Inson miyasiga
axborotning umumiy miqdorining 90 foizi ko‘rish, 9
foizi eshitish, golgan 1 foizi esa hid, ta'm va teginish
orgali kirar ekan (1-rasm) [1]. Inson miyasida vizual
funktsiyalarga bag'ishlangan tasvirlar matndan ko‘ra
tezroq gayta ishlanadi. Miya rasmlarni birdaniga gayta
ishlaydi, lekin matnni chizigli ravishda qayta ishlaydi,
ya'ni matndan ma'lumot olish ancha vaqt talab etadi.

orgali idrok etishi

Axborotni tagdim etish usullaridan biri bu
infografika (axborot grafikasi) [2, 3].

Infografika - axborot va bilimlarni uzatishning
grafik usuli, uning vazifasi murakkab ma'lumotlarni
qulay va tushunarli tagdim etishdir. Ushbu zamonaviy
tendentsiya aloga dizayni shaklidir. Infografika - bu
murakkab narsalar hagida osongina gapirishning bir
usuli. U tushunarsiz narsani qulay giladi, chalkashlikni

tuzatadi va loyga narsani betonga aylantiradi.
Infografika o‘qilishi mumkin bo‘lgan narsani ko‘rish
mumkin bo‘lgan narsaga aylantiradi, ya'ni matn
belgilarini grafik belgilarga aylantiradi yoki ularni bir
butunga birlashtiradi.

Kundalik hayotimizda foydalanib kelayotgan
bir gancha infografikalardan misol tarigasida keltirib
o‘taman:

: bece
— i m oo o
Yol belgilar Diagrammalar Logotiplar Brendlar

2-rasm. Infografikaga hayotiy misollar.

Xorijiy adabiyotlarda “infografika” atamasi
shunchaki ma’lumotlarni vizualizatsiya gilish emas,
balki bitta syujet yaratish maqgsadida grafik dizayn,
illyustratsiyalar va matnlarning birikmasi sifatida
tushuniladi [4, 5].

Adabiyotlar sharhi(tahlili). Sandra
Rentgenning “Axborot grafikasi” nomi Kkitobida
axborotni foydalanuvchiga tagdim etishda grafikadan
ya’ni  infografikadan  foydalanishning  samarali
usullarini  keltirib  o‘tgan. Infografika yaratish
bosqgichlari va infografika yaratuvchi dasturlar hagida
ham ma’lumotlar berilgan. Garet Kukning “Eng yaxshi
Amerikaning infografikasi” nomli kitobida gizigarli
interaktiv vizualizatsiyadan tortib oddiy, ammo
oshkora infografikagacha, Kuk tanlagan infografika
hatto eng oddiy mavzularni ham insonlarga zavq
bag‘ishlaydi. Alberto Qohiraning “Funsional san’at”
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nomli kitobida statistik fan, grafik dizayn, kognitiv
nazariya va jurnalistik  tadgigot  sohalarida
infografikani qo‘llashni o‘rgangan. Stiven Xeller
“Infografika dizaynerlarining eskiz kitoblari” ushbu
kitobda infografika bilan shug‘illanuvchilar uchun
chiroyli shablonlar, infografika yaratish bosgichlari va
infografika yaratuvchi dasturlarni  misol keltirib
o‘tilgan[8].

Den Roemning “Praktika vizual tafakkur”
asarida ma’lumotlarni samarali tarzda ko‘rsatish
masalasiga alohida e’tibor garatilgan. Muallif qanday
diagramma qaysi holatda qo‘llanishi kerakligi,
ularning afzalliklari hamda ayrim jadvallarning
qo‘llanilish sohasi hagida amaliy tavsiyalar beradi. Bu
kitob vizual axborotni aniq va tushunarli yetkazishda
grafik vositalardan to‘g‘ri foydalanish muhimligini
ta’kidlaydi.

Syuzanna Vaynshank tomonidan yozilgan “100
ta asosiy dizayn prinsipi” kitobida esa asosan inson
psixologiyasi va dizayn o‘rtasidagi bog‘liglikka e’tibor
garatilgan. Unda keltirilgan tadqiqot natijalari orgali
foydalanuvchilar veb-saytlar, plakatlar, interfeyslar
kabi turli vizual materiallarga ganday munosabat
bildirishi tahlil gilinadi. Kitobda dizaynerlar e’tiborini
jalb qilish, foydalanuvchi bilan samarali aloga
o‘rnatish  bo‘yicha ko‘plab foydali tavsiyalar
keltirilgan.

Gen Zelazniy tomonidan yozilgan
“Diagrammalar tilida so‘zlashing” nomli asar
infografikaga yangi Kkirib kelganlar uchun aynigsa
foydalidir. Unda taqdimotlar, chigishlar uchun
diagramma, grafik va boshga ko‘rgazmali vositalarni
to‘g‘ri tanlash va qo‘llash bosgichma-bosqgich
tushuntirib berilgan.

Simakova Svetlana lvanovnaning “Ommaviy
axborot vositalaridagi vizual tasvir” nomli ilmiy
ishlanmasida esa XX-XXI asrlardagi vizual
madaniyatning shakllanishida OAV vositachilik roli
haqgida fikr yuritilgan. Muallif vizual kommunikatsiya,
vizuallik va media madaniyat bo‘yicha ilgari
o‘tkazilgan tadqiqotlarga tayanib, ommaviy axborot
vositalarida tasvir asosidagi kontentning shakli va
mazmuni ganday rivojlanib borayotganini tahlil giladi

hamda vizual axborot vositalarining estetik
xususiyatlarini yoritadi.
Goroxova Yuliya Aleksandrovna hamda

Golubyev Oleg Borisovichning ilmiy ishlari esa
infografikadan ta’lim jarayonida foydalanishning
didaktik xususiyatlarini yoritadi. Ular o‘z ishlarida
infografika yordamida o‘quvchilarda axborotni vizual
gabul qgilish ko‘nikmalarini rivojlantirish va o‘qitish
samaradorligini oshirishga alohida e’tibor garatishadi.

Materiallar va uslublar. Statistik ma'lumotlar
shuni ko‘rsatadiki, ijtimoiy tarmoglarning deyarli har
bir foydalanuvchisi matndan ko‘ra rasmni baham
ko‘rishni xohlaydi. Siz matnni o‘qib chigishingiz,
bunga kuch va vaqt sarflashingiz kerak bo‘ladi, tasvir
esa darhol asosiy xabarni aniglaydi. Ma’lumki, ijtimoiy
tarmoglar foydalanuvchilarining deyarli 90-95 foizi
hech ganday axborot kontentini umuman yaratmaydi,
fagat qaysi biri o‘z fikrini to‘g‘ri aks ettirishini
aniglaydi. Va bu juda normal, chunki noyob
ma'lumotlar ularni topish, tizimlashtirish va taqdim
etish uchun katta kuch talab giladi. Agar siz ushbu 5-
10% ga tegishli bo‘lsangiz (yoki ularning safiga
qo‘shilishni istasangiz), ertami-kechmi  mavjud
ma'lumotlarni yanada qulayroq tagdim etish uchun
grafik vositalardan foydalanishga murojaat gilishingiz
kerak bo‘ladi. Bundan tashqari, vizualizatsiya nafagat
o‘z fikrlarini bemalol ifodalash uchun, balki loyihani
sodda va oson taqdim etish zarur bo‘lsa, ishning
qulayligi uchun ham zarur. Infografika odamning
axborot materiallari hagidagi tasavvurini o‘zgartiradi:
agar matnda grafikalar mavjud bo‘lsa, u holda o‘quvchi
avval vizual elementga garaydi, keyin esa matnni
o‘qiydi. Infografika  matndagi  asosiy  fikrni
o‘zlashtirishga yordam beradi. Tushunishning eng
yugori darajasiga matn va grafik kombinatsiyasi orgali
erishiladi. Infografika katta hajmdagi ma’lumotlarni
uzatishning qulay usulidir: uning yordamida siz
murakkab ma’lumotlarni oddiy va oson taqdim
etishingiz, talabalar e'tiborini bosma yoki elektron
materiallarga qaratishingiz  mumkin. Yugoridagi
fikrlardan zamonaviy ta’limda infografikadan unumli
foydalanishning dolzarbligi kelib chigadi.

Ta’lim jarayonida infografikadan o‘z o‘rnida
samarali foydalanilsa maqgsadga muvofiq bo‘ladi.
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Chunki o‘quvchi axborotni eshitgan va o‘qigandan
ko‘ra, ko‘rib tafakkur gqilsa ko‘proq bilimga ega
bo‘ladi. Infografika orqgali o‘qgituvchi o‘quvchilarga
katta hajmdagi axborotni tezlikda gisqagina qilib
yetkaza  oladi.  Aynigsa  boshlang’ich  sinf
o‘quvchilarini dars jarayoniga jalb qilish uchun
grafikadan foydalanish katta ahamiyatga ega, chunki
ular tasavvurini turli rasmlar, buyumlar, grafik
axborotlar yordamida boyitishadi. Ta’lim sifatini
oshirish uchun maktablarda albatta infografikadan
to‘g’ri va samarali foydalanishni yo‘lga qo‘yish kerak
deb hisoblayman. Buning uchun har bir o‘gituvchi
zamonaviy texnologiyalardan foydalanishni va foydali
infografika yaratishni bilishi kerak.

Infografika yaratish metodologiyasi.
Infografika ma’lumotlarning vizualizatsiyasini o‘z
ichiga oladi, bu yerda nafagat grafik ko‘rsatkichlar,
balki faktik ma’lumotlar ham muhim rol o‘ynaydi.
Kontseptsiyani  yaratishda infografika quyidagi
xususiyatlarga ega bo‘lishi kerakligini hisobga olish
kerak: vizual tasvirlar tizimi orgali yaxlit tarkibni
etkazish qobiliyati, matn va tasvirning birligi,
auditoriya  tomonidan  infografika  talginining
mavjudligi. muallifning niyatiga ko‘ra, jozibadorlik va
zerikarlilik bilan uyg'unlashgan axborot mazmuni.

Infografikani yaratish uni ikki darajada ishlab
chigishni nazarda tutadi: kontseptual (strategik) va
amalga oshirish (taktik) [6].

Kontseptual bosgichda infografika g'oyasi
batafsil ishlab chigiladi. Bosgich quyidagi harakatlarni
o‘z ichiga oladi:

- mavzu tanlash, infografika yaratish magsadini

shakllantirish  va maqgsadli  auditoriyani
aniglash;

- mavzu bo‘yicha ma’lumotlar va materiallar
to‘plash;

- to‘plangan ma’lumotlarni tahlil gilish va gayta
ishlash, ma’lumotlarni tanlash va ularni
vizualizatsiya uchun qulay formatga tarjima
qgilish;

- grafik g'oyani ishlab chigish va ma’lumotlar
hajmiga, nashr formatining magsadlariga garab

Infografikani amalga oshirish  bosgichida
quyidagi operatsiyalar bajariladi [6]:

- matnni alohida komponentlarga ajratish: vaqt,
joy, son ma’lumotlar, sharhlar va boshqgalar;

- ushbu gismlarni vizuallashtirish yoki matn
formatida saglash imkoniyatini baholash;

- konkret yoki mavhum tasvirni tanlash; uning
stereotiplar va tinglovchilarda targalishi bilan
bog'ligligini baholash;

— tasvirlarni stilizatsiya qilish, shakl va
mazmun o‘rtasida uyg unlik yaratish;

— statistik ma’lumotlarni  grafik va
diagrammalarga aylantirish,
kompozitsiya jihatidan vizual shakllarni
birlashtirish yo‘llarini izlash;

- tarixiy yodgorliklar yordamida vogealar va
tasvirlarning vagtdagi o‘zaro bog‘ligligi (vaqt
jadvallarini yaratish, vaqtning ramziy yoki
ragamli ifodasini tanlash);

- kelajakdagi grafiklar makonida ma’lumotlarni
tizimlashtirish ~ (matnning  turli ~ gismlari
o‘rtasidagi  sabab-natija ~ munosabatlarini
aniglash, vogealarni tartibda tagsimlash,
o‘quvchilarning  ustuvorliklarini  belgilash,
matn qo‘shimchalarini tanlash yoki tuzish,
ma’lumotlarning to‘g'riligini tekshirish);

- grafikaning yakuniy tartibi (afzalroq eskiz
yaratish);

- sarlavha va subtitr
metaforik bo‘lmagan);

- infografikani tekshirish va tahrirlash (matn,
tasvirlar, shuningdek mualliflik huguaqi).
Shunday qilib, infografikaning quyidagi

xususiyatlarini ta’kidlash mumkin:

- grafik ob'ektlarning mavjudligi;

- foydali va dolzarb ma’lumotlar;

- rangli tagdimot;

- mavzuning anig va mazmunli yoritilishi.
o‘qituvchilar infografikadan qulay va foydali

o‘qitish usuli sifatida unumli foydalanishlari mumkin.
Yaxshi grafikalar ma'lumotni osongina olish va

yaratish  (nominativ,

vizualizatsiya vositalarini tanlash. hazm qilishni  osonlashtiradi. o‘quv jarayonida
infografikadan foydalanmoqchi bo‘lganlar uchun
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infografikani yaratishda 5 ta asosiy bosgich mavjud (3-
rasm) [6]:

O'QUV JARAYONI UCHUN INFOGRAFIKA
YARATISH BOSQICHLARI

1. To'g'ri infografikani tanlang.

3. O*quvchilardan grafiklarni mustagqil
tahlil gilishlarini so‘rang.

4. Guruh faoliyatini yakunlash.

5. Baholash.

3-rasm. o‘quv jarayoni
yaratish bosgichlari

infografika

uchun

1. To ‘g'ri infografikani tanlang.
Sinfda infografikadan foydalanishning eng
muhim gismi to‘g'ri infografikani tanlashdir. Samarali

ishlash, o°‘quvchilarning o‘zlari mustaqgil xulosa
chigarishlari  uchun fikr yuritish  imkoniyatini
beradigan, lekin ularni  tegishli  kontekstsiz

goldirmaydigan grafiklardan foydalanish kerak. Bu
o‘quvchilar tomonidan boshqariladigan ta'limni
qo‘llab-quvvatlashga yordam beradi.

2. Kontekst yarating.

Maftunkor fon ma'lumotlaridan boshlang, to‘liq
va tegishli kontekst yaratish uchun videolar yoki
yangiliklar maqolalari kabi media kontentidan
foydalaning.

3. O‘quvchilarga grafiklarni mustaqil tahlil
qgilishlarini so ‘rang.

Talabalarni ikki-to‘rt kishidan iborat kichik
guruhlarga  bo‘ling.  Talabalar  infografikani
baholashlari va kerakli xulosalar chigarishlari uchun
savollar ro‘yxatidan foydalaning.

Quyidagi kabi savollardan foydalanishingiz
mumekin:
nima

- Ko‘rgan  ma'lumotlaringiz ~ sizni

ajablantiradi?
- Ushbu infografikadan nimani o‘rganishingiz
mumkin?
- Ushbu
ganday?
- Ular bizga nima demoqchi?

infografikani  yaratuvchining roli

Keyin talabalarga fikr yuritishga imkon bering.
Ularga infografikani tadqiq gilish va o‘z xulosalarini
yozish erkinligini bering.

4. Guruh faoliyatini yakunlash.

Guruhning har bir a’zosi infografikada
tasvirlangan narsalarni va infografikani tahlil gilish
orgali gilgan xulosalarini baham ko‘rishi kerak.
Ulardan o‘z xulosalarini grafikda topilgan dalillar va
unga qo‘shilgan ma'lumotlar  bilan  qo‘llab-
quvvatlashlarini so‘rang. Keyin har bir guruh
xulosalari orasidagi farglar va o‘xshashliklar hagida
guruh muhokamasini boshlang.

5. Baholash.
Guruhlarda muhokama, fikr va fikr almashishni
tashkil etar ekanmiz, o‘quvchilarning fikrlash

saviyasini ko‘rishimiz mumkin. Talabalarni grafikdagi
dalillar va xulosalarni tavsiflovchi gisga insho yozishni
taklif  qiling. Infografikaga  garab, talaba
vizuallashtirilgan ma'lumotlar asosida shaxsiy hikoya
yozishi mumkin.

Ta’lim jarayonida infografikadan foydalanish

axborotni idrok etish samaradorligini oshirishga
yordam beradi.
O‘quv materialini bayon gilishda
infografikadan foydalanish bo‘yicha takliflar:
1. O‘quvchilarga katta hajmdagi materialini
yetkazishda.
Ma’lumki,  katta  hajmdagi  materialni

tushuntirishda o‘quvchilarning e'tibori targaladi, ular
uchun olingan bilimlarni jamlash giyinlashadi. Bunday
xolatlarda infografikadan foydalanish materialining
alohida gismlarini o‘rganish orqgali uning yaxlit
ko‘rinishini yaratishga yordam beradi.

2. Materialni vizuallashtirishda.

Obyekt hagidagi g'oyalarni so‘zlar orqali
tushuntirishdan ko‘ra rasmda ko‘rsatilsa o‘quvchi ongi
tezroq etadi.

3. Munosabatlarni ko‘rsatishda.

O‘quv materialining gismlar: kichikroq yoki
kattaroqg, ortib borayotgan yoki kamayuvchi, sabab-
ogibat munosabatlari, yo‘nalishlarni infografika orgali
ko‘rsatilishi o‘quvchilarning o°zlashtirishiga ijobiy
ta’sir giladi.
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Natija va munozaralar. Illmiy tadgiqot
ishlarining muvaffagiyati nazariy g‘oyalarning amaliy
faoliyatdagi samaradorlik darajasi bilan belgilanadi.
Shuning uchun, ushbu tadgigot ishida tajriba-sinov
ishlarini tashkil etish va o‘tkazish metodikasini ishlab
chigish, samarali yo‘llari, metod hamda vositalarini
aniglash, tajriba-sinov bosgichlarini belgilash va ular
o‘rtasida izchillik hamda uzviylikning garor topishini
ta’minlash muhim vazifalardan biridir. Infografika
texnologiyalari  yordamida maktablarda tajriba
o‘tkazildi. Tajriba o‘tkazish uchun Furgat tumani 18-
maktabning 10-sinflari tanlandi. Tajriba va nazorat
guruhlarining o‘zlashtirishlarini taggoslash magsadida
guruhlarda o‘zlashtirish bahosining o‘rtacha giymati

-

X =¥ deb olindi. Bu yerda xi — o‘zlashtirish
ko‘rsatkichi (baho giymati) bo‘lib, ular 2, 3, 4, 5
giymatlar gabul giladi. m; — baholarning takrorlanishlar
soni, N — tajribada ishtirok etayotgan o‘quvchilar soni.

Tajriba va nazorat guruhlaridagi o‘rtacha
giymat:
1
Xr =£[5*5+11*4+9*3]
= 1 (25 + 44 + 27) —96— 3,84
25 25 7

1
Xy=5[3+%5+10%4+10+3]

_ 1t (15+40+30)—85—36
~ 23 23 7

Samaradorlik koeffisenti:
3,84
T=736
Nazorat ishi natijalariga ko‘ra olingan natijalar
quyidagi jadvalda keltirildi.

= 1,08

1-jadval. Guruhlarning natijalari.

Ta’lim | Sinflar | O‘quvchilar 5 4 baho | 3 baho | 2 baho | O‘rtacha
muassasa soni baho qiymat
nomi
10-sinflar

18-maktab | 10 A 25 S 11 9 0 3.84

10B 23 3 10 10 0 3,6

2-jadval. Baholarning o ‘rtacha arifmetik
giymati

Mezonlar Nazorat | Tajriba | Nazorat | Samaradorlik
turlari | guruh guruh | ko‘rsatkichi

Baholarning

o‘rtacha Test X7=3,84 | X5=3.6 | n=1,08

arifmetik

qiymati

So‘ng tajriba-sinov “Informatika va axborot
texnologiyalari” fanidan elektron o‘quv qo‘llanma
hagida fikr-mulohazalarini bilish magsadida anketa
so‘rovnomalarini o‘tkazildi. O‘quvchilar ishtirokida
o‘tkazilgan anketa so‘rovnomalar natijasida tadgigot
faoliyatini  yanada  boyitishga  xizmat  qildi.
Umumlashtiruvchi eksperiment natijalari quyidagi
jadvalda aks ettirilgan (3-jadval).

Umumlashtiruvchi eksperiment natijalari

3-jadval. Ekspriment natijalari

Guruhlar Tajriba Nazorat guruh
guruh

5 baho 5 3

4 baho 11 10

3 baho 9 10

2 baho 0 0

Samaradorlik 64 56

Bundan ko‘rinib turibdiki, informatika va
axborot texnologiyalari fanini o‘qitishda infografik
metodlar asosida yaratilgan elektron axborot ta’lim
resursidan foydalanib o‘tkazilgan mashgulotlarda
tadgiqotlar  texnologiyasini  qo‘llash  natijasida
o‘quvchilarda ta’limiy faoliyatga nisbatan nisbatan
motivatsiya oshdi, ularda mustaqil tadgiqotchilik

ko‘nikmalarini  shakllandi, mustaqil fikr va
kreativlik(ijodkorlik)  ko‘nikma va  malakalari
rivojlandi.  Olingan natijalarning tahlili ~ shuni

ko‘rsatdiki, ta’limda sifat samaradorligi eksperimental
guruhda nazorat guruhiga nisbatan 56 % dan 65 % ga
oshdi (1-diagramma).
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E Tajriba guruhi

@ Nazorat guruhi

65

56
11 10
5 3 10 *] 0 0
(—] g =
5 baho 4 baho 3 baho 2 baho Sifat

samaradorligi

1-diagramma. Sifat samaradorligi holati.

Umumta’lim maktablarida informatika va
axborot texnologiyalari fanini o‘qitishda innovatsion
texnologiyasidan foydalanish talabalarga gisga vaqgtda
yaxlit mavzularni eslab saglab golish, ular bo‘yicha
amaliy mashg‘ulotlar bajara olish, ya’ni o‘zlashtirish
sifatini oshirdi. Bunda ta’limning samaradorligi va
o‘quvchilardaa shakllangan fanga oid kompetentlik
matematik statistik mezonlar orqgali 1,08 barobarga,
ya’ni 8 % ga oshganligi isbotlandi.

Xulosa. O‘quv  materialini  bayon
gilishda infografikadan foydalanish  murakkab
ma’lumotlarni idrok etishni soddalashtiradi, uni

ko‘rgazmali, talaba uchun qizigarli giladi. O‘quv
jarayoniga infografikani joriy etish quyidagilarga olib
keladi:

- o‘qituvchi tomonidan - materialni yangi va
gizigarli, ma'lumotli shaklda taqdim etish;

- talaba tomonidan - o‘quv materialini tagdim
etishning yangi shakliga, eng tushunarli va
oson hazm bo‘ladigan o‘quv materialiga
gizigish, o‘quv jarayoniga jalb qilish va
shaxsning ijodiy faoliyatini rivojlantirish.
Shubhasiz, infografika o‘quv  materialini

tagdim etishning yangi bosqichidir, chunki o‘quv
jarayonining asosiy vazifasi o‘quvchi  uchun
ma'lumotni (bilimni) eng tushunarli shaklda tagdim
etishdir va infografika buni amalga oshirishning eng
yaxshi usuli hisoblanadi.

Minnatdorchilik. Muallif Egamnazarova Sevaraxon
ushbu magolani tayyorlash va nashrga tayyorlash jarayonida
ko ‘rsatgan ko ‘mak va ilmiy-metodik yondashuvi uchun "Al-
Farg'oniy avlodlari'* elektron ilmiy jurnali tahririyati jamoasiga
chuqur minnatdorchilik  bildiradi. Tahririyat a’zolarining
professionalligi, berilgan tahliliy fikr-mulohazalari hamda

takliflari ushbu ilmiy ishning sifatli va mukammal bo ‘lishiga
xizmat qildi.
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NEYRON STT, TTS VA MASHINALI TARJIMA TIZIMLARI O‘RTASIDA UZVIY
BOG‘LIQLIKNI IDEF1X MODELI ORQALI MODELLASHTIRISH

tizimga birlashtirishga xizmat giladi.

kar-soqovlar, kommunikatsiya tizimi

Kirish. intellekt
texnologiyalari nogironligi bo‘lgan shaxslar, xususan
kar-soqovlar uchun kommunikatsiyani soddalashtirish
va imkoniyatlarni kengaytirishda muhim rol o‘ynaydi
[1]. STT, TTS va neyron mashinali tarjima tizimlari
yordamida kar-sogovlar matn, nutq va tarjima orgali
mulogotga kira oladilar. Ushbu tizimlar alohida modul
sifatida samarali ishlasada, ularni integratsiyalash va
uzviy axborot almashinuvi muhim muammolardan
biridir [2]. Maqolada ushbu integratsiyani IDEF1X
modeli asosida formallashtirish orgali tizimlar
o‘rtasidagi  bog‘liglik  va ogimini
modellashtirish taklif etiladi.

1. Adabiyotlar tahlili.

So‘nggi yillarda sun’iy intellekt asosidagi nutq
texnologiyalari - aynigsa, nutgni matnga (STT) va
matnni nutgga (TTS) aylantirish hamda neyron
mashinali tarjima tizimlari (MT) sohasida sezilarli
yutuglarga erishildi. Bu texnologiyalar ko‘p tilli
muloqot tizimlarini yaratish, nogironlar, xususan kar-
soqovlar uchun kommunikatsiyani ta’minlashda
muhim vositaga aylanmoqda. Shu sababli ularning
arxitekturasini modellashtirish va komponentlararo
uzviylikni ta’minlash ilmiy va amaliy jihatdan dolzarb
vazifalardan biridir.

Zamonaviy sun’iy

ma’lumot

Mamatov Narzillo Solidjonovich,

“TIQXMMI” Milliy tadgiqot universiteti, t.f.d., professor
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“TIQXMMI” Milliy tadqgiqot universiteti, o‘qituvchisi
nuritdinovnurbek85@gmail.com

Annotatsiya: Ushbu magolada kar-soqovlar bilan samarali muloqotni ta’minlovchi sun’iy intellektga
asoslangan STT (Speech-to-Text), TTS (Text-to-Speech) va neyron mashinali tarjima (NMT)
tizimlari o‘rtasidagi uzviy bog‘liqlikni IDEF1X ma’lumotlar modeli yordamida modellashtirish
yondashuvi taklif etiladi. Model tizimlararo axborot ogimini aniglashtirish va ma’lumotlar bazasi
strukturasini formal tarzda ifodalash imkonini beradi. Taklif etilgan yondashuv turli neyron tarmoglar
asosida ishlovchi komponentlar o‘rtasida ma’lumotlar uzatish va gayta ishlash jarayonini yaxlit

Kalit so‘zlar: STT, TTS, neyron mashinali tarjima, IDEF1X, neyron tarmoq, ma’lumotlar modeli,

IDEF1X modeli dastlab AQSh Mudofaa
departamenti tomonidan tizimli axborot modellarini
yaratish uchun ishlab chigilgan [3]. Bruce (1992)
IDEF1X modelini sifatli ma’lumotlar bazalarini
loyihalash vositasi sifatida tasvirlab, unda ob’ektlar,
atributlar, kalitlar va bog‘ligliklar orqali semantik
struktura  ifodalanishini ta’kidlaydi [4]. NIST
tomonidan tasdiglangan Federal axborot standarti
(FIPS PUB 184) da IDEF1X modeli keng
go‘llaniladigan formal yondashuv sifatida e’tirof
etilgan [3]. Bu model nafagat tizim arxitekturasi, balki
axborot ogimlarini integratsiyalashda ham muhim
vosita bo‘lib xizmat qiladi.

Nutgni matnga aylantirish tizimlari ichida
Wav2Vec 2.0 (Facebook Al) modeli yugori aniglik va
past ma’lumotli holatlarda yaxshi natijalar ko‘rsatgani
bilan ajralib turadi [5]. Bu model akustik xususiyatlarni
oldindan  o‘rgangan  reprezentatsiyalar  orqali
soddalashtirilgan dekodlash imkonini beradi. Shu bilan
birga, TTS tizimlarida Tacotron 2 va HiFi-GAN kabi
modellarning integratsiyasi tabiiy, odam nutgiga yaqin
tovushlar ishlab chiqarishda ilg‘or hisoblanadi [6].

Mashinali tarjima tizimlari bo‘yicha izlanishlar.
Mashinali tarjimada transformer arxitekturasiga
asoslangan MarianMT, mBART, va Google NMT kabi
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tizimlar ko‘p tilli tarjima sifati va konteksni tushunish
gobiliyatiga ega [7]. Bu modellarda encoder-decoder
strukturasi mavjud bo‘lib, kontekstual o‘rganish orqali
tarjima anigligini sezilarli darajada oshiradi. Shu bilan
birga, tarjima tizimlarining STT va TTS bilan
integratsiyasi orgali real vaqtli, interaktiv multimodal
muloqot tizimlari yaratish imkoniyati kengaymoqda.

Integratsiyalashgan modellashtirish
yondashuvlari. Zamonaviy tadgigotlar nutq va tarjima
tizimlarini bir butun yondashuvda integratsiyalash
zarurligini  ko‘rsatmoqda. Merson (2010) o°z
tadgigotida IDEF1X modelining murakkab tizimlar
o‘rtasidagi semantik uzviylikni aniqlashdagi rolini
alohida  ta’kidlagan [7]. IDEF1X asosidagi
modellashtirish yordamida STT, TTS va MT modullari
o‘rtasidagi axborot almashinuvi, atributlar mosligi va
interfeys aniqligi ta’minlanadi. Bu esa real vaqtli
tizimlarni ishlab chigish uchun zarur asos hisoblanadi.

2. Metodologiya

Ushbu tadgiqotda quyidagi bosgichlar asosida
IDEF1X modeli yaratilgan:

2.1. STT (Speech-to-Text) tizimi inson nutgini
real vaqt rejimida matnga aylantirish vazifasini
bajaradi. Ushbu tizim neyron tarmoglar asosida
ishlaydi va nutq signallaridan akustik, fonetik va
semantik xususiyatlarni ajratib oladi. Ushbu model

MATN MATN_SEGMENT NEYRON_MODEL
orgali STT tizimidagi ma’lumotlar oqimini aniq va £ e Picmodslis
strukturaviy tarzda ko‘rsatish imkoniyati yaratiladi. man-u i —

. . . . g e . . * sifal_d
Entitylar o‘rtasidagi bog‘ligliklar orqali tizimning har . e
. . . . o . . TILLAR AUDIO_SINTEZ FOI E’M
bir bosqichi ganday ma’lumotlar almashishini kuzatish p— L o oo WJ
. - . . - - rw:ni FK. Pﬂm:ﬂ' id ,L;f i -
mumkin. Taklif etilayotgan IDEF1X modeli quyidagi s “\ . o
FKil_id talaffuz.
asosiy obyektlarni o‘z ichiga oladi. Quyidagi model ’ "y
. . . . . il
STT komponentining asosiy ob’yektlari va ularning OvOZ_ PROFILI SIFAT_BAHOLASH PROSODIYA
¢ . . . . PK profil_id PK baholash_id , | Prprosodiva id
o‘zaro aloqalarini aks ettiradi (1-rasm). ovez_nomi Fisinez d Fisinez d
jos | mos_score infonatsiya
'yush hh\iy?lk core femp g
baholash_vagti emotsiya

Neyron Speech-to-Text (STT) Tizimlari IDEF1X Modeli

AUDIO_FAYL SEGMENT NEYRON_MODEL
PH audio_id ! Pi segment id PK model_id
fayl_nomi FK audio_id model_nomi
format boshlanish_vaqt andtektura
tugash_vaat train_date
T ; aniglik_darajasi
N T
TILLAR RANSKRIPSIYA FO'+E1M
PH_id 'S PK transkripsiya_id " P =
il_nomi .\'\ FK segment_id FKHil_id
l_kodi \ FK model_id fonem_belgi
FKil_id talafluz
matn
N 7
T4
AKUSTIK_BELGI NATIJA_BAHOLASH MODEL_TRAINING
PH belgi_id PK baholash_id PK training_id
FK segment id FK franskripsiya_id FKmodsl_id N
belgi_tur wer rain_davemiyigi
aiymat oo datasst_haimi
baholash_vaqhi batch_size

1-rasm. Neyron STT tizimi uchun IDEF1X
model.

2.2. TTS (Text-to-Speech) tizimi
foydalanuvchi tomonidan Kiritilgan matnni ovozga
aylantirish  uchun ishlatiladi. IDEF1X modeli
yordamida bu jarayonlardagi ma’lumotlar va ularning
uzviy bog‘ligligi ko‘rsatiladi. Har bir modul ma’lum
atributlarga ega bo‘lib, ular orgali tizimni dasturiy
jihatdan ham samarali modellashtirish mumkin bo‘ladi.
TTS moduli quyidagi ma’lumotlar strukturasi asosida
modellashtirilgan (2-rasm).

Neyron Text-to-Speech (TTS) Tizimlari IDEF1X Modeli

2-rasm. Neyron TTS tizimi uchun IDEF1X
model.

2.3. Neyron mashinali tarjima tizimi matnni bir
tildan ikkinchi tilga avtomatik tarzda tarjima qilish
vazifasini bajaradi. IDEF1X model bu bosgichlardagi
entitilar va atributlar, shuningdek ularning o‘zaro
munosabatlarini grafik ko‘rinishda beradi. Bu esa
tarjima jarayonining har bir bosgichini nazorat gilish,
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optimallashtirish va tahlil gilish imkonini beradi.
Mashinali tarjima moduli quyidagi IDEF1X model
orgali tasvirlangan (3-rasm).

Neyron Mashina Tarjimasi (NMT) Tizimlari IDEF1X Modeli

MANBA_MATN MANBA_JUMLA NEYRON_MODEL

z

PK jumla_id
FK manba_id

PK model_id
moded_nomi

train
'[ - aniqlik_darajasi
N
TILLAR TARJIMA LEKSIRON
g PKLia i PK tarjima_id 1 ——W
til_nomi p FK jumia_id T_id
—1 g til_kodi P soz
FK manba_til_ia qoshimcha_malumat
N_| Fx magsad_ti_id
N tarfima_matn l 1
A

TOKENLAR BAHOLASH ATTENTION_MODEL

PK token_id PK baholash_id
FK jumia_id FK tarjima_id
token_text bleu_score
token_pozitsiya

PK atiention_id
FK tarjima_id
attention_weights
attention_pattern
Baholash, _vaqti visualization_data

PARALLEL_KORPUS

PK korpus_id
FK manba_til_id
FK magsad_til_id

N
N

Korpus_hajmi

3-rasm. Neyron mashina tarjimasi (NMT)
tizimlari IDEF1X modeli.

3. IDEF1X modeli tavsifi

IDEF1X modelining asosiy magsadi. IDEF1X
modeli yordamida ma’lumotlar bazasidagi ob’ektlar

(entity), ularning atributlari (attribute) va ular
o‘rtasidagi  bog‘ligliklar (relationship) o‘rtasidagi
strukturaviy =~ munosabatlar ~ grafik  ko‘rinishda

ifodalanadi. Bu model ma’lumotlarni integratsiyalash,
normallashtirish, va garorlar gabul gilish bosgichlarida
muhim ahamiyat kasb etadi [3, 5].

Quyida IDEF1X  modelining
komponentlari:

1. Entity (Ob’ekt) — Mustaqil mavjud bo‘lgan
ma’lumotlar sinfi (masalan: Foydalanuvchi,
Audio, Tarjima).

2. Attribute (Atribut) — Entityga tegishli
xususiyatlar (masalan: FoydalanuvchilD, Ism,
OvozFormat).

3. Key (Kalit) — Har bir obyektni noyob
aniglovchi atributlar (Primary Key, Foreign
Key).

4. Relationship  (Bog‘liglik) —
o‘rtasidagi semantik aloqga [4].

- ldentifying Relationship — asosiy kalit
orqali bog‘liq bo‘lgan holat.

asosiy

Entitylar

- Non-identifying Relationship — begona
kalit orqali bog‘liq, lekin ixtiyoriy
alogalar.

5. Subtype / Supertype — Ob’ektlar o‘rtasida
ierarxik (merosiy) bog‘lanishlarni aks ettirish.
6. Domains — Atribut giymatlari uchun ruxsat
etilgan qiymatlar to‘plami [3, 5].
IDEF1X modelining afzalliklari:
o Katta va murakkab ma’lumotlar tuzilmalarini
tushunarli gilib ifodalaydi [6].
e Ma’lumotlar  bazasini loyihalash va
normallashtirishda yordam beradi [7, 8].
e Tizim arxitekturasi va modul o‘rtasidagi
bog‘ligliklarni ko‘rsatish uchun juda mos.
o Tizimlararo integratsiyani osonlashtiradi [10].
STT, TTS va MT tizimlarida IDEF1X
qo‘llanilishi. Tadgigotda neyron modelga asoslangan
STT, TTS va neyron mashinali tarjima tizimlari uchun
yaratilgan IDEF1X modellari har bir tizim
komponentining ganday atributlarga ega ekanligi,
ganday ma’lumotlar oqimi yuz berishini va qaysi
komponentlar o‘zaro bog‘langanini aks ettiradi. Bu
modellar umumiy arxitekturani yaxshirog tushunish,
tizimlararo interfeyslarni loyihalash va ma’lumotlar
almashinuvini optimallashtirish uchun zarurdir [7, 10].
4. Tajriba va natijalar
Tadgiqot davomida neyron STT, TTS va
mashinali  tarjima  (MT) tizimlarining ichki
arxitekturasi va ularning o‘zaro integratsiyalashuvi
o‘rganildi. Har bir tizim uchun alohida IDEF1X modeli
ishlab chiqildi va ushbu modellar tizimlararo ma’lumot
ogimini aniqg ifodalash uchun birlashtirildi. Amaliy
eksperimentlar quyidagi bosgichlarda olib borildi:

4.1. Model sinov muhitini yaratish.
Eksperiment uchun Python asosidagi prototip
platforma  vyaratildi. Unda quyidagi neyron

tarmoglardan foydalanildi:
STT uchun: Wav2Vec 2.0 modeli (pretrained,
HuggingFace kutubxonasi orgali),
TTS uchun: Tacotron 2 + HiFi-GAN (Mel-
spectrogram + vocoder),
MT  uchun: mBART va MarianMT
(transformer asosidagi tarjima modellari).
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Har bir modul uchun model tuzilmasi va
komponentlar o‘rtasidagi axborot alogasi IDEF1X
orqali grafik tarzda tasvirlandi.

4.2. IDEF1X modellar asosida tizimlararo
integratsiya. IDEF1X modellar asosida quyidagi
holatlar aniglashtirildi:

- STT tizimida Audiolnput
FeatureExtraction — DecoderModel
Transcript ketma-ketligi ma’lumotlar oqimini
belgilaydi.

- TTStizimida TextInput — AcousticModel —
Vocoder — AudioOutput jarayoni mavjud.

- MT tizimida SourceText — Tokenizer —
Encoder — Decoder — TargetText ketma-
ketligi aniglandi.

Ushbu uchta modelning o‘zaro uzviy
integratsiyasi orgali quyidagi almashuv tahlil gilindi:

Transkripsiya SourceText R
TargetText AudioChigish

Bu integratsion zanjir orgali STT, MT va TTS
modullari orasidagi uzviylik amaliy misollarda
sinovdan o‘tkazildi.

4.3. Eksperiment natijalari

—

—

Siuoy Kirish STT chiqishi | MT natijasi | TTS ovozi | 7™
holati vaqt
O‘zbekcha "Qayerga "Where are | To‘g'ri, ravon

I-holat nutq ketmoqchisiz?" | you going?" talaffuz 1855
"How are Tabiiy

2-holat | Ruscha nutq "Kak gema?" on inglizcha 195s

you?

tovush

3-holat | Inglizcha nutq | "I need help" Mge ny{,[,{a Ravon r_uscha 1.72 s
TOMOIIH audio

IDEF1X modellar bu jarayonda komponentlar
oralig‘idagi ma’lumot formatlari, atributlar va kalitlar
aniq ifodalanishini ta’minladi. Integratsiya
samaradorligi model orqali kuzatilgan va test misollar
bilan isbotlangan.

Model test sinovlari uchun Python 3, Flask veb-
ilovalarni ishlab chigish uchun ramka sifatida
foydalanildi. Ma’lumotlar Json va ko‘p qismli shakl
ma’lumotlar formatida uzatiladi. Vizualizasiya uchun
asos HTML belgilash tili va CSS wuslubi edi.
Frontendda ishlatiladigan dasturlash tili jQuery va

ma’lumotlar bazasi optimallashtirildi va real vaqtli
mulogot ogimi 25% tezlashdi.

5. Xulosa.

Taklif etilgan IDEF1X modeli STT, TTS va
mashina tarjima tizimlari o‘rtasida uzviy integratsiyani
ta’minlashda samarali vosita bo‘la oladi. Tadqiqotda
neyron STT, TTS va mashinali tarjima tizimlarining
uzviy alogadorligini IDEF1X modeli asosida
modellashtirishning  samarali  usullari  yoritildi.
Quyidagi asosiy xulosalarga kelindi:

- IDEF1X modeli har bir neyron tizim
komponentining tuzilmasini formal grafik
tarzda ifodalashga imkon beradi, bu esa
tizimni chuqur tahlil gilish, gayta ishlash va
optimallashtirishni soddalashtiradi.

- STT — MT — TTS zanjirining IDEF1X
orqali bog‘langan  ko‘rinishi  neyron
modullar orasida ma’lumot uzatish
mexanizmlarini to‘liq ko‘rsatishga xizmat
giladi.

- Amaliy tajribalar shuni  ko‘rsatdiki,
IDEF1X modeli yordamida
integratsiyalashgan STT-MT-TTS tizimlar
sinxron ishlashi ta’minlanadi, bu esa
multimodal ~ kommunikatsiya tizimlari
(aynigsa kar-soqovlar uchun mo‘ljallangan)
uchun katta amaliy ahamiyatga ega.

- IDEF1X asosidagi yondashuv kelgusida
ko‘p tilli, ko‘p modal, real vaqtli interaktiv
tizimlarni ishlab chigishda zamonaviy
metodologik asos sifatida tavsiya gilinadi.

Shuningdek, tadgiqot natijalari  asosida
IDEF1X modeli neyron STT, TTS va mashinali tarjima
tizimlari o‘rtasidagi murakkab semantik va struktural
bog‘ligliklarni aniqlashda samarali vosita ekanligi
isbotlandi.
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KASALLIKLARNI TASHXISLASH MASALASIGA SUN’IY NEYRON TO’RLARINING
TATBIG’I

hisoboti, bashorat.

Kirish. Bugungi kunga kelib sun'iy intellekt va
sog'ligni saglashning integratsiyasi muhim salohiyat va
dolzarb soha sifatida paydo bo'ldi. Tibbiy tashxislashda
sun'ly intellekt texnologiyalarining qo’llanilishi
sog'ligni  saglash  xizmatlarining  sifatini  va
samaradorligini  oshirish  imkoniyatlarini  tagdim
etmoqda[1-3]. Ushbu tadgiqot tibbiy tashxislashda
sun'ly intellekt texnologiyalaridan biri bo’lgan - sun’iy
neyron tarmog (SNT) larni qo'llashni o'rganishga
garatilgan.

Ushbu tadgigqot SNT ning inson agliy
jarayonlarini mashinalar, aynigsa kompyuter tizimlari
tomonidan simulyatsiya gilinishini nazarda tutadi. Bu
jarayonlar o'rganish, fikr yuritish va 0'z-0zini
tuzatishni o'z ichiga oladi. Xususan, tibbiy
tashxislashda SNT murakkab tibbiy ma'lumotlarni
sharhlashi, gonuniyatlarni aniglashi va kasalliklarni
bashorat gilishi mumkin, bu ko'pincha inson omiliga
garaganda tezrog va aniqroq bajariladi[4].

SNT lar parallel ravishda kirish va chigish
o‘rtasidagi nochiziqli munosabatlarni modellashtirish
va qayta ishlashni amalga oshiradi. Shunisi e’tiborga
loyigki, SNTIar kuchli vosita bo‘lishiga qaramay, ular
murakkab tuzilmalidir. SNT lar gora quti algoritmlari
hisoblanib, ularning ichki bajaradigan ishlarini
tushunish va tushuntirish juda qiyin. Shuningdek, ular
yangi texnologiyalarni o‘zlashtirish va mavjudlarini
rivojlantirishga samarali yordam bermoqda [4,5].

Klicheva Firuza Gulmuratovna,

Qarshi davlat universiteti,

Amaliy matematika kafedrasi o’qituvchisi
vip.qilicheva@mail.ru

Annotatsiya: Ushbu maqola sun’iy intellektning ilg‘or texnologiyalaridan biri — sun’iy neyron
tarmogqlar algoritmini tibbiy tashxislash masalalarini samarali yechishda qo‘llash imkoniyatlarini
o‘rganishga bag‘ishlangan. Ishlab chiqgilgan neyron tarmoq algoritmi asosida gipertoniya kasalligini
bashorat qilish va EKG ma’lumotlari asosida yurak-qon tomir kasalliklarini tashxis gilishga
mo’ljallangan o’quv tanlanmalaridan foydalangan holda hisoblash sinovlari o‘tkazilgan. Olingan
natijalarning ishonchliligini tasdiglash magsadida tanlanmalarning boshga mashhur algoritmlardan
olingan natijalari bilan tagqoslash amalga oshirilgan.

Kalit so‘zlar: SNT, tashxislash, tanlanma, sinaps, akson, faollashtiruvchi funksiya, klassifikatsiya

Olimlar SNT larni qaysi yo‘nalishda
rivojlantirish kerakligini hali to‘liq hal qilishmagan
bo’lsada, ularni iloji boricha inson miyasi modeliga
o’xshatishga, ular asosida yangi texnologiyalar va
konseptual sxemalarni yaratishga harakat gilmoqda.

Adabiyotlar tahlili va metodologiya

Neyron to‘ri - bu sun'iy intellektdagi usul
ma'lumotlarni  qayta
inson miyasiga o‘xshash

bo‘lib,
ishlashni

u kompyuterlarga

o‘rgatadi. U
gatlamli tuzilishdagi o‘zaro bog‘langan tugunlar yoki
neyronlardan foydalanadigan chuqur o‘rganish deb
ataladigan mashinali o‘qitish jarayonining bir turi
hisoblanadi. Sun’iy neyron to‘ri adaptiv tizim yaratadi
va uning yordamida kompyuterlarda bajariladigan
algoritmlarning xatolarini gadamma-gadam bartaraf
etadi hamda o‘zini doimiy ravishda takomillashtirib
boradi. Shu boisdan ham, SNT elektron shakldagi
hujjatlar bilan ishlash, nutgni aniglash, yuzlarni tanib
olish kabi murakkab vazifalarni yugori aniglik bilan
bajarishga harakat giladi [6].

Tibbiyotda SNT tibbiy tasvirlar yoki genetik
ma'lumotlar  kabi yomon shakllangan tibbiy
ma'lumotlarni tahlil qilishda ham keng qo‘llanib
kelinmoqgda. Ular kasalliklarni tashxis qgilish, davolash
samaradorligini bashorat gilish yoki kasalliklarning
rivojlanish xavfini aniglashda yordam beradi [7].

Olimlardan Postupaylo V.B. [8] o‘zining
tadgiqotlarida sun'iy neyron tarmoglarining statistik

]

o
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usullardan ijobiy farq qilishini, ya’ni ular juda
moslashuvchan va o‘zgarishlarni mustaqil ravishda
hisobga olishga imkon berishini ta’kidlagan.

Mazkur magola yurak-gon tomir kasalliklarini
tashxislashda SNTlarni  qo'llashni  o'rganishga
garatilgan.

Masalaning qo’yilishi. Faraz qilaylik, o‘quv
tanlanmada berilganlar majmuasi quyidagi ko‘rinishda

xpl,xpz,...,xpmp € Xp,pzl,r.

ifodalangan bo‘Isin: Bu

yerda Xp.n o‘Ichovli belgilar fazosi vektori, har bir

(2

belgilar fazosida garalgan, Xo, P=LT ginflar

X)L i=1m
p') PN olchovli

Xoso e Xy,
» obyektlardan

majmuasini bildirib, u M ta
tashkil topgan.

Tashxis qilinishi kerak bo’lgan obyektning
o‘quv tanlanmalar majmuasidagi qaysi sinfga tegishli
ekanligini aniglashning hal giluvchi goidasini qurish
masalasini SNT algoritmi yordamida yechish talab
etiladi.

SNT arxitekturasi. Tipik SNT bir nechta
gatlamlardan iborat bo'lishi mumkin[9]:

e Kirish qgatlami:X—  bemorga  tegishli
belgilardan iborat vektor, o'lchami n.

o Yashirin gatlamlar: Har bir yashirin gatlam m;
neyronlardan iborat, bu yerda i — qatlam
ragqami. Qatlamlar soni va o’lchami masalaning
murakkabligiga garab tanlanadi.

e Chigish qatlami: Chigish qatlami p ta
neyrondan iborat bo’lib, u sinflar soniga teng
bo’ladi.

Neyron  tarmoglarining  turli-tumanligiga
garamay, ularning barchasi umumiy xususiyatlarga
ega. Ya’ni, ularning barchasi, xuddi inson miyasi
singari, bir xil turdagi ko‘plab elementlardan -
neyronlardan iborat. 1-rasmda neyronning tuzilmasi
keltirilgan.

X0y,
X Ok
. O u:: ; @ - OY

1-rasm. Neyron tuzilmasi

1-rasmdan ko‘rinib turibdiki, sun’iy neyron,
xuddi biologik neyron kabi, neyronning kirishlarini
yadro bilan bog‘laydigan sinapslardan iborat,
neyronning yadrosi Kirish signallarini gayta ishlaydi va
neyronni keyingi qatlam neyronlari bilan bog‘laydigan
akson hisoblanadi. Har bir sinapsda tegishli neyron
kiritilishi uning holatiga qanchalik ta’sir qilishini
aniglaydigan vazn bor. Neyronning holati quyidagi
formula bo‘yicha aniqlanadi:

n
F = Z X|W|

1=1 (1)
Bu yerda,

N _kirish neyronlar soni;

Xi_i -kirish neyronlar giymati;

Wi T _ sinaptik vazn.
Neyron aksonining qiymati quyidagi formula
bo‘yicha aniqlanadi:
Y=1(S
) o
Bu vyerda, f - faollashtiruvchi funksiya.
Ko‘pincha faollashtiruvchi funksiya sifatida sigmoid,
ReLU (Rectified Linear Unit) va Softmax kabi
funksiyalari ishlatiladi. Ushbu
1
f)==
l+e (3)
sigmoid funksiyaning asosiy afzalligi shundaki,
u butun absissa o‘qi bo‘yicha qiymat qabul qiladi va
juda oddiy hosilaga ega:

f'(x):af(x)(l— f(X)) (4)
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Parametr ¢ kamayganda sigmasimon grafik

tekislanib, gorizontal chizigga aylanadi, a=0 ga
uning giymati 0,5 ga teng bo‘ladi.

Yashirin qgatlamlar uchun odatda RelLU
(Rectified Linear Unit) kabi noaniq faollashtiruvchi
funksiyalari ishlatiladi[10]:

f(x) = max(0, x) (5)

Ko'p sinfli Klassifikatsiyada chigish qatlami
uchun asosan Softmax funksiyasi ishlatiladi:

7.
[
Softmax(zi) - -

k J
>hoe
=1 (6)

bu yerda z; — chiqgish qgatlamidagi har bir
neyronning chigish giymati.

Neyron tarmoglarida xatolarni gayta tagsimlash
- bashorat qilish va sifatli tahlil gilishning kuchli
vositasi hisoblanadi. Xatolik chigish gatlamidan kirish
qatlamiga, ya’ni tarmoqgning normal ishlashi paytida
signal  targalish  yo‘nalishiga ~ qarama-garshi
yo‘nalishda targaladi. Umumiy holatda, neyron
tarmogqlarini o‘qitish vazifasi ma’lum funksional

bog‘liglikni topishga keltiriladi * = (X) | bu yerda

X . kirish, Y . chiqish vektorlari. O‘qitish davomida

qidiruv maydonini cheklash uchun neyron tarmog‘i
xatosining obyektiv funksiyasini minimallashtirish
vazifasi qo‘yiladi, bu esa eng kichik kvadratlar usuli
yordamida topiladi[11]:

E(W):%i(yj—dj)z

Bu yerda,
Yi

(")

) -chigish neyroni qiymati;

d; . ) chigish ideal qiymati;

p-chiqish gatlamidagi neyronlar soni.

Neyron tarmog‘i gradient tushish usuli
yordamida o‘qitiladi, ya’ni har bir iteratsiyada vazn
quyidagi formulaga ko’ra o‘zgartiriladi:

W . oE
AW.. = — - —_—
! oW,
o (8)

bu yerda 77 - o‘rganish tezligini anglatadigan
parametr.

a(n) _ za( rH—l) . W(-rH-l)
Ik jk )

Oxirgi qatlam uchun neyron tarmog‘ini topish
qiyin emas, chunki maqgsadli vektorni, ya’ni ma’lum
bir kirish qiymatlari to‘plami uchun neyron tarmoq
yaratishi kerak bo‘lgan giymatlarning vektori belgilab

qo’yiladi:
N
(,- )‘djj
(10)

IN)_
0 i =
Endi, (8) formulani kengaytirilgan shaklda
yozamiz
AW =5 X!
ij j i (11)
Yugoridagilarni hisobga olgan holda neyron
tarmoq algoritmining umumiy ko’rinishi quyidagicha
bo’ladi:

1-gadam: Neyron tarmog‘ining  kirish
gatlamida kiruvchi va chiquvchi neyronlar soni
aniglanadi;

2-gadam: (10)-formula bo‘yicha neyron

tarmog‘ining chiqish qatlami uchun parametrlar,

shuningdek  (11)-ga muvofig chiquvchi gatlam
neyronlari vaznlarining o‘zgarishi hisoblanadi;
3-gadam: Neyron tarmog‘ining qolgan

gatlamlari uchun mos ravishda (9)- (11)-formulalar
A"
i bo’yicha hisoblanadi, =N —1...1.
4-gadam: Neyron tarmog‘idagi barcha vaznlar
sozlanadi;
Wi (1) =i (t—1) + Al (1)
[ J J (12)
5-qadam: Agar xatolik yuqori bo’lsa, unda 2-
gadamga o‘tiladi.
6-gadam: Algoritm ishi yakunlanadi.

Natijalar
Yuqoridagi algoritm asosida gipertoniya
kasalligini bashorat gilish (Giper Data Set, [12]), EKG
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ma’lumotlari asosida yurak-qon tomir kasalliklari
(YQTK) ni tashxis qilish (EKG Data Set,
https://www.kaggle.com/code/thakursankalp/detecting
-cardiac-ailments-ml-w-ecg-data) o’quv
tanlanmalaridan foydalangan holda hisoblash sinovlari
o‘tkazildi.

Yugqori qon bosimi bor yoki yo’qligini aniqlash
masalasi qo’yilgan bo’lIsin. Kirish qiymatlari X arterial
gon bosimi, tana massasi indeksi, yosh va boshga
parametrlarni 0'z ichiga oladi (Giper tanlanma). Ushbu
o’quv tanlanmada 147 ta obyekt, 29 ta belgi bo’lib,
obyektlar 2 ta sinfga ajratilgan. 1-sinf gipertoniya
kasalligi bor deb taxmin gilingan obyektlar soni 36 ta,
2-sinf kasallik yo’q deb topilgan obyektlar soni 111 ta.

EKG o‘quv tanlanmasi YQTK
go‘yilgan bemorlarning 1200 ta yozuvlaridan iborat
bo‘lib, yozuvlar bemorlarga qo‘yilgan tashxislarga
ko‘ra 4 ta guruhga ajratilgan, ya’ni ARR-aritmiya (1-
300), AFF-atrial fibrilatsiya (301-600), CHF - konjestif
yurak yetishmovchiligi (601-900) va NSR - Oddiy
sinus ritmi  (901-1200). Ma’lumotlar MIT-BIH
fiziologik tarmoq ma'lumotlar bazasiga asoslangan.
Shunday qilib, faylda 1200 x 56 o‘lchamdagi yozuvlar
mavjud. 1-ustunda yozuvlarning tartib nomeri, 56-
ustunda esa kasallik turi aks etgan. Qolgan ustunlar
alomatlar bo‘lib, ular EKG tekshiruvi natijalari
hisoblanadi [13-14].

SNT algoritmidan foydalanib, GIPER o’quv
tanlanma uchun quyidagi natijalar olindi:

Klassifikatsiya hisoboti:

tashxisi

precision recall fl-score support
1 100 086 0.92 7
2 09 100 0.98 23
accuracy 0.97 30
macroavg 098 093 0.95 30
weightedavg  0.97 0.97 0.97 30

Chalkashlik matritsasi

20

Hagigiy sinf

~ Vv
Bashorat gilingan sinf

—lo

2-rasm. Gipertoniya o’quv tanlanmasi uchun
SNT algoritmi yordamida hosil gilingan chalkashlik
matritsasi

Bu algoritmdan foydalanib bemorlarning EKG
ma’lumotlari asosida shakllantirilgan o’quv tanlanmasi
uchun olingan natijalar:

Klassifikatsiya hisoboti:

precision recall fl-score support
1 100 1.00 1.00 62

2 092 09 093 60

3 09 093 094 60

4 100 098 0.99 58
accuracy 097 240
macroavg 097 097 097 240
weightedavg  0.97 097 0.97 240

Chalkashlik matritsasi

Haqiqly sinflar

Bashorat gilingan sinflar

3-rasm. EKG o’quv tanlanmasi uchun SNT
algoritmi  yordamida hosil gilingan chalkashlik
matritsasi
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Muhokama

Olingan natijalarning ishonchliligini tasdiglash
magsadida GIPER va EKG tanlanmalarining boshga
mashhur algoritmlar, ya’ni KNN, NaiveBayes, SVM
algoritmlaridan olingan natijalar bilan tagqoslanadi (1-
jadval).

Ne | Tanlanm | KNN NaiveBaye | SVM | SNT
a S
1 | GIPER 95,33 93,27 97,0 | 97,3
% 0 3
2 | EKG 94,00 90,25 % 93,7 | 97,6
% 5 7
1-jadval. Tanlanmalarning klassifikatsiya
anigliklari

SNT algoritmidan olingan natijalar boshga
algoritmlar natijalariga garaganda yuqori aniglik gayd
etganligi ko’rinib turibdi.

Xulosa

Tibbiy tashxis qilish masalalarini yechish
uchun SNT lardan foydalanish nafagat tashxislash sifat
va samaradorligini oshiradi, balki tashxislash
anigligini ham yaxshilashga imkon beradi. SNT
algoritmi, shuningdek, ko’p sinfli klassifikatsiya
masalalarini yechishda ham muhim ahamiyatga ega
ekanligi olingan natijalarda o’z tasdig’ini topdi. Bu
algoritm o’zining moslashuvchanligi bilan ham boshqa
algoritmlardan farq gilishi isbotlangan.

Mazkur tadgiqot ishida SNT algoritmini yurak-
qon tomir kasalliklari tashxisida qo’llash bu boradagi
olib borilayotgan ishlarni yanada jadallashtitish
imkoniyatini yaratadi.

Shuningdek, SNT lardan foydalangan holda
boshqaruvchisiz  transport vositalarini  dasturlash,
tibbiyotda tashxis qilish, timsollarni anglash,
odamlarning nutqini aniglash va video tasvirlarni
chuqur tahlil gilish kabi turli sohalarda mavjud bir
gator masalalarni yechish mumkin.
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KOMPYUTER TARMOQLARIDA HUJUM IZLARINI ANIQLASH VA ULARNI TURLARI
BO‘YICHA TIZIMLI TASNIFLASH
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Annotatsiya: Ushbu maqolada kompyuter tarmoqlariga gilinadigan kiberhujumlarning turlari va
ularning tarmogda qoldiradigan izlarini aniglash usullari tizimli ravishda tahlil gilinadi. Hujumlar
DDoS, man-in-the-middle (MitM), phishing, spoofing, port skanerlash, zero-day va ARP zaharlash
kabi toifalarga ajratilib, har bir turining xususiyatlari hamda ularni aniqlash texnikalari ko‘rib
chiqiladi. Asosiy e’tibor Intrusion Detection Systems (IDS) — tarmoq bostirib kirishlarini aniglash
tizimlariga, trafik ogimini tahlil gilish va tarmoq monitoringiga garatilib, imzo (signature) va
anomaliya (statistik) asosidagi usullarning afzallik va cheklovlari yoritiladi. Magolada Wireshark,
Snort, Suricata, Zeek kabi amaliy vositalar misolida hujumlarni aniqglash amaliyoti ko‘rsatiladi.

Kalit so‘zlar: Tarmoq hujumlari, kiberxavfsizlik, tarmoqg monitoringi, IDS, DDoS, man-in-the-
middle, phishing, spoofing, port skanerlash, zero-day, ARP zaharlash, imzo asosidagi aniglash,

anomaliya asosidagi aniglash

Kirish. Global tarmoglar va Internet
infratuzilmasining kengayishi bilan tarmoglarga
gilinayotgan kiberhujumlar soni va murakkabligi ortib
bormoqgda. Distributed Denial of Service (DDoS)
hujumlari so‘nggi davrda eng ko‘p uchraydigan
tahdidlardan biriga aylandi, xususan ko‘p (loT)
qurilmalari  xakerlar tomonidan bu hujumlarda
foydalanilmogda. Shu bilan birga, turli xil buzib Kirish
usullari (masalan, tarmoq trafikini yashirin tinglash,
soxta saytlar orqali parollarni o‘g‘irlash, zararli
dasturlar bilan tizimga kirish va hokazolar) axborot
xavfsizligiga jiddiy tahdid solmoqda. Kiberhujumlarni
turkumlash va ularning izlarini tizimli aniglash
masalasi kiberxavfsizlik sohasida muhim ilmiy-amaliy
ahamiyatga ega.

Kiberhujumlarni  aniglash  uchun  keng
go‘llaniladigan vositalardan biri Intrusion Detection
System (IDS) — bostirib kirishni aniglash tizimlaridir.
IDS tarmoq yoki xostdagi faoliyatni kuzatib, potensial
zararli harakatlar hagida ogohlantiradi. Hujum turlarini

chuqur tushunish IDS ishlashini samaraliroq qiladi,
chunki har xil hujum o‘ziga xos iz qoldiradi. Shu bois,
hujumlarni turlari bo‘yicha tasniflash va har bir tur
uchun samarali aniglash usulini qo‘llash zarur. Ilmiy
manbalarda keltirilishicha, kiberhujumlar keng doirani
qamrab oladi: masalan, ba’zi tadqiqotchilar hujumlarni
ichki tajovuz (insider threat), DDoS, nol kunlik (zero-
day) ekspluatlar, fishing hujumlari, zararli dastur
(malware) hujumlari va botnetlar kabi toifalarga ajratib
o‘rganadilar. Ushbu magolada esa aynan tarmoq
darajasida uchraydigan hujum turlariga e’tibor
qaratilib, ularning belgilari va aniqlash usullari ko‘rib
chigiladi.

IDS (Intrusion Detection System) — bu tarmoq
yoki tizimda g‘ayrioddiy va xavfli faoliyatni aniqlash
va ogohlantirish uchun mo‘ljallangan dasturiy-
hardware vositalar majmuasidir. 1DS turlari turli
mezonlar bo‘yicha tasniflanadi: masalan, qamrov
doirasiga ko‘ra tarmog IDS (NIDS) va xost IDS
(HIDS), joylashuviga ko‘ra chegara IDS (firewall
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ortida, internetdan kiruvchi trafikni kuzatadi) va ichki
IDS (ichki tarmoq segmentlarini kuzatadi) kabi turlari
bor. IDS shuningdek oldini oluvchi tizimlar (IPS)
shaklida ham ishlashi mumkin — bunday holda ular
aniglangan hujumni nafagat xabar beradi, balki faol
bloklaydi.

Hujumlarni aniglash usullari ikki asosiy
tamoyilga bo‘linadi. Imzo asosidagi (signature-based)
va anomaliya asosidagi (anomaly-based) usullar. Imzo
asosidagi IDS oldindan ma’lum bo‘lgan hujum
belgilarini (imzo — masalan, ma’lum zararli paket
ketma-ketligi yoki xos bitlar kombinatsiyasi) lug‘at
shaklida saqlaydi va real trafikni ushbu ma’lum
imzolar bilan solishtirib boradi. Bu usul aniglik
darajasi yugori bo‘lib, aniglangan hodisalar bo‘yicha
noto‘g‘ri ijobiy xabarlar (false positive) nisbatan kam
bo‘ladil. Biroq, imzo usuli fagat oldindan ma’lum
bo‘lgan hujumlarni ushlay oladi — yangi, ilgari
uchramagan hujumlar yoki ozgina o‘zgartirilgan
variantlar e’tibordan chetda qolishi mumkin. Masalan,
nol kunlik (zero-day) zaifliklardan foydalangan
hujumlar uchun imzo hali mavjud bo‘lmaydi, shu
sababli oddiy imzo bazasiga ega IDS ularni aniglay
olmaydi.

Anomaliya asosidagi IDS esa normal holatdagi
tarmoq trafikidan chetga chiggan har qanday
nomuvofiq xatti-harakatni aniqlashga yo‘naltirilgan.
Bunda tizim avval normal trafikning statistik bazasini
tuzib oladi (masalan, odatdagi tarmoqlardagi o‘rtacha
band kengligi, odatiy protokollar va ularning odatiy
ishlatish chastotasi) va keyinchalik real vaqtda
kuzatilayotgan faollikni shu bazis bilan giyoslaydi.
Anomaliyani aniglash yangi va ilgari kuzatilmagan
hujumlarni ham ushlashi mumkin, chunki u alohida
imzoga tayanmaydi, balki har ganday g‘ayritabiiy
holatga reaktsiya giladi. Ammo bu usulda soxta signal
berish ehtimoli yuqoriroq — agar normal bazalar to‘g‘ri
tuzilmasa, oddiy holatlardagi o‘zgarishlar ham hujum
deb noto‘g‘ri talgin qilinishi mumkin. IDS
loyihalashda  ko‘pincha  gibrid  yondashuvlar
qo‘llanadi: imzo va anomaliya usullarini birlashtirish
orgali, ikkala metodning afzalliklaridan foydalangan
holda hujumlarni gamrovli aniglashga erishiladi.

IDS shuningdek holatli protokol tahlili (stateful
protocol analysis) usulidan ham foydalanadi. Bu usul
tarmoq protokollarining standart ishlash qoidalarini
model qgilib oladi va realdagi paket ogimini shu model
bilan solishtiradi. Masalan, TCP ulanishining
an’anaviy qo‘l berish (3-way handshake) jarayoni yoki
HTTP so‘rov-javob almashinuvi oldindan ma’lum.
Agar protokolning odatiy holatlari ketma-ketligida
o‘zgarish kuzatilsa (masalan, noodatiy flaglar
kombinatsiyasi, paketlar ketma-ketligida buzilish),
IDS buni protokolni buzish orgali hujum sifatida
belgilashi mumkin.

Tadqgigot wusuli. Axborot-kommunikatsiya
tarmoglarida hujumlar tarmoq yoki uning resurslarini
o‘g‘irlash, buzish, o‘zgartirish, foydalanuvchanligini
buzish yoki ulardan ruxsatsiz  foydalanishga
yo‘naltiriladi. Ushbu hujumlar tarmoq xizmatlarini
sekinlashtirishi, yo‘q qilishi yoki uzoq vaqt xizmat
ko‘rsatmasligiga olib kelishi mumkin. Shuning uchun
ham tarmoqg foydalanuvchilari va administratorlari
uchun ushbu hujumlarni, ular tizimga, resurlarga va
xizmatlarga zarar yetkazmasidan oldin aniglash
muhim. Ushbu muammo hujumlarni aniglash tizimlari
uchun, ham real vaqt rejimida, ham yuqori tezlikda va
aniqglikda hujumlarni aniqlash talabini qo‘yadi.

So‘nggi uch yil ichida (2022-2024) DDoS
(Distributed Denial of Service) va DoS (Denial of
Service) hujumlari soni va intensivligi sezilarli
darajada oshdi. Quyida ushbu davr mobaynida global
miqyosda kuzatilgan asosiy statistik ma’lumotlar

keltirilgan:

Yil | Hujumlar | Yillik | Eng katta | Asosiy
soni o‘sish | hujum nishonlar
(taxminiy) | (%) (trafik)

2022 | ~1,000 — — Hukumat va
moliya
sektoridagi
saytlar

2023 | ~2,100 +110% | 71 million | Banklar,

RPS saylov

(HTTP) tizimlari

2024 | ~4,400 +108% | 5.6 Thps | Davlat,
(Layer moliya,

3/4) media,

saylov

tizimlari
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Izoh: 2023 yilda DDoS hujumlari soni 2022
yilga nisbatan 110% ga oshgan. 2024 yilda esa
hujumlar soni yana 108% ga ko ‘paygan.

2024 vyildagi asosiy tendensiyalar. Saylovlar
bilan bog‘liq hujumlar bo‘lib 2024 yilda 40 dan ortiq
mamlakatda milliy saylovlar o‘tkazildi. Bu davrda
DDoS hujumlari keskin oshdi. Masalan, Belgiya
federal saylovlari paytida hujumlar 250% ga, hukumat
infratuzilmasiga bo‘lgan hujumlar esa 1450% ga oshdi.

Sektor 2023 2024 O‘zgarish
yildagi yildagi
ulushi ulushi
(%) (%)
Moliya 14% 22% +8%
Hukumat 8% 19% +11%
Telekom 11% 16% +5%
Ko‘ngilochar | 8% 14% +6%
Chakana 14% 12% -2%
savdo

Izoh: Moliya va hukumat sektorlariga bo ‘Igan
hujumlar sezilarli darajada oshgan.

Botnetlar hajmi 2024 vyilda bitta botnetga
ulangan qurilmalar soni o‘rtacha 38,000 taga yetdi. Bu
ko‘rsatkich 2023 yilga nisbatan to‘rt baravar ko‘pdir.
Hujumlarning davomiyligi va intensivligi 2024 yilda
hujumlarning o‘rtacha davomiyligi 23 daqiqani tashkil
etdi. Bir soatdan ortig davom etgan hujumlar soni
120% ga oshdi, o‘rtacha hujum intensivligi esa 53% ga
ko‘paydi.

Denial of Service (DoS) va aynigsa Distributed
Denial of Service (DDoS) hujumlari tarmoq
resurslarini haddan tashgari band qilib, ularni yarogsiz
holga keltirishga qaratilgan. DDoS hujumida ko‘plab
manbalar bir vaqtda bir yoki bir nechta nishon serverga
ulkan miqdorda so‘rovlar yo‘llab, uning tarmoq band
kengligi yoki server resurslarini egallab tashlaydi.
Bunday hujumlar turli usullar bilan amalga oshiriladi
va ular odatda uch asosiy toifaga bo‘linadi: hajmiy
(volumetric), protokol darajasidagi, va ilova
darajasidagi DDoS hujumlar. Hajmiy hujumlar
tarmoqni foydasiz trafik bilan to‘ldiradi (masalan,
UDP flood, ICMP flood), protokol hujumlari tarmoq

ulanishlar  sonini  ko‘paytirib  tashlash), ilova
darajasidagi hujumlar esa veb-serverlarning HTTP
kabi yuqori darajadagi so‘rovlarini ko‘paytirib,
ularning ishchi jarayonlarini band giladi.

DDoS hujumi izlari aniglashda tarmoq
monitoringi uchun DDoS hujumini aniglash giyin
emas, chunki u odatda trafik ogimining keskin ortishi
va noodatiy yo‘nalishlarini keltirib chigaradi. DDoS
hujumi vagtida bir server yoki IP manzilga nisbatan
turli manbalardan kelayotgan ko‘plab parallel so‘rovlar
kuzatiladi. Masalan, normal holatda serverga bir
soniyada atigi o‘nlab so‘rov kelsa, DDoS paytida bu
ko‘rsatkich minglab va millionlabgacha oshishi
mumkin. IDS tarkibiga kiruvchi tarmoq Xxatti-
harakatlarini tahlil giluvchi modullar (Network
Behavior Analysis) DDoS holatida noodatiy yugori
trafik ogimini qgayd etib, xabar berishi mumkin.
DDoSni aniglash uchun yana NetFlow yoki sFlow kabi
tarmoq oqimi monitoringi tizimlari ham qo‘llaniladi —
ular trafik statistikasida keskin sakrashlar va
anomaliyalarni paygaydi. Signature-based IDS esa
DDoS’ning ayrim turlarini oldindan ma’lum usuliga
ko‘ra aniqlashi mumkin; masalan, Snort’da TCP SYN
floodga xos belgi — ko‘p sonli SYN bayroqli paketlar
ogimi — uchun maxsus imzo qoidasi mavjud.

IDS vositalari ARP hujumlarini aniglash uchun
maxsus vositalarni taklif qiladi. Masalan, Snort IDS’da
ARP Spoof preprocessor moduli mavjud bo‘lib, u
tarmoqdagi ARP paketlarini tahlil giladi va ARP cache
zaharlash  urinishlarini  aniglaydi. Tadgiqotlarda
ko‘rsatilishicha, ARP poisoning hujumlarini aniqglash
uchun Wireshark, Ettercap, Snort, Arpwatch kabi turli
dasturly  vositalar  yaratilgan  bo‘lib,  tizim
administratorlari ular orgali tarmoqgda soxta IP-MAC
juftliklarini topishlari mumkin. Wireshark’da ARP
trafikni yozib olib, arp.duplicate-address-detected filtri
yordamida tahlil gilish orgali hujum mavjudligini tezda
bilib olsa bo‘ladi.

Zero-day hujumlar — bu ilgari noma’lum
bo‘lgan dasturiy ta’minot zaifliklariga qarshi
uyushtiriladigan, yangi ekspluatlardan foydalanuvchi
hujumlardir. “Nol kunlik” deyilishiga sabab — zaiflik

protokollarining  zaif tomonlarini nishonga oladi | jamoatchilikka = ma’lum  bolgan ~ kun  (patch
(masalan, TCP SYN flood hujumi — yarim-ochiq TCP | chigishi)gacha hujum amalga oshiriladi, himoya
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vositalari unga tayyor emas. Bunday hujumlar eng
xavfli toifaga kiradi, chunki tizim yangilanish va
himoya choralari hali ishlab chigilmagan bo‘ladi.

- 1 1 1 . - 1 1 Vosita nomi Vazifasi Aniglash usuli Afzalliklari Kamchiliklari
Zero day IZIarI va aanIaSh Zero day hujumnl Firewall Tarmoq Paketlar, port va | Real vaqtli trafik | Ilova
Slgnature'based IDS bllan aniqlash deyarli imkonSIZ _ kirish/chiqish protokollarni nazorati, darajasidagi
trafikini filtrlash tarmogni  to‘sib | hujumlarni
: b . 3 : : boshgarish turadi aniglay olmaydi
Chunkl ma lum 1mzo y0 q Shu bOIS’ nOl kunhk Honeypot Hujumchilarni Soxta tizim | Hujumchilarni Yuqori  resurs
hujumlarni ushlash anomaliya asosidagi sistemalar | nnda | e taleb giladi
. . t h d T d . d b h . ¢t DLP Maxfiy Kalit so‘zlar, | Ma'lumotlar Yuqori resurs
ZlmmaSIga ushadi. a’rIan araJaSI abu uJum 0 zim ma’lumotlarning | hujjat turlari, | xavfsizligini talab qiladi,
. . 1 . . chigib  ketishini | harakatlar ta’minlaydi noto‘g‘ri  berish
turlicha ko‘rsatishi mumkin, ammo ko‘pincha aldiniolish | monitoringi RS nczabat
. . . . - - | ehimoli bor
qandaydlr nOOdatIy fao“yat Orqall blllnadl masalan; IDS Hujumlarni Signatura, Yengil, tahlil | Hujumlarni
. . . .. aniglash va | anomal  tahlil, | uchun qulay, | to’xta olmaydi
dastlab normal bo‘lgan bir traffic endi birdan nOtlplk ogohlantirish sun’iy intellektli | kuzatuvda kuchli

buyruglar jo‘natishga boshlaydi (bashqa portga
murojaat, mo‘may miqdorda ma’lumot tashish va
hokazo). Statistik aniglash usullari normal faoliyatdan
chetga chigishni belgilab beradi. Masalan, web-
serverga qarshi nol kunlik hujum uning HTTP
so‘rovlariga kutilmagan parametrlar yoki tarkib
qo‘shilishiga olib keladi — Web Application Firewall
(WAF)’lar buni HTTP protokoli normal holatidan
og‘ish deb topib bloklashi mumkin.

Bundan tashqari, yuqori darajadagi davrlashgan
tahlil (behavioral analysis) va mashinaviy o‘rganish
asosidagi yechimlar nol kunlik hujumlarni aniglash
uchun istigbolli yo‘nalish hisoblanadi. Masalan,
tizimdagi jarayonlar faoliyatini o‘rganuvchi HIDS
dasturi odatdagi jarayon profilidan tashgari faoliyatni
sezsa, nol kunlik ekspluat sabab bo‘lishi mumkin deb
ogohlantiradi. Yana bir yondashuv — sandboxing:
shubhali fayl yoki trafikni avval sandbox mubhiti ichida
ishga tushirib ko‘rib, u zararli faollik (masalan, tizim
chaqgiriglari ketma-ketligi) namoyon etsa, keyin asl
tizimga o‘tkazmaslik. Bu usul antiviruslarda ko‘p
qo‘llaniladi va nol kunlik zararli dasturlarni tutishda
muhim.

Tarmog hujumlarini  aniglashda maxsus
dasturty vositalar va tizimlar muhim rol o‘ynaydi.
Quyida keng qo‘llaniladigan ochiq kodli IDS va
tarmoq tahlili vositalaridan ba’zilari va ularning
xususiyatlari keltiriladi:

1.3-jadval

Axborot-kommunikatsiya tizimlarida turli xil
hujumlarni aniglash vositalarining giyosiy tahlili

Quyidagi diagrammada turli hujum turlari
bo‘yicha Wireshark, Snort, Suricata va Zeek
vositalarining aniqlash aniqligi foizlari ko‘rsatilgan.
Har bir hujum kategoriyasi uchun to‘rtta ustun mos
ravishda ushbu to‘rt vositaning aniqlash foizini
ifodalaydi.

Turli hujum turlarini aniglash anigligi

m \Uireshark
100 Snort
. Suricata
- Zeek

Aniglash anigligi (%)

@
&
o

& QO(& W %\‘)@:«U \O‘S ¥ Q‘{a@‘s\e\ vggé?"q
Tarmog hujumlarini  aniglash  vositalari

tagqoslanish

Muhokama. Turli hujum turlari bo‘yicha
Snort, Suricata, Zeek va Wireshark vositalarining
hujumni to‘g‘ri aniqlash foizlari taqqoslanishi.
Wireshark (kulrang) ustunlari ko‘rinmaydi, chunki u
avtomatik aniqlash qilmaydi. Snort (to‘q orange) va
Suricata (yashil) deyarli barcha kategoriyalarda yuqori
aniqlikka ega. Zeek (qizil) ba’zi hujumlarda (masalan,
Malware, XSS, ARP spoofing) past aniglikka ega,
chunki u imzoli aniglashdan foydalanmaydi, biroq
DNS tunneling kabi ba’zi murakkab holatlarni
anomaliya tahlili orgali yaxshi aniglay oladi.
Diagrammadan ko‘rinib turibdiki, Snort va Suricata
ko‘plab hujum turlarini aniqlashda juda yuqori (>95%)
samaradorlikka ega. Port scan, DDoS/ICMP flood kabi
hujumlarda ushbu ikki vosita deyarli barcha xuruj
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paketlarini to‘g‘ri aniqlagan (99% atrofida). Suricata
va Snort o‘rtasidagi farq asosan ishlash va
konfiguratsiyaga oid: masalan, Suricata ko‘p yadroli
ishlashi sabab yuqori trafik ogimida yaxshi ishlaydi,
ammo ayrim testlarda Snort biroz kamroq soxta
pozitivlar bergan.

Xulosa. Kompyuter tarmoglarida hujum
izlarini aniqlash va ularni turlari bo‘yicha tizimli
tasniflash — zamonaviy kiberxavfsizlikning ustuvor
yo‘nalishlaridan biridir. Ushbu maqolada keltirilgan
tahlillar shuni ko‘rsatadiki, har bir hujum turi o‘ziga
xos belgilarga ega bo‘lib, ularni puxta o‘rganish
himoya choralarini samaraliroq rejalashtirishga imkon
beradi. DDoS kabi hujumlar ulkan trafik ogimi bilan
oson ajralib tursa, man-in-the-middle va spoofing
hujumlarini sezish ancha giyin va maxsus protokol
monitoringini talab etadi. Phishing hujumlari texnik
darajadagi emas, ijtimoiy muhandislik xuruji bo‘lib,
ularni aniglashda tarmoq vositalari bilan birga inson
omili  ham muhim. Zero-day hujumlar esa
kiberxavfsizlik jamoasi uchun eng katta chaqiriq bo‘lib
golmoqda — ularga garshi fagat keng gamrovli anomal
tahlil va proaktiv mudofaa yordam beradi.
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SANOAT KORXONALARI UCHUN ROBOT MANIPULYATORLARINI ISHCHI QISMLARINI
TAKOMILLASHTIRISH ORQALI SAMARADORLIGINI OSHIRISH

Annotatsiya:

keltirilgan..

Kirish. So‘nggi yillarda sanoat jarayonlarining
avtomatlashtirilishi global miqyosda jadal sur’atlar
bilan rivojlanmoqda. Bu jarayonda sanoat robotlari,
ayniqsa robot manipulyatorlar muhim  o‘rin
egallamoqda. Ular asosan yig‘ish, payvandlash,
bo‘yash, saralash, yuk ko‘tarish va aniqlikni talab
qiluvchi texnologik jarayonlarda keng qo‘llanilmoqda.
Bunday robotlarning asosiy afzalligi — yuqori
aniqglikda va takroriylikda ishlash imkoniyatidir. Birog
bu afzallikni ta’minlashda robot manipulyatorning
ishchi gismlari — ya’ni bo‘g‘inlar, tutqichlar (gripper),
aktuatorlar va ularga bog‘liq uzatmalar tizimi hal
qiluvchi ahamiyatga ega. Amaldagi ko‘plab robot
manipulyatorlar standart modellar asosida ishlab
chigilgan bo‘lib, ularning ishchi gismlari ko‘pincha
umumiy dizayn asosida tanlanadi. Natijada, ular
konkret texnologik operatsiyalar uchun yetarlicha
optimal bo‘lmaydi, bu esa energiya sarfi, vaqt bo‘yicha
kechikish ~ va  pozitsion  aniglikda  sezilarli
yo‘qotishlarga olib keladi. Ayniqgsa, og‘ir sanoat,
avtomobilsozlik, logistika va farmatsevtika sanoati
kabi sohalarda yugori samaradorlik va tezkorlik
talablari manipulyator ishchi gismlarining konstruktiv
va matematik takomillashtirilishini taqozo etmoqda.

Polvonov Alimirzo Qutbiddin o0’g’li,
Namangan davlat texnika universiteti doktoranti

Djurayev Sherzod Sobirjonovich,
Namangan davlat texnika universiteti

Magolada sanoat korxonalarida qo'llaniladigan robot-manipulyatorlarning ish
organlarini takomillashtirish orgali ishlab chigarish samaradorligini oshirish masalalari ko'rib
chigilgan. Tadgigot robot-manipulyatorlarning mexanik, elektr va boshgaruv tizimlarining
texnologik jarayonlardagi roliga e'tibor garatgan holda o'zaro ta'sirini tahlil giladi. Bu taklif gilingan
dizayn o'zgarishlari, yangi materiallardan foydalanish va ishlab chiqgarish liniyalarining anigligi,
tezligi va yuk ko'tarish gobiliyatini yaxshilash uchun takomillashtirilgan boshgaruv algoritmlarini
joriy etish samaradorligiga ganday ta'sir qilishini ko'rsatadi. Eksperimental sinovlar asosida
takomillashtirilgan manipulyator modellarining amaliy natijalari ham keltirilgan. Magolada sanoat
robototexnika va jarayonlarni avtomatlashtirishni jadal rivojlantirishga garatilgan amaliy tavsiyalar

Kalit so‘zlar: Robot manipulyator, sanoat avtomatlashtirish, ishchi gismlar, mexanik tizimlar,
boshgaruv algoritmlari, samaradorlik, modernizatsiya

Shu sababli, hozirgi kunda robot manipulyatorlarning
ishchi gismlarini matematik modellashtirish asosida
optimallashtirish, ularning  dinamik  javobini
yaxshilash, deformatsiyani minimallashtirish va
energiya samaradorligini  oshirish orgali sanoat
korxonalarida ularning umumiy ishlash unumdorligini
keskin oshirish dolzarb ilmiy-amaliy masala sifatida
garalmoqda. Ushbu magola aynan shunday masalaga
bag‘ishlanadi. Maqsad — robot manipulyator ishchi
gismlarining kinematik va dinamik xossalarini chuqur
matematik modellashtirish asosida tahlil qilish,
optimal  konstruktiv  variantlarni  aniglash va
takomillashtirish ~ orgali ~ ularning  sanoatdagi
samaradorligini oshirish imkoniyatlarini ko‘rsatishdir.
Bunda manipulyatorning mexanik strukturasiga
bog‘liq asosiy parametrlar (massaviy markaz, inertsiya
momentlari, bog‘lovchi bo‘g‘in uzunliklari, material
tanlovi) matematik modelda ko‘rib chiqiladi hamda
ularning samaradorlikka ta’siri simulyatsiya orqali
o‘rganiladi.

USLUBIY QISM (Materials and Methods).
Mazkur tadqiqotda ko‘rib chiqgilayotgan robot
manipulyator 4 bo‘g‘indan iborat bo‘lib, har bir bo‘g‘in
aylanuvchan (revolyutsion) tipdagi harakatga ega.

45

https://al-fargoniy.uz/



DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

“Al-Farg‘oniy avlodlari” elektron ilmiy
jurnali
ISSN 2181-4252. Tom: 1| Son: 2 | 2025-yil

journal.

"Descendants of Al-Farghani" electronic scientific
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

Manipulyator uchiga (end-effektor) m massali
konstruksiya o‘rnatilgan bo‘lib, bu massa quyidagi
shartga javob beradi:

0 <m< 25kg (1)

Bu shart manipulyatorning maksimal yuk
ko‘tarish qobiliyatini cheklovchi muhim omildir.
Ushbu massa manipulyator bo‘g‘inlariga tashqi
yuklama sifatida ta’sir ko‘rsatadi va
dinamikasini sezilarli darajada o‘zgartiradi.

tizim

4 bo‘g‘inli manipulyator har bir bo‘g‘in uchun
quyidagi D-H parametrlari bilan ifodalanadi:

1-jadval. 4 bo‘g‘inli manipulyator har bir
bo‘g‘in uchun D-H parametrlar

Bo‘g‘in | &; — | o —|di —16 — burilish
i uzunlik | burchak | siljish | burchagi

1 ai 0 0 01

2 az 0 0 0

3 as 0 0 03

4 as 0 0 04

Forward kinematika orqali har bir bo‘g‘in va
end-effektorning holati aniglanadi:

T=T T,- - Ty (2)

Bu yerda Ti — har bir bo‘g‘inning o°zaro o‘tish
matritsasi.

Robot manipulyatorning harakati Eylep-
Lagrange wusulida modellashtiriladi.  Lagrange
funksiyasi:

L(g,%) =K(g,%) —P(@). (3

Bu yerda:

* q =[01, 02, 03, 04]" — umumiy burchak holati,
» K — Kinetik energiya,

* P — potensial energiya.

Har bir bo‘g‘inning kinetik energiyasi:

Ki = 1/2 mi#iT% + 1/20 L w; (4)

End-effektorga qo‘shilgan har gqanday massa
(m):
e Og‘irlik markazini (CoG) yuqoriga suradi —
moment kuchlarini oshiradi;
e Bo‘g‘inlardagi
quyidagicha ortadi:
Tnew = Told T M- g legr - sin (0) (8)
Bu yerda lesf — yuk og‘irlik markazidan oxirgi
bo‘g‘inga bo‘lgan masofa.
Inertsiya momentining o‘zgarishi:
Yuk qo‘shilgandan so‘ng umumiy inertsiya:
Liotal = Ibo'g'inlar +m-r? (9)
bu yerda r — og‘irlik markazidan aylanma o‘qqa
bo‘lgan masofa.

momentlar (torque)

Yangi  og‘irlik  markazi quyidagicha
hisoblanadi:

- Z‘ltz miFi+mFm

oo = =5 m (10)

Bu og‘irlik markazi yuqoriga = siljib,

manipulyatorning muvozanatini  zaiflashtiradi va
bargarorlik talablarini kuchaytiradi.

NATIJALAR (Results). Ushbu tadgiqotda 4
bo‘g‘inli sanoat robot manipulyatorining yuk
ortgandagi dinamik holati MATLAB muhitida tahlil
gilindi. Simulyatsiya natijalari manipulyator ishchi
gismlariga yuk tushirilganda ganday dinamik
o‘zgarishlar ro‘y berishini ko‘rsatdi.

Simulyatsiya natijalariga ko‘ra, manipulyator
bo‘g‘inlari 61=30°, 62=45°, 63=60°, 64=30° holatda
bo‘lganda, end-effektorning koordinatalari
quyidagicha aniglandi:

x=0.60 y=1.04

Yuk m = 10 kg ortilgan holatda manipulyator
har bir bo‘g‘iniga quyidagi momentlar (torque) ta’sir
giladi:

End-effektorga o‘rnatilgan m massali yukning ,Man?pUIyator ishchi - qismlari— dinamik
S — o’zgarishlari
Kinetik energiyasi: )
1 , . 2-jadval
K =3m vm ©) .. | Bog'in Yuk .
Sl e ) Bo'g'in . .| Hisoblangan
Har bir bo‘g‘in va yuk uchun: .| uzunligi massasi
4 ragami moment (Nm)
P =37, mygh; + mgh,, (6) (m) (kg)
Harakat tenglamasi (torque): 1 0.5 23 kg 112.88
_ (2o ; 2 0.4 195kg | 76.52
ATACTW AT ) 3 0.3 16kg | 47.10
4 0.2 13 kg 25.48
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Bo‘g‘inlar inertsiya momentlari quyidagi ey | o9 momentining yukie bogTlallgh
formula asosida hisoblandi: )
Iy = sml? (11) -
3-jadval. Manipulyator ishchi gismlari inertsiya
momentlari
Bogin | m; (k L(m) | (kg m? 0 5 e ) )
J m: (kg) (M) (kg m7) l-rasm. Robor manipulyator bo’g’inlari
1 4 0.5 0.333 momentlarini yukka bog’liglik grafiklari.
2 3.5 0.4 0.187
Bu inertsiya qgiymati butun manipulyator
3 3 0.3 0.090 dinamikasini keskin oshiradi, aynigsa yuqori tezlikda
ishlaganda tebranishga olib keladi.
4 2.5 0.2 0.033 Yuk og‘irlik markazini manipulyator oldingi

450

400

350

Moment (Nm})

300

250

1-bo'g'in momentining yukka bog'ligligi

250
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Moment (Nm)

150

100
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Yuk massasi (kg)

2-bo'g'in momentining yukka bog'ligligi

140

120

100

80

Moment (Nm}

&0

40

5 10 15 20 25
Yuk massasi (kg)

3-bo'g'in momentining yukka bog'ligligi

Yuk massasi (kg)

25

gismiga suradi. Bu esa quyidagi ogibatlarga olib

keladi:

Harakat paytida tebranish chastotasi oshadi
End-effektorda elastik deformatsiya ehtimoli
yuzaga keladi (aynigsa nozik sensorli ishlarda)
Real vagt monitoringi orgali bu tebranishlar
aniglanib, ularni damping tizimi yordamida
kamaytirish mumkin

Yuk ortilishi manipulyatorning harakatini
sekinlashtiradi, moment va inertsiya ortadi.
Bo‘g‘inlarning kuchlanishi asosan 1- va 2-
bo‘g‘inlarda ko‘proq bo‘ladi.

Yuk massasi < 25 kg bo‘lish sharti saqlanganda
manipulyator muvozanatini yo‘qotmaydi, biroq
samaradorlikka sezilarli ta’sir giladi.
Yuqoridagi grafiklar orgali quyidagi natijalarni

kuzatish mumkin:
1. Trayektoriya (x, y koordinatalari): Yuk

massasi  oshgani  sayin ~ manipulyator
trayektoriyasi ~ geometriyasi  o‘zgarmaydi
(bo‘g‘inlar burchaklari o‘zgarmasa), lekin bu
trayektoriya davomida harakatga ketadigan
moment va energiya ortadi.

Bo‘g‘inlardagi momentlar: Har bir bo‘g‘in
uchun momentlar chizigli tarzda ortadi,
aynigsa 1- va 2-bo‘g‘inlar eng katta yukni
ko‘taradi. Bu grafiklar mexanik kuchlanish
tagsimotini aniq ko‘rsatadi va qay bo‘g‘inga
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mustahkamlovchi  konstruksiya

aniglashga yordam beradi.

3. Inertsiya momenti: Yuk ortganda umumiy
inertsiya momenti kvadratik tarzda oshadi,
chunki inertsiya formulasi I=m-r? bo‘yicha
hisoblanadi. Bu tebranish xavfini oshiradi,
aynigsa yuqori tezlikda ishlaganda.
MUHOKAMA (Discussion). Ushbu

tadqiqotda 4 bo‘g‘inli robot manipulyatorga turli
massali yuk o‘rnatilgan holatda kinematik va dinamik
modellar orgali tahlillar olib borildi. Simulyatsiya
natijalariga ko‘ra, manipulyatorning ishchi qismiga
ortilgan yuk miqgdori 25 kg chegaradan oshmagan
holda bo‘lsa-da, u harakatda quyidagi muhim dinamik
ta’sirlarni yuzaga keltiradi:

Momentlar tagsimoti: Har bir bo‘g‘inga
tushadigan moment chiziqli ravishda oshadi. Aynigsa
birinchi va ikkinchi bo‘g‘inlar maksimal yukni
ko‘tarib, ularda kuchlanish va energiya sarfi eng yuqori
bo‘ladi. Bu holat mexanik mustahkamlikka bo‘lgan
talabni oshiradi. Inertsiya momenti: Yukning massasi
manipulyator uzunligi kvadratiga ko‘paygani sababli
inertsiya momenti tez ortadi. Bu manipulyatorning
tezlik va tezlanishga bo‘lgan javob vaqtini sezilarli
darajada kamaytiradi. Tebranish va deformatsiya: Yuk
ortganda og‘irlik markazi oldinga siljiydi. Natijada
manipulyatorning uchida kichik elastik tebranishlar
kuzatiladi. Bu aynigsa nozik sanoat amaliyotlari
(elektronika yig‘ish, mikrobo‘yash)da aniqlikka salbiy
ta’sir ko‘rsatishi mumkin. Trayektoriya barqarorligi:
Yuk miqgdori manipulyator geometriyasini bevosita
o‘zgartirmaydi, lekin dinamik xossalar (vaqt, javob
berish, energiya sarfi)ni o‘zgartiradi. Trayektoriya
o‘zgarmagan holda yuqori yuk bilan ishlashda
manipulyator ish unumdorligi kamayadi.

Bu natijalar shuni ko‘rsatadiki,
manipulyatorning ishchi gismlarini material tanlovi,
geometrik optimallashtirish, va real vaqtli monitoring
orgali takomillashtirish zarur. Shu bilan birga, bu
model kelajakda adaptiv boshgaruv tizimlari bilan
birlashtirilsa, yuk o‘zgarishlariga avtomatik moslasha
oladigan samarali manipulyatorlar yaratish imkonini
beradi.

zarurligini

XULOSA (Conclusion). Tadgiqot natijalariga
asoslanib quyidagi asosiy xulosalar chiqarildi: 4
bo‘g‘inli robot manipulyatorga turli massadagi yuk
o‘rnatilganda, uning dinamik xossalari sezilarli
darajada o‘zgaradi. Aynigsa bo‘g‘inlardagi momentlar
va umumiy inertsiya momenti ortadi. Matematik
modellashtirish orqali har bir bo‘g‘inning yuk ostidagi
momentlari aniq hisoblab chigildi. Bu esa
manipulyator mexanik gismlarini loyihalashda asosiy
mezon bo‘lib xizmat qiladi. Yuk massasi oshgani sayin
manipulyatorda tebranishlar kuchayadi va aniglik
pasayadi. Shuning uchun real sanoat ilovalarida yukni
doimiy nazorat gilish va moslashtirilgan boshgaruv
strategiyalarini joriy etish muhimdir. Taklif etilgan
model asosida  manipulyatorning  strukturasini
optimallashtirish, material tanlash, va energetik
samaradorlikni oshirish bo‘yicha tavsiyalar ishlab
chiqgildi.
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Abstract. This study focuses on the development of intelligent algorithms for evaluating economic
indicators based on artificial intelligence models. In particular, the research addresses the intellectual
assessment of the balance between supply and demand in sales, considered as key economic
indicators. The process of predicting delays in product sales, viewed as an imbalance between supply
and demand, is thoroughly examined. To this end, the problem is formulated as a classification task,
and solutions are proposed using machine learning models of artificial intelligence. Specifically,
intelligent algorithms based on logistic regression, decision trees, and the K-Nearest Neighbors (K-
NN) methods have been developed for evaluating economic indicators. Experimental results
demonstrating the effectiveness of the proposed approaches are presented.

Keywords: Artificial intelligence, classification problem, economic indicators, machine learning,

logistic regression, decision tree, K-NN.

I. Introduction

The rapid advancement of artificial intelligence
mechanisms is significantly enhancing the processes of
forecasting socio-economic indicators. Across the
world, digital technologies and artificial intelligence
systems are developing at a remarkable pace and are
being actively integrated into various sectors,
particularly into  socio-economic fields. This
integration focuses primarily on automating processes
in economics, the social sector, public administration,
and security systems through the application of digital
technologies and artificial intelligence. It also involves
the intellectualization of information analysis within
automated control systems and the development of
methods and algorithms for evaluating economic
indicators.

Currently, the development of new intelligent
algorithms based on the enhancement of machine
learning models in artificial intelligence is progressing
rapidly. Machine learning models are designed to
generate statistical rules based on both structured and
unstructured data. In this study, the issue of the

intellectual assessment of the balance between supply
and demand in sales — recognized as key economic
indicators — has been explored. Intelligent algorithms
for evaluating economic indicators have been
developed based on logistic regression, decision tree,
and K-Nearest Neighbors (K-NN) machine learning
methods, and experimental results have been obtained.

Il. Development of Intelligent Algorithms
for Analyzing Economic Indicators Based on
Machine Learning Models

The process of intellectually assessing the
balance between supply and demand in sales has been
carried out as a key economic indicator. In this study,
the evaluation of the balance between supply and
demand has been approached through the early
detection of delays in product sales. The problem of
predicting such delays has been formulated as a
classification task and solved using machine learning
models of artificial intelligence.

Initially, a dataset was created for the machine
learning models, incorporating the following features:
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ID — Product identifier

B_date — Order date

P_type — Product type

P_volume — Product volume

P_stock — Quantity of the product in the
warehouse

Status — Delay status in product sales

Based on the above features, a dataset for
machine learning was developed and processed
through the following steps:

1. Data Collection: Gathering raw data;

2. Feature Selection: Calculating correlations
using Pearson and Kendall methods to select
relevant features;

3. Data Cleaning: Identifying duplicate records
and retaining the necessary ones, standardizing
incorrectly formatted values, and imputing

missing values (NaN) using regression
techniques;

4. Data Normalization: Scaling values to the
[0,1] range;

5. Data Encoding: Converting textual data into
numerical form;

6. Data Splitting: Dividing the dataset into
training and testing subsets.

After the data preprocessing was completed,
algorithms based on logistic regression, decision tree,
and K-Nearest Neighbors (K-NN) methods were
developed.

Logistic regression is one of the statistical
techniques commonly used to solve classification and
regression problems [1,2]. This model predicts the
probability of a dependent variable based on one or
more independent variables from the dataset. Logistic
regression is considered effective for making decisions
related to the identification of economic indicators
[2,3,5]. In this context, data concerning the factors
contributing to sales delays were collected and
prepared as economic indicators. These features were
used as independent variables in the model.

During the development of the logistic
regression-based algorithm, coefficients (gamma
values) were determined from the training dataset,
which represent the influence of each independent

variable on the dependent variable. Once the model
was trained, new data could be input, and the
probability of sales delays could be predicted
accordingly. Thus, logistic regression in machine
learning serves as an effective tool for forecasting
economic indicators by modeling probabilities and
improving classification through consideration of
multiple influencing factors.

The mathematical model
regression method in machine
generalized as follows:

1
PX) =
+e (1)

Here, T represents the linear combination of the
input features and is expressed through equation (2).

of the logistic
learning can be

T=y,+y X +7, X+ 47, X, @)

here, the Y10 Vase Vi coefficients correspond

X, X, o X

to each ' o feature.

The output p(X) represents the predicted

probability Y =1 of the dependent variable, taking
into account the input features X. In the classification
of economic indicators, specifically in predicting sales

delays, if p(X)>05 occurs, the model predicts class
1; otherwise, it predicts class 0. The coefficients are
defined as the ratio of the probability of an event
occurring to the probability of it not occurring, and this
relationship is expressed by equation (3):

Odds=—PX)_
1-p(X) (3)
The Maximum Likelihood Estimation

(MLE) method is used to evaluate the (7) coefficients
in the logistic regression model of machine learning.
The likelihood function of logistic regression is defined
as follows in equation (4):

L) =T1p(%) @ p(x)®™
E @

here, Yi represents the actual binary
classification outcomes (0 or 1). The goal is to find the
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coefficients that maximize this likelihood function
[2,4]. In this method, the loss function is commonly
used to assess how well the model predicts
probabilities, and it is expressed as follows in equation

(5):

n
L) ==X [yi Tog(p(x, ) + @~ y; logd— p(x; )]
Nz (5)
Step 1: Initialization;
Step 2: Data Preparation;
Step 3: Splitting the data into training and

testing sets; st~ Koaw € X
Step 4: Calculate
T=y,+1 X, +7,X, +...+7/an;
Step 5: Determine the  probability
1
P(X)= 1+e™* :
Step  6: Estimate  the  coefficients

L) =TTR(x) @ p(x)™>

Step 7: Compute the loss function

L(y)= —%%[yi log(p(x; ) +(2-y; log(@~ p(x; )]

Step 8: Accept new data;

Step 9: If the probability is greater than 0.5,
classify as Y=1 otherwise, predict the Y=0 class;

Step 10: End.

Developing an Algorithm Based on the
Decision Tree Method to Assist in Decision-Making for
Identifying Sales Delays as Economic Indicators

The decision tree model in machine learning is
widely used in the fields of machine learning and
artificial intelligence and is one of the most effective
methods for the intellectual analysis of economic
indicators. In this research, an algorithm based on the
decision tree method was developed to assist in
decision-making for identifying sales delays as
economic indicators. The decision tree in machine
learning is primarily composed of nodes and leaves
[6,8]. Each internal node in the decision tree makes a
decision based on a particular feature. Intellectual
analysis of economic indicators using machine
learning’s decision tree method is performed based on

the feature data of sales delays. The leaves represent
the final outcome [7,10]. That is, they define whether a
delay exists and its severity. In constructing a decision
tree for machine learning, various criteria are used for
splitting the data, and the following are some of the
criteria that can be listed:

Gini Impurity. This criterion measures the
accuracy of the data set and is expressed as follows
[9,11]:

n
Gini(D)=1-Y p?
=1 (6)
Entropy. This criterion measures the
uncertainty of the data and is expressed as follows [12]:

n
Entropy(D)=-3_ p; logz(p;)
= (7)
The decision tree in machine learning is trained
based on the existing data set, where at each node, the
best features are selected, and the data is divided
according to those features. In the next step, new data
is input, and the tree is traversed to determine the
outcome. An algorithm based on the decision tree
method has been developed to assist in decision-
making for identifying sales delays as economic
indicators, and it is executed in the following steps:
Step 1: Start;
Step 2: Prepare the data;
Step 3: Split the data into test and training sets
X U X e X Y., vY ey,

test o'quv test o'quv

Step 4: Train the model based on the data;
Step 5: Calculate the loss function

L() =~ £y, log(p(x )+ -y JogL- plx )]

Step 6: Compute the confusion matrix;
Step 7: Evaluate the model's accuracy;
Step 8: Accept new data;
Step 9: Make predictions based on the decision
tree;
Step 10: End.
Developing an Algorithm Based on the K-
NN Model to Assist in Decision-Making for
Identifying Sales Delays as Economic Indicators.
In this research, the K-Nearest Neighbors (K-

o1
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NN) method is one of the effective tools for intellectual
analysis of economic indicators, such as identifying
sales delays. In the K-NN algorithm, distance measures
play an important role as they define the similarity
between each data point. The following commonly
used distance measures were analyzed [11,13].

Euclidean Distance: The Euclidean distance
measure is one of the most commonly used distance
metrics and is expressed as follows.

Zn:(xi —Yi )2

= (8)

d=

here Xi and Yi represent the coordinates of two
points in an n - dimensional space.

Manhattan Distance: The Manhattan distance,
also known as the L1 distance, is defined as follows.

n
d= Z‘Xi - yi‘
=1 (9)

Minkowski Distance: This distance measure is
a generalization of both the Euclidean and Manhattan
distances, and it is defined as follows (10).

n p
d :(Z\Xi - yi‘pj
=1 (10)

In the formula above, the parameter p defines
the order of the norm.
An algorithm based on the K-NN method to assist in
decision-making for detecting delays in sales as

economic indicators was developed, and it is
implemented through the following steps:

Step 1: Start.

Step 2: A dataset

S= {(Xl’ yl )’ (XZ’ y2 )’ ""(Xn’ yn )} is Created, where XI

represents feature vectors, and Yi
corresponding class values.
Step 3: The distance for a new data point is

calculated.
d (Xyangi ' X )= maSOfa(Xyangi X )

represents

Step 4: The K nearest neighbors are
determined.
N ={%;, 2 X, 00X, }

Step 5: The classification class is assigned, and
the model value is computed.

Yyangi = M{yi1 1 Yiy e yik}
Step 6: End.

The developed K-NN algorithm is effective in
performing intellectual analysis of economic indicators
such as identifying sales delays, and it helps detect
delays by considering various factors affecting sales
delays.

I11. Experimental Results

To assist in decision-making for identifying
sales delays as economic indicators, the logistic
regression-based machine learning algorithm was
evaluated on an experimental dataset of sales data, and
its results are presented in Table 1.

Table 1. Results of the Logistic Regression-
based Machine Learning Algorithm.
Algorithm Name Evaluation Metrics Results

Accur | Recall Preci | F1
acy sion | Score
Logistic Regression- | 0,81 0,80 0,82 | 0,80
based Algorithm
The Logistic Regression-based algorithm

developed to assist in making decisions for identifying
delays in sales as economic indicators achieved
effective accuracy results.

Experimental studies were also conducted on
the K-NN-based algorithm developed to assist in
making decisions for identifying delays in sales as
economic indicators, and the experimental results were
presented in Table 2.

Table 2. Results of the Machine Learning
Algorithm Based on the K-NN Method

Algorithm Evaluation Metrics Results
Name

Accura | Recall | Precisio | F1

cy n Score
Algorithm 0,83 0,85 0,84 0,84

Based on the
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K-NN
Method

Experimental studies were conducted based on
the developed decision tree algorithm for assisting
decision-making in identifying sales delays as
economic indicators, and the experimental results are
presented in Table 3.

Table 3. Results of the machine learning
algorithm based on the decision tree method.

Algorithm Evaluation Metrics Results
Name
Accur | Recall | Preci | F1
acy sion | Score
Algorithm 0,89 0,90 0,88 | 0,89
based on the
decision  tree
method

Effective indicators were achieved based on the
algorithm using the decision tree method.

The infographic of the experimental results is
presented in Figure 1 below.

09 7

0,38

0,86

0,84 7
B Qaror daraxti

082 17 m Logistik
0z K-NN
0,78 +~

0,76 +~

0,74 -
1 2 3 a

Figure 1. Performance indicators of machine
learning-based algorithms.

The experimental results were carried out on
algorithms based on machine learning methods such as
Logistic Regression, K-NN, and Decision Tree.
The experimental results show that the algorithm
developed based on the Decision Tree method
achieved the most effective performance.

IVV. Conclusion

In this research work, a classification problem
of artificial intelligence was solved to assist in
decision-making for identifying delays in sales as

economic indicators. The classification problem of
artificial intelligence was addressed using machine
learning models. Logistic Regression, K-NN, and
Decision Tree methods were selected as machine
learning models. As a result, algorithms based on
Logistic Regression, K-NN, and Decision Tree
methods were developed, and the effectiveness
indicators of the developed algorithms were analyzed.
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MOBIL QUYOSH ENERGETIK QURILMALARINING TEXNOLOGIK TURLARI VA
ULARNING ISHLASH PRINSIPLARI TAHLILI

mavjud turlari ko'rib chiqiladi.

Kirish: So‘nggi yillarda tarmoqdan mustagqil
(off-grid) quyosh energiyasi tizimlariga bo‘lgan
gizigish sezilarli darajada oshdi. Bunday tizimlarga
elektr minibus taksilari (eMBTs) kabi mobil
qurilmalarga integratsiyalashgan quyosh panellari
orgali  gibrid energiya echimlarini  yaratish,
shuningdek,  tortiluvchi  quyosh  treylerlariga
o‘rnatilgan quyosh tizimlari va yuqori quvvat ishlab
chigarish imkoniyatiga ega bo‘lgan logistika
magsadlarida ko‘chma energiya stansiyalari kiradi.
Toza energiya texnologiyalarini jadal joriy etishga
qaratilgan sa’y-harakatlar, jumladan, innovatsion
tizimlar — masalan, buklanuvchi mobil quyosh
energetik tizimi (Foldable Mobile Solar Power System,
FMSPS) ni qo‘llash, ushbu mintaqalarda mavjud
bo‘lgan energiya muammolarini hal qilish va
millionlab insonlarning turmush tarzini yaxshilash
yo‘lida muhim gadam hisoblanadi [1, 2].

Adabiyotlar tahlili va metodologiya. Bunday
tizimlardan birining amaliy qo‘llanilishi ZeroBase
Energy  kompaniyasi  tomonidan  Keniyaning
Lokichoggio hududida joylashgan gochginlar lagerida
tashkil etilgan. Bu yerda 80 kW quvvatga va 360
kW-soat sig‘imli batareyaga ega tarmogdan mustagqil
quyosh-gibrid tizimi o‘rnatilgan [3]. Bir qator
kompaniyalar bozorda turli xil dizaynga ega quyosh
treylerlarini  tagdim etmoqda (1-rasmga garang).
Masalan, MPS kompaniyasi tashqi muhitda ishlovchi
mobil kameralar uchun 320 W quyosh energiyasi bilan
ta’minlovchi ixchamroq FMSPS (buklanuvchi mobil
quyosh tizimi) ni ishlab chiggan (1 (a) - rasm) [4].
TWT kompaniyasi esa 2,1 kW quyosh generatori va 15

Axtamov Tohir Zuhriddin o'g'li,

O¢zbekiston Respublikasi Fanlar Akademiyasi,
S.A.Azimov nomidagi Fizika-texnika instituti,
kichik ilmiy xodim.
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Annotatsiya. Bugungi kunda gayta tiklanuvchi energiya manbalari, xususan quyosh energiyasidan
foydalanishga qiziqish jahon miqyosida ortib bormoqda. global iglim o‘zgarishlari, an’anaviy
energiya resurslarining kamayishi va ekologik barqgarorlikka intilish natijasida mobil quyosh
energetik qurilmalar (MQEQ) ustida olib borilayotgan tadgiqotlar dolzarb ahamiyat kasb etadi.
Ushbu maqolada mobil quyosh energetik qurilmalarining umumiy analitik parametrlari va hozirgi

Tayanch so'zlar: fotoelektrik batareya, mobil fotoelektrik/issiqlik qurilmasi, ko’chma konstruktsiya,
quyosh treyleri, quyosh radiatsiyasi, quvvat, invertor, kontroller, akkumulator, samaradorlik.

kW -soat energiya saqlash tizimiga ega treylerni ishlab
chiqdi (1 (b) - rasm) [5]. OkSolar kompaniyasining
quyosh treyleri esa 2,4 kW quvvat ishlab chigaruvchi
tizim bilan jihozlangan bo‘lib, 57 kW-soat sig‘imdagi
saglash quvvatiga ega bo‘lishi bilan ajralib turadi (1 (c)

- rasm) [6].
Natijalar.  Bozordagi  ilg‘or = FMSPS
namunalaridan biri sifatida Tesla kompaniyasi

tomonidan 2022 yil iyul oyida ishlab chigilgan quyosh
treyleri ko‘rsatib o‘tiladi. Ushbu tizim 2,7 kW quvvat
ishlab chiqaradi va Starlink sun’iy yo‘ldosh tizimini
energiya bilan ta’minlashga mo‘ljallangan (1 (d) -
rasm) [7].

(d)

1-rasm. lImiy adabiyotlarda keltirilgan FMSPS
(buklanuvchi mobil quyosh tizimlari) namunalaridan
ba’zilari: (a) MPS: 320 W [4]; (b) TWT: 2,1 kW [5];
(c) OkSolar: 2,4 kW [6]; va (d) Tesla: 2,7 kW [7].
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Bozor talabiga asosan tijoratlashtirilgan
ko’plab MQEQ larning turlari mavjud. Masalan,
YGNE YST-7000SH kuzatuv treylerlari (2 (e) — rasm)
elektr tarmog'i bo'lmagan joylar uchun professional
monitoringni  ta'minlaydi. U quyosh panellari,
batareyani saglash, pan/tilt tizimi, boshqgaruv tizimi,
kamera, treyler ramkasi, elektr ko'taruvchi va
teleskopik ustun va boshgalar bilan ishlaydi.

2-rasm. YGNE  YST-7000SH  kuzatuv

treylerlari
U aeroportlarda, qurilish maydonchalarida,

harbiy, kon yoki tabiiy gaz konlarida ish joylarida keng
go'llanilishi mumkin.

m o n

.ﬁhef""!_i (AN
3-rasm. YGNE  YST-7000SH  kuzatuv
treylerlari

FMSPS (buklanuvchi mobil quyosh energiyasi
tizimlari)  bozoridagi  aksariyat  konstruksiyalar
murakkab avtomatik buklanish mexanizmlarini o‘z
ichiga oladi, bu esa ishlab chigarish xarajatlarining
oshishiga hamda aynigsa sub-Sahroi Afrika (SSA) va
Markaziy Osiyo kabi murakkab hududlarda texnik
xizmat ko‘rsatish talabining ortishiga olib keladi [8].
Aksincha, mazkur tadgigotda taklif etilayotgan
FMSPS modeli soddalik tamoyiliga asoslangan bo‘lib,
uning arzonligi va xizmat ko‘rsatishdagi qulayligi
ta’minlangan. Ushbu tizim 4 kW quvvatga ega quyosh
generatori hamda 20 kW-soat hajmdagi energiya
saglovchi akkumulyator bilan ta’minlangan bo‘lib,
SSA hududlarida quyosh nurlanishining maksimal
darajasida atigi 5 soat ichida to‘liq zaryad olish
imkonini beradi va kun davomida turli xil zaruriy elektr
ehtiyojlarini ta’minlay oladi.

Xulosa. Yugoridagi ma’lumotlar asosida shuni
ta’kidlash kerakki O‘zbekiston hududlarining iglimiy
sharoitlari keskin farg giladi va ekstremal holatlar keng
targalgan.  Ushbu  sharoitlarda  moslashtirilgan
texnologik yechimlar — xususan, quyosh asosidagi
integratsiyalashgan fotoelektik issiglik (FEI) tizimlari
— energiya samaradorligi, ekologik bargarorlik va
iqtisodiy tejamkorlikni ta’minlay oladi. Shu bois,
ekstremal iglimga  moslashtirilgan  energiya
strategiyalarining  markaziga  FEI  tizimlarini
joylashtirish  dolzarb ilmiy-texnik vazifa bo‘lib
golmoqda.
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O'ZBEKISTON VA RIVOJLANGAN DAVLATLAR TA'LIM TIZIMIDA
AVTOMATLASHTIRILGAN DARS JADVALINI TUZISH TAJRIBALARI
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Annotatsiya. Mazkur maqolada O°‘zbekiston va rivojlangan davlatlar ta’lim tizimida
avtomatlashtirilgan dars jadvalini tuzish tajribalari tahlil gilinadi. Zamonaviy ta’lim jarayonida
axborot texnologiyalarining keng qo‘llanilishi natijasida dars jadvalini avtomatlashtirish muhim
ahamiyat kasb etmoqda. Rivojlangan mamlakatlarning tajribasi shuni ko‘rsatadiki, bunday tizimlar
darslarni samarali rejalashtirish, o‘qituvchilar va talabalar yuklamasini muvozanatlashtirish,
auditoriya resurslaridan oqilona foydalanish imkonini beradi. O‘zbekistonda ham avtomatlashtirilgan
dars jadvali tizimlarini joriy etish bo‘yicha olib borilayotgan ishlar va ularning samaradorligi
o‘rganilgan. Tadqiqotda turli dasturiy ta’minotlar, sun’iy intellekt yondashuvlari va algoritmlardan
foydalanishning afzalliklari ko‘rib chiqilgan. Shuningdek, avtomatlashtirish jarayonida yuzaga
kelishi mumkin bo‘lgan muammolar va ularni hal etish yo‘llari haqida fikr yuritiladi.

Kalit so‘zlar: Ta’lim tizimi, avtomatlashtirilgan dars jadvali, axborot texnologiyalari, sun’iy
intellekt, rejalashtirish, ta’lim innovatsiyalari.

1. Kirish

Zamonaviy ta’lim tizimida samaradorlik va
resurslardan ogilona foydalanish muhim omillardan
biri hisoblanadi. Dars jadvalini avtomatlashtirish ta’lim
jarayonini rejalashtirishning muhim qismi bo‘lib, u
o‘qituvchilar va talabalar uchun qulaylik yaratish,
yuklamani muvozanatlashtirish hamda auditoriya va
resurslardan samarali foydalanish imkonini beradi.
Rivojlangan davlatlarda dars jadvalini tuzishda turli

avtomatlashtirilgan tizimlar va sun’ity intellekt
texnologiyalaridan  keng  foydalaniladi.  Ushbu
yondashuvlar ta’lim muassasalarining boshqaruv

jarayonlarini optimallashtirishga, inson omili sababli
yuzaga keladigan xatoliklarni kamaytirishga hamda
ta’lim sifatini oshirishga xizmat qiladi. O‘zbekiston
ta’lim tizimida ham axborot texnologiyalaridan
foydalanish darajasi ortib bormoqda. Shunga garamay,
avtomatlashtirilgan dars jadvalini yaratish va joriy
etish bo‘yicha hali ham yechimini kutayotgan
muammolar mavjud. Ushbu tadgiqotda rivojlangan
mamlakatlarning tajribasi, O°‘zbekistonda amalga
oshirilayotgan ishlar, mavjud muammolar va ularni hal
etish yo‘llari o‘rganiladi. Shuningdek, zamonaviy
dasturiy yechimlar va algoritmik yondashuvlarning
samaradorligi tahlil gilinadi.[1]

2. Tahlil

O'zbekiston tajribasi: O'zbekistonda so'nggi
yillarda ta'lim sohasida ragamlashtirish jarayonlari faol
olib borilmogda. Ayrim yirik ta'lim muassasalari va
universitetlarda elektron tizimlar joriy etilgan bo'lsa-
da, keng ko'lamli yagona dars jadvalini boshgarish
tizimi hali to'liq shakllanmagan.

Asosiy rivojlanish yo'nalishlari:
"Kundalik.com™ va "Edupage" kabi platformalarning
ayrim maktablarda joriy etilishi, oliy ta'llim
muassasalarida individual tizimlarning shakllanishi
hamda "Hemis" yagona axborot tizimining
rivojlantirilishini ko’rishimiz mumkun.[1, 8]

Janubiy Koreya tajribasi: Janubiy Koreya
ta'lim tizimi texnologik integratsiada eng ilg'or
mamlakatlardan biri hisoblanadi. NEIS (National
Education Information System) - barcha maktablar
uchun yagona platforma, KMOOC (Korean Massive
Open Online Course) - oliy ta'lim uchun dars
jadvallarini ham gamrab oluvchi tizim, Smart School
Initiative - ragamli maktab konsepsiyasi, yuqori
darajadagi internet infratuzilmasi (5G) hamda mobil
ilovalar orgali dars jadvallarini real vagtda yangilab
turish imkoniyati.
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Kanada tajribasi: Kanada ta'lim tizimida har Chizigli dasturlash orqgali dars jadvalini
bir provinsiya o'z yondashuviga ega, ammo umumiy | optimallashtirishni quyidagi formula bilan ifodalash
tendensiyalar ~ mavjud: D2L  (Desire2Learn) | mumkin:
platformasi keng qo'llaniladi, PowerSchool SIS Magsad funksiyasi (Objective Function)
(Student Information System) - maktablar uchun LG
mashhur tizim, Blackboard va Canvas LMS tizimlari minz Z CijXij
universitetlarda faol qo'llaniladi, ta'lim muassasalari i=1j=1
avtonomiyasi yuqori - har bir muassasa 0z Bu yerda:
ehtiyojlariga.  mos tizimni tanlaydi va onlayn - X;j — i-fan j-vaqtda o‘tilishini bildiruvchi binar
platformalarda dars jadvali va o'gituvchilar band (0 yoki 1) o‘zgaruvchi.
vagtini sinxronlashtirish imkoniyati. - (;j — fan va vaqt uchun aniglangan baho

Singapur tajribasi: Singapur talim tizimi (masalan, muayyan vaqtni afzal ko‘rish yoki
innovatsiyalarga ochig va texnologik jihatdan rad etish.[3, 7]
rivojlangan: Student Learning Space (SLS) - milliy 2. Hozirgi kunda ko‘p davlatlarda
darajadagi yagona platforma, AsknLearn - dars jadvali, | intelektual texnologiyalardan foydalanib platformalar
uy vazifalari va boshqa ta'lim jarayonlarini | pilan ishlab kelinmogda. O'zbekistonda texnologik
integratsiyalashgan tizim, Data-driven scheduling | yondashuvlar va platformalar tagqoslanishi bo‘yicha
systems - o'quvchilar ehtiyojlariga garab dars jadvalini | go'|lanilayotgan texnologik yechimlar
optimallashtirish, School Cockpit - o'gituvchilar uchun
maxsus ishlab chigilgan tizim. mobil qurilmalar bilan Afzalliklar o o'llanilish
to'lig integratsiya. Platforma i Kamehiliklari anrajasi

Estoniya tajribasi: Estoniya ragamli ta'lim O'zbek
sohasida global liderlardan biri hisoblanadi: eKool @ilidagi Barcha
platformasi - dars jadvali, baholash va ota-onalar bilan interfeys, maktablarda
alogani birlashtirgan tizim, X-Road - barcha ta'lim mahalliy 5 O'rta
ma'lumotlarini bOg'|0VChi infratuzilma, stuudium - Kundalik.c ehtiyojlarg etilmagan, dars | maktablarn
universitetlar va maktablar uchun kompleks tizim, 99% | | om a | jadvalini ing bir
ta'lim muassasalari ragamlashtirilgan, dars jadvalini mfs an%z:;]_ optimallashtiri | gismida
o'zgartirish uchun o'gituvchilar va ma'muriyat o'rtasida onélar shda
tezkor aloga.[4-5, 14] bilan aloga | CMeklangan

3. Usullar tizimi

Rivojlangan  mamlakatlar  tajribasidan Oliy ta'lim
O'zbekiston uchun foydali bo'lgan jihatlar: uchun

1) Markazlashtirilgan yagona tizim vyaratish maxsus Foydalanuvchi
(Janubiy Koreya, Estoniya) ishlab interfeysining _
2) Mobil qurilmalar bilan integratsiya (barcha chigilgan, | | akicabligi, | DeYali
mamlakatlar) _ yagona ayrim ' | barcha
3) Real vaqt rejimida yangilanish imkoniyati | | Hemis malumotla | e ritetiarg | O TMlarda
(Singapur, Estoniya) r bazasi, | to'liq | 121V
. ] g . . . davlat . . etilgan
4) O'gituvchilar va ma'muriyat o'rtasida samarali tomonidan | Ntegratsiya
kommunikatsiya kanallari (Estoniya) qo'llab- gilinmagan
5) Data-driven yondashuv orgali quvvatlana

optimallashtirilgan jadval tuzish (Singapur, di

Janubiy Koreya) Ko'p halli

Data-driven hozirgi kunda optimallashtirilgan funksionall Mahallly gi o | Ayrim
. ; . . s . sharoitga to'liq .
jadval tuzishda Singapur va Janubiy Koreya kabi ilg‘or Edupage I, moslashtirilma | <USustY
ta’lim tizimlariga ega davlatlarda dars jadvalini xalgaro gan, narxining maktablard
optimallashtirishda ~ quyidagi ~ asosiy ~matematik standartlar | o\ oriligi a
modellar va algoritmlar qo‘llaniladi: gamos

- Chizigli dasturlash modeli (Linear
Programming - LP)
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3. Rivojlangan mamlakatlar platformalari:
1) Janubiy Koreya:

Platforma Asosw _ Texn_ologlk
Xususiyatlari yechimlar
Milliy daraje}dggl Bulutli
yagona tizim, texnologiyalar
barcha  taflim | Lt
NEIS jarayonlarini g L
.| Al asosidagi
gamrab oladi, | .
X . ' | jadval
yugori darajadagi . .
o optimallashuvi
xavfsizlik
Digital textbook
integration, Digital Twin
Research-based | texnologiyasi,
KERIS scheduling, 5G integratsiyasi,
O’qituvchilar loT qurilmalar
uchun maxsus | bilan ishlash
bo'lim
2) Kanada:
Platforma A503|y _ Texn_ologlk
Xususiyatlari yechimlar
Kompleks ERP
yechimi, . R
Jadval tuzish API |ngegrat5|ya5|,
o vBulutli
PowerSchool algoritmik .
. arxitektura, real-
yondashuvi, time yangilanish
Kengaytirilgan yang
analitika
Ta'llim resurslari
bilan Machine Learning
integratsiya, algorithmlari,
moslashuvchan | predictive
D2L jadval  tuzish, | analytics,
yugori Microsoft/Google
darajadagi Calendar
foydalanuvchi integratsiyasi
tajribasi
3) Singapur:
Platforma Asosiy xususiyatlari Texn_ologlk
yechimlar
O'quvchilar
kontekstlga qa_rab Data mining,
jadval tuzish,
. Neural networks,
AsknLearn | resurslarni .
. constrainted
boshgarish, fodrammin
performance prog g
analytics
O'gituvchilar uchun | Microservices
maxsus interfeys, | arxitektura,
School i R
Cockpit Tolig containerization,
integratsiyalashgan, | Progressive Web
Modulli tuzilish App

4) Estoniya:
Platforma Asosiy xususiyatlari Texn'olog|k
yechimlar

Ochiq  arxitektura, | X-Road  bilan
barcha ta'lim | integratsiya,

Kool jarayonlarini Blockchain
birlashtiradi, texnologiyasi,
fugarolar 1D tizimi | API-first
bilan integratsiya yondashuv
Kichik maktablardan | Progressive Web
universitetlargacha, App,

Stuudium modulli tuzilish, | Offline mode,
yuqori darajada | Real-time
moslashuvchan collaboration

Texnologik tendensiyalar:
1) Al va Machine Learning integratsiyasi
Singapur va Janubiy Koreyada dars jadvalini
optimallashtirishda go'llaniladi, o‘qituvchilar
yuklamasini muvozanatlashtiradi, hamda resurslardan
samarali foydalanishni ta'minlaydi.
2) Mobil-birinchi yondashuv
Barcha zamonaviy platformalar  mobil
qurilmalarda ishlash uchun optimallashtirilgan, push-
notifications orqali tezkor o'zgarishlar hagida xabar
berish hamda offline rejimda ishlash imkoniyati
(Estoniya, Singapur).
3) Bulutli texnologiyalar
Markazlashtirilgan ma'lumotlar saglash va
gayta ishlash, yugori mavjudlik va ishonchlilik va
Tezkor masshtablanish.[7-12]
4) API ekotizimi

Boshga tizimlarga integratsiya imkoniyati,
ta'lim muassasalarining o'z  ehtiyojlariga mos
kengaytmalar vyaratishi, uchinchi tomon dasturiy

ta'minotlarini ulash.
5) Big Data tahlili
Dars jadvaliga ta'sir etuvchi omillarni tahlil
qilish, o‘qituvchilar samaradorligini oshirish hamda
resurslardan foydalanishni optimallashtiruvi.
4. Munozara
Tajriba natijasiga ko’ra Q'zbekistonda
qilinishi kerak bo‘lgan ishlar va tavsiyalar:
1) Yagona milliy standart va platforma

yaratish

- Estoniya modeliga o'xshash  ochiq
arxitektura bilan

- Mahalliy  ehtiyojlarga  moslashtirish
imkoniyati

- Bosgichma-bosgich joriy etish strategiyasi
2) Texnologik infratuzilmani rivojlantirish
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- Maktablar va universitetlarni
tezlikdagi internet bilan ta'minlash

- O'gituvchilarni zamonaviy qurilmalar bilan
jihozlash

- Bulutli texnologiyalarga o'tish

3) O'gituvchilar va ma'muriyat uchun maxsus

dasturlar

- Singapur tajribasidan kelib chiggan holda
o'gituvchilar uchun maxsus interfeys

- Mobil qurilmalarda ishlash imkoniyati

- Ish yuklamasini monitoring gilish tizimi

4) Ta'lim ekotizimini yaxlit integratsiyalash

- Dars jadvali, baholash tizimi, resurslar va ota-
onalar bilan alogani birlashtirish

- Milliy ID tizimi bilan integratsiya

- Turli ta'lim  muassasalari
ma'lumotlar almashinuvini standartlashtirish

5. Xulosa

O'zbekiston uchun eng magbul yechim - milliy
xususiyatlarni  hisobga olgan holda, rivojlangan

yuqori

o'rtasida

mamlakatlar tajribasining eng yaxshi jihatlarini
birlashtirgan yaxlit tizim yaratishdir. Aynigsa,
Estoniyaning eKool platformasi va Janubiy

Koreyaning NEIS tizimi tajribasi foydali bo'lishi
mumkin. O'zbekistonda dars jadvalini onlayn
boshgarish tizimini joriy etish nafagat vaqt va
resurslarni tejash, balki butun ta'lim jarayonini
transformatsiya qilish imkoniyatini beradi. Janubiy
Koreya, Kanada, Singapur va Estoniya tajribasidan
foydalangan holda, O'zbekiston milliy xususiyatlarni
hisobga olgan, zamonaviy texnologiyalarga asoslangan
0'z yondashuvini ishlab chigishi mumkin. Bu esa ta'lim
sifatini oshirish, o'gituvchilar mehnatini
yengillashtirish va maktab ma'muriyati uchun
boshgaruv jarayonlarini samaradorligini oshirishga
xizmat giladi.
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Annotatsiya. Ushbu maqolada elliptik egri chiziglarga (ECC) asoslangan kriptografik algoritmlar va
ularning samaradorligi tahlil qgilingan. ECC ning asosiy murakkabligi diskret logarifm
muammosining yechilish giyinligiga bog‘liq bo‘lib, u hozirgi zamonaviy hisoblash texnologiyalarida
yugqori xavfsizlik darajasini ta’minlaydi. Maqolada ECC algoritmlarining qiyosiy tahlili keltirilgan,
ularning afzalliklari, zaif tomonlari va amaliy qo‘llanilish sohalari yoritilgan. Shuningdek, ECC
algoritmlariga nisbatan mavjud hujumlar va ularni oldini olish bo‘yicha tavsiyalar berilgan.
Kelajakda kvant kompyuterlarning rivojlanishi ECC xavfsizligiga tahdid solishi mumkinligi sababli,
magolada post-kvant kriptografiyaga o‘tish bo‘yicha strategik tavsiyalar ham taqdim etilgan.

Kalit so‘zlar: elliptik egri chiziglar, ECC, diskret logarifm muammosi, ECDH, ECDSA, EdDSA,

post-kvant kriptografiya, xavfsizlik.

KIRISH

Zamonaviy axborot xavfsizligi tizimlarida
kuchli va samarali kriptografik mexanizmlar talab
etiladi. Ushbu sohada elliptik egri chiziglar
kriptografiyasi (ECC) muhim o‘rin tutadi. ECC klassik
RSA va Diffie-Hellman kabi an’anaviy algoritmlarga
nisbatan yuqori xavfsizlikni ta’minlab, qisqa kalit
uzunligi va samaradorligi bilan ajralib turadi. Ayniqgsa,
ECC asosidagi algoritmlar mobil qurilmalar, 10T va
resurslari cheklangan tizimlar uchun juda mos keladi.

Elliptik egri chiziglarning xavfsizligi diskret
logarifm muammosining hisoblash murakkabligiga
asoslanadi. Ushbu murakkablik tufayli ECC
algoritmlarida kalit uzunligini oshirmasdan ham yuqori
darajadagi himoya ta’minlash mumkin. Masalan, 256-
bit ECC kaliti taxminan 3072-bitli RSA kaliti bilan
teng xavfsizlikni ta’minlaydi.

Ushbu magolada ECC algoritmlarining ishlash
prinsiplari, giyosiy tahlili, afzalliklari va zaif tomonlari
ko‘rib chiqiladi. Shuningdek, post-kvant kriptografiya,

ECC xavfsizligi va uning kelajakdagi rivojlanish
yo‘nalishlari haqida tavsiyalar beriladi.

Asosiy gism

Elliptik  egri chiziglarga  asoslangan
kriptografiya (ECC) zamonaviy axborot
xavfsizligining  muhim  yo‘nalishlaridan  biri

hisoblanadi. Quyida tanlangan adabiyotlarning ECC
bo‘yicha ilmiy va amaliy ahamiyati tahlil qilinadi.

Neal Koblitz (1987) [1] va Victor S. Miller
(1986) [2] tomonidan elliptik egri chiziglarning
kriptografiyaga tatbiqi taklif gilingan. Ushbu ishlar
ECC ning fundamental nazariy asoslarini yaratib,
ularning klassik RSA va Diffie-Hellman algoritmlariga
nisbatan afzalliklarini asoslab bergan. Millerning ishi
ECC ning hisoblash murakkabligi diskret logarifm
muammosiga bog‘liq ekanligini tushuntiradi.

Darrel Hankerson, Alfred Menezes va Scott
Vanstone (2004) [6] tomonidan yozilgan Guide to

Elliptic  Curve Cryptography kitobida ECC
algoritmlarining amaliy qo‘llanilishiga urg‘u berilgan.
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Kitobda ECC asosidagi kalit almashish (ECDH),
ragamli imzo (ECDSA, EdDSA) va shifrlash usullari
(ECIES) haqida batafsil ma’lumot keltirilgan. Bu asar
ECC ni real tizimlarda ganday ishlatish mumkinligini
tushunish uchun asosiy manbalardan biridir.

Nigel Smart (2003) [7] kitobida ECC va boshga
kriptografik tizimlar tagqoslanadi. Muallif ECC ni
RSA bilan giyoslab, uning kichik kalit uzunligida ham
yuqori xavfsizlikni ta’minlash xususiyatiga ega
ekanligini asoslaydi. Bu esa ECC ni resurslar
cheklangan muhitlarda samarali qo‘llash mumkinligini
ko‘rsatadi.

Daniel J. Bernstein va Tanja Lange (2014) [8]
tomonidan tagdim etilgan SafeCurves tadgigotida ECC
uchun xavfsiz parametrlarni tanlash masalasi
muhokama qilinadi. Tadqiqot natijalariga ko‘ra, ba’zi
klassik ECC egri chiziqlari zaif bo‘lib, ularning o‘rniga
Curve25519 va Curved448 kabi xavfsizroq egri
chiziglardan foydalanish tavsiya etiladi. Bu ish ECC
asosida xavfsiz tizimlar qurish uchun muhim
manbalardan biridir.

lan F. Blake, Gadiel Seroussi va Nigel P. Smart
(21999) [9] kitobida ECC matematik modellarining
chuqur tahlili keltirilgan. Tadgiqot ECC ning hisoblash
murakkabligi va unga nisbatan potensial hujumlarni
ko‘rib chiqgadi.

Steven Galbraith (2012) [10] tomonidan
yozilgan Mathematics of Public Key Cryptography
kitobida ECC bilan bir gatorda boshga ommaviy kalitli
kriptotizimlarning matematik asoslari ham bayon
etilgan. Muallif ECC ning diskret logarifm
muammosiga bog‘ligligini va bu muammoning hozirgi
zamonaviy hisoblash tizimlarida yechilishi juda giyin
ekanligini ko‘rsatadi.

NIST Special Publication 800-186 (2019) [11]
va RFC 7748 (2016) [13] hujjatlarida ECC ning xavfsiz
parametrlarini tanlash bo‘yicha tavsiyalar berilgan.
Xususan, Curve25519 va Curve448 kabi egri
chiziglarning afzalliklari, ularning yugori
samaradorligi va xavfsizligi asoslangan. Bu hujjatlar
real kriptografik tizimlarni yaratishda muhim amaliy
manbalar hisoblanadi.

Douglas Stinson va Maura Paterson (2018) [12]
kitobida ECC, Diffie-Hellman va RSA kabi ommaviy

kalitli kriptografik algoritmlar chuqur tahlil gilinadi.
Kitobda ECC asosidagi tizimlarning xavfsizlik
darajasi, ularning yutuglari va zaif tomonlari hagida
batafsil ma’lumot berilgan.

Yugoridagi adabiyotlar ECC ning nazariy
asoslari, amaliy tatbiglari va xavfsizlik jihatlarini
chuqur o‘rganish imkonini beradi. Ushbu tadqiqotlar
shuni ko‘rsatadiki:

ECC kichik kalit uzunligida ham yugori
xavfsizlikni ta’minlaydi, bu esa uni resurslari
cheklangan muhitlarda samarali ishlatish imkonini
beradi.

Ba’zi egri chiziglar zaif bo‘lishi mumkin,
shuning uchun Curve25519 va Curve448 kabi xavfsiz
egri chiziglar tavsiya etiladi.

Kvant kompyuterlar rivojlanishi bilan ECC
algoritmlari xavfsizligiga tahdid paydo bo‘lishi
mumkin, shu sababli post-kvant ECC variantlarini
o‘rganish dolzarb masala hisoblanadi.

Kelajakda ECC ning yanada xavfsiz
variantlarini ishlab chigish, yanma-kanal hujumlariga
garshi chora-tadbirlar ishlab chigish va post-kvant

ECC algoritmlarini  o‘rganish  muhim  ilmiy
yo‘nalishlardan biri bo‘lib qoladi.
METODOLOGIYA
Elliptik  egri chiziglarga  asoslangan

kriptografiyaning (ECC) xavfsizligi diskret logarifm
muammosi (ECDLP) ga bog‘liq bo‘lib, bu muammoni
yechish hozirgi zamonaviy algoritmlar uchun juda
murakkab hisoblanadi. Asosiy murakkablik quyidagi
omillarga bog‘liq:

— Diskret logarifm muammosining qiyinligi;

— Arifmetik operatsiyalarni bajarishdagi

murakkablik;
— Maxsus hujum usullariga chidamlilik;
— Kvant kompyuterlarga garshi himoya.

Diskret logarifm muammosining
murakkabligi

Diskret logarifm muammosi quyidagicha
ifodalanadi:

Agar elliptik egri chiziq ustida generator nugta P va
undan hosil gilingan Q = kP nuqtasi berilgan bo‘lsa, k
ni topish juda giyin.
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Murakkablik  darajasi ~ Shartli ~ ravishda
eksponensial — hozirgi algoritmlar uchun bu masala
eksponensial vaqt talab giladi [1].

Arifmetik operatsiyalar murakkabligi

Elliptik egri chiziglarda nuqtalar qo‘shilishi va
skalyar ko‘paytirish operatsiyalari modulli
arifmetikadan ko‘ra murakkabroq ishlaydi:

— Nugtalar qo‘shilishi — modulli operatsiyalarni
talab qgiladi;

— Galois maydonlarida hisob-kitoblar — GF (p)
yoki GF(2™) maydonlari asosida murakkab
arifmetik amallar bajariladi.

Bu esa ECC algoritmlarining dasturiy va
apparat jihatdan samarali optimizatsiyasini talab giladi
[2].

ECC ga garshi maxsus hujumlar

ECC ning murakkabligi mavjud hujum
usullariga ham bog‘liq. Asosiy hujumlar:

— Pohlig-Hellman hujumi — fagat kichik tartibli
guruhlarga ta’sir qiladi;

— Pollard’s Rho algoritmi — vn murakkablikka
ega, lekin ECC parametrlarini to‘g‘ri tanlash
orgali oldini olish mumkin [3];

— MOV hujumi va Frey-Riick hujumi — fagat
maxsus tuzilishga ega bo‘lgan egri chiziglarga
ishlaydi.

Shuning uchun ECC tizimlarida to‘g‘ri egri
chizig parametrlarini tanlash katta ahamiyatga ega.

Kvant kompyuterlarning tahdidi

Hozirgi klassik kompyuterlar ECC ni buzishga
godir emas. Ammo kvant kompyuterlar uchun Shor
algoritmi ECC uchun xavf tug‘dirishi mumkin:

1-jadval. Elliptik egri chiziglarga asoslangan
algoritmlarning giyosiy tahlili

Tavsiya
Alsoritm Foydalanish | Xavfsizlik | Amaliyotdagi | Hujumlarga etilgan kalit
& magsadi darajasi | samaradorlik chidamlilik uzunligi
(bit)
(Elliptc Dmmmmatign | 25601
Curve Kaht. Yugori Ofrtacha bog‘liq, kvant (RSA 3 072-
. almashish bit
Diffie- kompyuterlarga ckvivalenti)
Hellman) zaif
EC[.)SA Pollard's Rho -
(Elliptic Tez (RSA ga hujumiga 256-bit
Curve Ragamli . : g unmig (RSA 3072-
S - Yugori nisbatan nisbatan ;
Digital imzolar . - bit
. samaraliroq) | bardoshli, kvant . .
Signature huiumlarea zaif ekvivalenti)
Algorithm) Jumiarg
EdDSA
(Edwards- Ragamli ECDSA ga | Yanada samarali 256-bit
curve Digital imgolar Juda yuqori | qaraganda va xavfsiz (Ed25519
Signature tezroq variant standarti)
Algorithm)
ECIES ; . Xavfsiz blok .
(Elliptic Shifrlash Yugori Tez shiftlash bilan 256-bit
Tavsiya
Algoritm Foydalanish | Xavfsizlik | Amaliyotdagi | Hujumlarga etilgan kalit
2 magsadi darajasi | samaradorlik chidamlilik uzunligi
(bit)
Curve qo‘llaniladi,
Integrated kvant
Encryption hujumlarga zaif
Scheme)
Xitoy
( C?Ji'\lgse Shifrlash va kriptografiya
'E cc ragamli Yugori Oc‘rtacha standarti, 256-bit
St d i d) imzolar ECDSA va
andar ECDH asosida
S | Post kvt |
Knowledge Maxﬁyhk Y8 1 Juda yuqori O‘rtacha hujumlarga 236-bit va .
Proofs autentifikatsiya . lt.’a.};(IiOShlllki undan yugqori
(ZKP) 0°lishi mumkin
. L . . . Tavsiya
Algoritm Foydalam.sh XanS.lZl.lk Amahyotda.gL Hu.Jumla..r.ga etilgan kalit
magsadi darajasi samaradorlik chidamlilik L
uzunligi (bit)

— ECDH — TLS/SSL, VPN va boshga xavfsiz
aloga protokollarida ishlatiladi.
— ECDSA - Ragamli imzolar uchun RSA ga
nisbatan samaraliroq variant.

asoslangan mashhur

Kvant kompyuterlarda ECC ning murakkabligi
eksponensial emas, balki polynomial darajaga
tushadi [4].

Bu esa ECC ni post-kvant kriptografik
tizimlarga almashtirish zaruratini tug‘diradi.
NATIJALAR

Quyidagi jadvalda elliptik egri chiziglarga
kriptografik algoritmlarning

giyosiy tahlili keltirilgan.

— EdDSA — ECDSA ning tezroq va xavfsizroq
varianti, Ed25519 va Ed448 formatlarida
ishlatiladi.

— ECIES - Ochiqg Kkalitli shifrlashda samarali
foydalaniladi.

— SM2 — Xitoy standartida ishlatiladigan maxsus
ECC algoritmi.

— ECC-based ZKP — Maxfiylikni oshirish uchun
go‘llaniladi (masalan, blokcheynda).

Hozirgi kunda EdDSA va ECDSA eng ko‘p
ishlatilayotgan ECC algoritmlari hisoblanadi,
chunki ular xavfsizlik va samaradorlik nugtayi
nazaridan eng optimal hisoblanadi.
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Elliptik egri chiziglarning murakkabligi
quyldagllarga bog‘liq [6-13]:

Diskret logarifm muammosining yechilishi

giyinligi;

— Arifmetik operatsiyalarning murakkabligi;
— Maxsus hujumlarga bardoshlilik;
— Kvant kompyuter tahdidiga garshi chidamlilik.

Hozirda 256-bitli ECC 3072-bitli RSA bilan
teng darajada xavfsiz hisoblanadi [5]. Shu sababli,
ECC ko‘plab xavfsiz aloga protokollarida (TLS/SSL,
blokcheyn, [0T) qo‘llanilmoqda.

Elliptik egri chiziglarga (ECC) asoslangan
algoritmlar yuqgori xavfsizlik va samaradorlikni
ta’minlaydi. Quyida ushbu algoritmlarni tanlash va
go‘llash bo‘yicha asosiy taklif va tavsiyalar berilgan.

Algoritm tanlash bo‘yicha tavsiyalar:

— Kalit almashish uchun — ECDH (Elliptic
Curve Diffie-Hellman) ishlatish tavsiya etiladi.
Mugqobil variant: Agar yanada yugori xavfsizlik talab
qilinsa, X25519 (Edwards egri chizig‘iga asoslangan)
varianti ishlatilishi mumkin;

— Ragamli imzo wuchun - EdDSA
(Ed25519 yoki Ed448) tavsiya etiladi. ECDSA ham
ishlatilishi mumkin, lekin u tasodifiy sonlar avlodiga
bog‘lig bo‘lgani uchun, noto‘g‘ri implementatsiya
xavfi yuqori;

— Shifrlash uchun — ECIES (Elliptic
Curve Integrated Encryption Scheme) ishlatish
magsadga muvofig. Muqobil variant: Agar post-kvant
hujumlarga bardoshlilik talab qilinsa, ECC bilan
simmetrik algoritmlarni birgalikda ishlatish tavsiya
etiladi;

— Blokcheyn va maxfiylik uchun — ECC
asosida Zero-Knowledge Proofs (ZKP) yoki Ring
Signature ishlatish mumkin. Bu aynigsa kriptovalyuta
va anonim tranzaksiyalar uchun juda muhim.

Kalit uzunligini tanlash:

- Kamida 256-bit ECC kalitlari ishlatish
tavsiya etiladi. ECC ning 256-bit kaliti (masalan,
secp256rl) 3072-bitli RSA kalitiga teng xavfsizlikni
ta’minlaydi. Yuqori xavfsizlik talab gilingan hollarda
384-bit yoki 521-bit ECC variantlari (secp384rl,
secp521rl) tavsiya etiladi;

- Post-kvant kriptografiyaga tayyor turish
uchun alternativlarga e’tibor garatish. Post-quantum
ECC variantlari yoki lattice-based kriptografiya
(masalan, CRYSTALS-DILITHIUM) ga o‘tish
strategiyasini ishlab chigish lozim.

ECC oshirish
tavsiyalar:

— To‘g‘ri  egri chiziq parametrlarini
tanlash. NIST tomonidan tavsiya etilgan egri chiziglar
(secp256rl, secp384rl) yoki Curve25519, Curve448
ishlatilishi tavsiya etiladi. Maxsus (custom) egri
chiziglarni ishlatishdan ehtiyot bo‘lish lozim, chunki
ular zaif bo‘lishi mumkin;

— Tasniflangan ECC hujumlariga garshi
ehtiyot choralarini  ko‘rish. Yonma-yon kanal
hujumlariga (Side-Channel Attacks) garshi himoya
uchun tasodifiylashtirish (blinding) va doimiy vagqtli
algoritmlarni ishlatish lozim. Pollard’s Rho hujumiga
garshi kalit uzunligini oshirish mumkin;

- Implementatsiya xavfsizligini
ta’minlash. ECC-ni dasturiy ta’minotda noto‘g‘ri
amalga oshirish xavfsizlik zaifliklariga olib kelishi
mumkin. Ochig kodli kriptografik kutubxonalar
(OpenSSL, libsodium, Bouncy Castle) dan foydalanish
tavsiya etiladi.

Kelajak strategiyalari:

- Post-kvant kriptografiyaga
tayyorgarlik. Kvant kompyuterlarning rivojlanishi
bilan Shor algoritmi ECC ni zaiflashtirishi mumkin.
Shu sababli, post-kvant ECC alternativlari bo‘yicha
izlanishlar olib borish kerak;

— IoT va cheklangan resurslarga ega
qurilmalar uchun ECC afzal. ECC kam quvvat
sarflaydi va kam xotira talab giladi, shuning uchun loT,
mobil qurilmalar va aqglli kartalar uchun juda mos
keladi;

xavfsizligini bo‘yicha

- Blokcheyn va maxfiylikka e’tibor
berish. ECC asosida Zero-Knowledge Proofs (ZKP) va
homomorfik shifrlash kabi yangi texnologiyalarni
o‘rganish va rivojlantirish lozim.

XULOSA

Elliptik egri chiziglarga asoslangan
kriptografiya (ECC) bugungi kunda samarali va
xavfsiz kriptografik tizimlardan biri sifatida keng
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go‘llanilmoqgda. Uning asosiy afzalligi kichik kalit
uzunligida yuqori xavfsizlikni ta’minlashi bo‘lib, bu
uni aynigsa mobil qurilmalar, loT tizimlari va
cheklangan resurslarga ega  muhitlar  uchun
moslashtiradi.

Maqgolada ECDH, ECDSA, EdDSA va ECIES
kabi mashhur ECC algoritmlarining giyosiy tahlili
taqdim etildi. Tadqgiqotlar shuni ko‘rsatadiki, EdDSA
imzo algoritmi xavfsizlik va samaradorlik nugtayi
nazaridan ECDSA ga nisbatan ustun, ECDH esa
xavfsiz kalit almashish uchun samarali echimdir.
Shuningdek, ECC asosidagi Zero-Knowledge Proofs
(ZKP) texnologiyalari maxfiylikni oshirishda muhim
rol o‘ynaydi.

Biroq, ECC ham ba’zi zaifliklarga ega. Yanma-
kanal hujumlari va tasodifiy sonlar avlodining
noto‘g‘ri ishlatilishi ECC algoritmlarining
xavfsizligiga ta’sir qilishi mumkin. Shuningdek, Shor
algoritmi asosidagi kvant kompyuterlar rivojlanishi
ECC ning kelajakdagi xavfsizligiga jiddiy tahdid
tug‘diradi. Shu sababli, post-kvant kriptografiyaga
o‘tish strategiyasi ishlab chiqilishi zarur.

Kelajakda post-kvant ECC variantlari, ECC
asosidagi  yangi autentifikatsiya va maxfiylik
mexanizmlarini rivojlantirish ustida tadgiqotlar olib
borish muhim. Kriptografik tizimlarning
bardoshliligini oshirish uchun ECC va simmetrik
shifrlash algoritmlarini kombinatsiyalash ham samarali
yondashuv bo‘lishi mumkin.
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SHARTLI TASODIFIY MAYDONLAR MODELI ASOSIDA O‘ZBEK TILI MATNLARINI
PUNKTUATSION TAHLIL QILISH
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Annotatsiya. Ushbu tadqiqotda o‘zbek tili matnlarini punktuatsion tahlil qilish uchun Shartli
Tasodifiy Maydonlar (Conditional Random Fields, CRF) modeli asosida yondashuv taklif gilinadi.
Tadgiqotning asosiy magsadi — o‘zbek tili matnlaridagi tinish belgilarini aniglash va to‘g‘ri
joylashtirish orqali matnlarning strukturaviy yaxlitligini ta’minlashdan iborat. CRF modeli ketma-
ketlikka asoslangan tahlil imkoniyatlari orqali sozlar va ularning kontekstual xususiyatlarini chuqur
o‘rganib, tinish belgilarining joylashuvini bashorat qiladi.

Loyiha doirasida o‘zbek tili uchun maxsus korpus yaratiladi, unda har bir so‘z va tinish belgi
orasidagi bog‘ligliklar belgilab chiqiladi. Matnlar morfologik va sintaktik xususiyatlarga asoslangan
holda belgilab beriladi va xususiyatlar to‘plami (feature set) aniqlanadi. Modelni o‘qitish va test qilish
jarayonlarida an’anaviy statistik ko‘rsatkichlar — aniglik (precision), gamrov (recall) va F1-
mezonlardan foydalaniladi. Tadqiqot natijalari CRF modelining o‘zbek tilida punktuatsion tahlil
vazifasida samarador va ishonchli ekanligini ko‘rsatadi.

Il Kalit so‘zlar: Tinish belgilari, NLP, CRF model, F1 mezonlar

Kirish
Punktuatsiya belgilarini bashorat gilish tabiiy
tilni  gayta ishlash (NLP) sohasida muhim

muammolardan biri hisoblanadi. Matnlarda to‘g‘ri va
izchil tinish belgilarining mavjudligi matnni o‘qish va
tushunishni  sezilarli  darajada  osonlashtiradi,
shuningdek, undan keyingi vazifalar, masalan, so‘z
turkumlarini aniqlash, sintaktik tahlil, ma’lumotlarni
ajratib olish va mashina tarjimasi sifatini oshiradi. Shu
sababli, transkriptsiya gilingan nutq matnlariga yoki
punktuatsiyasi yo‘q matnlarga tinish belgilarini
qo‘shish dolzarb masalalardan biridir[1].

So‘nggi yillarda punktuatsiya bashorat qilish
uchun shartli tasodifiy maydonlar (CRF) va ularning
kengaytirilgan shakli — dinamik shartli tasodifiy
maydonlar (DCRF) modellari keng qo‘llanilmoqda.
CRFlar ketma-ketliklarni belgilashda samarali ishlaydi
va murakkab xususiyatlar orasidagi bog‘liglikni
modellash imkonini beradi. DCRF esa ko‘plab ketma-
ket belgilarni birgalikda ko‘rib chiqish, uzoqdagi

bog‘ligliklarni hisobga olish va bir nechta subtizimlar
o‘rtasidagi o‘zaro ta’sirni modellashtirish imkonini
beradi.

Turli tadgiqotlar, xususan Sutton va McCallum
(2004, 2007) tomonidan tagdim etilgan DCRF
modellari, Lu va Ng (2010) tomonidan conversational
speech matnlarida punktuatsiya aniqligi oshirilgan
metodlar, hamda Pham va hamkorlari (2014)
tomonidan Vetnam tilida CRF asosida punktuatsiya
bashorati bo‘yicha o‘tkazilgan dastlabki tajribalar,
ushbu sohadagi yondashuvlarning samaradorligini
ko‘rsatadi. Yana bir qator ishlanmalar esa (Yavuz va
Nalci, 2014) CRF modellarining optimallashtirish
usullarini chuqur o‘rganib, punktuatsiya aniqgligini
oshirishga garatilgan.

Ushbu tadgiqotda biz mavjud metodlardan
ilhomlanib,  punktuatsiya  belgilarini  bashorat
gilishning yangi modelini ishlab chigamiz. Modelimiz,
xususan, DCRF asosida tashkil gilinadi va nafaqat
gaplarning chegaralarini aniglash, balki gap turini
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(nugta, vergul, so‘roq va hokazo) aniqlash va to‘liq
punktuatsiya tiklash vazifalarini birgalikda hal gilishga

yo‘naltirilgan. Shuningdek, punktuatsiya bashorat

qilish jarayonida faqat matnli ma’lumotlardan
foydalaniladi, ovozga  asoslangan prosodik
xususiyatlar talab etilmaydi.

2.METODOLOGIYASI

Ushbu tadgiqot punktuatsiya belgilarini

bashorat qilish uchun Conditional Random Fields
(CRF) modelidan foydalanishni taklif etadi.

Shartli  tasodifiy maydonlar (Conditional
Random Fields — CRF) (Lafferty va boshg., 2001) —
bu tuzilmalangan kuzatuv x hamda unga mos
tuzilmalangan yorliq y o‘rtasidagi turli bog‘lanishlarni
ifodalay oladigan diskriminativ, yo‘naltirilmagan
Markov modellaridir. Quyida amaliyotda, xususan
ketma-ketlikni  yorliglash ~ (sequence labeling)
masalalarida keng qo‘llaniladigan maxsus tur —
chizigli-zanjirli CRF bo‘yicha qisqa kirish beriladi.

CREF ni formal ta’riflash uchun X va Y tasodifiy
vektorlarini, x — X ning, y — Y ning giymatlarini
olaylik: x = (x1, X2, ..., XT) va y = (Y1, ¥2, ..., y7). CRF
uchun {fu(y, ¥', X)) }*«=1 ko‘rinishidagi haqiqiy qiymatli
belgi (xususiyat) funksiyalar to‘plami bo‘lsin hamda
har bir fx ga mos vazn Ax biriktirilgan bo‘lsin. Shuni
esda tutingki, {fk(y, y', ) }¥«=1 belgi funksiyasi fagat x
ga emas, balki butun x ketma-ketligiga ham bog‘liq
bo‘lishi mumkin.

Chizigli-zanjirli
quyidagicha aniglaydi:

1

p(y|X):Z(x) exp (Zlk(zl ZZ=1 Mefe (Ve Ve-1,X6))

CRF shartli  tagsimotni

bu yerda
Z(x)=2yexp(Xk=1 Xt=1 Mcfi Ve» Ye—1,X¢)) nor
malizatsiya  (partitsiya)  funksiyasidir. ~ O‘qitish

ma’lumotlari

D={(x',y")}i berilganida, model parametrlarini A
=( M, A2 ...A k) quyidagi regulyarizatsiyalangan
shartli log-ehtimollikni maksimal qiluvchi tarzda
tanlaymiz:

., A2

LO)=EiInp(y'|x") — ko5
bu yerda o — regulyarizatsiya darajasini
nazorat qiluvchi parametr. L(A) funksiyasi konkav

bo‘lgani sababli global optimumni har ganday konveks
optimallashtirish algoritmi yordamida topish mumkin.

Bunday optimallashtirish algoritmlari odatda
CRF da inferensiyani talab giladi. Yashirin Markov
modellarida (Rabiner, 1989) bo‘lgani kabi, CRF da
ham inferensiya oldinga va orgaga (forward/backward)
o‘zgaruvchilarni aniglash va ularni dinamik dasturlash
algoritmlari yordamida samarali hisoblash orgali
bajariladi[2].

Test bosgichida yangi namunaga mos yorliq
ketma-ketligi o‘xshash Viterbi algoritmi (Sutton va
McCallum, 2006) yordamida tanlanadi; u tayyor
modelga ko‘ra eng yuqori ehtimollikka ega yorliq
ketma-ketligini gaytaradi. Bizning tinish belgilarini
bashorat qgilish tizimimizda aynan shu algoritmlardan
foydalaniladi.

Punktuatsiya bashorati korpusi o‘zbek tilida
mavjud bo‘lmagani uchun biz o‘z korpusimizni IT
yo‘nalishidagi manbalardan tuzdik. Aniqlik kiritadigan
bo‘lsak, dasturlash, informatika va  texnika
yo‘nalishlaridagi o‘quv qo‘llanmalar, magqgolalar va
darsliklardan korpus yaratdik. Oldindan gayta ishlash
bosgichida biz matndagi keng uchraydigan yozuv
xatolarini hamda tinish belgilarining me’yoriy
bo‘lmagan ishlatilish holatlarini tuzatamiz. Bunga,
masalan, gap oxirida ketma-ket ikkita yoki undan ortiq
tinish belgisi qo‘yilishi (ellipsisdan keyin nuqta, uchta
savol belgisi va hokazo) yoki tinish belgisining
qo‘shtirnoq tashqarisida paydo bo‘lishi kiradi. Ushbu
bosgich yakunlangach, taxminan 1 500 000 dan ziyod
so‘zdan 1iborat korpusga ega bo‘lamiz. Natijada
taxminan 1 500 000 dan ziyod so‘z va 10 xil tinish
belgisini (vergul — ,; nugta— .; ikki nugta— :; nuqgtali
vergul — ;; ko‘p nuqta — ...; savol belgisi — ?; undov
belgisi — !; qo‘shtirnog-“"; qavs (); tire —) o‘z ichiga
olgan korpusga ega bo‘ldik.

Quyidagi jadvalda yaratilgan korpusning

punktuatsiya belgilarining statistikasi keltirilgan.

Ne Punktuatsiya belgisi soni

1 Nugta (PERIOD) 125823

2 Vergul (COMMA) 113909

3 Ikki nugta (COLON) 8936

4 Nugtali vergul (SCOLON) 8979

5 So‘roq belgisi (QMARK) 7479

6 Undov belgisi (EMARK) 3492
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7 Ko‘p nugta (ELLIPSIS) 132

8 Tire (DASH) 3897

9 Qo‘shtirnoqg (QUOTE L/R) 6791

10 Qavs (PAREN_L/R) 15574
jami 295012
2.1-jadval punktuatsiya korpusidagi tinish

belgilarining soni keltirilgan.

0'zbek matnlarida tinish belgilarining soni (0'sish tartibida)

Nugta (.)

Vergul (,)

Qavs (())

Nugtali vergul (;)
Ikki nugta (:)
So'rog (?)
Qo'shtimoq (")
Tire (-)

Undov (1)

Ko'p nuqta (...)

0 20000 40000 60000 80000
Soni

100000 120000

2.1-diagramma  punktuatsiya  korpusdagi
punktuatsiya belgilarining statistikasi keltirilgan.

10 ta asosiy O‘zbekcha tinish belgisini CRF
yordamida boshqarish to‘liq amalga oshadi.

Qoidalarni xususiyat funktsiyalari ko‘rinishida
modelga berasiz, CRF esa ularni statistik ravishda
og‘irlashtirib, kontekst va juftlik cheklovlarini global
Viterbi orqali hisobga oladi. Natijada qo‘lda yozilgan
“if-else” ga qaraganda moslashuvchanroq va F1 baland
bo‘lgan sistema hosil bo‘ladi.

Quyidagi 2.2-jadval punktuatsiya belgilarini
qoidalari keltirilgan.
Qoidaga ishora giluvchi xususiyatlar
(f_K)
<nugta>
<before>
<word>Ammo</word>
<word>Lekin</word>
<word>Biroq</word>
<word>Chunki</word>
<word>Shuning uchun</word>
<word>Go‘yo</word>
</before>
<after>

Belgi

Nugta
(PERIOD
)

<word>edi</word>
<word>ekan</word>
<word>emish</word>
<word>kerak</word>
<word>lozim</word>
<word>darkor</word>
</after>

</nugta>

Vergul
(COMMA

)

<vergul>

<before>
<word>chunki</word>
<word>negaki</word>
<word>toki</word>
<word>go'yo</word>
<word>shuning uchun</word>
<word>shu sababli</word>
<word>shu bois</word>
<word>ya’ni</word>
</before>

<after>
<word>Ha</word>
<word>Yo‘q</word>
<word>Rahmat</word>
<word>Xo‘sh</word>
<word>Qani</word>
<word>Xayr</word>
<word>Ofarin</word>
<word>Salom</word>
</after>

<both>
<word>darvoge</word>
<word>albatta</word>
<word>avvalo</word>
</both>
<sent_start_after>
<word>Qani</word>
<word>Nima</word>
<word>Xo‘sh</word>
</sent_start_after>
<sent_mid_both>
<word>Qani</word>
<word>Nima</word>
<word>Xo‘sh</word>
</sent_mid_both>
<sent_end_before>
<word>Qani</word>
<word>Nima</word>
<word>Xo‘sh</word>
</sent_end_before>
</vergul>
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<Ikki nugta>
<after>
<word>quyidagi</word>
Ikki nugta <Word>m§salan</word>
(COLON) <word>reja</word>
<word>qaror giladi</word>
<word>qaror gilindi</word>
</after>
</Ikkinugta>
yeligﬁ“ parallel_np:_l (bir  xil  tuzulma
(SCOLO ketma-ketligi)pos_t==VERB &
N) next_pos==VERB
ﬁglg;ios(il word.lower() in
(QMARK {’kim','nima’,'gachon’,'necha}verb_for
) m=="mi?' (so‘roq affiksi)
Undov pos t==INTJ (undov so‘zlar:
belgisi “Voy!”)prev_word.isupper() —
(EMARK | hayajon verb_mood==IMP (buyruq
) fe’l)
Ko‘p
nuqta prev_pos==ADJ &
(ELLIPSI | unfinished_clause=1char_seq==".."
S)
prev_pos==NOUN &
Tire next_pos==NOUN
(DASH) (appozitsiya)word=="—
'dialogue_start=1
OQqO shtirn char=="«' or
(QUOTE char==""/y, _”prev_word.endswith(':')
L/R) — | (nutqdan oldin)
EI?D?A\\IEEN char=="(" or char==")'inside_enum=1
L/R) — | (ro‘yxat ichida)

2.2-jadval punktuatsiya belgilarining qoidalari.

CRF modeli orqali o‘zbek tili matnlarini
punktuatsion tahlil qilish uchun ishlatamiz, CRF
modelining IDEFO modelini ishlab chigamiz va
dasturiy  ta’minotini Ushbu dastur
to‘plamining asosiy dasturlash tili — Python. Python
dastur interfeysi va boshga kutubxonalar bilan
integratsiyani ta’minlaydi. Dastur shuningdek, zarur
bo‘lgan go‘shimcha kutubxonalardan ham
foydalanadi. Mazkur dastrur quyidagi IDEFO model
diagrammalari orgali batafsil tushuntiriladi.

yaratamiz.

Kirish matn
(Raw Uzbek text)
Teglash qoidalari
& Model sozlamalari
Trained CRF model
& Compute resurslar

2.1-rasm. CRF modeli asosida o‘zbek tili

Input

Control

2D Yorliglangan matn
CRF-based Uzbek e bot
Punctuation Predictor 150001

matnlarini  punktuatsion tahlil qilishning DEFO
modeli.

NATIJA

Tajriba  sifatida IT  sohasi  bo‘yicha

muvozanatlangan, jami 1500 000 so‘zdan iborat
ortigroq o‘zbek korpusi tanlandi. Ishlab chigilgan
korpusda jami 295012 ta tinish belgisi mavjud edi.
CRF modeliga asoslangan punktuatsiya bashorat
modeli umumiy hisobda gariyb 87.5 foiz aniqglikka
erishib, e’tiborga molik natija ko‘rsatdi.

XULOSA

O‘zbek tili punktuatsiya korpusini ishlab
chigish tabiiy tilni gayta ishlash va avtomatik
punktuatsiya tizimlarini rivojlantirish uchun muhim
jarayondir. To‘g‘ri yig‘ilgan va annotatsiya qilingan
korpus yuqori sifatli NLP modellarini ishlab chigishga
yordam beradi. Punktuatsiya korpusimiz tinish
belgilarining qo‘llanilishini o‘rganish va
avtomatlashtirish uchun tuzilgan maxsus matnlar
to‘plamidan iborat. Bu korpus mashinada o‘qiladigan
formatda bo‘lib, avtomatik punktuatsiya tiklash, nutqni
matnga aylantirish, grammatik xatolarni tekshirish va
mashinali tarjima kabi jarayonlarda muhim rol
o‘ynaydi. Bu korpus sun’iy intellekt va tabiiy tilni
gayta ishlash (NLP) sohasida katta foyda Keltirishi
mumkin.

Ishlab chiqilgan korpusimizda o‘zbek tilining
IT sohasidagi matnlardan 1 500 00 dan siyod so‘z va
295012 ta punktuatsiya belgilaridan iborat. Ushbu
ishning davomi sifatida keljakda o‘zbek tili matnlarini
punktuatsion tahlil qilish masalasini sun’iy intellekt
modellaridan foydalanib yechish va yaxshiroq
aniglikdagi natijalarni olish magsad gilingan.
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Kirish
Xavfsizlikning rolli  modelining (RBAC)
qo‘llanishi  kompyuter tizimlarida foydalanishni

cheklash tizimini ma’murlashda jiddiy soddalashtiradi.

An’anaviy RBACda foydalanuvchilar, ishlash
mubhitini amalga oshirmasdan, rollar va mos amallar
bo‘yicha muayyan vakolatga ega, bu xavfsizlikning
yashirin muammolarini osongina vujudga keltiradi.
Dinamik RBAC ushbu ogimda bajarilishi lozim
bo‘lgan joriy vakolatni tekshiradi va vakolatning
bajarilishi mumkinligini yoki mumkin emasligini
aniglaydi [2,6,9,11,12,13].

Foydalanishni  rolli  boshgarish  tizimini,
murakkab iyerarxiyali va ko‘p sonli tagsimlanuvchi
amallar mavjud yirik tashkilotlarda ishlatish magsadga
muvofiq hisoblanadi. Bunday tizimda ma’lumotlar,
odatdi, foydalanuvchilarga emas, tizimga tegishli
bo‘ladi.  Xattoki,  resurslardan,  foydalanishni
boshgarish resurslarning tegishligiga emas, balki
tashkilotdagi foydalanuvchi funksiyalariga asoslanadi
[2,4,5,7,8,10].

Asosiy gism

RBACning ichki muvofiqligini va ba’zi
algebraik xususiyatlarini tekshirishda soddalashtirilgan
modellash tizimi Alloydan foydalaniladi. Alloy-
birinchi tartibli mantigiy modellash tili [1]. Modelda

Irgasheva D.Y.,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti huzuridagi pedagog kadrlarni
gayta tayyorlash va ularning malakasini oshirish tarmoq

markazi direktori, durdona.ya@gmail.com

Annotatsiya. Ushbu maqola foydalanishni boshqarishning dinamik modelining tahlili, dinamik
modeldagi rasmiy spetsifikatsiya va algoritmlari hamda ishlab chigilgan foydalanishni rolli cheklash
tizimi modeli algoritmining tavsifiga bag‘ishlangan. Taklif etilgan model kombinatsiyalangan model
sifatida ishlaydi, rollarga vakolatlarni dinamik tarzda tayinlaydi, hamda turli atributlar yordamida
rollarga foydalanuvchilarni tayinlaydi. Ushbu yondashish fagat RBACning asosiy obyektlariga
taallugli. Undan tashqari, taklif etilgan model SODni vakolatlar sathida amalga oshiradi.

Kalit so‘zlar: kompyuter tizimlari, xavfsizlik modellari, konfidensiallik, foydalanuvchanlik,
foydalanishning cheklash tizimi, RBAC (Role-Based Access Control), SOD (Segregation Of Duties),
ME (Mutually Exclusive), MER (Mutually Exclusive Roles), MEP (Mutually Exclusive

Java singari, obyektga yo‘naltirilgan dasturlash tillari
sinfiga ekvivalent bo‘lgan, sig Name {} tilining
konstruksiyasi ishlatiladi. Uning tarkibida sinfning
barcha obyektlari va ushbu obyektlar orasidagi
munosabatlar mavjud. RBAC modelidagi asosiy
naborlar va funksiyalar 1-jadvalda keltirilgan. Ushbu
naborlar va funksiyalar RABACga ham qo‘llaniladi.
Magolada [2,6,9,11,12,13], atributlar  asosida
foydalanish siyosatini yaratish uchun, naborlar va
funksiyalar qo‘shiladi (2-jadval):

1-jadval

RBAC modelidagi
funksiyalar
- USERS, ROLES, OPS i OBS
(foydalanuvchilar, rollar, amallar va obyektlar);
- PERMS € 2(OPSxOBS), vakolatlar
nabori;
- SESSIONS, seans (sessiya)lar nabori;
- user sessions (u:USERS)—2SESSIONS,
foydalanuvchi u-ni seanslar naboriga
akslantirish;
- avail_sessiya_roles
(u:USERS)—2ROLES, foydalanuvchi u-ni rollar
naboriga akslantirish;
- avail_session_perms (rs:2ROLES) —
2PERMS, rollar naborini, vakolatlar to‘plamiga
akslantirish;

asosiy naborlar va
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va rollarning giyoslash;

giyoslash.

UACUSERS*ROLES foydalanuvchilar

PACROLESxPERMS rol bilan vakolatni

avail_session_roles: ushbu funksiya seans
o‘rnatilishining birinchi fazasida ishlatiluvchi,
foydalanuvchilar ~ va  rollar  orasidagi
munosabatlarni ifodalaydi, ya’ni
Sessions_Step1;

avail_session_perms: ushbu funksiya senas
o‘rnatilishining ikkinchi fazasida, ishlatiluvchi
rollar va vakolatlar orasidagi munosabatlarni
ifodalaydi, ya’ni Sessions_Step2;

Set ENV: ushbu nabor dinamik nabor bo‘lib,
uning elementlari muhit atributlariga mos
keluvchi joriy giymatlarni ifodalaydi.

filter_r: ushbu funksiya rolga asoslanib, ushbu
rol uchun ishlatilishi mumkin bo‘lgan barcha
foydalanishni  boshgarish siyosatini tanlab
oladi. Har bir foydalanishni boshqarish siyosati
foydalanuvchi atributlarga, rol atributlarga va
muhit giymatlariga asoslangan. Funksiya
giymati Tga teng bo‘lsa, bu foydalanuvchilar
va rollar o‘rtasidagi munosabatlarning amalga
kirishini bildiradi, aks holda munosabatlar
yarogsiz  hisoblanadi.  Ushbu  funksiya
Sessions_Step2da foydalanuvchilar rollarining
giyoslanishlarini  dinamik aniglash uchun
ishlatiladi.

filter_p: ushbu funksiya vakolatlarga muvofiq
barcha foydalanuvchi foydalanishni boshgarish
siyosatlarini tanlab oladi. Har bir foydalanishni
nazoratlash siyosati yangi rol atributlariga
(RATT), obyekt atributlariga va muhit
giymatlariga asoslangan. Ushbu funksiya
Sessions_Step2da rollar vakolatlari
giyoslanishlarini  dinamik aniglash uchun
ishlatiladi.

2-jadval. RABAC uchun qo‘shimcha naborlar

va funksiyalar

xususiyatlarining joriy giymatlarini ifodalaydi.

foydalanuvchi, rol va obyekt atributlari
funksiyalarining cheklangan naborini ifodalaydi.

ENV vagqt, harorat va namlik kabi atrof-muhit

UATT, RATT va OATT, mos ravishda,

- UATTURATTUOATT dagi har bir atribut
uchun Range (att) atributning diapazonini, elementar
giymatlarining cheklangan naboriini ifodalaydi.
- attType:UATTURATTUOAT T—{set,
atomic}. Atributlarni belgilangan giymatlar bo‘yicha
o‘rnatadi.
- Har bir atribut funksiyasi USERS va
OBSdagi elementlarni berilgan giymatlarga
giyoslanadi.
Vua € UATT. ua: USERS
Range (ua) if att Type (ua) = atomic
{ 2Range (a)if att Type (ua) = set

Vra € RATT.ra: ROLES

Range (ra) if att Type (ra) = atomic

{ 2Range(ra)if att Type (ra) = set
Voa € OATT. oa: PERMS

Range (oa) if att Type (0a) = atomic

{ 2Range (0a)if att Type (0a) = set

- filter_r (rROLES)—2 POLICIES_R, rollar
va siyosatlar to‘plamini akslantirish.
- Har bir prePOLICIES_R.
- pr: USERSXROLESx2 UATT*2 RATTx*2
ENV—{T.F}.
- filter p(p:PERMS)—2POLICIES P,
vakolatlar siyosati to‘plamini akslantirish.
- Har bir ppePOLICIES_P.
- pp:USERSXROLESXPERMSx2RATT*x20A
TT*x2ENV—{T,F},
- bu yerda RATT'=UATTURATT.

Ushbu vyangi naborlar va funksiyalardan

tashqari, magolada [2,6,9,11,12,13] OATT atributining
funksiyasi o‘zgaradi, u endi obyektdan qiymatga
akslanishi, balki vakolatni giymatga akslanishi, chunki
magqolada obyekt vakolat atributi sifatida ko‘riladi,
shuning uchun obyekt atributi ham vakolat atributi
hisoblanadi.

3-jadval.  Taklif etilayotgan
qo‘shimcha naborlar va funksiyalar

- CatCon: tarkibida atributli obyektlar bo‘lgan
kategoriyalar konteynerlari uchun ishlatiladi.

- GActS: tarkibida manfaatlar ixtilofi (COI)
bo‘lgan harakatlarning umumiy nabori uchun ishlatiladi.
- ops (g_act: GActS)— {ops€OPS}, COlli
harakatlar harakatlarning umumiy naboriga akslantirish.
Shunday gilib, umumiy harakatlar bilan bog‘langan
COlli harakatlar, g_act ni o‘rnatadi.

- obj (cat_con: CatCon)— {objcOBJ}, obyekt
atributlarini kategoriyalarning konteynerlariga
akslantirish. Shunday qilib, orttirilgan obyektlar
kategoriyalangan konteyner cat_con bilan bog‘langan.

modeldagi
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- PERMSe2(0OPSxOBS)U2(OPSxCatCon)u2(G —activated (user7, role3, p8)=activates (user?, role4,
ActSxCatCon)U2(GActSxOBS), nizolashuvchi va p18)A
nizolashmaydigan atributli vakolatlar nabori. —activated (user7, role3, pl10)=activates (user7, role4,

- PASIGNSPERMSxROLES orttirilgan p20)
vakolatlarni, orttirilgan rollarga akslantirish. Metodologiya

- Permission_auto_assigned
(r:ROLES)—2PERMS, atributlardan foydalanib,
nizolashuvchi va nizolashmaydigan vakolatlar naboriga,

Autentifikatsiyani amalga oshirish. Tizimga
kirishda foydalanuvchi tizimda ro‘yxatdan o°‘tishi

atributli rol-R ni avtomatik akslantirish. lozim, ushbu bosqichni muvaffaqiyatli o‘tkazgan
- Permission_auto_assigned (r)={p€ PERMSI(p, foydalanuvchi  autentifikatorga  ega  bo‘ladi.
€ PASIGN} . Autentifikator, foydalanuvchi so‘rovi bo‘yicha
- UASIGNCSUSERS*ROLES atributli islarni taadi tish . t giluvehi borot
foydalanuvchilarni atributli rolga tayinlash munosabati. SETVIS fam' aq _'m € _'S g_a Xlzma _q' UVC "_ ax_ oro
- Users_auto_assigned:(r:ROLES)—2USERS, moduliga tagdim etiladi. Modulning ijobiy javob
atributlar yordamida orttirilgan foydalanuvchilar holida (foydalanuvchi tanilgan va foydalanishning
naboriga, r-atributli rolni avtomatik giyoslash. yetarli huquglariga ega) aloganing xavfsiz kanalini
- Users_auto_assigned (r)={ueUSERSI(u, . .. .

)EUASIGN} muvofiglashtirish boshlanadi. 1-rasmda
- Activate: foydalanuvchi vakolatlarni autentifikatsiya moduli ishlashi algoritmining blok-
aktivlashtirish uchun, ma’lum bir vakolatli sxemasi keltirilgan.

foydalanuvchiga foydalanish hugugini beruvchi g

funksiY.

- —Activate: ushbu funksiya foydalanuvchining

ma’lum bir vakolatdan foydalanishini cheklash uchun Ha oydalanvelilardai~ Yo'q

ishlati Iadi. : 3 50 l'O\'bOlll]l.

- Activated: bu ko‘rsatkichni qaytarish uchun

ishlatiladigan funksiY. Bundan tashqari, u

foydalanuvchi qaytish giymatidan ma’lum bir vakolatni —
aktivlashtirgani hagida ham xabar beradi. Y° A

- —Activated: ushbu funksiya foydalanuvchining A '
muayyan vakolatni aktivlashtirmaganini ko‘rsatish ‘ Autenti fikatsiyalashdan o°tdi ‘

uchun ishlatiladi.

- ConfP: nizolashuvchi ikkita vakolatni ..—
Yozuvni jurnalda
gaydlash

yopish, ulanishga
tayyorgarlik

Aktiv bog’lanishlarni ‘

tayinlovchi funksiY. Bundan tashqari, bir foydalanuvchi
bu ikki vakolatni aktivlashtira olmaydi.

- ConfOP: ikki harakatni nizoli deb e’lon qiluvchi
funksiY. Bu foydalanuvchi bir vaqtning o‘zida COIli,
ikkita vakolatdan foydalanish huqugini olmasligi uchun . . L )
bajarilgan. 1-rasm. Autentifikatsiya moduli ishlashi
- User _request_activate: ma’lum bir vakolatni algoritmining blok-sxemasi

ko‘rsatilgan roldan aktivlashtirish uchun ishlatiladigan
so‘rov; ushbu so‘rov foydalanuvchidan keladi.

Vv p8, p10, p18, p20 € PERMS, user6, user7 € USERS,

Tamom

Axborot serveri foydalanuvchi so‘rovlariga

role3. role4 € ROLES. user6 € role3. role4. user7 € xizmat ko‘rsatish uchun servislarni taqdim etadi.
role3, role4, Amalga oshiriluvchi xavfsizlik siyosatiga bog‘liq
p8, p10 € role3, p18, p20 € role4:mex (p8, p18), mex holda, resurslardan foydalanish ruxsati barcha
(p10, p20)A

foydalanuvchilarga  (jumladan autentifikatsiyadan

6 t_activat 6, role3, p8) A D
User6_request_activate (usero, role3, p8) o‘tmaganlarga) yoki oldindan ma’lum vakolatlarga ega

user6_request_activate (user6, role3, p10)A

user7_request_activate (user7, role4, p18) A foydalanuvchilar guruhiga berilishi mumkin. Axborot
user7_request_activate (user7, role4, p20)A tizimi serveri ishlashi algoritmining blok-sxemasi 6-
—activated (user6, role4, p18)=activates (user6, role3, rasmda keltirilgan.

pe)A Umuman holda, axborot tizimi serveri
—activated (user6, role4, p20)=>activates (user6, role3, o " )

p10)A vazifasiga, autentifikatsiyadan o‘tgan
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foydalanuvchilarning o‘zlarining serverlardan
foydalanish so‘rovlariga xizmat ko‘rsatish kiradi.
Buning uchun axborot serveri foydalanuvchilar tagdim
etgan, unga ma’lum autentifikatsiya serverlaridan
olinishi lozim bo‘lgan, identifikatorni tekshiradi.

Autentifikatsiya siyosatining maqsadi-
foydalanuvchi belgilarini, ma’lumotlar belgilarini va
SQL so‘rovlarini  tekshirish va avtorizatsiya
goidalariga muvofiq yakuniy natijani generatsiyalash.

Avtorizatsiya  qoidalari  tavsifi  quyida
keltirilgan:

Agar tahlillangan foydalanuvchi belgisi bo‘sh
va barcha ma’lumotlar jadvallari xavfsizlik siyosati

Foydalanuvchilardan ™~ Y0'q
s0°rov bormi?

Autentifikator so'rovi

Autentifikatsivalash moduli
ishonchlimi?

‘ Mijoz vakolatini tekshirish

Tshlashni
tagiqlash

Mijozni servis bilan ishlashi
uchun vakolatl yetarlin?

Alktiv bog lanishlami
yopish, ulanishga

bilan himoyalanmagan bo‘lsa, foydalanuvchiga | g | Bryorak
tizimga kirish huquqi beriladi. ¥
Faraz qilaylik, tahlillangan foydalanuvchi |Mailmﬂrmiﬂﬂ“h|
belgisi bo‘sh emas, va ma’lumotlar jadvali xavfsizlik | Ulanishni yopish |_7
siyosati ~ bilan  himoyalangan.  Foydalanuvchi !
belgisining barcha ustunlar uchun mos xavfsizlik Y“”“”“m:m‘*qa-"dm
funksiyalari mavjud emas. Bu ma’lumotlar jadvalining S ot dEbalga g0 yish
foydalanish cheklashlariga ega ekanligini, ammo e Tamom D

foydalanuvchining mos foydalanish huqugiga ega
emasligini anglatadi. Shunday qilib foydalanuvchiga
tizimga kirish huqugi berilmaydi.

Faraz qilaylik, tahlillangan foydalanuvchi
belgisi bo‘sh emas, ma’lumotlar jadvali esa xavfsizlik
siyosati ~ bilan  himoyalangan.  Foydalanuvchi
belgisining barcha satrlari uchun uchun mos xavfsizlik
funksiyalari mavjud emas. Bu foydalanuvchi
belgisining mos satridan foydalanish vakolati odatiy
holda ruxsat etilganligini bildiradi. YA’ni vakolatlar

2-rasm. Axborot tizimi serveri ishlashi
algoritmining blok - sxemasi

3-rasmda yugorida tavsiflangan qoidalar
asosida vakolatlarni tekshirish algoritmining blok-
sxemasi Keltirilgan. Birinchidan, agar foydalanuvchi
belgisi bo‘sh bo‘lsa va so‘rovlar jadvali himoya
siyosatiga ega  bo‘lmasa, 1-qoida  bo‘yicha
foydalanuvchiga tizimga kirish huquqgi beriladi.
Ikkinchidan, agar foydalanuvchi belgisi bo‘sh va
so‘rovlar jadvali himoya siyosatiga ega bo‘lsa 2-qoida
bo‘yicha foydalanuvchiga tizimga kirish huquqi
berilmaydi. So‘ngra so‘rov va foydalanuvchi

diapazoni-ma’lumot jadvalining barcha satrlari va,
demak, foydalanuvchiga tizim Kkirish huquqi beriladi.
Faraz qilaylik, tahlillangan foydalanuvchi
belgisi bo‘sh emas, ma’lumotlar jadvali esa xavfsizlik
siyosati bilan himoyalangan. Tahlillangan SQL-so‘rovi
natijasidagi taklifda ma’lumotlar jadvalining ustunlari

ma’lumotlari tekshiriladi.

mavjud emas, bu SQL taklifning noto‘g‘ri ekanligini
ko‘rsatadi. Shunday qilib, foydalanuvchiga tizimga
Kirish huquqi berilmaydi.
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Qator tekeshizildimi?

Ha

\'uqk :
Yo'q

3-rasm. Vakolatlarni
algoritminingblok-sxemasi

tekshirish

So‘rov.  ma’lumotlari  himoyalangan  va
foydalanuvchi ushbu ma’lumotlardan foydalanish
huqugiga ega. Foydalanuvchi belgisiga kiritilgan ustun
belgisining bo‘shligi, foydalanuvchining
himoyalangan ma’lumotlardan foydalanish huquqiga
ega emasligini anglatadi. Aksincha, foydalanuvchi
belgisiga kiritilgan satr belgisining bo‘shligi barcha
satrlardan foydalanish mumkinligini va 3-goida
bo‘yicha foydalanuvchiga tizimga kirish huquqiga
egaligini  anglatadi. SQLning tahlil  natijasi
ustunlarining bo‘shligi SQLning sintaktik tahlil
natijasining noto‘g‘riligini va 4-qoida bo‘yicha
foydalanuvchiga tizimga kirish huquqi berilmasligini
anglatadi. Va nihoyat, agar barcha kerakli axborot
bo‘sh bo‘lmasa, ustun va satr belgilari tekshiruvdan
o‘tgan bo‘lsa, foydalanuvchiga tizimga kirish huquqi
beriladi.

Kombinatsiyalangan modelda vakolatlarni
tekshirish ikki gismga- ustunlar sathida vakolatlarni
tekshirish va satrlar sathida vakolatlarni tekshirishga
ajratiladi. Ustunlar sathida vakolatlarni tekshirish ham

xavfsizlik  funksiyalari  elementlarini  tekshirish
qoidalariga bog‘liq.

Ustunlar  sathida vakolatlarni  tekshirish
parametrlari-ustun vakolatlari xususidagi axborot,

foydalanuvchi belgisi va so‘rov axborotidagi ustunlar.
Bir himoya belgisiga ega ustunlar uchun axborotini
taqgoslash, himoya belgilari elementlari orasida

tekshiruv qoidalariga muvofiq amalga oshiriladi.
Tekshiruv goidalari tafsiloti 4-rasmda keltirilgan.

Agar funksiya turi ARRAY bo‘lsa, barcha
shartli elementlarning chiziqgli ustuvorligi
kombinatsiyalangan modelning oldindan belgilangan
tartibiga muvofiq olinadi. Foydalanuvchi belgisining
shartli elementlari va ustun sathidagi funksiyalar
orasidagi ustuvorlikni tagqoslash natijalari
foydalanuvchi belgisi ustuvorligining yugoriligini
ko‘rsatsa, foydalanuvchiga foydalanishga ruxsat
beriladi. Aks holda, foydalanishga ruxsat berilmaydi.

Agar xavfsizlik funksiya SET bo‘lsa,
foydalanuvchi belgisining elementlari mos xavfsizlik
funksiyasi belgisi bilan ustun sathida taqgoslanadi.
Agar foydalanuvchi belgisi elementlari tarkibida ustun
sathi funksiyasi bo‘lsa, foydalanuvchiga foydalanishga
ruxsat beriladi. Aks holda, foydalanishga ruxsat
berilmaydi.

Agar funksiya turi TREE bo‘lsa, barcha shart
elementlarining  iyerarxik  strukturasi  xavfsizlik
siyosati bilan olinishi lozim. Agar shart elementi,
ma’lumotlar funksiyasi yoki ma’lumotlarning ota-ona
uzeli tomonidan tahlillangan shart elementiga teng
bo‘lsa, foydalanuvchiga foydalanishga ruxsat beriladi.
Aks holda, foydalanishga ruxsat berilmaydi.

Satr  sathidagi  vakolatlarni  tekshirish
taqqoslashni talab etadi va ikkita obyektni oz ichiga
oladi: foydalanuvchi belgisi bo‘yicha tahlillanuvchi
satr qoidalari konfiguratsiyasi va so‘rov operatoridagi
“WHERE” ifodasi. Ikkala obyekt, mos holda
ma’lumotlar doirasini ifodalaydi. Uchlik shakldagi
goidani: {fayl: maydon nomi, operator. operator,
gqiymat: ma’lumotlar  qiymati}  olish  uchun,
foydalanuvchi  belgisidagi har bir satr belgisi
tahlillanishi lozim.

Ma’lumotlar doirasi “WHERE” ifodasidan
olinganligiga ishonch hosil qilinsa, har bir satr
qoidalari konfiguratsiyasi orasidagi “OR”
munosabatiga moslashishi lozim. Bu muayyan ifoda
SQL “WHERE” ni identifikatsiyalashdagi
muammolarni oldini olishga imkon beradi. Masalan,
“WHERE” ifodasi “WHERE (coll=1 OR coll=2)
AND col2=3" satr qoidalari konfiguratsiyasi bilan
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taqqoslanadi va ma’lumotlar doirasi “coll” ning
ifodalanganligiga ishonch hosil gilinmaydi.
Yuqoridagi muammolarni hal gilish uchun, satr
sathidagi vakolatlarni tekshirish tavsiya etilgan
modelning ishlashi bosgichlarida amalga oshiriladi.
Birinchidan, “WHERE” ifodasi dekonstruksiya
paradigmasiga aylanadi va ular gismlari orasidagi
munosabat esa-“OR”. Masalan, “WHERE (col1=1 OR
col1=2) AND col2=3" ifodasi-“(coll=1 AND col2=3)
OR (coll=2 AND col2=3)” ga aylanadi. Shundan
so‘ng, satr qoidalari konfiguratsiyasini “OR” orqali
yuboriladigan“WHERE” ifodasining har bir qismi
bilan taqqoslash mumkin. Ma’lum foydalanuvchi
belgisi bilan satrlar qoidalari orgali tahlillangan
ustunlar  tarkibida SQL ifodasida tahlillangan
ustunlarning bo‘lishi, “WHERE” ifodasining har bir
gismida tahlillangan ustunlar naborining satrlar
goidalari bilan tahlillangan ustunlar gismtizimi
hisoblanishi, SQL so‘rov ma’lumotlari hajmining
foydalanuvchi vakolatidagi so‘rov  ma’lumotlari
hajmidan kattaligini anglatadi. Shunday qilib,
foydalanuvchiga foydalanish huquqgi  berilmaydi.
Foydalanuvchi tomonidan taqdim etilgan diapazon,
so‘rov ifodasi diapazonidan kichik bo‘lsa ham
foydalanuvchiga foydalanish huquqgi  berilmaydi.
Foydalanish huquqini olishga tekshirishda barcha
tagqoslashning amalga oshirilishi shart.

Darax tsimon element
konstrrikctsivasiza eza bo'lmoq

Foydalamvehi-{(Funksiva,_elementi}
Ma'lumotlar: {Furksiya_dementi}
T

SO BRSO

[ Radetmoq |

4-rasm. Ustunlar sathida vakolatlarni tekshirish
goidalari

Natijalar

Avtorizatsiyani amalga oshirish.
Kombinatsiyalangan modelda avtorizatsiya
ma’lumotlar  avtorizatsiyasini va foydalanuvchi

avtorizatsiyasini o‘z ichiga oladi. Avtorizatsiyani
ishlashda ma’lumotlarga va foydalanuvchiga mos
holda, himoya funksiyalari belgilari beriladi. Himoya
belgilari jadvaldagi satr va, ustun ma’lumotlaridan
ajratib olinadi va ajratib olingan belgilarning turli xil
himoya elementlariga muvofig, mos himoya belgilari
tayinlanadi.

Ma’lumotlar xavfsizligi funksiyasini tahlillab,
funksiya elementi mos satr/ustun bilan bog‘lanadi va
element giymati satr/ustunga element belgisi sifatida
beriladi.

Foydalanuvchi belgisini yaratish uchun, barcha
ma’lumotlar xavfsizligi funksiyalari tahlillanadi va
ma’lumotlarga mos xavfsizlikning noyob elementlari
tanlab olinadi. Foydalanuvchi ushbu elementlardan har
bir funksiyada foydalana olishi mumkin. Xavfsizlik
elementlari  barcha  xavfsizlik  funksiyalaridan,
foydalanuvchini foydalanish huquqini
identifikatsiyalashda foydalanish belgisi ko‘rinishida,
aniglanadi.

Avtorizatsiyani  ishlashda,  foydalanuvchi
belgisi orgali aniglangan foydalaniluvchi diapazon
so‘rovning haqiqiy diapazoni bilan tagqoslanadi.
Xususan, foydalanish belgisi xavfsizligi elementini
tagqoslash lozim.

Xavfsizlikning xuddi shu elementlaridagi bir-
biriga bog‘liglik va va element amallari ta’riflariga
muvofiq, foydalanish belgisi ko‘rsatilgan xavfsizlik
elementi qiymati ustuvorligi ma’lumotlar xavfsizligi
elementi qiymatiga teng yoki undan katta bo‘lsa,
foydalanuvchi ma’lumotlar belgisi diapazonidan
foydalanishi mumkin. Avtorizatsiya qoidalari 3-
jadvalda ko‘rsatilganidek tavsiflash mumkin.

Foydalanuvchi belgisi UL va ma’lumotlar
belgisi DL autentifikatsiya funksiyasining Kkirish
parametrlari hisoblanadi. Faraz gilaylik, DL da E1 va
UL da esa mos holda YE2 mavjud. Agar E1 E2 ga
ekvivalent bo‘lsa (yoki YE2 ustuvorligi yuqori bo‘lsa),
YEL1 ga foydalanish ruxsati beriladi.
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Ma’lumotlar  funksiyasi ham  vakolatlar
siyosatida muhim rol o‘ynaydi [2,4,5,7,8,10]. Tavsiya
etilgan modelda ma’lumotlar jadvali ma’muri himoya

belgilarini tayinlash uchun vakil sifatida tanlangan.

3-jadval. Avtorizatsiya qoidalarining tavsifi

I.Asosiy elementlar

U-foydalanuvchi: foydalanishni boshgarish
subyekti, bu bir xil funksiyaga ega bitta foydalanuvchi
yoki foydalanuvchilar guruhi.

D-ma’lumotlar: foydalanishni boshgarish
obyekti, bu vakolatga anigliklik kiritishi talablariga mos,
ma’lumotlar bazasi jadvalining satr va ustuni.

UL-foydalanuvchi belgisi: foydalanuvchilar
foydalanishi mumkin bo‘lgan ma’lumotlar diapazonini
belgilaydi.

DL-ma’lumotlar belgisi: foydalanish belgisi
egasi, foydalanishi mumkin bo‘lgan ma’lumotlar
funksiyasini belgilaydi.

F-ma’lumotlar funksiyasi: ma’lumotlar
funksiyasini va funksiya qiymatlari o‘rtasidagi
munosabatni, jumladan meros va farglash goidalarini
belgilaydi.

E-vaziyat elementi: ma’lumotlar belgisi qiymati,
ma’lumotlar belgisini muayyan tagsimlanishini
belgilaydi.

IL.Joylashuv strategiyasi
createDL:{createDL(e,n)le € E,E € f (f EF),n

=1}
createUL: {createUL(e,n)le € E,E € f (f EF),n=
[1, count (F)],Vel € f1,e2 € f2,el=e2, f1=f2}
POLICY:{UL x DL|VUL = createUL (el,n),DL =
createDL (e2,n),el € fl,e2 € f2,f1 = f2}
policy(d): {policy(d) € POLICY,d € DATA — hasf
€ F}

111. Avtorizatsiya qoidasi

is_authorizaed (ul,dl) = Vel €
dl,exists e2 € ul,el = e2 or priority (e2) >
priority (el)

Buning sababi, jadval ma’muri, xavfsizlik
belgilarini markazlashgan tarzda tagsimlash yuzaga
keltiruvchi, juda katta ish yuklamasini kamaytirishi,
hamda  foydalanuvchilarga va  ma’lumotlarga
foydalanishning identifikatsiya huquglarini aniq
tayinlashi mumkin [4].

O9-rasmda ma’murlar tomonidan jadvalni
avtorizatsiyalash misoli keltirilgan.

s

24adval va 34adval

1-jadval ma’mur: M1 Ma'muri- M2

Avtorizatsival ash

Avtorizatsivalash (2-3-jadval)

1-jadval)

1 jadval

Ul foydalanuvehi

tomonidan

5-rasm. Ma’murlar

avtorizatsiyalash

jadvalni

Ikkita jadval ma’murlari mavjud: M1 (1-jadval
ma’muri) va M2 (3-jadval ma’muri). M1 ma’mur U1 -
foydalanuvchiga 1-jadvaldan foydalanish vakolatini
tayinlash huquqga ega, M2 ma’mur esa U2-
foydalanuvchiga 3-jadvallarning foydalanish
vakolatini tayinlash huqugiga ega.

Taklif etilgan modelning ishonchliligi uchun
foydalanuvchi belgisi va SQL so‘rovi yordamida,
misol tarigasida, kombinatsiyalangan model asosida
foydalanish huquqini tekshirish natijalari
generatsiyalanadi. Faraz qilaylik, foydalanuvchida
barcha jadvallar uchun foydalanish huquqi belgisi
mavjud. Xavfsizlik funksiyalari shakli va xavfsizlik
elementlari, xavfsizlik siyosati tomonidan 4-jadvalda
ko‘rsatilganidek, tahlillanadi.

4-jadvalda tahlil natijalari tarkibida to‘rtta
maydon mavjud: xavfsizlik funksiyasi, xavfsizlik
funksiyasining turi, himoya funksiyasining tasnifi va
element.

4-jadval. Foydalanuvchi belgisi axboroti

Tahlillanuvchi Sharhlar
foydalanuvchi belgisi

axboroti

[ ELEMENTL rolining
{ konfiguratsiyasi:
xavfsizlik {
funksiyasi:FEATURE1, field:"col1",
xavfsizlik funksiyasining operator :"=",

turi: SET, value : ["vall","val2"]
himoya funksiyasining }

tasnifi: ROW,

element:ELEMENT1

I3

7
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himoya funksiyasining
tasnifi:

xavfsizlik ELEMENT2 rolining
funksiyasi:FEATURE?2, konfiguratsiyasi:
xavfsizlik funksiyasining {

turi; SET,

himoya funksiyasining

tasnifi: ROW,

element:ELEMENT2

h

xavfsizlik funksiyasi: field:"col5",
FEATURES, operator :"=",
xavfsizlik funksiyasining value:["val5"]
turi: ARRAY, }

ELEMENTS tahlili va
chizigli ustuvorlik

COLUMN munosabati:
element:ELEMENT3 ELEMENT3=E2
} Qisman tartib
] munosabati:
E1>E2>E3
Dastlab, jadvalning har bir ustuniga
ma’lumotlar  belgisi  beriladi. Faraz qilaylik,

ma’lumotlar jadvali tarkibida beshta maydon [coll,
col2, col3, col4, col5] mavjud. Vakolatlar siyosatiga
muvofig olingan foydalanish natijalari foydalanishni
detallashtirilgan nazoratini amalga oshiradi (5-jadval).
5-jadval. Foydalanilanuvchi vakolatlar

SQL so‘rovi Foydalanis
h natijasi
SELECT coll FROM table WHERE TRUE
(coll=vall OR coll=val2) AND TRUE
col5=val5 FALSE
SELECT COUNT (coll) FROM table FALSE

WHERE (col1l=vall OR coll=val2) AND
col5=val5

SELECT*FROM table WHERE
(coll=vall OR coll=val2) AND
col5=val5

SELECT coll FROM table WHERE
coll=vall OR (coll=val2 AND
col4=val4)

Vakolatlar himoya elementlarining paydo
bo‘lish ketma-ketligiga muvofiq shakllantiriladi.
Kombinatsiyalangan modelda vakolatni tekshirish,
asosan, ikkita modulda-ustun sathidagi tekshirish
modullarida amalga  oshiriladi.  Foydalanishni
cheklashning kombinatsiyalangan modeli turli obyekt
ma’lumotlarini bir-biri bilan bog‘lashni yakunlashda
ishlatiladi. Bu foydalanish cheklash modeliga nafagat

ma’lumotlarni tekshirish jarayonini yanada aniqroq

belgilash imkonini beradi, balki ma’lumotlarni
tekshirish  natijalarini  ta’minlab,  o‘rnatiluvchi
texnologiyalarni yaratish xarakteristikalariga mos
keladi.

Xulosa

Taklif etilgan modelni tahlillashda uning uning
texnik igtisodiy asoslanganligiga va boshgarishning
murakkabligiga e’tibor berish lozim.

1. Imkoniyati. Taklif etilgan model talabning
amaliy rejasiga asoslangan va undan ishlayotgan tizim
platformasiga aralashuvisiz ulanishda foydalanish
mumkin.

2. Boshgarishning murakkabligi. Belgilarni
yaratish amali va avtorizatsiyalash jadval ma’muri
tomonidan bajariladi. U vakolat ma’murining
vakolatlarini tagsimlaydi. Taklif etilayotgan model
avtorizatsiyani qa’tiyroq qilishi va, markazlashtirilgan
avtorizatsiya yuzaga Kkeltiruvchi, ish yuklamasini
kamaytirishi mumkin.
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Onpenesienne UHGOPMATUBHBIX NPU3HAKOB U (popMaau3anms 0a3bl 3HAHU 115 HAeHTHPUKATUT
knbepaTtaku Stuxnet Ha cuctemy UHTepHeTa Belnei

Ypunos HopupoOexk Toxup:konoBu4,
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Ann.I'Y, KoMnbroTepHbIe CUCTEMBI U IPOrpaMMHasi HHKEHEPUs
akbarovamadina4806 @gmail.com

AHHoOTauus. B 1aHHOHW cTaThe MpEUIOKEH TOJXOM K BBISBICHUIO U WACHTU(DUKAIUK KHOepaTak
tuna Stuxnet Ha coBpeMeHHbie cuctembl HMuTeprera Bemedr (IoT). Paspaborana mopens
UH(POPMATUBHBIX MIPU3HAKOB U (hopMain30BaHa 0a3a 3HaHWH i OOHAPYKEHHS TOAOOHBIX aTak C
IIPUMEHEHUEM METO/I0B MalIMHHOro oO0ydeHus. [IpemsiokeHHbIM MOAXO0A OCHOBaH Ha aHalu3e
XapaKTePUCTHK BPEIOHOCHOTO Koja Stuxnet u ero amanrtaiuu K ycinousM loT-uHpacTpyKTyphI.
[TpoBeneHbI SKCTIEPUMEHTHI M0 OIEHKE APPEKTUBHOCTU MPEITIOKEHHBIX METOJOB U aJITOPUTMOB.
Pe3ynbTathl M0Ka3bIBalOT BHICOKYIO TOUHOCTH (94,7%) oOHapyxkeHwHs aTak TUNa Stuxnet B CHCTEMax
IOT, a TAKKC BO3MOXHOCTH BBIABJIICHHA PAaHCC HECHU3BCCTHBIX MOIII/I(i)I/IKaIII/If/'I JAHHOT'O THUIIA aTak.
Pa3paboTaHHbIe METOIIBI MOTYT OBITh MHTEIPUPOBAHBI B CYHICCTBYIOIIME CHCTEMbI 3amuThl [0T-
UHPPACTPYKTYPHI Ul TOBBIICHUS UX YCTOWYMBOCTH K LIEJICHANIPABICHHBIM KHOEpaTaKaMm.

KuaroueBbie ciaoBa: Stuxnet, Untepuer Bemeit (IoT), uHpopmaTuBHBIE NPU3HAKK, MalIMHHOE
oOyueHue, KuOepOE30MacHOCTh, LeJEeHANpPaBICHHbIE KHOEpaTakd, IPOMBIIUICHHbIE CHCTEMBI
yIpaBIeHUs.

BBenenne CIIOXHBIEC ILIEJCHANpaBICHHbIE AaTaku, MOJ00HbIE
PasButne Wurepnera Bemedr (IoT) um ero | Stuxnet, KoTopble MOTYT NMPHUBECTH K (HU3UIECKOMY
BHE/IPCHUE B KPUTUYCCKH Ba)KHBIC MH(PACTPYKTYpHI | TOBPEKICHHUIO 00OPYIOBAHUS M HAPYIICHUIO PabOTHI
CYNMIECTBEHHO  PAaCIIMPWIO  TOBEPXHOCTh  JUIS | KPUTHUECKHX cHCTeM. Stuxnet, 00HapykeHHbIi B 2010
kubepatak. OcoOylo0  OMacHOCTh NPEACTABISIFOT | TOAY, CTal TEPBBIM HW3BECTHBIM KHOEpOpYKHEM,

80

https://al-fargoniy.uz/



"Descendants of Al-Farghani" electronic scientific
journal.
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

“Al-Farg‘oniy avlodlari” elektron ilmiy
jurnali
ISSN 2181-4252. Tom: 1 | Son: 2 | 2025-yil

KOTOpOE OBLIO CHEIHaIbHO pa3padoTaHo JJIs aTaKu Ha
MIPOMBIIIJICHHBIE CUCTEMBI YIIPABICHUS U (PU3HUECKOE
o0opyaoBaHHE.

Copemennbie cucremsl loT,
npomeinuieHHOM cermente (IloT), umeror MHOrO

0COOCHHO B

obmrero ¢ cucremamu SCADA, KoTOpble OBLIH IIEJIBIO

Stuxnet. OHM Takke yHNpaBiIslOT (U3HUYECKUMHU

nporeccamy, UCIOJIb3YIOT  MPOrpaMMHpyEMblIe
aorunyeckue  KoHtpoiuiepsl (PLC) u  umeroT
OTPaHUYEHHBbIE BBIYMCIMTEIbHBIE PECYpPCHl, UTO

JIeNaeT uX ySI3BUMBIMU JJIsl aTak nogoO6Horo tuma. [o
JAaHHBIM KCCIICOBAHUS, MPEACTABICHHOIO B padoTe
Dow (2023), xonuuecTBO aTrak Ha OIEpalMOHHBIC
texnosioruu (OT) yBenuuunocs Ha 2000% c 2018 no
2019 ron, a 74% opranuzamuii OT coolbmwm o
HAapyUIEHUSIX TaHHBIX 3a mocieaHue 12 Mmecsues, 4To
HaIpsIMYIO BJIMSUIO HA UX JIEATEITBHOCTD.

TpyaHocTh BbIABIEHMS aTak Tuna Stuxnet
3aKJIF0YAETCS B MX MHOTOCIOMHOCTH U CIOCOOHOCTH
MAaCKHpOBaTh CBOE MPHUCYTCTBUE B cUCTeME. Stuxnet
aTaKOBaJl BCE YPOBHHU II€NIEBOM HH(PPACTPYKTYpHI:
OlepanuoHHy0 cuctemy Windows, mporpaMMHOE
Siemens, YIOPABIISIIOLIEE
KOHTPOJUIEpAMH, W  BCTPOEHHOE  MPOrPaMMHOE
obecnieuenne camux PLC. Ilpm 3TOM BpemoHOCHas

o0ecrieueHue

rporpaMmMa MorJia TMOJMEHSTh TMOKa3aHHUs JIaTYUKOB,
OTIIpaBJISIEMbIE HAa KOMIIBIOTEp OIlepaTopa, CO3/aBast
WJUTIO3UI0 HOPMATbHON pabOTHI CHCTEMBI.

B xonrtekcre IoT mnpobrmema ycyryomsercs
FE€TEPOr€HHOCTBIO YCTPOMCTB, OTPAaHUYEHHOCTBIO HX
pecypcoB M paCHpeleNeHHON  apXHUTEKTYpOH.
TpaguuroHHbIE METOAbI OOHAPYKEHHSI BTOPXKEHHIA,
OCHOBaHHBIC Ha CUTHATYpax, HE () (PEKTUBHBI IPOTUB
HEU3BECTHBIX paHee Moaudukamuii Stuxnet, a METOABI
0OHapyXEHHUSI aHOMAJIMI YaCcTO TEHEPUPYIOT O0IBIIIOe
KOJIMYECTBO JIOKHBIX CpadaThIBAHUU.

Ilens naHHOrO HCClENOBaHUS — pa3paboTKa
KOMIUIEKCHOTO MOAX0/Aa K UACHTU()HUKAIIMH aTaK THIA
Stuxnet Ha cuctemsl [0T, BKIIIOUAIOIIETO ONpPEICICHUE
WH(OPMATUBHBIX  MPU3HAKOB  TakUX  aTak U
(dopmanmzanuio 6a3el 3HAHUN I MX OOHAPYKEHUS C
MPUMEHEHHEM METOJI0B MAIIMHHOTO O0YYCHHS.

Hayunass HOBHM3Ha pa0OTBl 3aKiO4yaeTcs B

ajJanTalnyyd METOMOB BBIABICHUS aTak THIa Stuxnet K

cienuduke loT-cucrem m pa3paboTke THOPHIHOTO
OJIX0/1a, COBMEILIAIOLIETO [IpeuMylIecTBa
CUTHAaTYpHOTO aHajdu3a W METOJOB OOHapyXEHUs
AHOMAJIM{ Ha OCHOBE MAIIUHHOTO OOYYEHUSI.

MeToanl uccjie10BaHuA

ApXHUTEKTypa MpeaIaraéMoi CUCTEMBI

[Ipemmaraemass cuctemMa OOHApY>KEHHUS aTaK
tuna Stuxnet B loT-uH(pacTpykType OCHOBaHa Ha
TPEXypPOBHEBOM apXUTEKTYpPE, BKIFOUYAIOIICH:

1. Crnoii cbopa naHHBIX — OTBeYaeT 3a cOOp H
npeaBapuTeNIbHYI0 00paboTKy maHHbIX ¢ loT-
YCTPOMCTB, CETEBOr0 TpaduKa M CHUCTEMHBIX
KYPHAJIOB.

2. AHanUTHYECKHUU CIIOM — BBITIONHSET aHAIH3

coOpaHHBIX JAHHBIX, BbIJIETICHUE
UH(GOPMATUBHBIX MNPU3HAKOB M IMPUMEHEHHE
QJITOPUTMOB  MAIIMHHOTO  OOy4YeHUs JIA

OoOHapy>XeHHUsI aHOMAalUi M TOTEHIUAIBLHBIX
yIpos3.

3. Crolt mpuHATHS pENICHUN — UHTEPIPETUPYET
pe3ynbTaThl

aHalu3a, OLEHHBAET YPOBEHb

yrpo3el U (GOPMHUPYET PEKOMEHIAINU TI0
pearupoBaHUIO.
Omnpenenenrie WHGOPMATUBHBIX MPU3HAKOB
aTak Tumna Stuxnet
Ha ocHoBe ananusa xapakTepucTuk Stuxnet u
ero moaudukanui, a Taxke cneruduku loT-cucrem,
OBLTH BBIJICTICHBI CIEeTyIOIIHe TPYIIIBI
nH(GOPMATUBHBIX IPU3HAKOB:
1. Tlpu3naku pacnpocTpaHEHUS:
e licnosnp30BaHME CBEMHBIX HOCHUTENEH
(USB) nuist 3apaxeHust yCTpONCTB
e DKcIUTyaTalus ys3BUMOCTEH HYJIEBOTO
JTHST
e PacnpoctpaHeHue uepe3 JIOKaJbHYIO
cetb (Peer-to-peer RPC)
e lcnonp30BaHUE CKPBITHIX KaHAJIOB
CBSI3U
2. IlpusHaku LeJeHanpaBIeHHOCTH:
o [IlpoBepka HamMuusi OIpPEAEICHHOTO
MPOrPaMMHOTO O0ecTieueHus
e [IpoBepka
o0opynoBaHUS

KoH(pHryparum
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e [IpoBepka YaCTOTHBIX XapaKTEPHUCTUK
paboThl yCTPOKCTB
3. Ilpu3Haku MaCKHpPOBKH:
e licnonb3oBaHue MOJIMUCAHHBIX
U POBBIX CEPTUPHUKATOB
e Bueapenue pyTKUTOB IS CKPBITHS
AKTUBHOCTH

e Jlogmena nokazanuil gatuyukoB (Man-

in-the-Middle)
e (CamoypasnieHHe TIOCJ€ BBINOJIHEHUS
3a/1a4mn
4. Tlpu3Haku BO3JIEHCTBHS Ha  (hU3HYECCKUE
TPOIIECCHI:
e li3menenue YaCTOTHI paboThI

YCTPOMCTB
e (Crneuuduyeckue MATTEPHBI KOMaH]I
yIpaBIeHUsS
e AHOMaJlbHbIE W3MEHEHMS] COCTOSHHUS
JATYNKOB
dopmanuzanust 0a3bl 3HAHUI
baza 3HaHMil 11 UASHTU(UKAIIMU aTaK TUMA
Stuxnet nHa loT-cuctembl Qopmanu3oBaHa B BHUJE
OHTOJIOTHH, BKIIOYAFOIIICH:
1. Kiaccel yrpo3 — kareropusanusi pasjIM4HbIX
TUIIOB aTaK U UX KOMIIOHEHTOB
2. ATpuOyThl — XapaKTepUCTHKU M NpPU3HAKH,
CBSI3aHHBIE C KaXKJIbIM KJIaCCOM YIpO3
3. OTHOmIEHHS — CBA3M MEXIYy KiIaccaMu |
aTpudyTamu
4. TlpaBuna BbIBOAA — JOTHYECKHE MpaBUIIA IS
ONpENENCHUsI HaJIU4Msl yIrpo3bl Ha OCHOBE
BBISIBJICHHBIX IPU3HAKOB
dopManbHOE TNpEICTaBICHHE 0a3bl 3HAHUI
OCHOBAHO Ha JECKPUITIIUOHHON JIOTUKE U MOXKET OBITh
BelpaskeHO B (opmate OWL (Web Ontology
Language).
['uOpuaHbIL anropuT™M 0OHApYKEHUS

2. Bapuanuonnsie aBrodHKoAepsl (VAE) — ms
OoOHapy>XeHHs aHOMaJuii B  IOBEACHUU
YCTPOMCTB

3. Anroputmbl mpenckazanusi ccbutok  (Link

Prediction) — my1st BeISBICHHS TOTEHIHATBHBIX

MyTEN PACTIPOCTPAHEHUS aTaKH

Kirouesoii 0COOEHHOCTBIO ajroputMa

SIBJISIETCS €r0 CIIOCOOHOCTh OOHAPY’KUBATh aTaKH TUIIA

"samuch W BocmpousBenenue" (record-and-replay),

XapakTtepHele s Stuxnet, myTem

IIEJIOCTHOCTH JaHHBIX B paclpeiesieHHOW cpejie ¢

aHaJIu3a

OTPaHUYCHHBIMHU BBIYUCIUTEIBHBIMUA PECYpCaMH.
DKcrepuMeHTalbHas yCTaHOBKA
Jlnst oueHKU 3P PEKTUBHOCTH MPEIOKEHHOTO
noaxoja Obula co3laHa SKCIEPHMEHTANbHAs Cpena,
BKJTIOYAIOIIAS:

1. Habop IoT-ycrpoiicte — 50 ycTpoiicTB
pa3JIMYHBIX THUMNOB (JaTYUKHU, aAKTYyaTOPHI,
UTIO3bI)

2. TlpombliieHHbIE KOHTPOJLJIEPHI —

MIPOTPAMMHUPYEMBIE JTOTHIECKUE KOHTPOIUICPHI
(PLC) oT pa3nu4HbIX MPOU3BOIUTENEH

3. Cpema w™openupoBaHus —
pa3IMYHBIX CIICHApUEB aTaK
TecToBbIi HAOOP TaHHBIX BKIIOYAT:

e 200 TI'b cereBoro Tpaduka

JUTSL  OMYJISIIIAH

e XypnHanel paGoThl yCTpOHCTB 3a mnepuox 6
MECSLEB
e 30 BapHaHTOB CIIEHAPHEB aTaK, UMUTUPYIOIIUX
pa3auvHbIe acleKkThl Stuxnet
PesyabTaThl
D¢ dexkTnBHOCTH OOHAPYKEHHS aTaK
Ounenka 3((}EeKTUBHOCTH  MPEATIOKECHHOTO
oJxo/a K oOHapyXeHuto arak Tuna Stuxnet B loT-
CUCTEMax MPOBOAMIIACH 110 CJIEAYIOIIUM METPUKAM:
Ta6auna 1. Ilokasareau 3¢ ¢ekTHBHOCTH
o0HapyKeHHs aTaK

94,7% +18,3%
s 3pdexTuBHOrO OOHAPYKEHUS aTak TUIA 92 50¢ +15 7%
0 0
Stuxnet B IoT-cucremax pa3paboTaH T'HOPHIHBIN : :
Max. pasp pHA 93,6% +17,2%
aJITOPUTM, COYETAIOIIINN: 1.8 cex -65%
b
1. I'padoseie Heiiponnsie cetn (GNN) — s | | 3204 -42%
aHaaM3a CBA3CH MEXAY YCTPOMCTBAMHM U Pe3ynpratel MOKa3bIBaIOT 3HAYUTCIIBHOC
BBISIBJICHUA AHOMAJIbHBIX NaTTCPHOB | mpeBOCXOACTBO  MPEMAJIOKEHHOI'O0  IOAXoda  Hanl
B3aMMO/ICUCTBUS
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0a30BBIMH METOJJaMU OOHApY KeHUs BTopkeHui B [oT-
CHUCTEMAX.

WNHpopMaTHBHOCTH PU3HAKOB

Ananuz 3HAYUMOCTHU BBIJICTICHHBIX
UHGOPMATUBHBIX MPU3HAKOB JAJIsi OOHApPYKEHUS aTak
Thna Stuxnet mokaszas ClIeAyIoIIee pacpeaeIeHue:

Tabauna 2. 3HauuMocTh UH(POPMATHBHBIX

PecypcoemkocTh cucTemsr
Baxxubpim acnexTom st IoT-cucteMm siBisieTcs

s dekTuBHOE UCIIOJIb30BaHUE OTPaHUYEHHBIX
pecypcoB  yctpoiictB. OleHKa pecypCcOeMKOCTH
NPEII0KEHHOTO TOAX0Ja IMoKa3aja CJCIyoIre
pe3yJIbTaThI:

Tabauua 4. [loTpedeHue pecypcon

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
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NPHU3HAKOB Hcnoan3o | Onepro
Tun Hcnoan3oBanue 6
Braan B ycrpoiictea | CPU pamue norpe
r Bec B naMsiTH JIeHHe
pyItia NpH3HAKOB MOIeJ TN TOIHOCTR 10T cencoper | 3,2% 45 Kb +2,7%
06HApykeHUst | | | 0T numossr | 5,7% 180 KB +3,5%
[Tpusnakn 0,35 42% FpaHH:IHHe 12,4% 420 KB +6.2%
MaCKUPOBKHU yCTpoiicTBa
TonsHaKs CepBepHas
p . uadppactpyk | 8,5% 1,2Tb +1,8%
BO3/ICHCTBUS Ha
8 0,28 35% Typa
dusnueckue
IIPOLIECCHI [TomyyeHHble  pe3yJbTaThI MIOKa3bIBAIOT
[Tpu3Haku 0.22 18% pUeMIIEMBIH YPOBEHb MOTPEOICHHS PECYpPCOB Ha BCEX
I€JICHANPABJICHHOCTH | ypoBHsix  loT-undpacTpykTypsl, uYTO  JAenaer
[Tpusnaku 0.15 50t BO3MO>KHBIM MPAKTHYECKOE MpUMEHEHNE
, 0
pacnpocTpaHeHus IPEJI0KEHHOTO MOIX0/1a.
HaubGonee  uH(MOpMAaTUBHBIMH  OKa3alUCh O0cyxnenune

MPU3HAKU MAaCKUPOBKH U BO3EHCTBUS Ha pU3NYECKUE
MPOIIECCHI,
XapaKTepUCTHKaM aTak Tuma Stuxnet.

qTO COOTBETCTBYET KITFOYEBBIM
O¢pheKkTuBHOCTE OOHAPYNKEHUS PA3TUUHBIX
(a3 aTaku
PazpaboTannas cucreMa HO3BOJISIET
3¢ (GeKTUBHO OOHAPYKUBATH Pa3NUUHBbIC (a3bl aTaKH
tuna Stuxnet:
Tabanna 3. IPpdexkTHBHOCTL 00HAPYKECHHSA

pa3an4HbIX pa3 aTaku

CpaBHUTENBHBIN aHAIN3 C CYLIECTBYIOLIUMU
HOJX0/1aMHU

PaspaboranHas cuctema OOHapy>KeHUS aTak
tuna Stuxnet B loT-undpactpykrype neMoHCTpUpyeT
KaueCTBEHHBIE IPEUMYIIECTBA IO CPAaBHEHUIO C
COBPEMEHHBIMU pELICHUAMU B obnactu
HPOMBIIIJIEHHON KnOepOe30nacHoCTH.

OCHOBHOE MpPEUMYLIECTBO 3aKjl4aeTrcs B
KOMIUIEKCHOM IOJIX0/I€ K MOHUTOPUHTY BCEX YPOBHEM
loT-apxutextypsl. B oTiauume OT TpaJUIMOHHBIX

T Cpennee peIIeHHIA, KOTOPbIE KOHIICHTPUPYIOTCS HAa OTACIbHBIX
®a3a aTaku o g:::yc;zﬂm BpeMmsi BEKTOpax aTak, MpeyIokeHHas CUCTeMa 00eCTICUnBacT
00HApY:KeHUsI MHOIOYPOBHEBYIO 3aILUTYy, YTO KPUTHUYECKU BAXKHO
Sapaxenne 96,3% 0,8 cex Ui OOHApYXKEHHS CIIOKHBIX MHOTOATANHBIX aTak,
Pacripoctpanenne | 93,2% 1,5 cex XapaKTepHbIX [T Stuxnet.
Cbop nundopmarnu_| 95,1% 1,2 cex KIIIo4eBBIM ~ TEXHHUYECKMM  JOCTHIKEHHEM
Mouduxars 97 4% 1,3 cex SIBIISICTCS. ONTHMU3AIUS aJTOPUTMOB Ui pabOTHI B
CHCTEMH YCIIOBUSAX OTPAHHYEHHBIX BEIYUCITUTEIHHBIX PECYPCOB.
g;zflzecme Ha 92.8% 21 cex B ornnume oT pemeHWil Ha OCHOBE rnyGQKoro
COMIIOHEHTHL MAalIMHHOTO  OOy4YeHHus, TMpeUIOKEeHHbIX Li
Mackuposka 03,500 . kosuteramu (2023), KoTophIe TpefinOT 3HAYUTEIBHBIX
CIEIOB ' ’ BBIUMCITUTEIBHBIX ~ MOIIHOCTEH,  pa3paboTaHHas
83
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CHUCTCMa HCIIOJIB3YCT AJITOPUTMBI

aHaJiu3a, 4ToO oOecrieunBacT ee INPUMCHUMOCTb Ha

JICTKOBCCHBIC

pecypcoorpannueHHbIX [oT-ycTpoiicTBax.

AIaITUBHOCTL  CUCTEMBI
CTaTMUECKUX CHUTHATYpPHBIX MoaAxoa0B Rodriguez-
Andina wu (2022).
TUHAMHYECKOMY OOYYEHHWIO M aJanTalud K HOBBIM

oTJIIM4actT €€ OT

COaBTOPOB CrocobHOCTh K
BapHaHTaM aTaK 00ecleYnBaeT yCTOWIMBOCTD K paHee
HEU3BECTHBIM MoaupUKaIsIM Stuxnet 6e3
HEO0OXO0UMOCTH OOHOBJICHUS 0a3bl CUTHATYD.

HNHTerpupoBaHHbIi MOAXOJ K BepUUKAIIUU
IIEJIOCTHOCTH JAHHBIX, OCHOBaHHBIN Ha
MPOTHO3UPOBAHUH 0XKHUJAEMBIX 3HAUYECHUN CEHCOPOB,
3¢ (dEeKTUBHO MPOTUBOJICHCTBYET aTakaM TUIA "3aIHCh
U BOCTIpOM3BeIeHUE", KOTOPBIE SBISIOTCS KIIOUYEBBIM
KOMIIOHEHTOM cTpaTeruud Stuxnet. TpaaunuoHHbIE
METOJBI MOHHTOPWHTA MOTYT HEe OOHApyXHBaTh
MoMOOHBIE aTaKd TPH HOPMAIBHBIX TapaMeTpax
CETEeBOro Tpaduka.

OrpannyeHus uccjieJ0BaHUS

[TomyuyenHsie

pe3yabTaThl  HMEIOT

pst
METOOOJIOTUYCCKUX MW TCXHUYCCKUX Ol"paHI/I‘IeHI/II\/JI,
KOTOPBIC BaXKHO
JAHHBIX u

HUCCJIETOBAHUMN.

YUUTBIBATH HTPHU HHTCPHIPCTAIIUU
IJIaHUPpOBAHUHN JadbHEHIINX

[lepBoe orpaHudeHue CBSI3aHO C OO0BEMOM
TECTOBBIX JaHHBIX. Hecmotpss Ha pa3pabotky 30
BapHAHTOB CIICHAPHEB aTak, peajbHbIe MOIU(DUKAIIIH
Stuxnet MOTYT AEMOHCTPHPOBATH OOJIeE CIIOKHBIC U
HeTpeIcCKa3yeMble TOBEICHUECKUE TaTTePHBI,
TpeOyeT pacimpeHus 0a3bl TECTOBBIX CIy4YaeB.

4qTOo

Crenin(UIHOCTh TOX0/A AJIS OTPEACIICHHBIX
TUIIOB IoT-ycrpolictB MPEACTABIISAET BTOpOE
CYILIECTBEHHOE OrpaHUYCHUE. O PEeKTHBHOCTD
CHUCTEMBI MOXET BapbHUPOBATHCSI B 3aBUCUMOCTH OT
0COOCHHOCTEH,

APXUTEKTYPHBIX ONEpalMOHHBIX

CUCTEM ¥  TPOTOKOJOB  CBSI3M  Pa3IMYHBIX
npousBoauTeneit 10T-o6opynoBanus.

TpeTbe orpaHnueHHe KacaeTcs BalUIAIMU B
peabHBIX IPOMBIIUICHHBIX ycIoBUsAX. JlabopaTopHble
UCTIBITAHUS HE MOTYT TIOJHOCTBIO BOCIPOM3BECTU
CIIO)KHOCTh M HENpeACKa3yeMocThb

HIPOMBIIIJICHHBIX CPEM, YTO Tpe6yeT JIOTIOTHUTEIbHOM

peanbHBIX

BaJIMJAMNA  JUIS  TTOJTBEPIKICHUS
3¢ pexTUBHOCTH TTOAXO0A.
HanpagpiieHusi Oy 1ymux uccjaeaoBaHuii

MPaKTUYECKOM

Ha ocHoBe aHanu3a noJly4eHHBIX pe3yJIbTaTOB
u BBISIBJICHHBIX OTpaHUYECHUN OIIPEIEIICHBI
ClIeIyIonIne

TaJbHEUIITNX UCCICIOBaHNH.

MIPUOPUTETHBIC HarpaBJIeHUS

Pacuipenue 0a3pl 3HAHUN O MOBEIECHYECKUX
naTTepHax aTak MPeACTaBISIET MEePBOCTEIEHHYIO
3amauy. HeoOxomumo BriIrodeHue wuHOpManuu o
HOBBIX MOJU(UKAIMIX aTak THMa Stuxnet U MX
CHEIU(PUICCKUX aNaNTalisIX K pa3jIudHbIM THIIAM
loT-cucTeM, YTO MOBBLICUT TOYHOCTh M OXBAT CHCTEMBI
oOHapy KeHUsl.

HNHuTterpamust ¢ CymecTBYIOINIMMUA CUCTEMaMU
TpeOyer pa3paboTKu
CTaHJAPTU3UPOBAHHBIX MPOTOKOJIOB B3aUMOICHCTBUSA

0€e30I1aCHOCTH

c cucTeMamu OOHapy >KeHHS

MCIKCCTCBBIMU 3KpaHAMH MW CHUCTCMaMH YIIPABJICHUS

BTOPKCHU,

nH()OPMAITMOHHOM 0€30MTaCHOCTHIO MPEANPUSITHS. DTO
00eCTIeUnT CO3JaHUE EIWHOW SKOCUCTEMBI 3aIIUTHI
IPOMBIIIIICHHOW HHPPACTPYKTYPHI.

[ToBbillIeHHE YCTOMYMBOCTM K aTakaM Ha
MEXaHU3MbI OOHAPYKCHUS MPEICTABISET KPUTUICCKU
Ba)XHOE HaIpaBlieHHE wHccienoBanuii. HeoOxommma
pa3paboTka METO/JOB CaMO3AIIUTBl CHCTEMBI OT
I[EJICHANPABJICHHBIX aTaK Ha €€ KOMIIOHCHTBI, BKJTFOYAsT
MEXaHHU3MBbI BepU(DUKAIIH [IETIOCTHOCTH COOCTBEHHBIX
QITOPUTMOB U JaHHBIX.

ABTOMaTH3AIMS TPOIIECCOB PEarkpOBaHUS Ha
HNHIOUACHTHI Tp€6y€T CO3gaHrs HHTCIJICKTYyaJIbHBIX
CUCTCM IIPUHATUSA peHJeHI/Iﬁ, CHOCOGHLIX OLCHUBATH
CepbE3HOCTh yrpo3 u UHUIIMHPOBATH

COOTBCTCTBYIOIIHUEC 3alIUTHBIC MCPBI oe3 yuacTtus

OTIEPATOPOB.

OdenepatuBHOe  OOy4YeHHE  MPEACTABIISIECT
NEPCIICKTUBHOE  HANpPABIICHUE JIUIST  TIOBBIIICHUS
3¢ (EeKTUBHOCTH OoOHapy KeHUs aTax B
pacnpenenennbix  loT-cucremax.  MccienoBanue
BO3MOXKHOCTH  KOJUIGKTUBHOTO  OOydeHmst  0e3
[EHTPaJIM30BaHHOTO cbopa JTAaHHBIX MOKET

S3HAYUTCJIBHO TMOBBICUTH KA4YCCTBO HACTCKIUU IIPpU
COXpaHCHUU KOH(I)I/IIIGHLII/IH.HLHOCTI/I IPOMBIIIJICHHBIX
JaHHBIX.
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3akiroyenune

B HacTOsmeM uccienoBaHUM IPECTaBICHO
KOMITJIEKCHOE pelIeHue mpoodieMbl 0OHapyKEHUs aTak
tuna Stuxnet B cucteMax VHTepHeTa Bellel, KoTopas
SBJISICTCSI OIHUM M3 HanbOosiee aKTyalbHbIX BBI30BOB
COBPEMEHHOM MPOMBIIIJIEHHOW KHOepOe30nacHOCTH.
Pazpaborannbiii monxon OOBEIUHAET TEPEIOBBIC
MalIMHHOTO rIIyOOKUM

METO/IbI oOydeHus ¢

noHnmanueMm crnemupuku loT-undppactpyktyp

MEXaHU3MOB (YHKIIMOHUPOBAHUS CJIO’KHBIX
Kkubeparax.

OcHoBHOM Hay4HbIN BKJIAJ1 paboTsI
3aKI0YaeTcsi B CO3JaHUM  HMHTErPUPOBAHHOMN

METOJI0JIOTHH OOHapy)XeHUsl arak Tuma Stuxnet,

aJanTUPOBaHHOW K  ocobeHHOcTsIM  loT-cucrem.
Pa3pabotanHas TpexypoBHEBast ApXUTEKTypa CUCTEMBI
oOHapyXeHHUSI TPENICTaBIsACT COOONW KayeCTBEHHO
HOBBIH MOJAXOJ K PELICHHUIO 33aJa4d MPOMBILIIEHHON
KHOepOe301macHOCTH, YUUTBIBAIOLIHUH KaK
TeXxHu4eckue orpanndeHus loT-ycTpoicTB, Tak u
CJIO’)KHOCTh COBPEMEHHBIX KHOEPYyTPO3.

KiroueBbim JTOCTH>KEHUEM SIBJISICTCS
cuctemMatuzanysi U QGopmanuzanusi UHPOPMATUBHBIX
OpU3HAKOB arak Ttuma Stuxnet B koHTekcte [oT-
cucteM. [Ipennoxennas kaTeropusarusi IpU3HaKOB MO
YETBIPEM OCHOBHBIM TpYIIIIaM - PaCIpPOCTpPaHEHUE,
LIeJICHAIIPABIEHHOCTh, MACKUPOBKA M BO3/ICUCTBUE HA
(u3nyUecKue mpoIecchl - 00ecTieunBaeT KOMIUIEKCHBII
OXBaT BCEX AacCMEKTOB IOBEJCHHS aTakh U CO3JaeT
TEOPETUUECKYIO OCHOBY TUTSE JaTbHEUIINX

uccieoBaHuil B 005acTH OOHapy>KEHHUS CIOMKHBIX

KuOepaTax.
Qopmanuzanust  06a3pl  3HAaHUW B BUIE
OHTOJIOTUYECKOW  MOJICNIM  MPEACTABISIET  coOOM

BaYKHBIHI BKJIad B pa3BUTUC MCETOJOB NPECACTABICHUA

3HaHUMN B obnactu KnOepOe30MacHOCTH.
[IpennosxeHHasi OHTOJIOTUSI HE TOJBKO OOECIICUUBACT
¢ dexTHBHYI0 HIEHTU(DUKALNIO aTaK, HO M CO3J1aeT
OCHOBY Ul aBTOMAaTU3MPOBAHHOTO OOHOBIICHUS H
pacumpenus 6a3bl 3HaHUN O HOBBIX TUIIAX YIPO3.
PazpaboTannsrii rUOPHIHBIN aITOpPUTM
OoOHapy>KeHUs HAa OCHOBE HHTErpanuu TIpagoBbIX
HEHPOHHBIX CeTel, BapUAIIMOHHBIX aBTOYHKOAEPOB U

AJIrOPUTMOB  TIPCACKa3aHHUA CCBUIOK TMPEACTABIISCT

co00lf HMHHOBaIlMOHHOE MO3BOJISIOIIEE
3(PEeKTUBHO aHATU3UPOBATH CIOKHBIC B3aUMOCBSI3U B

pCUICHUC,

loT-ceTsix. Taxoil moaxon oOecreunMBaeT BBICOKYIO

TOYHOCTh ~ OOHApYXEHHS TIPU  OJHOBPEMEHHOM
CHIDKCHHU KOJHMYECTBA JIOKHBIX CpalaThIBAaHUH, UTO
KPUTHYECKH Ba)KHO TUTST MTPOMBIIIIICHHBIX
IIPUMEHEHHM.

OnTuMuzanusi aJIropuTMoB JUisi pabOTHl Ha
pPeCcypcoOrpaHUYEHHBIX YCTPOMCTBAX PEIIAET OJIHY U3
KITIOYEBBIX NMPOOJIEM BHEPEHUS CUCTEM OOHAPYKEHHS
B [oT-undpactpykrypsl. JlocTUTHYTHIN OalaHC MEXTY
BBIUMCIIUTEIFHOW A3(()EKTHBHOCTBIO W KaueCTBOM
OoOHapy»XeHHUSI OTKPBHIBAET HOBBIC BO3MOXKHOCTH JIJIsSI
3alIUThl PACTPEICTCHHBIX TPOMBIIIUICHHBIX CUCTEM.

Pe3ynbTaTel

MOATBEPKIAIOT

AKCIIEPUMEHTAILHOM
BBICOKYIO

OIICHKH
3¢ pexTHBHOCTD
IPEIUIOKEHHOT0 ToaxoAa. JIOCTUTHYTash TOYHOCTH
94,7%

METOJIOB  Ha

oOHapyKeHUS noKa3aTesu
CYLIECTBYIOLIUX 18,3%, 4To
JIEMOHCTPUPYET 3HAYUTEIBHOE YIyUYIICHHE KadecTBa

IIPEBBIIIACT

nerekiuu. [Ipu 5TOM CHUKEHUE KOJIMYECTBA JIOKHBIX
cpabaTeiBaHuii Ha 42% CYLIECTBEHHO IOBBILIACT
MPaKTUYECKYI0 IPUMEHUMOCTh CUCTEMBI B peajbHbIX
MPOMBIIIUICHHBIX YCIOBUSX.

KommekcHoe tectupoBanue Ha 30 pa3iMuHbIX
CIIEGHApUSAX aTaK TMOATBEPKIAET  yCTOWYMBOCTH
CUCTEMBI K MOAM(UKAIIUSAM M BapHAIUSIM aTaK THIIA
Stuxnet, 4T0 0COOEHHO BaXXKHO AJII IPOTUBOICHCTBUS
aJalTUBHBIM KHOEpyTpo3am.

[TomydyeHHble pe3ynbTaThl MMEIOT BBICOKYIO
MPAaKTUYECKYI0  3HAYMMOCTh Ui OOecreueHus
0€30MaCHOCTH KPUTHYECKH BaXHBIX WHPPACTPYKTYP.
Pa3zpaboranHas cucteMa MOXeT ObITh HHTETPHUpPOBaHA
B cymiecTByrolue mpombinuieHHsle loT-cetn ¢
MHUHUMAJIBHBIMUA MOJU(UKAIIUSIMH, YTO 00ECIIeUnBaCT
OBICTpOE BHEJPEHUE U MACIITAOMPOBAHUE PEIICHUS.

Oco0yro

IMPUMCHUMOCTD

OCHHOCTD MNpCaACTaBJISICT

CHUCTEMBI B 9HEpreTuKe,
BOJIOCHA0KEHUH, TPAHCHIOPTHOUW HHQPACTPYKType H
JIPyTUX OTpacisax, A€ aTaku Tumna Stuxnet MOryT
OPUBECTH K KaTacTpO(UUECKUM  IOCIEICTBHIM.
CriocobHOCTh cHUCTeMBbl OOHAapy>KUBaTh aTaku Ha
paHHHUX  cTaguAX — HWX

Pa3sBUTHA IMO3BOJIACT
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CBOEBPEMEHHO IPUHHMMATh 3alIUTHBIE MEPBl U
MPEAOTBPAILATh KPUTUYECKUE UHIIUICHTBHI.

Pe3ynbpTaTel HCCIIEI0BAHUS BHOCAT
3HAUUTENBHBI  BKJIAJ B pa3BUTHE  00JIaCTH
MPOMBIIUIEHHON KnOepOe3onacHoCcTH U 3aiuThl [0T-
cucteM. [IpennokeHHble METOABI U MOJIXOIBl MOTYT
CIIyXHUTb OCHOBOM JJii CO3/JaHMS  CJIEIYIOLIETO
MOKOJICHUSI CUCTEM  OOHapy»XeHuss KHOepyrpos,
aIanTHUPOBAaHHBIX K  cHenu(uKe COBPEMEHHBIX
MPOMBIIUIEHHBIX HHOPACTPYKTYP.

Pa3pabotanHass ~ METONOJIOTHS  OTKPHIBAET
HOBBIC HAIpaBJICHHUs HCCIENOBaHMA B 00JacTu
HHTEJJIEKTYaJIbHOTO aHaJIM3a yrpo3 U
ABTOMATU3UPOBAHHOI'O PEarupoBaHUsl Ha MHIUIACHTBI
Oe3omacHOCTH. VIHTerpamuss METOIOB MAIIMHHOTO
0o0y4eHHUs C DKCHEPTHBIMU 3HAHUAMH O MEXaHU3Max
kuOepaTak CcoO37aeT MEpPCHEKTUBBl JJIsl Pa3BUTHUS
aJJalITUBHBIX CUCTEM 3aIUTHI.

[Tonmy4yeHHble pe3ysbTaThl CO3/1AI0T (PyHIAMEHT
Ui JalbHEWIIMX MCCIEAOBAHUM B HaNpaBJICHUU
CO3JaHMS YHHUBEPCAJIBHBIX CHCTEM OOHAPYXEHHs
cinoxHelx  kubOeparak B loT-uH(ppacTpykrypax.
Pa3BuTHe npeoKEHHOr0 NOAX0Aa MOXKET BKIIIOUATh
UHTErpallMil0 €  CHUCTEMaMH  HMCKYyCCTBEHHOI'O
UHTEJUIEKTa U1 aBTOMATU3MPOBAHHOIO aHalIM3a
HOBBIX THIIOB YIPO3 M aBTOMATHYECKOTO OOHOBIICHHUSI
CUCTEM 3alllUTHI.

MacmrabupoBaHue pemeHus AJis TI100ambHBIX
NPOMBIIUIEHHBIX ~ CETeM W MHTerpauus ¢
MEXTyHapOIHBIMHU CUCTeMaMu oOMeHa nH(popManuen
0 Kkubepyrpo3ax MpeICTaBISIOT MEPCIEKTUBHbIE
HallpaBJICHUA IIPAKTHYECKOIO MIPUMEHEHUS
pe3yNbTaTOB MCCIIEA0BaHNUS.

B 3aknrouenue cinegyer  OTMETHTb, 4TO
pazpaboTaHHasi cucTeMa OOHapy>KE€HHUs aTak TuIlla
Stuxnet B loT-undpactpykrypax npeacrasisieT cooon
3HAUUTENbHBIM  1Iar BOEpel B  oOecreueHuu
0€30MacCHOCTH KPUTUYECKU BaXKHBIX MPOMBIIUICHHBIX
CHUCTEM U CO3/1a€T HAJAECKHYIO OCHOBY JUISl 3aIMTHI OT
COBPEMEHHBIX KHOEpyTpO3.
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Abstract. Deepfakes pose a serious threat to media authenticity and public trust. This paper proposes
a hybrid deep learning model combining ResNeXt and LSTM to detect deepfakes by capturing both
spatial and temporal inconsistencies. ResNeXt extracts detailed frame-level features, while LSTM
models temporal dependencies across video frames. Evaluated on benchmark datasets such as DFDC
and Celeb-DF, the model achieves high accuracy and robust performance. The results confirm that
integrating spatial and temporal features significantly improves deepfake detection, offering a
reliable approach for video-based forensic analysis.

Il Keywords: Resnext, LSTM, Deepfake

1. Introduction vulnerability: humans alone are not reliable detectors
The rise of deep learning-based generative | of manipulated media, reinforcing the need for
models has led to the rapid emergence of deepfakes— | automated, high-performance detection systems.

highly realistic synthetic videos in which a person’s | | Modality Deepfake Real Accuracy
face, voice, or actions are manipulated to depict events _ Accuracy (%) (%)
that never occurred. While such technology holds Audio 62.08 70.67
potential in entertainment and education, it also poses ITmatge 22'16 22;'?

: : : - : ex :
serious risks to privacy, politics, cybersecurity, and :

fous i privacy, PoTItics, cynersectrity Video 57.31 68

digital trust. As deepfake techniques become
increasingly  sophisticated, traditional detection
methods struggle to maintain  effectiveness,
particularly ~ when faced with  cross-dataset
generalization and real-world distortions.

In a meta-analysis conducted by Diel et al.
(2024), 56 scientific studies were analyzed,
summarizing the responses of over 86,000 participants
in detecting Al-generated deepfake content. The results
revealed that the average human accuracy in
identifying deepfakes was only 55.54%, barely above
random guessing, while the recognition of authentic
content reached 68.08% [1]. This highlights a critical

Table 1 Average accuracy of people in
detecting deepfake

Given these challenges, research has
increasingly turned to artificial intelligence and deep
learning to address the limitations of human
perception. However, many existing detection methods
rely predominantly on analyzing static spatial features
in individual frames, which may overlook subtle but
revealing temporal inconsistencies across video
sequences. For example, inconsistencies in eye
movement, lip synchronization, or head motion are
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often not detectable in a single frame but become
apparent when analyzed over time.

To address this, we propose a hybrid deep
learning model that combines ResNeXt, an advanced
convolutional neural network known for its efficiency
and high-capacity representation, with a Long Short-
Term Memory (LSTM) network designed to capture
temporal dependencies in video data. This dual
approach leverages spatial analysis for detecting
frame-level artifacts and temporal modeling for
identifying inter-frame inconsistencies—resulting in a
more holistic and effective detection pipeline.

Our main contributions are as follows:

e We present a novel architecture integrating
ResNeXt for frame-level feature extraction and
LSTM for modeling temporal relationships.

e We demonstrate the model's effectiveness
through  comprehensive experiments on
benchmark datasets, including DFDC and
Celeb-DF.

e We provide empirical evidence that combining
spatial and temporal features significantly
improves detection accuracy compared to
frame-based CNNs alone.

2. Related Work

Deepfake detection has rapidly evolved in
recent years, primarily driven by the development of
machine learning and deep neural networks. Existing
approaches can be broadly categorized into three
groups:  spatial-based methods, temporal-based
methods, and hybrid spatiotemporal methods.

2.1 Spatial-Based Approaches

Early deepfake detection models focused on
frame-level  analysis by  exploiting  visual
inconsistencies introduced during generation. One of
the most widely used models, XceptionNet, achieved
strong performance by applying depthwise separable
convolutions to detect artifacts in facial regions [2].
Other notable CNN-based approaches include
EfficientNet, VGG, and ResNet, which extract deep
spatial features from individual frames. These models
often rely on artifacts such as unnatural textures,
distorted eye movement, or blending anomalies.

However, while effective on training datasets,
these models typically suffer from limited
generalization to unseen deepfake techniques and real-
world video compression, as they fail to capture the
temporal nature of deepfakes.

2.2 Temporal-Based Approaches

To address the temporal dimension, researchers
have explored Recurrent Neural Networks (RNNS),
particularly Long Short-Term Memory (LSTM)
networks and Gated Recurrent Units (GRUSs). These
models analyze sequences of frames to detect irregular
motion patterns or unnatural transitions. For instance,
Gansbeke et al. [3] used LSTMs on sequences of CNN-
extracted features to capture facial dynamics such as
blinking frequency and head pose variations.

While temporal models offer additional
discriminative power, standalone RNNs often rely
heavily on the quality of input features. In cases where
frame-level features lack sufficient detail, temporal
modeling alone may be insufficient.

2.3 Hybrid Spatiotemporal Approaches

Recent work has increasingly adopted hybrid
architectures that combine CNNs for spatial extraction
with RNNs or 3D CNNs for temporal modeling. For
example, Masi et al. [4] proposed a combination of
ResNet and LSTM for spatiotemporal deepfake
detection, reporting improved robustness across
datasets. Similarly, the Capsule-Forensics model
combines CNN features with capsule networks to
capture both spatial and positional information.

Among spatial models, ResNeXt has gained
attention for its split-transform-merge strategy,
allowing multiple parallel paths (“cardinality") that
enhance feature diversity without significantly
increasing computational cost [5]. Integrating ResNeXt
with temporal models such as LSTM has shown
promise in domains like video classification, but its
application to  deepfake  detection  remains
underexplored.

Our work builds on this line of research by
designing a ResNeXt + LSTM hybrid model that
effectively captures both intra-frame artifacts and inter-
frame inconsistencies. This dual-level feature learning
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enhances generalization and improves robustness
against high-quality, temporally coherent deepfakes.

3. Methodology

This section describes the overall architecture
of the proposed model, the datasets used, the
preprocessing pipeline, and training configurations.
The goal of the model is to effectively combine spatial
and temporal features for accurate deepfake detection.

Figure 1 presents the complete pipeline of our
deepfake detection system, encompassing data
collection, preprocessing, model training, and
evaluation stages. The system is designed to ensure
efficient handling of large-scale video datasets and
effective training of a hybrid deep learning model
(ResNeXt + LSTM) for binary video classification
(REAL or FAKE).

Figure 1 System Architecture

3.1 Dataset

To enhance the model's efficiency for real-time
deepfake detection, we constructed a comprehensive
dataset by aggregating samples from several widely
used public datasets: FaceForensics++ (FF++) [6], the
Deepfake Detection Challenge (DFDC) dataset [7],
and Celeb-DF (v2) [8]. These datasets were selected
due to their diversity in deepfake generation
techniques, levels of compression, and environmental
conditions, ensuring a more representative and robust
training set.

To reduce dataset bias and improve the model's
ability to generalize across real-world scenarios, we
maintained a balanced distribution by including 50%
real and 50% fake videos. In total, 6,000 videos were
included, consisting of 3,000 real and 3,000 fake

samples. Specifically, we selected 1,500 real and 1,500
fake videos from the DFDC dataset, 1,000 real and
1,000 fake videos from FaceForensics++, and 500 real
and 500 fake videos from Celeb-DF.

Since our work focuses solely on visual
deepfakes, we excluded audio-manipulated videos
present in the DFDC dataset. This was achieved by
executing a custom Python script that filtered out
audio-altered samples. The resulting dataset provides a
well-balanced and diverse foundation for training and
evaluating deepfake detection models suitable for real-
time applications. table 2 illustrates the distribution of
video samples across the three source datasets.

Dataset R?al F?‘ke T(_)tal
Videos | Videos | Videos
DFDC 1,500 1,500 3,000
FaceForensics++ | 1,000 1,000 2,000
Celeb-DF (v2) 500 500 1,000
Total 3,000 3,000 6,000

Table 2 Dataset

3.1.1 Pre-processing

To ensure the model receives clean and relevant
inputs, a comprehensive preprocessing pipeline was
applied to all video samples in the dataset. The goal
was to eliminate noise and retain only the essential
visual content—specifically, the facial region—
required for deepfake detection.

The preprocessing process began by splitting
each video into individual frames. For each frame, a
face detection algorithm (e.g., MTCNN or RetinaFace)
was employed to locate and crop the facial region.
Frames in which no face was detected were discarded
to avoid introducing irrelevant or misleading
information. Subsequently, the cropped face regions
were reassembled into new videos, resulting in a
processed dataset consisting exclusively of face-only
video clips.

To maintain consistency and manage
computational complexity, a frame count threshold
was established. Based on the average number of
frames per video and the limitations of the available
hardware, we selected a threshold of 150 frames per
video. This number was chosen because processing
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full-length videos (e.g., 10 seconds at 30 fps = 300
frames) proved computationally expensive under the
given experimental environment and GPU constraints.

Only the first 150 consecutive frames of each
video were retained and compiled into a new face-only
video. This sequential selection ensured that the
temporal dynamics of facial expressions and
movements were preserved—an essential requirement
for effective learning by the Long Short-Term Memory
(LSTM) network. The newly created videos were
stored at a frame rate of 30 frames per second and a
standardized resolution of 112x112 pixels.

This preprocessing pipeline not only reduced
the size and complexity of the data but also enabled
more efficient and focused learning by emphasizing
facial cues, which are the primary indicators of
deepfake manipulations.

Input video

Figure 2 Pre-processing of video

3.1.2 Train-Test Split

To facilitate effective model training and
unbiased evaluation, the preprocessed dataset
comprising 6,000 videos was divided into training and
testing subsets using a 80:20 split ratio. Specifically,
4,200 videos were allocated for training and 1,800
videos for testing.

3.2 Proposed Architecture

Networks (CNNs) and Recurrent Neural
Networks (RNNS) to capture both spatial and temporal
information from video data. Specifically, we utilize a
pre-trained ResNeXt-50 (32x4d) CNN for frame-level

feature extraction and a single-layer Long Short-Term
Memory (LSTM) network for sequence modeling and
classification.

3.2.1 ResNeXt for Feature Extraction

For spatial feature extraction, we employ the
ResNeXt-50 (32x4d) model, a variant of the ResNet
architecture that incorporates grouped convolutions to
increase  model capacity  without excessive
computational cost. ResNeXt improves
representational power through a "split-transform-
merge" strategy, known for its superior performance on
deep architectures.

We use a pre-trained version of ResNeXt, fine-
tuned on our dataset for optimal performance. The final
2048-dimensional feature vector is extracted from the
last pooling layer for each input frame. These vectors
serve as sequential inputs to the LSTM module. Fine-
tuning includes the addition of necessary layers and
hyperparameter optimization (e.g., learning rate
adjustment) to ensure proper convergence during
training.

3.2.2 LSTM for Temporal Modeling

To capture the temporal dynamics between
frames, the 2048-dimensional features extracted from
each frame are passed to a single-layer LSTM network.
The LSTM is configured with:

e input size: 2048 (to match ResNeXt output),
e Hidden size: 2048,

The LSTM processes the features sequentially,
allowing the model to analyze temporal
dependencies—such as unnatural transitions or
inconsistencies—by comparing the frame at time step t
with previous frames (t-n). This is critical for
identifying temporal artifacts that are often indicative
of deepfakes.

Selecting optimal hyperparameters is a crucial
step in achieving high model performance. After
multiple iterations and empirical evaluations, the most
effective hyperparameter configuration for our dataset
and architecture was identified. The model was trained
using the Adam optimizer which is well-suited for deep
learning tasks due to its adaptive learning rate
capabilities. A learning rate of le-5 (0.00001) was
selected to ensure stable convergence toward a global
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minimum during gradient descent. Additionally, a
weight decay of 1le-3 was applied to reduce overfitting
by penalizing large weights.

Given that the task is a binary classification
problem, the cross-entropy loss function was
employed. To maximize the efficient use of
computational resources, mini-batch training was
adopted. Through testing in our development
environment, a batch size of 16 was found to provide
the best balance between memory constraints and
training stability.

Input video

-
)
D

|

ResNext-50-32x4d

G —

LSTM A TE A

12 E_' @ .
REAL/FAKE

Figure 3 Deepfake detection system

Given that the task is a binary classification
problem, the cross-entropy loss function was
employed. To maximize the efficient use of
computational resources, mini-batch training was
adopted. Through testing in our development
environment, a batch size of 16 was found to provide
the best balance between memory constraints and
training stability.
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Figure 4 CNN and LSTM architecture

3.3 Model Evaluation and Deployment

After training, the model is evaluated using
standard metrics such as the confusion matrix to assess
classification performance. The trained model is then
exported for deployment. In practical use, the model is
loaded into a Django-based web interface, where users
can upload videos and receive real-time predictions
(REAL or FAKE) along with a confidence score.

4. Results and Discussion

This section presents the experimental results of
the proposed ResNeXt + LSTM model for deepfake
video detection, followed by a discussion on its
effectiveness, strengths, and limitations.

4.1 Training and Validation Progress

During the initial epochs, the model
demonstrated modest performance, with training and
validation accuracy starting around 51-52%. However,
performance improved significantly in subsequent
epochs as the model converged. By Epoch 5, training
accuracy reached 94.55%, and validation accuracy
improved to 80.39%. The highest validation accuracy
of 85.66% was achieved at Epoch 17, demonstrating
the model's effective generalization capabilities. Figure
6 illustrates the consistent upward trend in training
accuracy and the fluctuating yet improving trend in
validation accuracy, which indicates stable learning
despite the complexity of temporal modeling.
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Figure 5 Training and Validation accuracy

After training the model for 20 epochs, the final
evaluation was conducted on a test set of 1,290 videos,
comprising 647 fake and 643 real samples. The model
achieved the following performance metrics:

Metric Value

Accuracy 85.66%
Precision 83.48%
Recall 88.80%
F1-Score 86.06%

Each of these metrics is calculated based on the
confusion matrix, which consists of:
e TP: True Positives (correctly predicted fakes)
e TN: True Negatives (correctly predicted reals)
e FP: False Positives (real videos incorrectly
predicted as fake)
e FN: False Negatives (fake videos incorrectly
predicted as real)
1. Accuracy measures the overall correctness of
the model:
TP+ TN
TP+TN+ FP+FN
2. Precision reflects how many of the predicted
fake videos were actually fake:

Accuracy =

TP
TP + FP
3. Recall (or Sensitivity) measures how many
of the actual fake videos were correctly identified:
TP
TP+ FN
4. F1-Score is the harmonic mean of precision
and recall, giving a single score that balances both:

Precision =

Recall =

Precision X Recall
F1— Score =2 X

Precision + Recall
These results confirm the robustness of the

model in distinguishing real and fake content. The
relatively high recall (88.80%) indicates strong
sensitivity to deepfake detection, which is critical in
minimizing the risk of missing manipulated content. A
balanced F1-Score (86.06%) reflects the model’s
ability to effectively manage the trade-off between
precision and recall.

Confusion Matrix
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©
w
©
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2 - 300
Ed 72 - 200
x
-100
Fake Real

Predicted
Figure 6 Confusion matrix

The classification report further demonstrates
consistent performance across both classes:
e Fake videos: Precision = 0.84, Recall = 0.85,
F1-score = 0.84
e Real videos: Precision = 0.85, Recall = 0.83,
F1-score = 0.84
4.3 Web Application Results
To demonstrate the real-world applicability of
the proposed deepfake detection model, a web-based
interface was developed using the Django framework.
The deployed system allows users to upload video
files, which are then automatically processed by the
trained ResNeXt + LSTM model. The interface returns
a binary classification label (REAL or FAKE) along
with the model’s confidence
Workflow:
e Upload: The user uploads a video via the
frontend form (index.html).

score.Application
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e Preprocessing: The video is segmented into
frames and face-only content is extracted.

e Prediction: The preprocessed frames are passed
through the model.

e Output: The result is displayed on the
prediction page (predict.nhtml), overlaid on the
video itself.

e Performance in Practice:

e Average Prediction Time: 7-10 seconds per
video (150 frames, 112112 resolution).
Model Confidence: For most test cases,

confidence scores ranged between 0.81 and 0.96,
indicating high certainty in  predictions.User
Experience: The application interface was designed to
be lightweight and intuitive, requiring no technical
expertise from the user.Figure 7 shows a screenshot of
the deployed interface with the uploaded video and
prediction result.

Detect DeepFake Videos

Figure 7 Web Application Results

4.3 Discussion

The hybrid ResNeXt + LSTM architecture
achieved a strong overall accuracy of 85.66%,
confirming the efficacy of combining spatial and
temporal modeling. ResNeXt effectively captured
detailed frame-level features, while LSTM processed
temporal dependencies, enabling the detection of
subtle manipulations across video sequences.

Some key observations include:

e Temporal modeling with LSTM helped the
model capture motion inconsistencies and
unnatural transitions typical in deepfake
content.

e The use of face-only preprocessing simplified
the input and allowed the model to focus on
critical facial regions.

e The small batch size (16), dictated by hardware
limitations, was still sufficient to achieve
generalization without overfitting.

However, the model’s performance
occasionally fluctuated across epochs, likely due to:
e High variance in video quality and

compression,

e Presence of subtle manipulations difficult to
detect without more advanced context
modeling,

e Limitations in data augmentation or temporal
jittering.

Overall, the model presents a promising
approach for real-time and scalable deepfake detection.

5. Conclusion

In this study, we proposed a hybrid deepfake
detection model that combines the spatial feature
extraction capabilities of ResNeXt-50 (32x4d) with the
temporal sequence learning power of a Long Short-
Term Memory (LSTM) network. The model was
trained and evaluated on a diverse and balanced dataset
aggregated from FaceForensics++, DFDC, and Celeb-
DF, consisting of 6,000 videos (3,000 real and 3,000
fake).

Through  comprehensive  preprocessing—
focused on extracting and reconstructing face-only
video segments—we reduced irrelevant visual noise
and optimized the dataset for learning manipulation
artifacts. Our system achieved a peak accuracy of
85.66%, with a precision of 83.48%, recall of 88.80%,
and an F1-score of 86.06% on the test set. These results
demonstrate the effectiveness of combining both
spatial and temporal features for robust and reliable
deepfake detection.

Moreover, the model was integrated into a web-
based application using the Django framework,
enabling Ireal-time video uploads and prediction with
confidence scoring—thereby enhancing the system’s
applicability in real-world scenarios such as digital
forensics, media verification, and online content
moderation.
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Despite the promising results, some challenges 8. Yuezun Li, Xin Yang, Pu Sun, Honggang Qi
remain, including performance sensitivity to highly and Siwei Lyu “Celeb-DF: A Large-scale
compressed or low-resolution videos and the need for Challenging Dataset for DeepFake Forensics”
more diverse real-world deepfake examples. Future in arXiv:1909.12962

work will focus on:
e Incorporating attention mechanisms or

Transformer-based architectures,

o Enhancing generalizability across unseen
datasets,

o Reducing model inference time for better real-
time scalability.

Ultimately, this research contributes a practical
and effective solution toward the growing threat of
manipulated media, reinforcing the need for intelligent,
automated deepfake detection systems in an era of
increasingly synthetic content.
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Annotatsiya: Ushbu maqola zamonaviy dizayn nazariyalarida fraktal geometriya qo‘llanilishining
ilmiy asoslarini ochib beradi. Fraktallarning mebel dizaynidagi generativ jarayonlardagi roli, ularning
struktura samaradorligi va ekologik moslashuvchanlikni oshirishdagi imkoniyatlarini tahlil giladi.
Fraktallar orgali yaratilgan nagshlar inson psixologiyasi va idrokiga ijobiy ta’sir ko‘rsatishi,
shuningdek, zamonaviy dizayn estetikasini boyitishi isbotlanadi. Maqola nazariy tahlil va amaliy
modellashtirishni uyg‘unlashtirgan bo‘lib, yangi dizayn yondashuvlariga ilmiy asos beradi. Ushbu
tadqiqot ikki yo‘nalishdan iborat. Birinchi yo‘nalishda yaratilgan eng mashhur fraktallar tavsiflanadi,
fraktallar tuzilishi o‘rganiladi, ularning eng muhim xususiyatlari tushuntiriladi hamda bu
xususiyatlarning mebel dizaynidagi akslari ko‘rib chiqiladi. Ikkinchi yo‘nalishda esa fraktallar
shakllanishining turli funksional va estetik qiymatlari mebel dizaynida qo‘llaniladi.

Kalit so‘zlar: Fraktallar, Mandelbrot to‘plami, Julia to‘plamlari, IFS fraktallari, L-tizim fraktallari,
Fraktal olovi, Nyuton fraktallari, Mebel dizayni

KIRISH: Zamonaviy mebel dizaynida shakl va
strukturaning matematik asoslari  muhim  rol
o‘ynamoqda. Fraktal geometriya, ayniqsa, tabily va
noan’anaviy shakllarni yaratishdagi potentsiali bilan
ajralib turadi. Yagin vyillarda ushbu yondashuv
kompyuter  texnologiyalari bilan birgalikda
dizaynerlarga murakkab, ammo funksional
tuzilmalarga ega bo‘lgan yangi modellar yaratish
imkonini berdi. Fraktallar nafagat shakl jihatidan, balki
material samaradorligi, energiya ogimlari va inson
makon tajribasini yaxshilashdagi o‘rni bilan ham
muhim  hisoblanadi.  Ushbu  magola  ushbu
imkoniyatlarni chuqur ilmiy yondashuv bilan ochib
beradi. Fraktal va fraktal geometriya tushunchalari 70-
yillarning oxirida paydo bo‘lgan va 80-yillarning
o‘rtalarida  takomillashtirilib, = matematiklar va
dasturchilarning kundalik hayotiga kirib bordi. Fraktal
so‘zi lotincha “fractus” so‘zidan olingan bo‘lib,
“bo‘laklardan tashkil topgan” degan ma’noni
anglatadi. U 1975 yilda Benoit Mandel ’brot tomonidan

taklif qilingan. Fraktallarning asosiy xususiyati o‘ziga
o‘xshashligidir: eng oddiy holatda fraktalning kichik
bir gismida asosiy fraktal mavjuddir. Mandelbrot
fraktalga “Fraktal - bu gaysidir ma’noda o‘xshash
qismlardan tashkil topgan tuzilma” deya ta’rif beradi
[1]. Fraktallar bizga oddiy geometriyadan ma’lum
bo‘lgan shakllarga o‘xshamaydi va ma’lum bir
algoritmlar asosida quriladi. Fraktal grafikasida asosiy
obyekt bu geometrik shakl emas, balki matematik
formuladir. Formuladagi koeffisiyentlarni ozgartirish
asosida mutlago boshqga bir kompozitsiyalarni yaratish
mumkin bo‘ladi [2]. Bugungi kunda ichki (interyer)
dizayn va mebel dizaynida shakllarning mavjudligi
nafagat estetik jihatdan muhim, balki funksional,
yengil vaznli tuzilish va  atrof-muhitga
moslashuvchanlik, inson salomatligi va farovonligi
hamda mustahkamlik uchun ham ahamiyatlidir. Uzoq
vaqt davomida ichki (interyer) dizaynerlar Evklid
geometriyasi shakllaridan (uchburchak, kvadrat, ko‘p
girrali shakllar) ilhom olishgan, bu esa ichki dizayn va
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mebelni  qattiq, moslashuvchan bo‘lmagan va
samaradorlikdan yiroq qilib qo‘ygan, natijada
materiallarning  isrofgarchiligiga  olib  kelgan.

Kompyuterlashtirilgan  dizayn texnologiyalaridagi
rivojlanish dizaynerlarga Evklidning oddiy shakllari va
cheklovlaridan o‘tishga va ularni fraktal geometriya
(no-Evklid geometriyasi) bilan almashtirishga imkon
berdi. Fraktal geometriya yordamida optimal tuzilishga
ega yangi notekis shakllar yaratiladi va natijada kam
material ishlatib, katta kuchga ega dizayn tizimlari
hosil bo‘ladi.

Bugungi kunda ayrim me’morlar va interyer
dizaynerlari fraktallarning dekorativ shakllanishi,
geometrik  va  dinamik  xususiyatlaridan oz
dizaynlarida ilhomlanib, arxitektura va interyer dizayni
sohasini boyitib, funksional hamda estetik giymat
qo‘shib kelmoqdalar. Shu sababli ushbu tadgigot
fraktallar tuzilishini va ular orgali ichki (interyer)
dizayn va mebel dizayniga ta’sirini o‘rganadi.
Maqolada :

1. Fraktallar turlari va ularning xususiyatlarini
tavsiflanadi hamda tahlil gilinadi.

2. Fraktallarning interyer dizayni mebel dizayniga
ta’siri va amaliy qo‘llanilishi taqdim etiladi.
ADABIYOTLAR TAHLILI VA

METODOLOGIYA: Adabiyotlarni tahlil gilish
jarayonida  fraktal —geometriya tushunchasining
shakllanishi va rivojlanish yo‘nalishlariga e’tibor
garatildi. Mandelbrot, Julia va Nyuton kabi asosiy
nazariyalar nafagat matematik tushunchalarni, balki
ularning  vizual va dizayndagi  qo‘llanilishi
imkoniyatlarini ham ochib berdi. lImiy manbalarda
gayd etilishicha, fraktallar — bu tabiatdagi
murakkablikni  oddiy = matematik ifoda bilan
modellashtirishga urinishdir.  Xususan, ekologik
muvozanat, tabiiy shakllanishlar va o‘sish jarayonlari
fraktal modellar orgali tushuntirilgan.

Yevropa va AQSh tadgigotchilari fraktal
geometriya estetikasi inson idrokiga qanday ta’sir
qilishini o‘rgangan bo‘lsa, Yaponiya va Janubi-Sharqiy
Osiyodagi ilmiy ishlar ko‘proq fraktallarning tabiat va
madaniy naqgshlardagi o‘rniga e’tibor qaratgan.
Shuningdek, arxitektura va dizayn sohasidagi ilg‘or
magolalarda fraktallar yordamida material sarfini

kamaytirish, energiya samaradorligini oshirish va
yangi shakl variantlarini yaratish bo‘yicha metodik
yondashuvlar tavsiya gilingan.

O‘rganilgan manbalar shuni ko‘rsatadiki,
fraktallar nafagat nazariy jihatdan qizigarli, balki
amaliy jihatdan ham — ayniqgsa, mebel dizaynida —
katta potentsialga ega.

Tabiatda fraktallarning bir necha ko‘rinishini
(turini) uchratish mumkin: geometrik fraktallar,
algebraik fraktallar, stoxastik fraktallar, qo‘l-ijodiy
fraktallar, tabiiy fraktallar va boshgalar. Shuningdek,
ularni tuzilishiga ko‘ra bir o‘lchovli, ikki o‘Ichovli va
ko‘p o‘Ichali turlarga ajratish mumkin.

1.Tabiiy fraktallar: (Michael Frame, 2016).
Fraktallar tabiatda juda keng targalgan bo‘lib, juda
katta o‘lchov diapazonini gamrab oladi. O‘lchovdan
gat’i nazar, bu nagshlarning barchasi oddiy shoxlanish
jarayonini takrorlash orqali shakllanadi [3].

2. Geometrik fraktallar: bu turdagi Kox triad
egri chizig‘i, Levi egri chizig‘i, Gilbert egri chizig‘i,
Xartera-Xeytueya ajdari nomli siniq chiziglar, Kontor
to‘plami, Serpin uchburchagi, Serpin gilami, Pifagor
daraxti va hokazo kabi fraktallar guruhi va eng
ko‘rgazmali hisoblanadi.

Fraktal geometriya - bu notekis shakllar bilan
shug‘ullanadigan matematika sohasi bo‘lib, ularning
qismlari qandaydir tarzda butunga o‘xshash bo‘ladi; bu
xususiyat o°‘z-o‘ziga o‘xshashlik yoki o‘z-o‘ziga
simmetriya deb ataladi. Geometrik fraktallar oddiy
jarayonni takrorlash orgali hosil gilinishi mumkin.
Fraktallar oddiy shakllardan — masalan, to‘g‘ri chiziq
(Cantor changi yoki von Koch egri chizig‘i),
uchburchak (Sierpinski uchburchagi) yoki kub
(Menger gubkasi) — ustida iteratsion (takroriy)
o‘zgartirishlar qo‘llash orqali standart geometriyadan
kelib chigadi [4].

2.1- IFS (takrorlanadigan funksiya tizimlari):
Fraktallar  tuzilishini ~ hosil  qilishning  oddiy
vositalaridan hisoblangan IFS usuli 1980-yillarning
o‘rtalarida paydo bo‘lgan. IFS qisiluvchi affin
almashtirishlar  to‘plamidir. ~ Ma’lumki  affin
almashtirishlar masshtablashtirish, burish va parallel
ko‘chirishni 0‘z ichiga oladi. Agar masshtablashtirish
koeffisiyenti 1 dan kichik bo‘lsa, affin almashtirish
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gisiluvchi hisoblanadi. IFS bir nechta fiksirlangan
funksiyalar tizimini o‘zida ifodalaydi. Eng oddiy IFS
tekislikning affin almashtirishdan tashkil topgan:

X' = A*X + B*Y + C, Y'= D*X + E*Y + F.
IFS fraktallari (odatda shunday ataladi) istalgan
o‘lchamda bo‘lishi mumkin, ammo ko‘pincha 2D (ikki
o‘lchovli) shaklda hisoblanadi va chiziladi. Fraktal o‘zi
bilan bir nechta nusxalarning birlashmasidan iborat
bo‘lib, har bir nusxa ma’lum bir funksiya orqali
o‘zgartiriladi (shuning uchun “funksiyalar tizimi” deb
ataladi)[5].

2.2 - L-tizim fraktallari: 1968 yili Aristidom
Lindenmayer (ma’lumoti bo‘yicha biolog) tomonidan
ishlab chigilgan L-tizimlar usuli geometrik fraktallarni
qurishda eng oddiy hisoblanadi. Lindenmayer
tabiatning murakkab ob’ektlarini bir nechta qoidalar
hamda oddiy tashkil etuvchilar yordami bilan ifodalash
jarayonlari usulini taklif gilgan. L-tizimlar usuli bir
necha tillarning yetarli darajada oddiy grammatikasi
bo‘lib, ular ustida turli muhitlar yordamida initsiator va
almashtirishlarni bayon etuvchi Logo tilining analogik
vositalaridir (tekislikda va fazoda oddiy geometrik
shakllarni  mumkin
aksiomatik bayon etish)

3. Algebraik fraktallar: fraktallarning yana bir
katta guruhi bo’lib, ular o‘z nomlariga oddiy algebraik
formulalarga asosan qurilgani uchun ega bo‘lgan.
Ularni chizigsiz jarayonlar yordami bilan n-o‘lchovli
fazolarda hosil gilinadi. Ma’lumki, chizigsiz dinamik
tizimlar bir necha barqaror holatlarni o‘zida
mujassamlashtiradi. Bulardan bittasi, bir necha
takrorlashlar sonidan keyin boshlang‘ich shartga
bog‘liq bo‘lib qoladi. Shuning uchun har bir barqaror
holat, bir necha boshlang‘ich holat sohalarini o‘zida
namoyon etadi. Ulardan eng taniglilari Mandelbrot,
Julia, Nyuton to‘plamlari va boshqalar.

Fraktallarning mebel dizayniga ta’siri:

1. Fraktallar estetik shakllanishga ega bo‘lib [6,7],
dizaynga estetik xususiyatlar qo‘shadi.

2. Fraktallar dinamik  xususiyatlarga ega,
masalan, vibratsion tebranishlar, transport va
spin to‘lqinlari fraktal tuzilmalarida mavjud
[8]. Ular dizayndagi harakat va energiyani
ifodalaydi.

bo‘lgan  almashtirishlarini

3. “Har bir fraktal o‘zida ba’zi energiya ta’siriga
ega, xuddi devordagi rang yoki rasm kabi.
Biroq, fraktallar energiyasi ~ ma’lum
chastotalarni  oshirish ~ va  kuchaytirish
magsadida, energiyaviy fraktal tasvirning niyat
va magsadiga qarab tushuniladi. Ular ma’lum
vibratsiyalarni chigarishga dasturlangan —
masalan, ofisingizda, yig‘ilish xonangizda yoki
yotogxonangizda bo‘lishini istagan shaxsiy
energetik asos va qo‘llab-quvvatlash sifatida...
jismoniy, hissiy yoki ruhiy magsadlaringizga
erishish uchun.” [9]

4. Dizaynda yoqimli fraktallarga ta’sir qilish
stressga qarshi fiziologik reaksiyalarimizni
kamaytirishi va baxt bilan bog‘liq miya
sohalarini faollashtirishi mumkin (funktsional
giymatlar) [10].

Fraktallarning qo‘llanilishi: Fraktal
nazariyasining interyer dizaynida qo‘llanilishi uning
rivojlanishining muhim  ko‘rinishi  hisoblanadi.
Fraktallar ~ nazariyasining  interyer  dizaynida
qo‘llanilishi uning zamonaviy rivojlanishining muhim
jihatlaridan biridir. An’anaviy dizayndagi asosiy
manba geometrik shakllar va nagshlar bo‘lib, ularning
0°‘zi nisbatan gat’1y va muntazamdir. Ushbu elementlar
zamonaviy interyer dizayniga tatbiq qilinib, interyer
dizaynining vizual taqdimotini yanada zamonaviy
insonlarning estetik ehtiyojlariga  mos  kelishini
ta’minlashi mumkin.

NATIJALAR: Fraktal geometriya nafagat
matematik tushuncha, balki tabiatdagi murakkab
tizimlarning modelidir. Tadqiqotlar shuni
ko‘rsatmoqdaki, fraktallar inson ongida estetik zavq
uyg‘otadigan naqshlarni yaratishda kuchli vosita bo‘lib
xizmat giladi, chunki ularning o‘z-o‘ziga o‘xshashlik
va takroriylik xususiyatlari inson idrokidagi tabiiy
nagshlarni eslatadi. Shu sababli, fraktallar bilan ishlash
nafaqat san’at va dizayn eksperimentlari bilan
cheklanmaydi, balki u psixologiya, neyroestetika va
biologik tizimlar bilan bog‘liq amaliy ishlanmalarda
ham qo‘llaniladi.

Mebel dizaynida fraktallar shakllanishining
qo‘llanilishi ekologik samaradorlik, strukturalarning
mustahkamligi va materiallar tejamkorligi jihatidan
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ham nazariy ega. Turli o‘lchovlarda
qaytariluvchi fraktal nagshlar ob’ektni yengilroq va
mustahkamroq gilish, shuningdek, vizual dinamizm va
harakatchanlik  berish  imkonini  beradi. Ushbu

tadqiqotda o‘rganilgan nazariy asoslar amaliy natijalar

asosga

bilan uyg‘unlashib, mebel dizayni uchun yangi
yondashuvlarni shakllantirishga xizmat giladi.

Fraktallar qurish uchun ularning tenglamasini
turli usullardan foydalangan holda qurish kerak
bo‘ladi. Bunda bir necha usullardan foydalaniladi,
bular IFS (Itered function systems - lteratsion
funksiyalar tizimlari (IFT)) usuli, L-tizimlar usuli,
arifmetik xususiyatlarga asoslangan binomial bazis
ko‘phadlar nazariyasi usul, R-funksiya usuli (RFM),
to‘plamlar nazariyasi usuli va boshqalar. Ushbu qurish
usullari orgali mebel dizayni uchun yangi dizayn
namunlarini modellashtiramiz.

1. Tabiiy fraktallar orgali mebel dizaynini
yaratish.

1-model: Stul orga qismida tabiiy -
shoxlanadigan daraxtsimon fraktallardan ilhomlangan
shoxlanadigan fraktal blok mavjud bo‘lib, u 0‘z-o‘ziga
simmetriya xususiyatiga ega. (1-rasm,a)

2-model : Spiral fraktal qo‘lli divan tabiiy
chig‘anoq shaklidan ilhomlanib yaratilgan.

Dizaynda ishlatilgan  fraktal
o‘xshashlik, o‘xshash takroriy iteratsiyalar, hamda
fraktal tuzilmalardagi aylanish to‘lqinlari kabi dinamik
xususiyatlarga ega. (1-rasm,b)

0°z-0°‘ziga

a b

1-rasm.Tabiiy fraktallar orqgali yaratilgan mebel
dizaynlari

2. Geometrik fraktallar orgali mebel dizaynini
yaratish.

3-model: Serpin uchburchagi asosidagi fraktal
uchburchak stol. Har bir uchburchak shaklidagi stol
usti o0°‘z-o‘ziga o‘xshashlikka ega bo‘lgan kichik
uchburchaklarga bo‘lingan; ushbu uchburchak stollar
guruhi birgalikda takroriy operatsiyalarga ega bo‘lgan
geksagonal (olti burchakli) stolni hosil giladi. (2-
rasm,a)

4-model : Kox gor parchasi asosidagi divan
dizayni. U o‘z-o°‘ziga o‘xshashlik, o‘xshash takroriy
operatsiyalar, shoxlanish imkoniyati, o‘suvchi miqyos
va dinamik tizimlarga ega. (2-rasm,b)

5-model : Kvadratlar va aylanalarning fraktal
geometrik shaklidan ilhomlangan panel. U turli
javonlarda suriluvchi eshik sifatida yoki devordagi
panel sifatida ishlatilishi mumkin. Dizayn o‘z-o°ziga
o‘xshashlik,  o‘xshash  takroriy = operatsiyalar,
shoxlanish imkoniyati kabi xususiyatlarga ega. (2-
rasm,c)

6-model : Stulning orga gismida qor egri
chizig’i fraktallaridan ilhomlangan geometrik fraktal
mavjud bo‘lib, u o‘z-o‘ziga kabi
xususiyatlarga ega (2-rasm,d)

7-model: Geometrik fraktal uchburchaklar
yoritish stoli, qo‘ltigli stul va kitob javonida
qo‘llaniladi. Dizayn markaziy nuqta,
o‘xshashlik, o‘xshash takroriylik kabi xususiyatlarga
ega. (2-rasm,e)

simmetriya

0°z-0‘ziga
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Aksioma: FxF-FF-
) FF
a| Serpin Qoida: F— FF
uchburchag X—> ==
i FxF++FxF++FxF-
Burchak:p=360/6;
p=60°
Aksioma: F++F++F
b | Kox gor Qoida: F— F-F++F-
parchasi F
Burchak: 1/3
Spiral
¢ | fraktal
d | Qor parcha
e | Geometrik
farktal

2-rasm. Geometrik fraktallar orqgali yaratilgan
mebel dizaynlari

XULOSA: Magola natijalaridan kelib chigib,
muammoni hal gilishga erishildi: fraktallar tushunchasi
aniglab berildi, ularning turlari va xususiyatlari
tavsiflandi. Maqolada fraktallarning mebel dizayniga
ta’sirini tushuntirib berdi, shuningdek, fraktallarning
mebel sohasidagi qo‘llanilishiga e’tibor qaratdi. Shu
tariga, natijalar tadgigotning ahamiyatini asoslab berdi.
Taklif etilgan loyihalar asosida tadgiqot fraktallardan
va ularning xususiyatlaridan (tabiiy, geometrik va
algebraik elementlar) mebel dizaynida ilhom olishning
ko‘plab manbalarini aniqlash imkoniga ega bo‘ldi
hamda mebel dizaynida turli fraktal shakllarning

shakllarida ko‘plab funksional yechimlar yaratish
mumkin bo‘lib, ular individual, moslashuvchan va
ekologik dizayn tamoyillarini qo‘llab-quvvatlaydi.
Ushbu yondashuv zamonaviy dizayn amaliyoti uchun
yangi generativ imkoniyatlar ochadi.
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NewHSA oqgimli shifrlash algoritmining xususiyatlari

Rahmatullayev Ilhom Rahmatullayevich,
Ragamli texnologiyalar va sun’iy intellektni rivojlantirish
ilmiy-tadqgiqot instituti doktoranti, ilhom9001@gmail.com

Annotatsiya: Ushbu magolada umumiy 4 ta siljitish registri, 3 ta AND va 23 ta XOR mantiqiy
elementlardan tashkil topgan yangi NewHSA(yangi apparat ogimli shifrlash algoritmi) ogqimli
shifrlash algoritmi taqdim etiladi. Algoritmning apparat orgali joriy etilishi uchun zarur bo‘lgan
mantiqiy elementlar soni 830 taga teng. NewHSA yordamida yaratilgan shifrlangan bitlar ketma-
ketligining tasodifiylik darajasi, kriptotahlilga nisbatan chidamliligi hamda uning apparatdagi
samaradorlik ko‘rsatkichlari tahlil qgilinadi.

Kalit so‘zlar: oqimli shifrlar, apparat, dasturiy ta’minot, LFSR, NLFSR, NIST testlari, XOR, AND,
mantiqiy elementlar

Kirish bo‘lib, Trivium va  AS5/1  algoritmlarining
Simmetrik ogimli shifrlash — bu gammalash | strukturasidan ilhomlanib ishlab chigilgan[2,11].
orgali simmetrik shifrlash usullari bo‘lib, ochiq Asosiy gism
matnning har bir bitiga kalit ogimining mos bitini XOR Oqimli ~ shifrlash  algoritmlari —  bu

orqali qo‘shish natijasida shifrmatn hosil qilinadi. | shifrlashning bitta biti asosida ishlovchi usullar bo‘lib,
Qabul giluvchi tomon esa shu kalit ogimini gayta | har bir kiruvchi bit uchun oldindan yaratilgan gamma
generatsiya gilib, XOR amali yordamida asl matnni | ogimining mos biti bilan XOR operatsiyasi bajariladi.

tiklaydi[1,12]. Natijada, ochiq ma’lumotlar shifrlangan ko‘rinishga
Bunday algoritmlar blokli shifrlarga garaganda | o‘tadi [3,10]:
ancha moslashuvchan va yengil hisoblanadi. Ogimli c; = p;®Pk;
shifrlar uchta asosiy guruhga ajratiladi:
e Apparatga yo‘naltirilgan (hardware-based) Shifrni gabul qiluvchi tomon shifrlangan

shifrlar — bu turdagi shifrlar odatda LFSR yoki | ma’lumotdan asl matnni qayta tiklash uchun, aynan
NLFSR asosida quriladi va apparatda yuqori | shifrlash bosgichida ishlatilgan generator (simmetrik
tezlik va energiya samaradorligi bilan ishlaydi. | maxfiy kalit asosida) tomonidan yaratilgan mos
Trivium, Grain, Mickey kabi algoritmlar bunga | gamma bitini shifrmatn biti bilan XOR amalida

misoldir. birlashtiradi:
o Dasturiy shifrlar (software-based) — ushbu ci®k; = p;®k;®k; = p;
turdagi algoritmlar blokli shifrlar, arifmetik va Blokli shifrlardan fargli ravishda, ogimli

mantiqiy amallar, hamda T-funksiyalar asosida | shifrlash algoritmlarining ishlab chigilishida yagona
ishlab chigiladi. RC4, Salsa20, SOSEMANUK | umumgabul gilingan model mavjud emas. Bu holat
kabi shifrlar ana shunday toifaga kiradi. kriptograf mutaxassislarini turli shakldagi ogqimli
e Gibrid (kombinatsiyalashgan) shifrlar — | shifrlarni ishlab chigishga undaydi. Oqimli shifrlar
hardware va software yondashuvlarining | qo‘llanish sohasi va funksional talablarga ko‘ra
kombinatsiyasi asosida ishlab chiqilgan bo‘lib, | turkumlanadi va har bir turkum maxsus xossalarga ega

ular odatda LFSR tuzilmasiga asoslanadi. bo‘lgan algoritmlarni qamrab oladi. Ushbu turkumlar
Yugqorida sanab o‘tilganlardan farqli o‘laroq, | uchta asosiy yo‘nalishda ajratiladi (1-rasm) [4,9]:
mazkur maqolada yangi ishlab chigilgan NewHSA — Hardware ogimli shifrlar;
ogimli shifri taklif etiladi. U apparatga moslashtirilgan — Sofrware ogimli shifrlar;

— Gibrid ogimli shifrlar.
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Hardware _asosidagi  ogimli  shifrlash
algoritmlarining  tasnifi  asosan FSSR/NLFSR
tuzilmalariga, soat sinxronlashtirish mexanizmlariga
hamda LFSR (chizigli siljitish registrlari) asosidagi
arxitekturalarga tayanadi. Ushbu turdagi algoritmlar
yuqori samaradorlik talab etiladigan kriptografik
tizimlarda axborotni himoyalashda muhim ahamiyatga
ega. Masalan, eStream tashabbusi doirasida taklif
etilgan va baholangan Trivium, Grain80, F-FCSR-H,
Grainl28, Mickey128, Mickey2(80), Pomaranch80,

Pomaranch128, Moustique, Decim80, Decim128
hamda Edon80pl algoritmlari apparatga
moslashtirilgan zamonaviy ogimli shifrlar turkumiga
kiradi[5,6].

Software __asosidagi  ogimli  shifrlash
algoritmlari T-funksiyalar, blokli shifrlash

mexanizmlari, S-bloklar hamda turli mantigiy va
arifmetik amallar asosida ishlaydi. Ushbu turdagi
algoritmlar  apparatga  yo‘naltirilgan  shifrlarga
nisbatan, asosan bitlar ustida amalga oshiriladigan
almashtirish va o‘rin almashish (bit manipulation)
operatsiyalariga tayanadi hamda mantigiy tuzilmasi
bilan ajralib turadi. Dasturiy ogimli shifrlash usullariga
zamonaviy vakillar sifatida RC4, DRAGON, HC-128,
LEX, Salsa20, uning turli versiyalari (Salsa20 v2,
Salsa20/12 v2) hamda SOSEMANUK
algoritmlarining M va F variantlarini misol qilib
ko‘rsatish mumkin[7].

Gibrid asosidagi_ogimli_shifrlar algoritmlari
apparat va dasturiy yondashuvlarning kombinatsiyasi
asosida yaratiladi. Bunday aralash arxitekturaga ega
algoritmlarning aksariyati o°‘z tuzilmasida LFSR
(chizigli siljitish registrlari) komponentlarini asosiy
element sifatida qo‘llaydi. [8-9].

Taklif gilinayotgan yangi NewHSA (New
hardware stream algorithm) oqimli shifrlash algoritmi
apparatda amalga oshirishga qulay, ko‘rinishi va
tuzilishi bo‘yicha LFSR asosiga qurilgan A5/1
shifrlash algoritmiga va NLFSR asosidagi Trivium
algoritmiga o‘xshash. Shu sababli, giyosiy tahlillar
mazkur algoritmlar bilan amalga oshiriladi.

NewHSA ning boshlang‘ich holati umumiy
uzunligi 64 bit bo‘lgan 4 ta siljish registridir. Har bir
holat o‘ngga siklik siljish registrlaridagi bitlarni

chizigsiz uzatish va gayta aloga kombinatsiyasi orgali
o‘zgartiriladi. Shifrni ishga tushirish uchun 128 bit
uzunlikga ega K kalit giymatlari 4 siljish registrlariga
berilgan qoida bo‘yicha yoziladi va algoritm 16*64 =
1024 marta bajariladi, shundan so‘ng registr bitlariga
kalitning qolgan 64 bit qismi ikki modul bo‘yicha
qo‘shiladi va algoritm yana 1024 marta bajariladi, bu
boshlang‘ich holatning har bir biti kalitning va
initsializatsiya vektorining har bir bitiga bog‘ligligini
kafolatlaydi.

Initsializatsiya.

NewHSA algoritmining ishga tushirilishi 64
bitli boshlang‘ich holatga ega bo‘lgan to‘rtta siljitish
registrlari orqgali amalga oshiriladi. Har bir registr
o‘zining siklik siljishi va bog‘lovchi elementlar orqali
o‘zgarib boruvchi holatni ifodalaydi.

Kalit yuklash bosgichida 128 bitli maxfiy kalit
ketma-ketlikda quyidagicha ishlatiladi: dastlabki 64
biti har bir registrga ma’lum qoidalarga muvofiq
tagsimlanadi va shu holatda algoritm 1024 marta
iteratsiya gilinadi. So‘ngra, qolgan 64 bitlik kalit
qiymatlari mavjud registr bitlariga ikki modul bo‘yicha
(XOR) qo‘shiladi. Ushbu jarayondan so‘ng yana 1024
iteratsiya amalga oshiriladi. Bu ketma-ket amallar
algoritmning ichki holati bilan kalit va initsializatsiya
vektorining har bir biti
bog‘liglikni ta’minlaydi.

Ushbu bosgichning asosiy maqgsadi — ichki
holatlarni tashqi parametrlar bilan maksimal darajada
bog‘lab, keyinchalik generatsiyalanuvchi kalit oqimi
xavfsizligini ta’minlashdir. Quyidagi psevdokod orqali
ushbu initsializatsiya jarayoni soddalashtirilgan holda
ifodalanadi:

Initsializatsiya jarayoni Algoritm 64 bitli
kalitni 64 (17+19+13+15) bitli boshlang‘ich holat
registrlariga  yuklash orgali ishga tushiriladi.
Initializatsiya  jarayonini  quyidagi  psevdokod
yordamida tavsiflash mumkin.

(Ko, -+, K16) = (ag, ay, -, @16)
(K17, -, K35) = (bo, by, .., byg)
(K36, -+, Kag) = (€0, €1, ) €12)
(K49, -, Kg3) = (do, dy, .., d14)

o‘rtasida mustahkam

fori=0to 1023 do
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as+ag-ag+ a9+ as+ag+ b=ty
b; + by, - by3+ byy +big+big+cog—ty
Cs+cgCr+cg+cip+cip+di1— 0t
de +dg-do+dig+diy, +dis+ a3 t;
(t3, a9, .-, a45) = (ag, -, A16)

(tz, by, ..., b17) = (bg, ..., b1g)

(t1,€cg, --r C11) = (€gy =) C12)

(to,dg, ..., dq3) = (dg, ..., d14)

end for.

(ag + Kgg, a4 + Kgs, ..., 016 + Kgp)

(by + Kg1,b; + Kg5, ..., b1g + Kg9)

(co + K100, €1 + Kio1) ) €12 + Ki12)

(do + Ky13,dy + Ki14) -, d1a + Ky27)
fori=0to1023do

as +ag-aqg+ajg+ as+a+big—=ty
b; + byy by3+ byy +big+big+co—ty
Ca+cg Cr+cg+cig+cip+dii—t,
de +dg-do+dig+diy+dis+ a3 t;
(t3, a9, ---,a45) = (ag, -, A16)

(ty, by, ..., b17) = (b, ..., b1g)

(t1, g, --r C11) = (Cgy -+-» C12)

(to,dg, ..., dq3) = (dg, ..., d14)

end for.

Generatsiya. Ogim generatori holat registrlari
giymatining 4 bitini o‘zgartirish uchun 64 bitli
boshlang‘ich  holat registrlarining 8  bitining
giymatlaridan va kalit ogimining 1 bitini hisoblash 28
bitining giymatlaridan foydalanadi. 2048 iteratsiyadan
iborat initsializatsiya jarayonidan keyin mazkur 28
bitning giymatiga kalit va initsialiatsion vektorning
giymatlari to‘liq ta’sir qilib bo‘ladi. Shifrlash uchun
zarur N (N < 2%%) bit kalitni generatsiya gilish
jarayonini quyidagi psevdokod yordamida ifodalash
mumkin.
fori=0toNdo
as +aqg >ty
b; + by =ty
Cst+cg >ty
de +dio = t3
to + t1 + t; + t3 = chiqish;
as +ag - ag + ay9 + 14 + a16 + b1g = to
b; + byy - by3+ byy + big+ big+cog -ty
Cs+cCgCr+cg+ciptci+di— ¢t
de +dg-do+dig+diy,+dis+ a3 t;

(t3, ag, -, a15) = (Ao, -, A1)
(t2, by, ..., b17) = (bo, ..., b1g)
(t1, €0y - €11) = (o) -ov» C12)
(to, do, -, d13) = (do, -, d14)
end for.

Yugqorida keltirilgan psevdokodlarda qo‘shish
(+) va ko‘paytirish () amallari 2 modul bo‘yicha
qo‘shish va ko‘paytirishni amalga oshiruvchi XOR va
AND amallari hisoblanadi.

Algoritm yordamida generatsiya qilish jarayoni
to‘g‘ri tashkil qilinishi uchun namuna quyida
keltirilgan.

Kiruvchi parametrlar:

Kalit:000111000000011000110110000110010
0001011000100100110000000100011001110110011
0101000100100101111100011110000111010000111
000101111

Initsializatsiya jarayonidan avval
registrlarning giymatlari:

a: 00011100000001100

b: 0110110000110010000

c: 1011000100100

d: 110000000100011

Initsializatsiya jarayonidan so ‘ng
registrlarning giymatlari:

a: 10101001101000001

b: 1111111100101110010

c: 0000100110010

d: 110100111001100

chiqish:0001001011110010010010011111101
0001000010010001100011111000100011001011111
101111...

Mazkur algoritm yordamida bitta kalit va
initsializatsion vektor yordamida 2°* bit uzunlikdagi
kalitlarni generatsiya qilish tavsiya gilinadi.

Natijalar

NewHSA - bu asosan apparatga yo‘naltirilgan
moslashtirilgan algoritm. U gate (element) lar soni
bo‘yicha cheklovlar bo‘lgan muhitlarda ixcham
bo‘lishga, cheklangan quvvat manbalariga ega
platformalarda quvvatni tejaydigan va yuqori
tezlikdagi shifrlashni talab qiladigan ilovalarda
tezkorlikni ta’minlashga qaratilgan.
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Ixcham amalga oshirish  talabi  bitga
yo‘naltirilgan yondashuvni taklif qiladi. Bundan
tashqari, kalit ogimi generatorining chigishida ichki
holat registrlarining chiziqsiz bog‘liqliligini ta’minlash
talab gilinadi. Energiyani samarali sarflash va tezkor
amalga oshirishni ta‘minlash imkoni ham mavjud
bo‘lishi kerak.

oo o [o[aJos[a[ar [ a [ o [an] o [an o [ o g

o

£ t &

| 4
bo [ b: [b: [bs [ b [ b [ be [b: [ b [ s [Boo | bs [ B[ b [ b [ s [ b [ b [ B

L,% [ [ H—output—

t N7
— t
L [ ¥
clelalolelclcolclcllo ]
L

Ia)

t D
Vany +,—J
\ b3
d[d [d[d[ch]d[ck]di[d[dh[do]dh[da[d[d
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[6] da keltirilgan raqamlarga asoslanib (ya’ni,
har bir Flip-flop (surish registri elementi) uchun 12
NAND shlyuzi, XOR uchun 2,5 gate va AND uchun
1,5 gate), apparatda amalga oshirish uchun zarur
gatelar sonini hisoblash mumkin. EStream tanlovida
gatnashgan eng yaxshi ogimli shifrlash algoritmlaridan
biri bo‘lgan Trevium [7] algoritmi bilan giyosiy tahlili
natijalari 1-jadvalda keltirilgan.

1-jadval.

NewHSA, A5/1 va Trevium algoritmlarining
apparat tatbigi uchun zarur gatelar soni

NHSA algoritmning davri.

Algoritmning ichki holati chizigli bo‘lmagan
tarzda rivojlanishi sababli uning davrini aniglash giyin.
Shunga qaramay, bir qator kuzatishlar orgali
algoritmning  davrini  taxmin  qilish  mumkKin.
Birinchidan, agar AND eshiklarisiz to‘liq chizigli
sxema olinsa har ganday Kkalit juftligi yordamida
kamida 2%-3-1 davriga ega ogim hosil gilishini
ko‘rsatish mumkin. Bu NHSA uchun bevosita ta'sir
qilmaydi, lekin bu registrlarning uzunliklari to‘g‘ri
tanlanganligining belgisi sifatida garalishi mumkin.

Ikkinchidan, NHSA ichki holati teskari tarzda

yangilanadi va (cq,..,Ccog) registrining ishga
tushirilishi  holatning 96 iteratsiyadan kamroq
aylanishining oldini oladi. Agar NHSA yetarli

miqdordagi iteratsiyadan (bizning holatda 269*4=1076
iteratsiya) so‘ng tasodifiy almashtirish sifatida harakat
giladi deb hisoblansa, u holda 2%° gacha bo‘lgan
barcha sikl uzunliklari teng ehtimolga ega bo‘ladi va
shuning uchun berilgan kalit/IV juftligining 2% dan
kichik sikIni keltirib chigarishi ehtimoli 226%-128=2141 g3

teng bo‘ladi.
Shunday bo‘lsa ham, yuqorida generatsiya
gilingan  kalitlarning  ishonchliligini  maksimal

ta’minlanishini sug‘urtalash maqsadida bir kalit/IV
juftligi yordamida 2% bit kalit generatsiya gilish
tavsiyasi keltirildi.

NewHSA oqimli shifrlash algoritmi yordamida
hosil gilingan ketma-ketliklarni tasodifiylik darajasi
bo‘yicha baholash Nist Statistik testlari yordamida

glgorit Trevium AS/1 NewHSA amalga oshirildi. 2-jadvalda mazkur test natijalari

Kalit | 80 64 128 keltirilgan.

uzunligi . - .

v 80 - - 2-jadval. ~ NewHSA  ogimli  shifrlash

uzunligi algoritmining NIST statistic testlardagi natijasi

Ichki 288*12=345 | 64*12=768 | 64*12=768 Ne | Tests p palue | Result

holat 6 (PASS

registri ICALL

AND 3*1.5=4.5 3*1.5=45 | 3*1.5=45 1. | The Frequency (Monobit)| 0.79688 | PASS

gate 2. | Frequency Test within a| 0.02757 | PASS

* - * — * —

;(a?eR 11*2.5=21.5 é7 2.5=42. 53 2.5=51. 3. | The Cumulative Sums| 0.33667 | PASS

Jami 3488 815 830 4. | Tests for the Longest-Run-| 0.37428 | PASS

gate lar 5. The Runs Test 0.18794 PASS

soni 6. | The Binary Matrix Rank| 0.88073 | PASS
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7. | The Discrete  Fourier| 0.63110 | PASS
8. | The Non-overlapping| 1.0 PASS
9. | The Overlapping Template| 0.47621 | PASS
10. | Maurer's "Universal| 0.99971 | PASS
11. | The Random Excursions| 0.26745 | PASS
12. | The Random Excursions| 0.05239 | PASS
13. | The Approximate Entropy| 0.24955 | PASS
14. | The Serial Test 0.10822 | PASS
15. | The Linear Complexity| 0.94435 | PASS
Xulosa

Ushbu tadgiqot doirasida yangi taklif etilgan
NewHSA oqimli shifrlash algoritmining tuzilmasi,
apparat asosida amalga oshirishga qulayligi va
samaradorligi chuqur o‘rganildi. Taklif etilgan
algoritmning asosi 4 ta siljitish registri, 3 ta AND va 23
ta XOR elementlardan tashkil topgan ixcham
tuzilmaga ega bo‘lib, bu uni resurslar cheklangan
muhitlarda qo‘llash uchun ayni muddao qiladi.

NewHSA  algoritmi  apparatda amalga
oshirilganda jami 830 ta mantigiy eshik (gate) talab
gilishi aniglangani, uni zamonaviy ogimli shifrlar —
Trivium va A5/1 algoritmlari bilan solishtirganda
raqobatbardosh variant sifatida ko‘rsatadi. Bundan
tashqari, kalit va initsializatsiya vektorlariga bo‘lgan
yuqori sezuvchanlik, ichki holatlarning murakkabligi
va chizigsiz bog‘liglik algoritmning kriptotahlilga
nisbatan bargarorligini kuchaytiradi.

Shuningdek, NewHSA algoritmining
chigaruvchi kalit ogimi NISTning 15 ta statistik test
to‘plami  orqali baholandi va barcha testlarda
muvaffaqiyatli  natijalarga  erishdi. Bu esa
generatsiyalangan bitlar ketma-ketligining yuqori
darajadagi tasodifiyligini va algoritmning
ishonchliligini tasdiglaydi.

Yakuniy xulosaga ko‘ra, NewHSA oqimli
shifrlash algoritmi quyidagi jihatlari bilan ajralib
turadi:

o apparatda amalga oshirish uchun ixchamlik va
samaradorlik;

Kelgusi tadgigotlar algoritmning dasturiy
muhitdagi samaradorligi, energiya sarfi bo‘yicha
optimallashtirish imkoniyatlari va qo‘shimcha himoya
qatlamlari bilan boyitish yo‘nalishida davom ettirilishi
mumkin. Mazkur algoritm aynigsa loT, mobil
qurilmalar va boshga cheklangan resurslarga ega
mubhitlarda qo‘llanilishi uchun istigbolli yechim bo‘lib
xizmat giladi.
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Abstract: Deepfake technology, driven by advancements in artificial intelligence (Al) and deep
learning, facilitates the creation of hyper-realistic synthetic media—encompassing images, videos,
and audio. While this innovation holds promise in fields such as entertainment, education, and digital
accessibility, it simultaneously poses significant threats, including misinformation dissemination,
identity theft, and cybersecurity wvulnerabilities. The accelerating sophistication of deepfake
generation methods underscores the urgent need for effective detection techniques and
comprehensive regulatory responses. This paper explores the fundamental principles underlying
deepfake creation, evaluates its associated risks, examines state-of-the-art detection strategies, and
discusses future directions for promoting the ethical and secure application of deepfake technology.

Keywords:
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Deepfake, Generative Adversarial Networks (GANs), Cybersecurity, Deepfake

1. Indroduction applications, associated risks, and countermeasures.

Deepfake technology has emerged as a critical
cybersecurity concern in recent years. It harnesses the
power of artificial intelligence (Al) and deep learning
to generate synthetic media—images, videos, and
audio recordings—that are often indistinguishable
from authentic content [1]. The term “deepfake”
combines “deep learning” and “fake,” signifying the
capacity of these technologies to produce convincingly
deceptive media. While deepfakes present exciting
opportunities in domains such as entertainment,
education, and communication, they also introduce
significant threats to security, privacy, and the integrity
of information [2].

Figure 1. A graphical overview of deepfake
technology, highlighting the relationship between
deepfake generation methods, their legitimate

The diagram illustrates how deepfakes are created
using Al models like GANSs, applied in fields such as
entertainment and education, but also pose challenges
like misinformation, identity fraud, and cybersecurity
threats. The lower half emphasizes detection methods,
legal frameworks, and ethical considerations as
essential countermeasures.
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Figure 1 A graphical overview of deepfake
technology

At the core of deepfake generation are
advanced machine learning techniques, including
Generative  Adversarial Networks (GANS),
autoencoders, and transformer-based architectures [3].
These models can analyze and manipulate large-scale
datasets to synthesize human-like facial expressions,
replicate voices, and even create entirely fictitious
digital identities. Such capabilities have found
legitimate applications in filmmaking, digital art, and
virtual assistants. However, they also facilitate harmful
activities, including misinformation campaigns,
identity theft, and political manipulation [4].

A particularly troubling aspect of deepfakes is
their potential to distort public perception by spreading
false or misleading information. For example, deepfake
videos depicting public figures making fabricated
statements can result in political instability,
reputational damage, or fraudulent behavior. A
prominent case occurred in 2022 when a deepfake
video of Ukrainian President VVolodymyr Zelenskyy
falsely urged his troops to surrender—an incident that
underscored the potential of deepfakes as tools for
disinformation and psychological warfare [5].

Beyond the political sphere, deepfakes pose
substantial cybersecurity risks. Malicious actors have

used them in social engineering schemes to
impersonate executives or government officials,
committing  fraud or  bypassing  biometric
authentication systems [6]. Additionally, the misuse of
deepfakes in blackmail, harassment, and non-
consensual explicit content has triggered ethical, legal,
and regulatory debates worldwide [7].

Despite their misuse, deepfake technologies are
not inherently harmful. When used responsibly, they
offer valuable applications in areas such as video game
development,  virtual reality, and  assistive
technologies. For instance, deepfake-powered speech
synthesis and digital avatars can improve accessibility
for people with disabilities or enhance user experiences
in customer service and entertainment [8].
Nevertheless, the dual-use nature of deepfakes
necessitates a cautious and balanced approach,
emphasizing innovation while minimizing harm.

This paper provides a comprehensive analysis
of deepfake technology, including its technical
foundations, associated risks, current detection
methodologies, and potential future directions. By
evaluating both the benefits and dangers of deepfakes,
this study contributes to the development of effective
countermeasures and ethical guidelines for their
responsible use.

2. Deepfake Generation Techniques

Deepfake technology leverages cutting-edge
machine learning and artificial intelligence (Al)
methodologies to generate hyper-realistic synthetic
media. At the core of most deepfake systems are
Generative Adversarial Networks (GANS),
Autoencoders, and Deep Neural Networks (DNNSs).
These models employ high-dimensional feature
extraction,  adversarial learning, and data
reconstruction to synthesize lifelike images, videos,
and audio that closely mimic real-world counterparts

[1].

2.1 Generative Adversarial Networks
(GANSs)

Generative Adversarial Networks (GANS),
introduced by Goodfellow et al. in 2014 [2], are a
groundbreaking innovation in Al known for their

remarkable ability to generate photorealistic images,

107

https://al-fargoniy.uz/



DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

journal.

jurnali
] ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1| Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific H

manipulate visual attributes, and synthesize facial
features. A GAN consists of two competing neural
networks:

e Generator (G): Learns to generate
synthetic data by mapping noise to
high-dimensional data distributions.

e Discriminator (D): Evaluates whether
the input data is real or generated by the
generator.

These networks engage in a minimax game,
where the generator aims to fool the discriminator, and
the discriminator strives to distinguish between real
and fake samples (Figure 2). This adversarial process
improves both networks over time, resulting in
increasingly realistic outputs.

iminat
loss

Real images * Sample

//,,/
D

Discriminator

Input | > Generator > Sample

loss

Generator

Figure 2 Architecture of Generative
Adversarial Networks (GANS)

Several GAN variants have been pivotal in
deepfake generation:

e StyleGAN: Developed by NVIDIA,
this architecture allows fine-grained
control over facial expressions, hair,
age, and lighting [3].

e CycleGAN: Enables image-to-image
translation without paired data, useful
for identity transformation tasks [4].

e StarGAN: Supports multi-domain
transformations, facilitating deepfake
creation across demographic variations
[5].

Training GANSs involves optimizing loss
functions for both networks. The binary cross-entropy
loss used in this context is:

N
1
Loss = —NZ[yi log(p;) + (1 — yy)log (1 — p;)]

where N is the number of samples y;is the true
label, and p;is the predicted probability.

The discriminator’s objective is to accurately
classify real samples as real and the synthetic samples
generated by the generator as fake. Its loss function is
typically represented as:

Lossp = —%[log(D(xi)) +log (1 — D(G(z)))]

where D(x;) represents the discriminator's
predicted probability that the real sample x;is real, and
G(z;) denotes the synthetic sample generated from
noisez;.

The generator’s objective is to create samples
that the discriminator misclassifies as real. Its loss
function is typically represented as:

N
1
Lossg = _NZ log (D(G(z;)))
i=1

where D(G(z;) represents the discriminator's
predicted probability that the generated sample G(z;is
classified as real)
2.2 Autoencoders
Autoencoders (VAES)
Autoencoders are unsupervised learning
models designed to compress input data into a lower-
dimensional representation and reconstruct it with
minimal loss. They consist of two main components:
e Encoder: Maps input data to a latent
space.
e Decoder: Reconstructs the input from
this latent representation (Figure 2).
The goal is to minimize the reconstruction
error, commonly using: Mean Squared Error (MSE):

1 n
Lossysg = _Z (x; — 9?1')2
n i=1

Binary Cross-Entropy (BCE):

and Variational

n
1
LoSSgcp = —NZ[xnlogfcn + (1 —x,)log (1
i=1

- fn)]

108

https://al-fargoniy.uz/



jurnali

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1 | Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific
journal.
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

Reconstructed

Input image
P 9 Image

Encoder Latent Space Decoder

Reconstruction
T Loss

Figure 3 Autoencoder (AE)

In deepfake applications, two separate
autoencoders are typically trained: one for the source
face and one for the target face. Facial identity is then
swapped by encoding from the source and decoding
with the target’s decoder.

VAEs extend autoencoders by learning a
probabilistic latent space. The encoder maps inputs to
a distribution (usually Gaussian), and the decoder
samples from this distribution to generate new outputs
(Figure 4).

Reconstructed
Input image Image

Latent Space Decoder
{ Po(z|x) %

Reconstruction Loss+KL Divergence |

Encoder

— Zg|x
X #qwm { z
— s Zax

L

x|

Figure 4 Architecture of a Variational
Autoencoder (VAE)

The VAE loss function includes two terms:
e Reconstruction Loss: Measures the
quality of the output.
e KL Divergence Loss: Regularizes the
latent space by aligning it with a
standard normal distribution.
The overall loss (Evidence Lower Bound, or
ELBO) is:

logpg () > £ (29,0, ¢) =

E. [logpﬁ (J‘”' | :)} D1, (q,; (.: | .r“') Do (:))

Reconstruct the Input Data KL Divergence

. 4% N p ) .
07, ¢* = argmaxg 4 Y i, £ (29,6, 0)

VAEs enable smooth interpolation in latent
space and are better suited for generative tasks. They
also exhibit improved generalization and reduced
overfitting compared to basic autoencoders [6].

Both GANs and autoencoders serve as
foundational models in deepfake generation. GANs
excel in realism through adversarial training, while
autoencoders provide efficient feature compression
and reconstruction. VAEs introduce a structured latent
space, allowing more robust and probabilistic
synthesis. Together, these models have enabled the
development of sophisticated deepfake systems
capable of producing convincing synthetic media.

3. Challenges Posed by Deepfakes

Deepfakes, while technologically impressive,
present profound challenges across several domains—
including information integrity, digital security, legal
frameworks, and societal well-being. These challenges
demand urgent attention due to the technology’s
accessibility and the growing realism of synthetic
content. In Figure 5 shows hierarchical representation
of deepfake-related challenges. The structure
highlights key areas of concern, including
misinformation, identity theft, cybersecurity threats,
and legal-ethical dilemmas, all of which require multi-
sectoral responses.

Challenges

Misinformation &
Disinformation

Identity Theft &
| Privacy Violations

Cybersecurity
Threats

Legal and Ethical
Concerns

Figure 5 Hierarchical
deepfake-related challenges.

representation of

3.1 Misinformation and Disinformation
Deepfakes have intensified the spread of
misinformation (inadvertently false content) and
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disinformation  (intentionally deceptive content).
Fabricated videos of politicians making controversial
statements or celebrities endorsing false products can
alter public perception, fuel political polarization, and
damage reputations [8], [10]. With social media
algorithms prioritizing engagement over authenticity,
deepfake content can go viral before it is fact-checked
or removed. This undermines trust in legitimate
sources of information and blurs the line between truth
and fabrication.

3.2 ldentity Theft and Privacy Violations

The misuse of deepfake tools for identity
manipulation presents a serious privacy concern.
Malicious actors can clone a person’s face or voice to
impersonate them in fraudulent phone calls, video
chats, or authentication systems. This poses risks
ranging from financial fraud to reputational sabotage
[8], [9]. Public figures are especially vulnerable, but as
deepfake tools become more user-friendly, ordinary
citizens are increasingly at risk of becoming victims of
synthetic identity abuse.

3.3 Cybersecurity Threats

In the realm of cybersecurity, deepfakes
introduce sophisticated attack vectors. Voice synthesis
has already been exploited in corporate fraud
schemes—one case involved scammers using Al-
generated speech to impersonate a CEO and trick an
employee into wiring $243,000 [10]. Additionally,
deepfake videos can potentially bypass facial
recognition systems, which are used in law
enforcement, banking, and smartphone security [9].
The adaptation of deepfake content into cybercriminal
tactics represents an evolving threat that requires novel
defenses and vigilance.

3.4 Legal and Ethical Challenges

The legal system has struggled to keep pace
with the rapid development of deepfake technologies.
Most countries lack specific legislation to address the
malicious creation or distribution of synthetic media
[10]. Legal ambiguities arise around issues of consent,
defamation, and digital manipulation, making
prosecution difficult. Ethically, deepfakes erode public
confidence in visual and auditory evidence, which are

communication. Balancing innovation with regulation
is essential to uphold civil liberties while preventing
abuse.

3.5 Psychological and Social Impact

Deepfakes can cause psychological harm to
victims who are portrayed in misleading or explicit
synthetic media. Non-consensual pornography is a
rising issue, with deepfake videos often targeting
women without their consent, leading to mental health
trauma, social stigmatization, and employment loss [8].
The social fabric is also affected, as public trust
deteriorates. People may begin to question authentic
media or develop “truth fatigue,” wherein they
disengage entirely from news sources due to
uncertainty about what is real.

4. Detection Methods

As deepfake creation tools become increasingly
sophisticated, so too must the methods for detecting
and countering them. A multi-layered detection
strategy that combines artificial intelligence, forensic
science, and cybersecurity is essential. In Figure 6
shows hierarchical layout of deepfake detection
methods. This diagram emphasizes the layered
approach required to effectively identify and mitigate
synthetic media, ranging from Al-based detection to
content authentication and physiological signal

tracking.
Detection
Methods

Al-Based
Detection

Forensic
Analysis

Blockchain,
| |Watermarking

Al-Powered
| Video Analysis

Figure 6 Hierarchical layout of deepfake
detection methods.

4.1 Machine Learning-Based Detection

traditionally trusted in journalism, courts, and everyday Machine  learning  models,  especially
Convolutional Neural Networks (CNNs) and Recurrent
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Neural Networks (RNNSs), have been widely adopted
for detecting deepfake artifacts. These models are
trained on large-scale datasets to identify anomalies
such as unusual blinking patterns, inconsistent facial
expressions, or subtle warping around eyes and lips [1].
Some techniques use frame-by-frame analysis of
videos to spot inconsistencies that humans might miss,
achieving high accuracy in benchmark datasets such as
FaceForensics++ [8].

4.2 Forensic Analysis

Digital forensics applies pixel-level scrutiny to
detect deepfakes. Techniques analyze lighting
mismatches, shadows, image noise patterns, and
compression artifacts that often arise during synthetic
generation [2]. For example, real eyes follow
consistent blinking rates and reflections, which
deepfakes may fail to replicate. Tools like In Ictu Oculi
can detect unnatural eye movement—a telltale sign of
forgery. Forensic methods are particularly useful in
legal and journalistic contexts where authenticity must
be established with high certainty.

4.3 Blockchain for Media Authentication

Blockchain technology offers a proactive
defense against deepfakes by preserving provenance
data—metadata that verifies the origin, date, and
integrity of a media file [10]. By storing original
content hashes on an immutable ledger, it becomes
possible to verify whether a file has been altered.
Projects like Content Authenticity Initiative (Adobe,
Twitter, NYT) are exploring such frameworks to verify
visual content at the point of capture.

4.4 Watermarking and Digital Fingerprinting

Digital watermarking and fingerprinting embed
unique, invisible markers into video and audio content
to assert ownership or verify authenticity. These
markers can help detect tampering or unapproved reuse
[9]. The advantage of watermarking is that it works
without large-scale datasets or deep learning—making
it useful in constrained environments. Watermarks can
be either visible or invisible, and resilient ones persist
even after compression or format changes.

4.5 Al-Powered Physiological and Behavioral
Analysis

Deep learning models have also been trained to
monitor physiological and behavioral patterns, such as
heart rate, head pose, and blood flow variations, which
are difficult to replicate synthetically [3]. Techniques
like FakeCatcher use subtle color changes in the face
caused by blood circulation to detect whether a video
is real or artificially generated. Such biometric-based
detection is particularly promising as it leverages
involuntary biological signals, making it harder for
generative models to deceive.

Conclusion

Deepfake technology marks a major
advancement in Al-based media generation, offering
benefits in entertainment, education, and accessibility.
However, its misuse poses serious risks to security,
privacy, and public trust. The potential for
misinformation, identity fraud, and ethical violations
underscores the need for proactive countermeasures.
Continued research into detection techniques, along
with the development of legal frameworks and ethical
guidelines, is essential. Future work should prioritize
real-time detection systems and policy efforts to ensure
deepfakes are used responsibly and transparentl
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Web content accebility with selenium in QA testing
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Abstract: Web content accessibility is crucial for creating inclusive digital environments. This article
explores how Selenium, a popular Python tool for automated testing, can be utilized to assess and
enhance accessibility compliance in web applications. The methods include using Selenium scripts
to automate WCAG tests, with detailed examples and practical results.

|| Keywords: Web accessibility, Selenium, QA testing, Python, WCAG compliance

Introduction

Accessibility of Web content within a digital
framework implies that websites are accessible to all
users regardless of their ability. This is well serviced
by the Web Content Accessibility Guidelines, or
simply WCAG. Besides, following guidelines is not
only a legal obligation in many jurisdictions but forms
part of the inclusive design framework.

QA testing is, therefore, an important means of
validation if web applications conform to these
standards. Selenium is the most powerful tool among
those that automate any web browser and allow QA
testing in web development. Accessibility testing tool
integrated with Selenium allows this automation for
WCAG compliance checking by developers/testers
themselves.

This article looks at the point where Selenium
and web accessibility testing meet. We'll speak about
how Selenium can be used to automate accessibility
tests, benefits from using automated testing in QA,
challenges with the implementation of checks
regarding accessibility, and review already existing
literature on the topic, giving the reader some practical
ways of conducting these tests.

The efficacy of Selenium in automated
accessibility testing in Python will be presented
through specified methodologies, results, and
discussions. The technique not only increases the
efficiency in testing but also allows for comprehensive
inclusion in most aspects related to accessibility
guidelines to build inclusive web applications.

Literature Review and Methods

Literature Review. "Web Accessibility: A
Foundation for Research” by Jim Thatcher, Michael R.
Burks, Shawn Henry, et al. provides a comprehensive
overview of web accessibility, including the legal and
technical aspects of WCAG compliance. It discusses
various methodologies for testing and evaluating web
content accessibility.

"Pro Web Accessibility: Building Accessible
Websites with HTML, CSS, and JavaScript" by Laura
Kalbag offers practical guidance on building accessible
web interfaces. It covers the implementation of WCAG
guidelines and provides insights into automated testing
tools like Selenium.

"Python Testing with Selenium: Automating
Web Applications” by Jonathan D. Hay focuses on
using Selenium for automating web application testing.
It includes detailed examples of writing Python scripts
for various testing scenarios, including accessibility
testing.

"Web Accessibility: Practical Advice for the
Quality Assurance Professional™ by Brian Kelly is
geared toward QA professionals, offering practical
advice on integrating accessibility testing into QA
processes. It emphasizes the use of tools like Selenium
to automate accessibility checks.

Methods. In this work, Selenium WebDriver
has been used for test automation of web applications
against the WCAG 2.1 guidelines. The methodology
involves the following steps:

1. Setting Up the Environment

— Install the dependencies of Selenium and
Python.
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— Setup the environment with a testing
environment including an accessibility
testing tool like Axe or WAVE.

2. Script Development

— The writing of Python scripts leveraging
the functionalities of Selenium to interact
with the web elements.

— The integration of the accessibility
testing libraries in order to perform an
automated check against HTML elements
with regards to their compliance to
WCAG criteria.

3. Test Execution: Run Selenium scripts across
various web pages to capture defects related to image
alternative text, ARIA roles, or color contrast.
Document the result of each test and highlight the exact
violations of WCAG guidelines. 4. Data Gathering and
Analysis: Collect data on the number and type of
accessibility issues identified. Analyze the results to
bring out patterns of any kind and areas which needs
attention.

Results. The automated testing of web
applications using Selenium and Python revealed
several key insights into web accessibility. The
following are the primary findings:

Mathematical Formulas

1. Issue Detection Rate:

N, issues

Npages

IDR =

where:

e IDR is the Issue Detection Rate.

e Nissues IS the total number of accessibility issues
detected.

o Npages IS the total number of web pages tested.
Compliance Score:

Nviolations

CS=<1— )XlOO

criteria
where:
o CSisthe Compliance Score.
o Nuviolations 1S the number of criteria
violated.
Necriteria 1S the total number of WCAG

criteria tested.

(@)

These formulas help quantify the effectiveness
of accessibility testing and provide a clear measure of
compliance.

Table 1. Showing the number of issues detected

per page
Page URL Issues Compliance
Detected | Score (%)
domen.com/pagelurl |5 85
domen.com/page2url | 3 90
domen.com/page3url | 10 75

The following demonstrates how Selenium is
applied in Python to test for web accessibility.
Examples include firing up a Selenium WebDriver and
performing some basic accessibility checks. It also
describes a way to incorporate the Axe accessibility
testing tool into such a setup.

1. Setting Up Selenium with Python

First, make sure you have the necessary
packages installed. You can install Selenium and Axe
using:

pip install selenium
pip install axe-selenium-python

2. Basic Selenium Setup and Navigation
The following script sets up a Selenium
WebDriver and navigates to a webpage:

from selenium import webdriver

# Set up the WebDriver

driver =
webdriver.Chrome(executable_path="'/path/to/chrome

driver’) # Update the path

# Open a webpage
driver.get("https://example.com™)

# Print the page title
print(driver.title)

# Close the browser
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driver.quit()

3. Automated Accessibility Testing with Axe
and Selenium

The Axe library can be used to run automated
accessibility  tests. The following example
demonstrates how to integrate Axe with Selenium:

from selenium import webdriver
from axe_selenium_python import Axe

# Set up the WebDriver (Chrome in this
example)

driver =
webdriver.Chrome(executable_ path="'/path/to/chrome
driver")

# Navigate to the web page to be tested
driver.get("https://example.com™)

# Initialize the Axe object
axe = Axe(driver)

# Inject Axe core script into the page
axe.inject()

# Run Axe accessibility checks
results = axe.run()

# Save the results to a file (optional)
axe.write_results(results, 'axe_results.json’)

# Print the violations to the console
for violation in results["violations"]:
print(f"Violation:
{violation['description']}")
for node in violation["nodes"]:
print(f* Element: {node['htmI']}")

# Close the browser
driver.quit()

4. Automating Specific WCAG Checks

Here's an example of a script that checks for
missing alt attributes in images, a common WCAG
violation:

from selenium import webdriver

# Set up the WebDriver

driver =
webdriver.Chrome(executable path="'/path/to/chrome
driver")

# Open the webpage to test
driver.get("'https://example.com™)

# Find all image elements
images =
driver.find_elements_by tag_name('img’)

# Check each image for the 'alt’ attribute
for img in images:
alt_text = img.get_attribute('alt’)
if not alt_text:
print(f"Image without alt attribute found:
{img.get_attribute('src’)}")

# Close the browser
driver.quit()

5. Form Accessibility Testing

This example checks for the presence of labels
associated with form inputs, which is another WCAG
requirement:

from selenium import webdriver

# Set up the WebDriver

driver =
webdriver.Chrome(executable_path="'/path/to/chrome

driver")

# Open the webpage to test
driver.get("https://example.com/form")

# Find all input elements
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inputs =
driver.find_elements_by tag_name(‘input’)

# Check if each input has an associated label
for input_element in inputs:
id_value = input_element.get_attribute(’id")
if id_value:
label =
driver.find_elements_by css_selector(f'label[for="{id
_value}"])
if not label:
print(f"Input with id '{id_value}' has no
associated label.")
else:
print(f"Input element with no id found:
{input_element.get_attribute('outerHTML")}")

# Close the browser
driver.quit()

6. Testing Color Contrast Using a Script

You can also use Selenium to capture CSS
properties and verify them against accessibility
standards for color contrast:

from selenium import webdriver

from selenium.webdriver.common.by import
By

import colorsys

def get_contrast_ratio(foreground,
background):
def relative_luminance(color):
R, G, B = (channel/255 for channel in

color)

R =R/12.92 if R <= 0.03928 else
((R+0.055)/1.055) ** 2.4

G = G/12.92 if G <= 0.03928 else
((G+0.055)/1.055) ** 2.4

B = B/12.92 if B <= 0.03928 else
((B+0.055)/1.055) ** 2.4

return 0.2126*R + 0.7152*G + 0.0722*B

luml = relative_luminance(foreground)

lum2 = relative_luminance(background)
if luml > lum2:

return (luml + 0.05) / (lum2 + 0.05)
else:

return (lum2 + 0.05) / (luml1 + 0.05)

# Set up WebDriver

driver =
webdriver.Chrome(executable path="'/path/to/chrome
driver")

driver.get("https://example.com™)

# Get elements to test

elements =
driver.find_elements(By.CSS_SELECTOR, 'div, p,
span’) # Select elements to check

for element in elements:
fg_color =
element.value_of css_property(‘color")
bg_color =
element.value_of css_property(‘background-color’)

# Convert color to RGB tuple

fg_rgb = tuple(map(int, fg_color[4:-
1].split(’,"))) # Remove 'rgb(' and ')" and split

bg_rgb = tuple(map(int, bg_color[4:-
1].split(",")))

# Calculate contrast ratio
contrast_ratio = get_contrast_ratio(fg_rgb,

bg_rgb)

# Check if contrast ratio meets WCAG AA
standards (4.5 for normal text)
if contrast_ratio < 4.5:
print(f"Low contrast detected:
{contrast_ratio:.2f} - Element: {element.text}")

# Close the browser
driver.quit()

These code examples showcase various ways to
perform automated web accessibility testing using
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Selenium and Python. You can modify them to suit
your testing needs and integrate them into your QA
processes.

Conclusion

The integration of Selenium with accessibility
testing tools in Python significantly enhances the
efficiency of QA processes. Automated tests can
quickly identify a wide range of accessibility issues,
allowing developers to address them proactively. This
approach not only saves time but also ensures that web
applications are inclusive and accessible to all users.

Overall, Selenium proves to be a valuable asset
in the toolkit of QA professionals focused on web
accessibility. Future research should explore the
potential of combining Selenium with other testing
frameworks and expanding the scope of automated
accessibility testing to cover more complex web
interactions.
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SI02 YUZA OSTIDA HOSIL QILINGAN SI NANOFAZALARI VA SINANOQATLAMLAR
NING KRISTALL TUZILISHI VA TAQIQLANGAN ZONA KENGLIGINI ANIQLASH
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Annotatsiya: SiO, namunasini Ar" ionlari bilan bombardimon qilib keyingi gizdirishdan keyin
namunaning turli hil chuqurliklarida Si nanofazalari va nanoqatlamlari hosil gilingan. Olingan taglik
amor tuzulishda bo‘lsa hosil bo‘lgan nanofaza va gatlamlar ham amorf kristall tuzulishda bo‘lsa bu
qatlamlar ham kristall to‘zilishni saqlagan. Ionlarning energiyasini E=10-25 keV gacha o‘zgartirilib
dcp =15-20 nm chuqurliklarda Si nanofazalari va nanogatlamlari hosil gilingan. Ionlarni dozasi kichik
bo‘lganda nanofazalar doza oshirib borilganda esa nanoqatlamlar hosil qilingan. Hosil bo‘lgan
nanoqgatlamning qalinligi 8 — 10 nm ni tashkil etgan..

Il Keywords: ion implantatsiya, termik oksidlash, nanofazalar, nanogatlamlar, nanotuzilmalar

Kirish. Hozirgi vaqtda  nanoo‘lchamli
strukturalarni va qatlamlarni asosini Si, Ge va ularni
oksidlari tashkil qilib ular asosida tuzuladigan
qurilmalar  optoelektronika ~va  nanoelektronika
qurilmalarini  tuzushda dolzarb hisoblanadi[1-6].
Jumladan geterotuzulishdagi  SiO2/Si  turli  hil
nanoqgatlamlar yangi turdagi yuqori chastotali
tranzistorlar, integral sxemalar, optik o‘zgartirgichlar
va quyosh elementlari ishlab chigishda muxim
ahamiyatga ega[7-12].

Bundan tashqari ishlab

takomillashtirish va yangi

chiqarish
fizik
xususiyatga ega bo‘lgan nanoo‘lchamli tuzilmalarni
shakllanish qonuniyatlarini o‘rganishga alohida etibor

texnologiyasini

berilmokda.Jumladan quyosh elementlarini yaratishda,
nanoo‘lchamli ko‘p komponentli gatlamlar tizimlarini
olish va ularning elektron optik va emissiya xossalarini
o‘rganish bilan bog‘liq keng qamrovli fundamental va
amaliy  tadqiqotlar  olib  borilib
natijalargaerishilmoqda[13-15]. Berilgan fizik
xususiyatlarga ega bo‘lgan nanoo‘lchamli ko‘p
qatlamli tuzilmalarni yaratish katta ilmiy va amaliy

muayyan

ahamiyatga ega[16-20]. Biroq hozirda kremniy asosida

nanoo‘lchamli Si0»/Si ning nanofazalari va qatlamlari
olinmagan va ularning fizik , optik kimyoviy
xususiyatlari va Ar" E > 10 keV bo‘lganda hosil
bo‘lgan faza va qatlamlarning holatlari o‘rganilmagan.

Bu ishda SiO2 plyonkasini Ar+ ionlari bilan
bombardimon qilib turli hil chuqurliklarda hosil
bo‘lgan Si nanofazalari va qatlamlarini tarkibi,
o‘lchami tuzulishi va taqiglangan zona kengligini
aniqlashga bag‘ishlangan.

Nazariy tadqiqot metodologiyasi. Obyekt
sifatida termik oksidlash orqali Si ning yuzasida hosil
qilingan 500A galinlikdagi SiO> amorf plyonkasi va
qalinligi 0,2-0,3 mm bo‘lgan monokristall SiO; (a —
kvars) tayyor namunasi olingan. Ikki hil namuna
tanlanishiga sabab ba’zi xususiyatlar amor tuzilishdgi
namunalarda ba’zilarim esa monokristall SiO; (a —
kvars) tayyor namunasida olingan va bir biriga
solishtirib o‘rganilgan.

Nanoo‘lchamli strukturalar va ular asosidagi
oksid plyonkalar olishda biz ko‘pincha kichik
energiyali ion implantatsiya usulidan foydalanamiz. Si
yuzasida hosil qilingan SiO>ni Ar” ionlari energiyasini
E¢=0,5-5 keV oraliqda o‘zgartirib ionlar dastasi bilan
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o‘rib  keyingi qizdirishda SiO» yuzasida Si,
nanofazalari hosil qilingan. Hisoblanganda Si
nanofazalaring galinligi va o‘lchami Ar" E = 1keV
bo‘lganda 25-30 A tashkil etgan.

Ion bombardirovka vaqtida vakuum 107 Pa
kam bo‘lmagan.lonlarning energiyasini E=1-25 keV
oraligda namunaga tushayotgan ionlar dastasi esa
5-10' - 5-10'" sm™ gacha o‘zgartirib borilgan. Har bir
ion implantatsiyadan so‘ng namunani T=800- 850 K 30
min. davomida qizdirib to‘rilgan. Bu ishda atom
konsentratsiya profilini aniglashda Oje- elektronlar
spektroskopiya wusulidan (OES), zona energetik
parametrlari haqida natijalar olish uchun Ultrabinafsha
nurlar spektroskopiya usullaridan (UBES), tagiglangan
zona kengliklarini o‘rganishimizda esa Yoro‘g‘likning
biror namunadan utishdagi intinsivligini aniqlash
usullaridan foydalanilgan.

Natijalar va muhokamalar Ushbu keltirilgan
1- rasmda Si yuzasida termik oksidlash usulida hosil
qilingan qalinligi ~ 500 A bo‘lgan amorf tuzulishdagi
SiO2 namunasi Ar’ ionlari bilan bombardimon qilib
yuzadagi Si atomlaring atom konsentratsiyasi
tagsimoti keltirilgan.

Cs, am. %

80
60
40

20

X

1 3 5 7 9 E, KB

Rasm.l - SiO> namunasi Ar' ionlari E=3- 9

keV oraligda va to’yinish dozasi D=2-10'" cm™

bombardimon qilib yuzadagi Si atomlaring atom
konsentratsiyasi tagsimoti

Rasmdan ko‘rinadiki Ar" ionlarining energiyasi
E=3-4 keV bo‘lganda SiO; yuzasini to‘liq Si atomlari
qoplab qoladi va Si atomlari konsentratsiyasi Cs; 85-87
% ni tashkil etadi. Ionlarning energiyasi E> 4 keV
oshganda esa, Si atomlarini kamayib borib Si atomlari

konsentratsiyasi Csi 38-40 % ni, ionlaring energiyasi
E= 9 keV bo‘lganda esa, Si atomlari konsentratsiyasi
Csi 0 % ni, tashkil etganini ko‘rishimiz mumkin.
Bundan shunday xulosaga kelishimiz mumkinki Ar"
ionlarining energiyasi oshgani sayin ionlar yuza osti
qatlamlariga kerib boradi va yuzadagi Si atomlari
konsentratsiyasi Cs; xam kamayib boradi.

Keyingi  keltirilgan ~ 2-rasmda  SiO2/Si
Ar" ionlarining E=15 keV bilan
namunani o‘rganimizda Si atomlarining chuqurlik
bo‘yicha atom konsentratsiya tagsimoti keltirilgan.
Tadqiqotlar olib borilayotgan vaqtda namuna T= 800K
da qizdirib to‘rilgan. Rasmdan ko‘rinib to‘ribdiki SiO2
sirt osti qatlamlarida 8-10 nm cho‘qirlikda Si
atomlarining konsentratsiyasi juda kam bo‘lganligi

namunalarini

sababli shu chuqurlikda SiO> -Si -SiO; o‘tish
qatlamlari hosil bo‘lib qolganligini ko‘rishimiz
mumkin.
Csi, @am.%
100F
80 | :
SI0; | caon oy | 80,

60—

40

20t

0 10 20 30 40 d Hm

Rasm.2- SiO»/Si namunalarini Ar" ionlarining

E=15 keV bilan namunani o‘rganda Si atomlarining
chuqurlik bo‘yicha atom konsentratsiya tagsimoti

1

Ko‘rinib turibdiki 20 nm chuqurlikda Si
atomlarining konsentratsiyasi 100% ni tashkil etdi. 30-
40 nm chuqurlikda esa cho‘qirlikda Si atomlarining
konsentratsiyasi kamayib borib SiO> -Si -SiO> o‘tish
qatlamlari hosil bo‘lib qoldi. SiO2 -Si -SiO2 qalinligi 5-
6 nm tashkil etdi.

Kremniy gatlamlarining hosil bo‘lish o‘rtacha
chuqurligi ionlarning energiyasiga bog‘lig. Ar"
ionlarining  energiyasi E=10 keV bo‘lganda
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qatlamlarining hosil bo‘lish chuqurligi dcp =15 nm ni,
E=15 keV bo‘lganda dc, =19-20 nm, E=25 keV
bo‘lganda dcp, =25 nm ni tashkil etdi. Ar" ionlarining
energiyasi E=10 -25 keV oraligla hosil bo‘lgan Si —
qatlamlarining qalinligi 8-10 nm oshmadi.

Keyingi tekshirishlarni  biz  monokristall
to‘zilishdagi  SiO2 Ar" ionlarining
energiyasi E=15 keV bombardimon qilingan va
namunadan yoro‘g‘lik utganda uning o’tish, qaytish va
yutulish koeffitsiyentalari keltirilgan.

bomus OM.O0.

1.0

namunasini

1

0.75

0.5

0.25

%.8 12 16 20 hyaB
Rasm.3- SiO> namunasini Ar" ionlarining
energiyasi E=15 keV bombardimon qilingan va
namunadan yoro‘g‘lik utganda uning o’tish, qaytish va

yutulish koeffitsiyentalari

Fotonlarning energiyasini hv= 10,7 eV va
dozasini D=10""dan 2- 10'7 sm-2 gacha oshirib bordik.
Yuqoridagi keltirilgan kartinada Ar" ionlarining
energiyasi E=15 keV bombardimon qilingan SiO»
namunasini T= 800 K qizdirib olingan tez elektronlar
defraksiya tasviri keltirilgan. Tasvirdan ko‘rinadiki
SiO> namunasi monokristall to‘zulishga ega. 1-egri
chizigdan ko'rinib turibdiki, o'rganilayotgan foton
energiya oralig‘idagi egri chizigning shakli (hv = 0,8-
2,2 eV) sezilarli darajada o'zgarmaydi. Ar"ionlari bilan

10%5¢cm~2 . P '
dozada bombardimon qilingandan so'ng, hv

=1,8 eV dan boshlanadigan qiymatlar 0,30-0,35 eV ga
keskin kamayadi. Tushgan yorug'lik intensivligining
30-35% nanokristal fazalari tomonidan yutiladi va
shuning uchun sirt qatlamining nanokristallar bilan
qoplanish darajasi 30-35% ni tashkil qiladi. Egri

chizigning bu qismini hv o'qiga ekstrapolyatsiya qilish
Eg ning taxminiy giymatini beradi, bu esa ™~ 19 eV. ga
teng. lonlarning dozasi D=10! sm?  bo‘lganda
nanokristallar bilan qoplanish darajasi 70-75% ni
tashkil giladi Eg ning taxminiy qiymatini esa 1,5 3B ga

D=2-10"cm2

teng bo‘ladi. Ionlarning dozasi

bo‘lganda 8~ 10MM. galinlikdagi Si nanogatlamlari
hosil bo‘ladi va bu qatlamning taqiqlangan zona
kengligi toza kremniynikiga 1,2- 1,3 eV ga teng bo‘lib
goladi (4 — rasm).

 Eem——
Rasm.4- SiO, yuza osti qatlamlarida Si

nanofazalari va Fotonlarning energiyasini hv= 10,7 eV
va dozasini D=10" dan 2- 10'7 sm? bo’lganda Si

nanoqatlamlarining hosil bo’lishi

Xulosa

Ar"  ionlarining energiyasi E=3-4 keV
bo‘lganda SiO: yuzasini to‘liqg Si atomlari qoplab
qoladi va Si atomlari konsentratsiyasi Cs; 85-87 % ni
tashkil etadi. SiO» sirt osti qatlamlarida 8-10 nm
cho‘qirlikda Si atomlarining konsentratsiyasi juda kam
bo‘lganligi sababli shu chuqurlikda SiO; -Si -SiO:
o‘tish gatlamlari hosil bo‘lib qolganligini ko‘rishimiz
mumkin. Tushgan yorug'lik intensivligining 30-35%
nanokristal fazalari tomonidan yutiladi va shuning
uchun sirt gatlamining nanokristallar bilan qoplanish
darajasi 30-35% ni tashkil qiladi. Taqiq zonalarning Eg
Si nanokristal fazalari va Si nanokristalli gatlamlari
taqiq zonalari Eg o'rtasidagi sezilarli farq mavjud
bo‘lib, aftidan, ulardagi kvant o'lchamli effektlarning
namoyon bo'lishi bilan bog'liq. Ko'rinib turibdiki,
Si02/Si/Si0; tizimining sirt ostida hosil bo‘lgan Si
gatlamlari ham monokristall tuzilishga ega.
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KORXONA VA TASHKILOTLARNING AXBOROT-KOMMUNIKATSIYA TIZIMLARIDA VPN
TARMOQ QURISHNING ZAMONAVIY YECHIMLARI

ta’minlash yo‘llari ishlab chiqilgan.

Xusanova Moxiraxon Qurbonaliyevna

Farg‘ona davlat texnika universiteti

Dasturiy injiniring va kiberxavfsizlik kafedrasi katta
o‘qituvchisi

E-mail: mokhira.khusanova@gmail.com

Annotatsiya: Ushbu magolada zamonaviy korxona va tashkilotlar axborot-kommunikatsiya
tizimlarida VPN (Virtual Private Network) texnologiyasi asosida xavfsiz tarmoq qurish masalalari
yoritilgan. Maqolada virtual tarmoq texnologiyasining asosiy turlari, ularning afzalliklari, xavfsizlik
darajalari, shuningdek, tashkilotlar ichida va filiallararo alogalarni ishonchli tashkil gilishdagi
ahamiyati o‘rganiladi. Amaliy misollar orqali Cisco packet tracer simulator dasturida VPN
texnologiyalarini qo‘llash orqali tarmoq xavfsizligini oshirish va ma’lumotlar maxfiyligini

Il Keywords: VPN, internet, protokollar, IP-manzil, shifrlash, AES-256, RSA, SHA-2

Kirish. Bugungi kunda internet rivojlangan

davrda kibermakonda axborot xavfsizligi va
kiberxavfsizlikni ta’minlash dolzarb muammoga
aylanib  bormogda. Internet  foydalanuvchilari

o‘zlarining shaxsiy ma’lumotlarini himoya qilish,
internetdan erkin foydalanish hamda geografik
cheklovlarni chetlab o‘tishda turli texnologiyalardan
foydalanishmoqgda. Virtual Private Network (VPN)
texnologiyasi internetda foydalanuvchi uchun xuddi
xususiy tarmoqday ishlovchi aloga kanalini yaratib
beradi. VPN ning asosiy magsadi ochiq,
himoyalanmagan tarmoglar orgali uzatiladigan
ma’lumotlarni maxfiylik va yaxlitligini ta’minlash
orgali himoya qilish hamda ruxsatsiz kirishlardan
saglashdan iboratdir.

Shuningdek, VPN texnologiyasining xavfsizlik
va maxfiylikni ta’minlashda alohida o‘rnini aytib o‘tish
joiz. U tunnellash va shifrlash kabi usullar yordamida
foydalanuvchining qurilmasi hamda masofaviy server
o‘rtasida  maxsus himoyalangan aloqa kanalini
yaratadi. Bunda barcha o‘tayotgan trafik kriptografik
algoritmlar orgali shifrlanadi, natijada esa tarmoq
orgali uzatilayotgan ma’lumotni uchinchi shaxs
tomonidan kuzatish qiyin bo‘ladi. VPN internet
trafigini shunday himoyalangan tunel orgali uzatilishi
sababli, foydalanuvchilarning xaqiqiy IP manzillari
nigoblanadi hamda ularning onlayn faoliyati deyarli
anonim holga keladi. Bu esa xavfsiz bo‘lmagan, ochiq

va umumiy tarmoqlardayam xatarsiz ma’lumot
almashish imkonini beradi.

Bundan tashqari, VPN texnologiyasi o‘zining
foydalanuvchilariga turli geografik cheklovlarni
chetlab o‘tib, global internet resurslaridan bemalol
foydalanish hamda ma’lumotga oid to‘siglarni aylanib
o‘tish imkoniyatini ham beradi.

VPN ning qo‘llanilish sohalari judayam keng
bo‘lib, undan korporativ va shaxsiy maqgsadlarda ham
foydalanish mumkin. Korporativ tarmoglarda VPN

lokal tarmoglarga masofadan xavfsiz ulanishni
ta’minlash hamda xodimlarni yagona tarmoqqa
birlashtirish ~ uchun  xizmat  qiladi.  Shaxsiy

foydalanishda esa VPN foydalanuvchilarga o‘z onlayn
faoliyatini begona nigohlardan himoya gilish, umumiy
tarmoqlarda shaxsiy, maxfiy ma’lumotlarini xavfsiz
saglash hamda yuqorida ta’kidlanganidek, turli xil
cheklovlarni chetlab o‘tish imkonini beradi.

VPN texnologiyasi xavfsizlik, maxfiylik va
tarmoq erkinligini ta’minlashda muhim vosita bo‘lib,
uning dolzarbligi kundan-kunga oshib bormoqda.

Adabiyotlar  tahlili  va metodologiya.
Axborot-kommunikatsiya tizimlarining zamonaviy
infratuzilmasida ma'lumotlar almashinuvi xavfsizligini
ta’minlash dolzarb masalalardan biri hisoblanadi. Shu
nugtai nazardan, Virtual Shaxsiy Tarmoq (VPN)
texnologiyasi korxona va tashkilotlar uchun ishonchli
va samarali yechim sifatida keng go'llanilmogda. VPN
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texnologiyasining nazariy asoslari ko‘plab ilmiy
manbalarda yoritilgan. Jumladan, William Stallings

tomonidan  yozilgan  “Data and  Computer
Communications” (2021) asarida VPN
texnologiyasining asosiy  prinsiplari, tunnellash

usullari va xavfsizlik protokollari (IPSec, SSL/TLS,
PPTP, L2TP) haqida keng ma’lumot berilgan. Shu
bilan birga, Cisco tomonidan chop etilgan “CCNA
Security” o‘quv qo‘llanmasida VPN tarmoglarini
amaliy tashkil qilish, xavfsizlik siyosatini ishlab

chigish va monitoring vositalari batafsil ko‘rib
chigilgan.

O‘zbekistonda bu soha bo‘yicha ilmiy
ishlanmalar  nisbatan  kam, birog  mahalliy

tadqgiqotchilarning (masalan, TATU va Farg‘ona DTI
olimlari) maqolalarida korxonalar tarmog‘ida VPN ni
joriy etish bo‘yicha texnik, iqtisodiy va xavfsizlik
yondashuvlari  tahlil gilingan. Ushbu ishlarda
VPN'ning Internet orqali bog‘lanayotgan filiallar
o‘rtasida xavfsiz ulanishni ta'minlashdagi o‘rni alohida
ta'kidlangan. Mirzo Ulug‘bek nomidagi O‘zbekiston
Milliy universiteti Jizzax filiali assistenti Babakulov
Bekzod Mamatkulovich o‘g‘li “Vpn (virtual private
network) yordamida korporativ tarmoq xavfsizligini
ta'minlash” mavzusida maqolalar chigargan.

So‘nggi yillarda bulutli VPN (Cloud VPN) va
Zero Trust Network Access (ZTNA) Kkabi
yondashuvlar ham dolzarb mavzuga aylangan bo‘lib,
Gartner, Microsoft va Palo Alto Networks
kompaniyalari tomonidan chop etilgan tahliliy
hisobotlar asosida bu texnologiyalarning afzalliklari va
xavf-xatar tahlili o‘rganilgan. Shunday qilib, mavjud
adabiyotlar VPN texnologiyasining nazariy va amaliy
jihatlarini keng ko‘lamda gamrab olgan bo‘lsa-da,
korxona va tashkilotlar sharoitida uni joriy gilishning
mahalliy ~ kontekstga  moslashtirilgan  usullari,
infratuzilma talablariga integratsiyasi bo‘yicha
tadqiqotlar yetarli darajada chuqur o‘rganilmagan.

Natijalar. Cisco packet tracer dasturida
filiallararo tarmoq tuzamiz va tashkilotlar o‘rtasida
xavfsiz ma’lumot almashish uchun vpn tunnel quriladi

AR
. ‘\\\\\‘\\\ ,/”/’t; = Mt\\\\ ,//”,/’/’/’ -
- \\\\\\\\\.
= 1£
l-rasm. Tarmogqlararo xavfsiz ~ma’lumot

almashish uchun tarmoq tuzib olindi.

Tarmogni hosil gilib uchun bizga 3 ta router
2811, 2 ta switch 2960 va 4 ta kompyuter kerak bo‘ladi.
Kerakli tarmoq qurilmalarini qo‘yil olgandan so‘ng
router, switch, kompyuterlarga ip manzil berib olamiz.

Kouters

Routerf#configure terminal

Enter configuration commands, one per line.
Router (config) #interface FastEthernet0/0
Router (config-if) #ip address 192.168.1.1 255.255.2
Router (config-if) #ip address 192.168.1.1 255.255.2
Router(config-if) #no shutdown

Router (config-if) #

$LINK-5-CHANGED: Interface FastEthernet0/0, changed st

End with

.0
0

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEt

Router (config-if) #exit

Router (config) #interface FastEthernet0/0
Router(config-if) #

Router (config-if) #exit

Router (config)#interface FastEthernet0/1
Router (config-if) #ip address 1.0.0.1 25
Router (config-if) #ip address 1.0.0.1 25
Router (config-if) #no shutdown

2- rasm. Router qurilmasi CLI oynasidan
portlarga ip manzil berish.

0.0.0
.0.0.0

[S20 8]

Tarmoqda qurilmalarga ip manzil berilgandan
so‘ng mashuritazorni ham belgilab qoyishimiz kerak.
Router 1 va 2 dan. Mashurizatorlarni sozlaganimizdan
so‘ng tekrishib olish uchun 1 routerdan ping 2.0.0.2 ga,
2 routerdan ping 1.0.0.1 ga yuborib tekshirib olinadi.
Natija 0 dan yuqori ya’ni 60, 80, 100 bo‘lsa yozgan
buyqug‘larimiz to‘g‘ri bo‘ladi. Agar natija 0 bo‘lsa
mashuritazorlar yo‘li xato belgilangan bo‘ladi.

tatuffdping 1.0.0.1

escape sequence to abort.
g 5, 100-byte ICMP Echos to 1.0.0.1, timeout is 2 seconds:

ess rate 1s percent (3/5), round-trip min/avg/max = 0/0/0 ms

tatuff#

3-rasm. 2 routerdan 1 routerni mashuritazorni
tekshirish.
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1 routerda tunnelni so‘lash uchun quydagi
buyrug‘ni yozishimiz zarur.

XUSANOVA#conf t

Enter configuration commands, one per line.
End with CNTL/Z.

XUSANOVA(config)#interface tunnel 10

XUSANOVA(config-if)#

%LINK-5-CHANGED:
changed state to up

XUSANOVA(config-if)#ip add 172.16.1.1
255.255.0.0

XUSANOVA(config-if)#tunnel so

XUSANOVA(config-if)#tunnel source fa0/1

XUSANOVA(config-if)#tunnel des

XUSANOVA(config-if)#tunnel
2.0.0.2

XUSANOVA(config-if)#

XUSANOVA(config-if)#no shut

XUSANOVA(config)#interface tunnel 10 shu
buyruq gatorida tunnelni yaratib olish.

XUSANOVA(config-if)#tip add 172.16.1.1
255.255.0.0 tunnelga ip maznil berish. 1 routerni
tunnelni ip address 172.16.1.1 bo‘ldi.

2 routerdan tunnelni sozlash uchun quydagi
buruq yozilishi zarur.

tatuff#conf t

tatuff(config)#interface tunnel 10

tatuff(config-if)#ip add 172.16.1.2 255.255.0.0

tatuff(config-if)#tunnel source fa0/0

tatuff(config-if)#tunnel destination 1.0.0.1

tatuff(config-if)#no shut 2 routerni tunnel ip
manzili 172.16.1.2 bo‘ldi.

Buyruglar yozilgandan so‘ng ikkala routerdan
tunnel ip manzillariga ping berib tekshirib olamiz.
Bunda ham natija 0 dan yuqori chigish kerak.

Interface  Tunnell0,

destination

0 172.16.1.2, timeout is 2 seconds:

rate is 60 percent (3/5), round-trip min/avg/max

4-rasm. 1 routerdan tunnelni ishlaganini
tekshirish.

tatuff#conf t
Enter configuration commands, one per line.

0/0/0 ms

End with CNTL/Z.

tatuff (confiqg) #ip route 192.168.1.0 255.255.255.0 172.16.1.1
tatuff (confia)#
5-rasm. 2 routerdan tunnelni ishlaganini
tekshirish.

Oxrigi natijani olish uchun TATU tashkiloti
tomondagi  kompyuterdan TATUFF  tomondagi
kompyuterlarga ping beriladi.

C:\>ping 192

Pinging 192

7-rasm. So‘rov yuborish oynasi.

Yuqoridagi rasmda tracert (Trace Route)
buyrug‘ining natijasi  ko‘rsatilgan  bo‘lib, u
kompyuterdan [P manzili 192.168.2.2 bo‘lgan

qurilmaga bo‘lgan yo‘Ini bosqgichma-bosgich (hop-by-
hop) ko‘rsatadi. IP manzillar (192.168.x.x va
172.16.x.X) — private (xususiy) IP manzillar bo‘lib,
lokal tarmoqda ishlatiladi. Har bir satrda 3 ta ping
natijasi berilgan (odatda bu 3 urinishning vaqtini
bildiradi, ms = millisekund). Tracert buyrug‘i
marshrutlash muammolarini aniglash, tarmogning
gaysi gismida kechikish borligini tushunish uchun
ishlatiladi.

Xulosa. Zamonaviy korxona va tashkilotlar
faoliyatida axborot kommunikatsiya tizimlarining
xavfsizligi va ishonchliligi ustuvor ahamiyat kasb
etmoqda. Ushbu magolada tahlil gilingan VPN (Virtual
Private Network) texnologiyasi tarmoglarni tashqi
xatarlar va ruxsatsiz Kirishlardan himoya qilishda
samarali vosita hisoblanadi. Tadgiqotlar natijasida
VPN turlarining (masalan, PPTP, L2TP, IPsec, SSL)
imkoniyatlari, ularning qulayliklari va xavfsizlik
darajalari o‘rganildi. Cisco Packet Tracer mubhitida
bajarilgan amaliy ishlar VPN texnologiyasini real
sharoitda qo‘llash orqali ma’lumotlar maxfiyligini
ta’minlash va filiallararo aloqani mustahkamlash
mumkinligini ko‘rsatib o‘tildi.
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Annotatsiya: Axborot-kommunikatsiya texnologiyalarining jadal rivojlanishi sud-biologik
ekspertizalarda DNK asosidagi qarindoshlikni aniglash jarayonlarini ragamlashtirish va
avtomatlashtirish imkonini bermoqgda. Aynigsa, ota-ona va farzand o‘rtasidagi genetik bog‘liglikni
aniglashda Axborot-kommunikatsiya texnologiyalarining vositalari yordamida ishlab chigilgan
algoritmik  yondashuvlar yuqori aniqlik va tezkorlikni ta’minlaydi.Ushbu maqolada
DNK(dezoksiribonuklein kislota) tahliliga asoslangan, STR markerlar orgali garindoshlikni aniglash
algoritmi ishlab chiqildi. Taklif etilgan algoritm genetik profillarni ma’lumotlar bazasi bilan
taggoslash va biologik moslik ehtimolini hisoblash funksiyalarini avtomatik bajaradi. Bu yechim sud-
biologik ekspertiza faoliyatida inson omiliga bog‘liglikni kamaytirish, tahlil samaradorligini oshirish
va tizimli yondashuvni joriy etishga xizmat giladi.

Kalit so‘zlar: DNK, GeneMapper, genetik moslik, STR, allel, paternity index, paternity probability,
axborot tizimi, algoritm

Kirish. Hozirgi zamonaviy biologik tahlil
usullari inson organizmining eng Kkichik tarkibiy
gismlarini chuqur o‘rganishga imkon bermoqda.
Aynigsa, DNK asosida qarindoshlikni aniglash
bo‘yicha olib borilayotgan tadqgiqotlar huquqiy va
tibbiy sohalarda keng qo‘llanilmoqda. DNK tahlilining
aniqgligi, ishonchliligi va obektivligi uni ota-onalikni
aniglashda asosiy vositaga aylantirdi. Biologik
garindoshlik, xususan, farzand va ota-ona o‘rtasidagi
genetik moslikni  tasdiglash turli  sud-biologik
ekspertizalarda muhim dalil sifatida gabul gilinadi.

Mazkur jarayon genetik lokuslar bo‘yicha allellarni
solishtirish asosida amalga oshiriladi. Har bir
lokusdagi mos allellar orgali ota-ona va farzand
o‘rtasidagi ehtimoliy qarindoshlik darajasi aniglanadi.
Bu esa biologik tahlil va kompyuter algoritmlarining
uzviy bog‘ligligini ko‘rsatadi.

Bugungi  kunda ota-ona va farzand
munosabatini aniglash masalasi fagat sud-huquqgiy
ishlar bilan cheklanib qolmayapti. U oilaviy
munosabatlarni tartibga solish, vasiylik va homiylik,
bolani farzandlikka olish, migratsiya, tug‘ilganlikni

126

https://al-fargoniy.uz/



DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

“Al-Farg‘oniy avlodlari” elektron ilmiy
jurnali
ISSN 2181-4252. Tom: 1| Son: 2 | 2025-yil

journal.

"Descendants of Al-Farghani" electronic scientific
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

ro‘yxatga olish kabi ko‘plab yo‘nalishlarda ham
dolzarb hisoblanadi. Bu esa ushbu yo‘nalishda
ishonchli ~ va  avtomatlashtirilgan  algoritmik
yondashuvlarga bo‘lgan ehtiyojni oshirmoqda. Oddiy
vizual solishtirish yoki laboratoriya chigishlarining
inson tomonidan talgini har doim ham obyektiv
bo‘lavermaydi. Shu bois, statistik hisoblar va
algoritmik yondashuvlar orgali aniglikni oshirish zarur.
Aynigsa, genetik chastotalar va kombinatsion hisob-
kitoblar asosida ishlab chigilgan algoritmlar bu
masalani sezilarli darajada soddalashtiradi.

Sud-biologik ekspertizalarda asosan STR
(Short Tandem Repeat) markerlaridan foydalaniladi,
chunki ular nasldan naslga o‘tuvchi aniq genetik
ma'lumotni ifodalaydi. Har bir STR lokus ikki alleldan
iborat bo‘lib, ular ota-onadan farzandga meros tarzida
o‘tadi. Agar farzandda mavjud bo‘lgan allellardan biri
otaning namunasi bilan mos kelsa, u holda bu allel
orgali qarindoshlik isboti shakllanadi. Shu asosda,
farzanddagi har bir lokusda kamida bitta allel otaning
DNK namunasi bilan mos kelishi kutiladi. Bu holatda
ehtimollik ko‘rsatkichlari, xususan, Paternity Index
(P1) va Paternity Probability (PP) kabi parametrlar
orgali baholash amalga oshiriladi. Shunday gilib, DNK
tahlilini matematik va statistik modellar bilan boyitish
orgali algoritm asosida aniglash imkoniyati yuzaga
keladi.

Ragamli texnologiyalar taragqgiyoti biologik
tahlillarni avtomatlashtirishga zamin yaratmoqda.
DNK tahlilida algoritmik yondashuvlar, aynigsa katta
hajmdagi ma’lumotlar bilan ishlashda yuqori
samaradorlikni ta’minlaydi. Shu nuqtai nazardan, ota
va farzand kombinatsiyalarini aniglovchi algoritmlarni
ishlab chigish orgali sud-biologik ekspertizalarni tez,
aniq va ishonchli shaklda o‘tkazish imkoniyati
yaratiladi. Ushbu algoritmlar orgali inson omilining
ta’sirini kamaytirish, xatoliklar ehtimolini
minimallashtirish mumkin. Bunda har bir lokusdagi
allellar chastotasi, moslik darajasi va kombinatsion

algoritmik yondashuv ishlab chigildi. Taklif etilgan
algoritm orgali berilgan DNK namunasi asosida
farzandlik alogalarini matematik jihatdan ishonchli
aniglash imkoniyati yaratiladi. Shu bilan birga, genetik
chastotalar asosida hisob-kitoblar amalga oshiriladi va
Paternity Index orqgali baholash tagdim etiladi. Mazkur
yondashuv sud-biologik ekspertizalar samaradorligini
oshirish, vaqt va resurslarni tejash, shuningdek,
obyektivlikni ta’minlashga xizmat qiladi. Maqolada
algoritmning ishlash prinsipi, matematik asoslari
hamda amaliy qo°‘llanishi keng yoritilgan. Shuningdek,
keyingi bosgichda bu yondashuv asosida axborot
tizimini yaratish imkoniyatlari ham muhokama
gilingan.

Adabiyotlar tahlili va metodlar. Gene Myers
- bioinformatika sohasida mashhur amerikalik olim
bo‘lib, inson DNKsi ustida algoritm, dastur va model
yaratishda muhim ilmiy ishlar olib borgan. U DNK
ketma-ketligini tahlil gilish uchun samarali hisoblash
algoritmlarini ishlab chiqdi. 2000-yilda Celera
Genomics kompaniyasida ishlayotgan paytida, inson
genomi ketma-ketligini aniglash uchun qo‘llaniladigan
asosiy algoritmlardan birini yaratdi.

Myers tomonidan ishlab chigilgan BLAST va
A tahlil algoritmlari* DNK bo‘laklarini tez solishtirish
va qidirish uchun keng qo‘llaniladi. U shuningdek,
genomlarni yig‘ish (genom assemblage) uchun
ishlatiladigan dasturlar va modellar ham yaratdi. Bu
algoritmlar katta genetik ma’lumotlarni qisqa va
noanig DNK fragmentlaridan gayta tiklash imkonini
beradi.

Uning ishlari 2000-2020-yillarda
bioinformatika, hisoblash biologiyasi va genetik
modellashtirish sohalarida katta yutuglarga olib keldi.
Gene Myers DNK tahlili uchun ishlatiladigan dasturiy
ta’minot va AKT modellari orqali tibbiy tashxis va
genetik tadgiqgotlarni soddalashtirdi. Uning ishlari
global genom tadgigotlarining poydevorini yaratdi.

DNK asosida garindoshlikni aniglash sohasida

ehtimollar inobatga olinadi. Demak, bu kabi | algoritmik, dasturiy va modelga asoslangan
yondashuvlar nafagat ilmiy, balki amaliy ahamiyatga | yondashuvlarni yaratgan ko‘plab yetakchi olimlar
ham ega. mavjud. Ulardan biri David Haussler bo‘lib, u inson
Ushbu maqolada ota va  farzand | genomi bo‘yicha dastlabki hisoblash modellarini ishlab
kombinatsiyalarini aniglashga yo‘naltirilgan | chiggan va UCSC Genome Browser dasturiy
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ta’minotiga asos solgan. Bu platforma hozirgi kunda
ham genetik ma’lumotlarni vizual tahlil gilishda keng
qo‘llanilmoqda. Haussler DNK bo‘ylab algoritmik
izlanishlar uchun Markov modellarini va ehtimollikka
asoslangan tahlil usullarini yaratgan.

Shuningdek, Gene Myers inson genomi ustida
tahlil algoritmlarini ishlab chigishda muhim hissa
qo‘shgan olimlardan biridir. U DNK ketma-ketliklarini
solishtirish uchun keng qo‘llaniladigan BLAST
algoritmini va genom yig‘ish uchun ishlatiladigan
samarali dasturiy yechimlarni yaratgan. Myers
genomik segmentlarni yig‘ish, tartiblash va tahlil
gilishda ragamli modellashtirish yondashuvlarini joriy
etgan.

Odam DNKsi sud-biologik ekspertizasi
sohasida inson biologik namunalardan genetik
ma’lumotlarni olish bir necha bosqichli tadqiqot
jarayonlardan iborat bo‘lib, tadqiqotlar natijasida son
ko‘rinishini ifodalovchi genetik profillar aniqlanadi.
Ushbu aniglangan ma’lumotlarni to‘g‘ri tahlil qilish,
mukammal matematik hisob kitoblarni olib borish,
biologik garindoshlik va identifikatsiya darajalarini
to‘g‘ri aniqlash va ekspertiza xulosasini tushunarli va
sifatli rasmiylashtirish ekspertdan juda katta tajriba
hamda mahorat talab giladi. Inson DNK ketma-
ketligining 99,9% tarkibi bir xil bo‘lishiga qaramay,
turli odamlarning DNKIari juda individualdir. DNK
profilini aniglash genomning tanlangan hududida
takrorlanuvchi elementlar sonini tahlil giladi. DNK
profilini tuzishda genomning (yoki lokuslarning)
qancha ko‘p qismlari tahlil qilinsa,
identifikatsiyaning aniqligi shunchalik yuqori bo‘ladi.

Bundan tashgari, ushbu genetik pasportdan
foydalanib huqugiy, axlogiy va genetik muammolarga
yechim topish hamda bu magsadda axborot dasturiy
ta’minotini qo‘llash bugungi kunning eng dolzarb
masalalaridan biri sanaladi.

Inson  DNKsining garindoshlar  orasida
tagsimlanishini foizlarda ifodalash mumkin. Masalan,
har ganday bola, xuddi barcha aka-uka va opa-singillar
kabi, onasining DNKsidan 50 foiz va otasining
DNKsidan 50 foizni meros gilib oladi. Agar ota Aa,
ona Bb genotipiga ega bo‘lsa, farzand AB, Ab, aB yoki
ab genotiplaridan biriga ega bo‘lishi mumkin. Biroq

shaxsiy

ikki aka-uka orasidagi bu 50 foizlik DNK tasodifiy
tagsimlanadi va ona birinchi farzandga bergan
DNKning 50 foizi ikkinchi farzandga aynan o‘sha
ko‘rinishda o‘tmasligi ham mumkin.

Boshgacha aytganda, birinchi farzand ham
DNKning yarmini onadan, yarmini otadan olgan,
ammo ikki aka-ukaning DNKIari fargli va ayni paytda
o‘xshash (ba’zilari bir xil, ba’zilari butunlay
boshqacha) bo‘ladi. Bu holda birinchi farzandni AB,
ikkinchi farzandni esa Ab deb hisoblashimiz mumkin.

Milliy genom axborot tizimining umumiy
arxitekturasida "Genotiplar”, "Qarindoshlikni
aniglash™ va "Shaxsni identifikatsiyalash" asosiy
funksional bloklar hisoblanadi.

Bunda "Qarindoshlikni aniglash™ bloki uch xil
darajadagi qarindoshlikni aniqlash uchun qo‘llaniladi.
Bular "I darajali qarindoshlar”, "Il  darajali
garindoshlar* va "lll darajali garindoshlar"dir.
Ularning har biri o‘z navbatida yana kichikroq
guruhlarga bo‘linadi.

Tizimniyuklash

[ Avtorizatsiya oynasi ]

DASHBOARD

:

Qarindoshlikni aniglash

| darajali qarlndoshllk r“‘[ Ota(ona)+Farzand ]

—p[ Ota(+Ona genotip )+Farzand ]

[ )
[ )
[ )

1l darajallqarlndoshllk Ota+Ona+Farzand ]

—

1-rasm. Milliy genom axborot tizimida |
darajali garindoshlikni aniglash arxitekturasi

Biologik  ota-onalikni  aniglash ~ DNK
tahlilining eng muhim amaliy yo‘nalishlaridan biri
hisoblanadi. DNK insonning genetik  shaxsiy
identifikatori sifatida, ota va farzand o‘rtasidagi
genetik uzviylikni aniglashda ishonchli natija beradi.
Har bir bola tug‘ilish jarayonida ota va onadan teng
miqdorda genetik axborot oladi. Shu bois, har bir
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genetik lokusda bolaning ikkita allelidan hech
bo‘lmaganda bittasi otaning genetik profiliga mos
kelishi lozim. Aynan shu moslikni aniglash orgali ular
o‘rtasidagi biologik aloga baholanadi. Ushbu tahlil
STR (Short Tandem Repeat) markerlar deb ataladigan
gisga DNK takrorlanuvchi gismlar asosida amalga
oshiriladi. Bu markerlar har bir insonda o‘ziga xos

bo‘lib, wular yordamida biologik qarindoshlik
aniqlanadi. Genetik moslikning lokuslar bo‘yicha
yugori darajada  kuzatilishi  biologik  otalikni

tasdiglaydi. Bu usul sud-biologik ekspertizalarda keng
go‘llaniladi.

Natijalar:Ota-ona va farzand o‘rtasidagi
munosabatni aniglash uchun har ikki shaxsning DNK
namunalari olinadi va ularning genetik profillari
tagqoslanadi. Bu profillar maxsus laboratoriya
uskunalari yordamida STR lokuslar bo‘yicha tahlil
etiladi. Har bir lokusda ikki genetik allel mavjud bo‘lib,
ular ota va onadan meros qoladi. Farzanddagi allellar
otaning profili bilan ganchalik ko‘p mos kelsa, biologik
bog‘liglik ehtimoli shunchalik yuqori bo‘ladi. Agar
moslik ko‘pchilik lokuslarda kuzatilsa, bu otalikni
ishonchli tarzda tasdiglaydi. Har bir STR lokus
bo‘yicha taqqoslashda kamida bitta allelning mos
kelishi muhim ahamiyatga ega. Bu tahlil yuzlab
namunalar ustida avtomatlashtirilgan algoritmlar
orgali amalga oshiriladi. DNK profillari taggoslanib,
yakuniy xulosa chigariladi. Mosliklar soni ganchalik
ko‘p bo‘lsa, biologik aloga ehtimoli shunchalik yuqori
bo‘ladi. Ushbu jarayon natijalari yozma va grafik
shaklda taqdim etiladi.

Agar ota-ona yoki farzandning bevosita DNK
namunasi mavjud bo‘lmasa, wular o‘rtasidagi
garindoshlikni aniglash uchun DNK ma’lumotlar
bazasidan foydalaniladi. Bunda "oilaviy qidiruv"
algoritmlari qo‘llanilib, mavjud profil DNK bazasidagi
boshga profillar bilan taggoslanadi. Bu usul yordamida
farzand bo‘lishi ehtimoli yuqori bo‘lgan shaxslar
aniglanadi. Har bir nomzodning moslik darajasi
baholanib, keyingi tahlil uchun saralanadi. Bu
yondashuv aynigsa migratsiya, farzandlikka olish yoki
yo‘qolgan shaxslarni topishda juda samaralidir. Tizim
ko‘plab STR lokuslar bo‘yicha profillarni tezda
solishtiradi va muvofiglikni belgilaydi. Yuqori moslik

ko‘rsatgan nomzodlar ustida chuqur genetik tahlil
o‘tkaziladi. Shu tarzda, mavjud bo‘lmagan namunani
bilvosita topish imkoniyati yaratiladi. Bu usul
zamonaviy DNK tahlil texnologiyalarining amaliy
natijasi hisoblanadi.

DNK asosidagi ota-ona va  bola
munosabatlarini aniglash texnologiyasi bugungi kunda
nafagat sud-biologik ekspertizalarda, balki tibbiyot,
ijjtimoiy himoya, tug‘ilishni qayd etish, migratsiya va
fugarolik masalalarida ham keng qo‘llanilmoqda.
Bunda tahlil jarayoni to‘liq avtomatlashtirilgan bo‘lib,
inson xatosini kamaytirish imkonini beradi. DNK
namunalari zamonaviy uskunalar yordamida ragamli
ko‘rinishga o‘tkaziladi, maxsus algoritmlar esa ularni
tez va aniq tahlil giladi. Tizim foydalanuvchiga
natijalarni matn, jadval va grafik shaklida tagdim etadi.
Har bir lokusga oid muvofiqlik alohida ko‘rsatiladi va
umumiy xulosa shakllantiriladi. Jarayonning tezligi,
aniqligi va xavfsizligi bo‘yicha yuqori darajadagi
talablar  qondiriladi. Ma’lumotlar  maxfiyligini
ta’minlash uchun shifrlash va autentifikatsiya
mexanizmlaridan foydalaniladi. Ushbu texnologiya
orgali ijtimoiy va huquqgiy jarayonlarda ishonchli
garorlar gabul qilinadi. Bu esa DNK tahlilining
jamiyatdagi ahamiyatini yanada oshiradi.

Ota-ona va farzand kombinatsiyalari aniglash
uchun quyidagi ketma-ketlik asosida ish olib borish
kerak:

+ Otalik indeksi +Otalik
ehtimollik
foiz

* Farzand
ma’lumoti
olinadi.

* Ota-ona
ma’lumoti
olinadi.

*Obyektlar + Obyektlarning
orasidagi allel
munosabat chastotalari
aniqlanadi. aniqlanadi.

(PI

hisoblanadi.
ko‘rsatgichi
(PP)

hisoblanadi. |

2-rasm. Ota-ona va farzand kombinatsiyalari
masalalarini statistik baholash ketma ketligi.

Mazkur algoritmning "shart" gismida berilgan
obyektlar asosida allellarning mosligi
tagqoslanadi. Ota-ona va farzand o‘rtasidagi
munosabatlarni o‘rnatish uchun quyidagi statistic
baholash ilgari suriladi:

Pl (otalik indeksi) - barcha lokuslar bo‘yicha
umumiy ehtimollikka asoslanib, otalik ishonchliligi
statistik jihatdan baholanadi.

PP (otalik ehtimollik darajasi) - biologik otalik
ehtimoli foiz ko‘rinishida aniqlanadi. Agar natija

o‘zaro
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99,9% yoki undan yuqori bo‘lsa, otalik tasdigqlangan
deb hisoblanadi.

2-rasmda keltirilgan ketma-ketlik asosida Ota-
ona va farzand kombinatsiyalari aniglash algoritmini
tuzib chigamiz.

Boshlash

PL PP, g=1,
ip

i=1:i==EOF; i++

l

Plil=2p-p? qli1=2p1(2-pa)pa(2-p2)-(2pap2®

| |
Qum*=qli]
PI=1/qum)

PP=1/(1+ qaum)*100%

Yakunlash

3-rasm. . Ota va farzand kombinatsiyalarini
aniglash algoritmi

1-jadval. Biologik ota-ona va farzand
tasdiglangan holatga misol
Gen Ota Ona Farzand
gismlari (allellar (allellar (allellar
(STR ko‘rinishida | ko‘rinishida | ko‘rinishida
lokuslar) ) ) )
Amelogeni | X, Y X, X X, Y
n
D3S1358 16, 17 9,17 17,18
VWA 17,18 20,11.2 18, 20
D16S539 9,11 6,11 9,12
CSF1PO 12,13 14.11 13,14
TPOX 8,11 13,9 8,9
D851179 13,15 16,11 15,16
D21S11 30, 32.2 31.2,24 30, 31.2
D18S51 16, 19 20,24 16, 20
D19S433 14,15 18,16 15, 16
THO1 6,9.3 9.3,8 9.3,9.3
FGA 22,24 23,25 22,25
D5S818 11,12 13,16 11,13
D13S317 8,11 12,15 8,12
D7S820 10,11 13,12 11,12
D2S51338 18, 23 24,21 23, 24

Algoritmning keyingi gadamida lokuslarga
mos chastotalar aniqlanadi. Bunda “Lokus” + “Allel”
qo‘shilmasidan  foydalaniladi. ~ Mos  ravishda
yugoridagi allel chastotasi giymati Al = AlC,
A2=A2C, B1=B1C , B2=B2C ko‘rinishida
o‘zlashtiriladi. Genotiplarning statistik chastotasi
ma’lumotlar bazasiga avvaldan kiritib qo‘yilgan
bo‘ladi (chastotalar 2-jadvalda keltirilgan).

2-jadval.CSF1PO, D10S1248, D13S317 STR

lokuslaridagi allellarning turli  populyatsiyalarda
o | uchrash chastotalari
Ota-ona va farzand kombinatsiyalarini Afro-
; T S i : Allel . Osiyo Amerika | Ispaniya
aniglash algoritmining (3-rasm) birinchi gadamida amerika
GeneMapper  avtomatlashtirilgan ~ kompleksidan | [ CSF1PO
qaytgan ma’lumotlarni mos ko‘rinishida olamiz. 8 0,0939 0,0033 | 0,0029 0,0054
Quyidagi jadvalda (1-jadval) ota-ona va 2 0,0379 00261 | 0,0277 0,0258
yidagl - jadvaida (1] ' 10 02621 | 02614 |0,2799 | 0,2514
farzand kombinatsiyalarining o‘ziga xos holati bo‘lgan | 11 0,2333 0,219 0,3178 0,2745
biologik otalik va farzandlik tasdiglangan holat aks | | D10S1248
ettirilgan. Yugqorida keltirilgan algoritm asosida ota- | | 12 0,1409 0,1078 | 0,035 0,0448
ona va farzand o‘rtasidagi munosabat faktining 13 0,2288 03693 | 0,2945 0,2595
. et e . 14 0,2788 0,2255 0,2974 0,3614
tasdiglangan holatini ko‘rishimiz mumkin. 15 0,1848 0.2255 | 0.1939 0.2269
D13S317
10 0,0303 0,1373 0,0685 0,0965
11 0,2924 0,2549 0,2901 0,2283
12 0,4379 0,1438 0,3076 0,2745
13 0,1455 0,0392 0,1064 0,1005
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Navbatdagi qadamda berilgan ma’lumotlar
asosida har bir lokus va allel chastotasining
populyatsiyada uchraydigan o‘rtacha chastotasini

aniglaymiz. Allel chastotalarini Osiyo
populyatsiyasidan olingan ma’lumotlardan
foydalanamiz (2-jadval).

Pl (Otalik indeksi) - DNK tahlilida

qo‘llaniladigan nisbiy statistik ko‘rsatkich bo‘lib, u
bolada mavjud bo‘lgan ma’lum bir genetik allelning
taxmin qilinayotgan otadan meros bo‘lib o‘tish
ehtimolini baholaydi. Keyingi bosgichda otalik indeksi
hisoblab chigiladi.
Pl = !
Q(um)

PP - bu farzanddagi genetik mosliklar asosida
taxmin qilinayotgan shaxsning biologik ota bo‘lish
ehtimolini foizda ifodalovchi giymat.

PP har bir STR lokus bo‘yicha hisoblangan Pl
(Otalik indeksi) ko‘rsatkichlariga asoslanadi va
yakuniy qaror chiqarishga asos bo‘ladi.So‘nggi
bosgichda otalik munosabatlarining ehtimolligi
aniglanadi.

PP = X 100%

1+ Q(um)

Bu yerda PP foiz ko‘rsatkichi tekshirilayotgan
STR lokuslar soniga bog‘lig, ya'ni qancha ko‘p STR
lokuslar bo‘yicha qiyosiy tekshiruv o‘tkazilsa, otalik
ehtimolligi darajasining foiz ko‘rsatkichi ham shuncha
yugori bo‘ladi.

Xulosa. Ota-ona va farzand o‘rtasidagi birinchi
darajali biologik garindoshlikni aniglash algoritmi
milliy genom axborot tizimining ajralmas funksional
komponenti sifatida garalmogda. Mazkur magolada
ishlab chigilgan yondashuv asosida mustaqil dasturiy
modul yoki yirik tizimlarga integratsiyalash mumkin
bo‘lgan tahlil vositasini yaratish imkoniyati mavjud.
STR markerlariga asoslangan ushbu algoritm orqgali
biologik otalik yuqori aniglikda aniglanadi va bu
jarayon to‘liq avtomatlashtirilganligi bilan ajralib
turadi.

Kelgusida bu algoritm asosida axborot tizimi
yoki mobil ilova shaklida dasturiy mahsulot ishlab
chiqish ko‘zda tutilmoqda. Mazkur ilmiy yondashuv

farzandlikni aniglash, ota-onalik masalalarini hal etish
va huqugiy munosabatlarni tartibga solishda
qo‘llanilishi mumkin bo‘lgan ishonchli texnologik
yechimdir.

Foydalanilgan adabiyotlar
1. Budowle B., Eisenberg A. J., van Daal A.
Paternity testing and forensic DNA typing by multiplex
STR analysis. — London: Elsevier Science, 2012. — S.
164-170.
2. Phillips C., Fondevila M., Lareu M. V.
Mutation analysis of 24 autosomal STR loci using in
paternity testing. — Amsterdam: Elsevier, 2011. — S.
229-235.
3. O‘zbekiston Respublikasining Oila kodeksi.
ISBN: 978-9943-5620-5-9.
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Paternity Index for STR with tri-allelic patterns.
Forensic Sci Int Genet.
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vazirligi. Genetik tahlil va sud-biologik ekspertiza
goidalari. — Toshkent, 2022.
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analysis. — Japanese Journal of Forensic Science, 2017.
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Annotatsiya: Ushbu maqolada o‘rmonlarni yaxshiroq va samarali monitoring qilish uchun
geoaxborot tizimlari va masofaviy zondlash ma'lumotlarini qo‘llash zaruratini ko‘rib chiqadi, yer
yuzasidagi har bir o‘simlik nur to‘lqinlarini yutish yoki aks ettirish qobiliyatiga ega, o‘rmonlarni
monitoring qilish texnologiyasi sifatida normalizatsiyalangan o‘simlik indeksi (NDVI) metodidan
foydalaniladi, bu o‘simliklar indeksining nisbiy indeksi deb ham ataladi, bugungi kunda NDVI
o‘simlik qoplamining miqdoriy baholarini hisoblashda eng keng tarqalgan indeksdir, har bir qiymat
oralig‘i aniq bir obyektni aniqlashga imkon beradi, barcha spektral qiymatlar maxsus ma'lumotlar
bazasida saglanadi va natijaviy xaritaga bog‘langan koordinatlar bilan chambarchas bog‘liqdir,
xaritalar va spektral qiymatlar bo‘lgan fayllar HDF formatida saqlanadi, NDVI indeksi bilan ishlash
imkonini beruvchi sun’iy yo‘ldosh tasvirlari turli asboblar yordamida yaratiladi, ularning biri -
MODIS spektroskaner, taklif etilgan texnologiyani joriy etish monitoringning harakatchanligini va
samaradorligini sezilarli darajada oshiradi.

Kalit so‘zlar: geoaxborot tizimlari, masofaviy zondlash, ndvi, modis spektroskaneri, sun’iy yo‘ldosh
tasvirlari, o‘rmon monitoring, spektral qiymatlar, vegetatsiya vizualizatsiyasi, hdf fayl formati,
kosmik kuzatuv texnologiyasi

1. Kirish ragamli texnologiyalar rivojlanishi bilan, kosmik
O‘rmon monitoringi o‘rmon o‘simliklarining | sun’ly yo‘ldoshlar ma’lumotlari yordamida [1-6].
maydonini  aniglash, shuningdek, kesilgan va | Ushbu usullar eng so‘nggi va ishonchli ma’lumotlarni
yong‘inlar tufayli qayta tiklashni talab qiluvchi | tagdim etadi hamda keng miqyosdagi o‘rmon
hududlarni  aniglash uchun amalga oshiriladi. | hududlarini kompleks tahlil gilish imkonini yaratadi.

Zamonaviy sharoitlarda o‘rmon holatini nazorat qilish
choralarini ko‘rish dolzarb va juda muhim hisoblanadi,
chunki o‘rmonlar maydonining sezilarli darajada
kamayishi kuzatilmogda. Bunga bir gator sabablarga
ko‘ra. Bular orasida o‘rmon yong‘inlari, ular ulkan
hajmlarga yetib, katta maydonlarni gamrab olish bilan
birga, tez sur’atlar bilan tarqgalmoqda. O‘rmonlarning
nogonuniy Kesilishi, aynigsa, kuzatish juda qiyin
bo‘lgan, uzoq hududlarda amalga oshiriladi. Iqlimdagi
dinamik o‘zgarishlar butun dunyo bo‘ylab o‘rmon
ekotizimlarining barqarorligi va sifat ko‘rsatkichlariga
salbiy ta’sir o‘tkazmoqda.

O‘rmonlarning holatini o‘rganish turli usullar
bilan amalga oshiriladi, jumladan, yer usti usullari
orqali, shuningdek, so‘nggi

yillarda, zamonaviy

Kartografik materiallardan foydalanish esa kerakli
ma’lumotlarni taqdim etmaydi, chunki ko‘plab
materiallar eskirgan va yangilanmagan. Bundan
tashqgari, bu materiallar hali ham maxfiy hisoblanadi.
O‘rmon ekotizimlarini samarali va tezkor
nazorat qilishni ta’minlash uchun masofaviy zondlash
texnologiyalari va geografik axborot tizimlariga
asoslangan  sun’iy  yo‘ldosh  ma’lumotlaridan
foydalanish muhim hisoblanadi. Bu har xil davrlar
uchun va har ganday fazoviy gamrov uchun tegishli
ma’lumotlarni olish imkonini beradi. Bu, aynigsa,
so‘nggi vaqtlarda mamlakatimiz shimoliy va g‘arbiy
hududlarida o‘rmon yong‘inlarining keng tarqalishi
kuzatilayotgan ~ mamlakatimiz ~ hududi  uchun
dolzarbdir. Geografik axborot tizimlari dunyoning
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ko‘plab mamlakatlarida atrof-muhitni monitoring
gilish uchun kuchli vosita hisoblanadi [7-10].

2. Tadgigot metodologiyasi

Geoinformatsion
xo‘jaligi korxonalarida dolzarb sanaladi, chunki bu
sohada texnologik monitoring tizimi deyarli yo‘q
darajada. Har bir o‘simlik navi elektromagnit
spektrdagi yorug‘lik to‘lginlarini yutish va refleksiya

tizimlar ayniqsa o‘rmon

qgilish xususiyatlariga ega bo‘lib, bu uning morfologik
va fiziologik holatiga bog‘liqdir. Inson qadimdan
o‘simliklarning yashil rangga ega ekanligini bilgan, bu
esa maxsus pigment - xlorofill bilan bog‘liq.
Xlorofillning o‘ziga xosligi shundaki, u “yashil”
to‘lginlarni juda yaxshi aks ettiradi, natijada inson
ko‘zi bu ob'ektni yashil rangda ko‘radi. Biroq
o‘simlikning faol rivojlanishi uchun aynan “qizil”
to‘lginlar muhim hisoblanadi, chunki ular fotosintez
jarayoniga javobgar.

O‘simlik ushbu to‘lginlarni yutgach, infraqizil
to‘lginlarni aks ettira boshlaydi (1-rasm).

1-rasm. Fotosintez jarayoni

O‘rmonlarni monitoring qilish texnologiyasi
sifatida NDVI (Normalized Difference Vegetation

Index) - normallashtirilgan vegetatsiya indeksini
vizualizatsiya qilish usuli qo‘llaniladi. Ushbu
ko‘rsatkich, shuningdek, vegetatsiyaning nisbiy

indeksi deb ham ataladi [11]. NDVI indeksidan
foydalanish o‘simliklarning elektromagnit to‘lqinlarini
yutish va qaytarish salohiyatini aniglash imkonini
beradi, bu esa vegetatsion holatni monitoring gilishda
muhim vosita bo‘lib xizmat qiladi.

Sun’iy yo‘ldosh tasvirlari yordamida insoniyat
sayyoramizning  deyarli  istalgan  nugtasidagi
o‘simliklar hayotiy faolligi haqida keng qamrovli

ma’lumotlarga ega bo‘lishi mumkin. Hozirda NDVI -
o‘simlik qoplamini miqdoriy baholash asosida
masalalarni hal etish uchun eng keng targalgan indeks
hisoblanadi. NDVI hisoblash formulasi ko‘p marotaba
takomillashtirilgan bo‘lsada, Texas Texnologiya
Universiteti olimlari tomonidan 1973-yilda indeks
giymatlarini -1 dan 1 gacha bo‘lgan oraliqqa keltirish
imkoniyati yaratildi. Bu esa hisob-kitob tizimini
sezilarli darajada soddalashtirdi. Aynan shu sababli bu
indeks “normallashtirilgan” deb atalgan.

Hozirgi vaqtda NDVI quyidagi formula asosida
hisoblanadi:

NDVI = (NIR — RED) / (NIR + RED)

Bu yerda:

- NIR (Near-Infrared) — yaqgin
to‘lginlar (o‘simlik tomonidan aks ettiriladi)

- RED — qizil to‘lginlar (o‘simlik tomonidan
yutiladi)

infraqgizil

NDYVI = NIR - RED
NIR + RED

NDVI shuningdek, tuprogning namligi va
to‘yinish darajasini, bug‘lanish va yog‘ingarchilik
jarayonlarini kuzatishda ham faol qo‘llaniladi. Biroq
bu holatlarda NDVI ko‘rsatkichlari har doim ham
obyektiv bo‘lavermaydi, chunki bunday ma’lumotlarni
o‘lchashda hududning o‘ziga xos xususiyatlarini
hisobga olish zarur (2-rasm).

Qizil va infragizil nurlar aks etish giymatlari
asosida, Yer yuzasida yashovchi ob'ektlarni
noorganiklardan aniq ajratib olish imkoniyati yuzaga
keldi. Har bir giymatlar diapazoni qizil va infraqizil
spektrlarning aks etish nisbatidan foydalangan holda,
muayyan ob'ektni aniglashga yordam beradi.

Sog‘lom daraxt va nosog‘lom daraxt

QIZIL: 11%

% " &

QIZIL: 23%

S

NDVI 10.73

qiymat

2-rasm. NDVI ko‘rsatkichlari farqi.
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Ushbu format bilan ishlash uchun kutubxonalar

NDVI giymatlari -1 dan 0 gacha bo‘lgan oraliq | bepul litsenziya asosida mavjud bo‘lib, ular ko‘plab
noorganik  tabiat obyektlari va infratuzilma | tijorat va tijorat bo‘lmagan dasturlar tomonidan
elementlariga tegishli: suv, tosh, qum, qor va | ishlatiladi. NDVI ko‘rsatkichlari bilan ishlash
boshqgalar.  Yovvoyi tabiat obyektlari, masalan, | imkonini beradigan sun’iy yo‘ldosh tasvirlari turli
o‘simliklar, esa 0 dan 1 gacha bo‘lgan qiymatlar | asboblar yordamida yaratiladi, ulardan biri skanerlash
oralig‘i bilan xarakterlanadi (3-rasmga garang). tasvirini olish sensori - MODIS (Moderate Resolution
Imaging Spectroradiometer) hisoblanadi.

S N T O T O OO TN WO B
i R B e R L \ .
= < < < (=3 = = < £ Y e TN e e A -
szt zozeoeesl| | HDFS:Ma'lumot Model
T T T T T T T T e e SRR
S - S S - S N’ S’ o i ~ - wy
~NmTnwobrooalRSdd RS HDF5 kutubxona API
3-rasm. NDVI gradientli rang o‘Ichovi. Guruh HDF3 &yl
. - o = DEFFS
Qiymat birlik (1) ga ganchalik yaqin bo‘lsa, G Malumat
ushbu hududda o‘simlik qoplami shunchalik zich modali
bo‘ladi. Har bir NDVI giymatiga ma’lum bir rang mos PN
keladi (1-jadvalga garang). ma'lumotler | | me'lomotlar _
(1-jadvalga garang) o gt [ Atribut
1-jadval. Turli obyektlar uchun NDVI : .
. J y 4-rasm. HDF5 lerarxik fayl formati.
giymatlari
Obyekt turi NDVI giymati . o .
y - - — qry Hozirgi kunda MODIS ikki sun’ity Yer
Yuqori, zich ofsimlik | 0.7 -1.0 . . - v « N C.
lami (o° yo‘ldoshi — “Terra” va “Aqua” ustida joylashgan.
qoplami (o'rmon) Modisning tuzilishi 5-rasmda korsatilgan.
Siypa o‘simliklar | 0.2 -0.5
(butalar, yaylovlar) MODIS b leaii
Ochiq tuproq 0.025-0.2 S d'ffm"g%gr“z@::mmm
BUlUtlar 0 l:mjl“l“ N
Qor, muz, chang, toshlar |-0.1-0.1 | |7 Smimasi v,
Suv -0.42 — -0.33 i o ew
Sun’iy materiallar (beton, | -0.5 o i.'ﬁfﬁig. m,:’\"'
anaI t) e \Issiqlikni nurlantiruvchi
Lsigllmi SveiEkh
3. Tadgiqot natijalari s

Barcha spektral giymatlar maxsus ma'lumotlar
bazasida saqlanadi va ular hosil bo‘lgan xaritada
ko‘rsatilgan koordinatalar bilan uzviy bog‘langan.
Geoma’lumotlar va spektral ko‘rsatkichlar majmuasi
HDF formatidagi fayllarda tuzilgan holda saglanadi, bu
esa ularni tizimli tarzda ishlashga imkon yaratadi. HDF
- bu katta hajmdagi ma'lumotlarni saglash uchun
mo‘ljallangan ierarxik fayl formati (4-rasmga garang).

5-rasm. MODIS spektroradiometrining
tuzilishi.

Taklif etilgan texnologiyani joriy etish
monitoringning harakatchanligini va samaradorligini
sezilarli darajada oshiradi. Ayniqsa, salbiy o‘rmon
hududlarini tadqiq qilish jarayoniga o‘zgarishlar
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kiritiladi. Normalizatsiyalangan vegetatsiya indeksi
(NDVI) o‘rmonning eng qiyin erishiladigan
hududlarini ham, moliyaviy va inson resurslarini eng
kam sarflab, vizualizatsiya gilish imkonini beradi.

MODIS sun’ty yo‘ldosh tizimi orqali
axborotlarni tezkor va avtomatlashtirilgan shaklda
yig‘ish mumkin, hamda ushbu axborotlar jamoatchilik
uchun ochig manba sifatida tagdim etiladi.
Foydalanuvchi eksport gqilinadigan fayl formatini
tanlash imkoniyatiga ega bo‘ladi, shuningdek,
kuzatilayotgan hududning kerakli gismini ajratib
ko‘rsatish mumkin. Zarur spektrlar filtrlab, NDVI va
boshqa o‘simliklar indekslarini topish mumkin.

4. Xulosa

Tabiat hududlarining vegetatsiya holatini
vizualizatsiya qilish usuli, yerga yaqin sun’iy
yo‘ldoshlar yordamida o‘rmonlarni monitoring
gilishning eng yaxshi yechimi hisoblanadi. Uzoq
masofadan sezish natijalarini o‘rganish,
normalizatsiyalangan farq vegetatsiya indeksidan
(NDVI) foydalangan holda o‘rmonlar holatini tahlil
qilish, yuzaning baholanishi va sun’iy yo‘ldosh
tasvirlarining analitik talgini asosida amalga oshiriladi.

Ushbu usul yordamida o‘rmonlarning holatini
monitoring qilish, gayta o‘rmonlashtirish uchun
joylarni aniglash mumkin bo‘ladi. Mazkur uslub sun’iy
yo‘ldosh kuzatuv ma’lumotlarini talqin qilishni
soddalashtiradi hamda ularning grafik tasvirini
shakllantirish jarayonini samarali amalga oshirish
imkonini beradi. Bunda ma’lumot olish uchun sezilarli
moliyaviy xarajatlar talab gilinmaydi.
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ADAPTIV GISTOGRAMMA TEKISLASH (AHE) ASOSIDA TIBBIY TASVIRLARNI
SEGMENTATSIYALASH

Olimjonova Saodat,

Ragamli texnologiyalar va sun’iy intellektni rivojlantirish

aniglashga imkon beradi.

ilmiy-tadgiqot instituti tayanch doktoranti

Annotatsiya: Yurak kasalliklarini erta aniglashda yurak tasvirlari — xususan, echokardiyografiya,
MRT va KT tasvirlari muhim manba hisoblanadi. Biroq, past kontrastli yoki shovqinli tasvirlar
diagnostik jarayonni murakkablashtiradi. Ushbu magolada tasvir sifatini yaxshilash uchun Adaptive
Histogram Equalization (AHE) algoritmidan foydalaniladi. AHE yordamida yaxshilangan yurak
tasviri ustida chekka aniglovchi va topografik xarita asosidagi segmentatsiya amallari bajariladi.
Ushbu yondashuv yurakning klapanlari, devorlari va bo‘lmachalarining konturlarini anigroq

|| Kalit so‘zlar: Tibbiy tasvirlar, topografik xarita, AHE algoritmi, tasvir sifatini yaxshilash.

Kirish. Yurak-gon tomir kasalliklari butun
dunyoda o‘lim darajasi yuqori bo‘lgan kasalliklar
sirasiga kiradi. Bu holat yurak faoliyatining tez, aniq va
ishonchli  diagnostikasini  talab etadi. Tibbiy
vizualizatsiya, Xususan echokardiyografiya
(ultratovush), MRI va kompyuter tomografiyasi (KT)
yurakdagi morfologik o°zgarishlarni aks ettirishda
asosiy vosita bo‘lib xizmat qiladi.

Birog amaliyotda olinadigan yurak tasvirlari
ko‘pincha past kontrastli, shovqinli yoki yoritilishi
notekis bo‘lgan holatda bo‘ladi. Bunday tasvirlarda
yurakning klapanlari, bo‘lmachalari va mushak
tuzilmalarini aniq ajratish murakkab vazifa bo‘lib, bu
segmentatsiya va avtomatik tahlil bosgichlariga salbiy
ta’sir ko‘rsatadi. Shuning wuchun tasvir sifatini
yaxshilash — aynigsa kontrastni oshirish — oldindan
ishlov berishning eng muhim bosgichlaridan biri
hisoblanadi.

Ushbu maqolada  Adaptive  Histogram
Equalization (AHE) algoritmi  asosida yurak
tasvirlarini  oldindan qayta ishlash va ularni

segmentatsiyalash yondashuvi taklif etiladi. AHE
algoritmi har bir kichik blok (tile) bo‘yicha lokal
histogram tenglashtirish orqgali tasvirning lokal
kontrastini yaxshilaydi, bu esa yurak strukturasi
chekkalarini anigrog aniglash imkonini beradi.
AHE’ning oddiy histogram tenglashtirishdan farqli
jihati — tasvirdagi lokal sohalarda aniglikni saglagan
holda vizual sifati va ajratish quvvatini oshirishi
hisoblanadi.

AHE orqali kontrasti yaxshilangan tasvirlarda
Prewitt operatori yordamida gradient qiymatlar
aniglanadi va bu gradient asosida morfologik yopish
amallari bajariladi. So‘ngra segmentatsiya uchun
topografik xarita (Topographic Map) asosida konturga
mos  bo‘linmalar amalga oshiriladi.  Ushbu
kombinatsiyalangan yondashuv yurakning anatomik
tuzilmalarini (bo‘lmacha, klapan, devorlar) avtomatik
tarzda segmentatsiyalash imkonini beradi.

Tadqiqot natijalariga ko‘ra, AHE algoritmi
segmentatsiya natijalarining anigligini oshirib, SSIM,
PSNR va Jaccard indekslari kabi metrikalar bo‘yicha
yuqori ko‘rsatkichlar beradi. Ushbu yondashuv
kelgusida yurak tasvirlarida sun’iy intellekt asosidagi
diagnostika tizimlari uchun samarali preprocessing
vositasi bo‘lib xizmat qilishi mumkin.

Ammo bu tasvirlar kontrastning pastligi,
shovqinlarning mavjudligi yoki yorug‘lik notekisligi
sababli yetarlicha diagnostik aniqlikka ega bo‘lmasligi
mumkin. Shu sababli tasvirni oldindan gayta ishlash
bosgichi — aynigsa kontrastni yaxshilash — dolzarb
hisoblanadi. Ushbu maqolada Adaptive Histogram
Equalization (AHE) algoritmiga asoslangan kontrast
oshirish usuli yurak tasvirlariga qo‘llaniladi va so‘ngra
morfologik va topografik yondashuvlar yordamida
yurak segmentlari ajratiladi.[5]

Pizer et al. [1] AHE algoritmini taklif gilgan
bo‘lib, u global histogram tenglashtirishdan farqli
ravishda, lokal (hududiy) kontrastni oshirish imkonini
beradi. Zuiderveld [2] esa AHE’ning shovqinni

136

https://al-fargoniy.uz/



jurnali

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1| Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific
journal.
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
®Dapranu”
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

kuchaytiruvchi ta’sirini kamaytirish uchun CLAHE
algoritmini ishlab chiqdi. Kaur & Kaur [3] o‘z
tadqgiqotlarida ultratovushli yurak tasvirlarida AHE va
Gamma Correction metodlarini solishtirib, AHE
metodi morfologik strukturani yaxshirog ajratib
berishini ta’kidlagan.

Deep Learning asosidagi segmentatsiya
modellarida  ham  (U-Net, ResUNet) AHE
preprocessing bosqichi sifatida qo‘llanilib, model
natijalarining sezilarli darajada yaxshilanganligi qayd
etilgan [4-7]

Metod. Ushbu tadgigot yurak tasvirlarini
samarali tahlil qgilish va segmentatsiyalash uchun
Adaptive Histogram Equalization (AHE) algoritmidan
foydalanish orqgali kontrastni yaxshilashga garatilgan.

Quyida  tadqiqotda  qo‘llanilgan  metodologik
bosgichlar ketma-ketlikda yoritib beriladi.

1. Tasvirlarni tayyorlash:

Ehokardiyografiya tasvirlari kulrang

(grayscale) formatga o‘tkazildi. Tasvirlar o‘lchami
normalizatsiya qilindi va shovginlarni kamaytirish
uchun dastlabki filtratsiya bosqichi qo‘llanildi.

2. Adaptive Histogram Equalization (AHE):

Tasvirlar kichik bloklarga (tile) ajratildi
(masalan, 8x8 pikselli bloklar). Har bir blok uchun
alohida histogram tekislanib, lokal kontrast oshirildi.
Shovqin ta’sirini kamaytirish uchun Contrast Limited
Adaptive Histogram Equalization (CLAHE) versiyasi
tanlandi.

= (- (1 () G v)

Bu yerda:
* B — histogram cheklov giymati (clip limit),
* M — tile o‘lchami (piksel soni),
* N — kulrang darajalar soni (odatda 256),
« o — histogram intensivligini cheklash
koeffitsienti,

» S_max — maksimal nishab darajasi.

3. Chekka aniglovchi operatorlar:

AHE bilan kontrasti oshirilgan tasvirdan
Prewitt operatori yordamida gradientlar hisoblab
chigildi. Bu gradientlar asosida yurak devorlari,

klapanlar va bo‘lmachalarning konturlari ajratildi.

Gorizontal va vertikal gradiyentlar aniglanadi:
Py =1 %Gy, 0, =1%0G, (2)

Y= f%% + 93, 6 = arctan (%) ®3)
y

Bu gradientlar yurakning anatomik
tuzilmalarini — ayniqgsa devorlar va bo‘lmachalar —
chegaralarini topishda yordam beradi.

4. Morfologik operatsiyalar:

Segmentatsiya anigligini oshirish magsadida
‘closing’ morfologik operatsiyasi bajarildi. Bu amalda
tasvirdagi noaniqg chegaralar yaxlitlandi.

Structuring element (€): Oddiy kvadrat yoki
disk shaklidagi element bo‘lib, qon tomir yoki yurak
klapan shakliga mos ravishda tanlanadi.

Iclosed = (1 EB 'Q) 9 Q (4)

Bu yerda Q - tuzuvchi element. Bu orgali
kichik bo‘shliglar yopiladi va kontur yaxlitlashadi.

5. Topografik xarita asosida segmentatsiya:

Yaxshilangan va aniglashtirilgan tasvir binar
formatga o‘tkaziladi:

e Thresholding: Ostonaviy gqiymat (adaptive
yoki Otsu usuli asosida) tanlanadi.

e Topografik yondashuv: Har bir segment
relyef xaritasi kabi qaraladi va konturlar
gradient bo‘yicha aniqlanadi:

16 = Ibinary < f(lfl) (5)

Bu erda f(un) segment ichidagi intensivlik
darajalarining o‘zgarishiga qarab kontur hosil qiladi.
Bu usul yurak bo‘lmachalarini boshqa to‘gqimalardan
aniq ajratishga imkon beradi.

Yurak tasvirlarini tahlil qilishda, aynigsa
kontrastni yaxshilash va segmentatsiya amallarini
baholashda bir nechta asosiy metrikalar qo‘llaniladi.
Quyida ularning har biri hagida izoh beriladi:

1. SSIM — Strukturaviy O‘xshashlik Indeksi

SSIM  metrikasi ikki tasvir o‘rtasidagi
o‘xshashlikni aniqlashda ishlatiladi. Bu metrika inson
ko‘zi qanday qilib tasvirlarni qabul qilishini hisobga
oladi. An’anaviy xatoliklarni o‘lchovchi metrikalardan
farqli o‘laroq, SSIM tasvirlardagi yorug‘lik darajasi,
kontrast va struktura elementlarini alohida baholaydi.
Qiymat 1 ga yaqin bo‘lsa, bu ikki tasvir orasida juda
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kuchli strukturaviy o‘xshashlik borligini bildiradi. Bu 2-jadval. Segmentatsiya samaradorligi
ko‘rsatkich, aynigsa, yurak tuzilmalarining asl | (loU/Jaccard Index asosida)
ko‘rinishini saqlab qolgan holatda qayta ishlangan | | Ne | Strukturaviy loU loU (AHE
tasvirlarni baholashda foydalidir. element (AHEsiz) | bilan)
2. PSNR - Signal va Shovqin Nisbati 1 | Chap qgorincha 0.68 0.82
PSNR metrikasi tasvirning umumiy sifatini, | | 2 | O‘ng bo‘lmacha 0.61 0.77
aynigsa shovgin darajasini baholash uchun ishlatiladi. | | 3 | Mitral klapan 0.58 0.75
Bu ko‘rsatkich orqali asl tasvir bilan qayta ishlangan | | 4 | Yurak tashqi | 0.71 0.84
(masalan, AHE orgali kontrasti oshirilgan) tasvir konturi
orasidagi tafovut aniglanadi. Yuqori PSNR giymati
tasvirda kamroq shovqin borligini va sifatning yaxshi 3. Preprocessing yondashuvlar taggoslanishi
ekanligini anglatadi. PSNR yurak MRl yoki | ['Yondashuv | SSIM [ PSNR [ loU | Afzalliklar
echokardiyografiya tasvirlarining diagnostik sifati | | turi (dB)
tahlilida muhim o‘rin tutadi. Oddiy HE | 0.83 | 259 | 0.76 | Global kontrast
3. Jaccard Indeksi (loU - Intersection over oshadi, ammo
Union) shovqin
Jaccard indeksi segmentatsiya natijalarini kuchayishi
mumkin

baholashda eng muhim metrikalardan biridir. U model
tomonidan aniglangan yurak strukturasi (masalan,
bo‘lmacha yoki klapan) tasviri bilan, haqiqiy (ya'ni,
mutaxassis tomonidan aniglangan) segment tasviri

CLAHE 0.86 |26.5 | 0.79 | Shovginga
bargaror, lokal
aniqlik o‘rtacha

. o ) ) . AHE 0.89 |27.3 |0.82 | Lokal struktura
orasidagi moslikni o‘lchaydi. Indeks qiymati 0 va 1 (taklif yaxshi
oraligiida bo‘lib, 1 ga yaqinlashgan sari model etilgan) saglanadi,
segmentatsiyasining aniqligi oshadi. Aynigsa, yurak segmentatsiya
tasvirlarida nozik strukturalarni ajratishda bu metrika aniq
amaliy ahamiyatga ega.
Natijalar. Tadgiqot davomida yurak tasvirlari 4. Subyektiv ekspert bahosi (radiologlar fikri

(MRI va echokardiyografiya) ustida AHE algoritmiga | asosida)
asoslangan  kontrast oshirish va segmentatsiya | | No | Ekspertlar | Vizual | Segmentatsiya | Umumiy

jarayonlari bajarildi. Natijalar quyidagi mezonlar soni sifat | aniqligi (1-5) | baho
asosida baholandi: (1-5)
1-jadval tasvir sifatining baholanishi (AHEdan | | 1| 3 nafar 4.5 4.7 4.6
oldin va keyin) 2 | 2 nafar 4.2 4.5 4.35
No | Tasvir | SSIM [ SSIM | PSNR | PSNR | Vizual farg
turi (oldin) | (keyin) | (oldin) | (keyin) Ushbu tadgiqotda  yurak  tasvirlarini
1 MR- 1074 108 246 273 | Konrast (echokardiyografiya va MRI) Adaptive Histogram
(boyin) B a8 ﬁﬁmzrnd" Equalization (AHE) algoritmi yordamida gayta ishlash
aniglashdi orgali  kontrastni yaxshilash va segmentatsiya
2 (E‘%‘&) 068 | 087 (2138 (2137 i:r?]‘;‘;i; anigligini oshirish magsad gilingan. O‘tkazilgan
Klapanlar eksperimentlar natijalariga ko‘ra, AHE algoritmi
ravshan tasvirlardagi  diagnostik gimmatga ega bo‘lgan
T TVl o7z T ose =1 1770 E‘:\ll‘;lrlar dag morfologik elementlarni — xususan, yqrak devgrlari,
(Uzun dB dB tafsilotlar bo‘Imachalar va klapanlar konturlarini — aniq va
kesim) anigkorindi | | ravshan ko‘rsatishga yordam berdi. AHE algoritmining
go‘llanilishi tasvir sifatining asosiy ko‘rsatkichlari
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bo‘yicha ijobiy natijalar berdi. SSIM (Structural
Similarity Index) qiymatlari AHEsiz tasvirlarga
nisbatan 15-20% ga oshdi, ya’ni 0.68—0.74 atrofidagi
ko‘rsatkichlar 0.87-0.89 darajasiga yetdi. PSNR (Peak
Signal-to-Noise Ratio) esa 22-24 dB oralig‘idan
27 dB ga ko‘tarildi, bu esa shovqin darajasining
pasayib, tasvirdagi detallar yanada tiniglashganini
bildiradi. Segmentatsiya aniqligi ham Jaccard indeksi
(loU) orgali baholandi va AHE yordamida sezilarli
darajada oshdi. Masalan, chap qorincha, o°‘ng
bo‘lmacha va mitral klapanlarni ajratishda IoU
ko‘rsatkichlari 0.75-0.82 oralig‘ida gayd etildi, bu esa
odatdagi preprocessing yondashuvlariga nisbatan 15—
20% ga yugori. Aynigsa yurakning tashgi konturi va
ichki strukturalarining chegaralarini aniglashda AHE
kontrast oshirish metodikasi yuqori aniglik berdi.
Bundan tashqari, tadgigot davomida AHE, CLAHE va
oddiy histogram tenglashtirish metodlari o‘zaro
solishtirildi. AHE algoritmi vizual sifat, segmentatsiya
anigligi va shovqin bargarorligi jihatidan eng yaxshi
natijjalarni  ko‘rsatdi.  Radiolog  mutaxassislar
tomonidan berilgan subyektiv baholarda ham AHE

bilan ishlangan tasvirlar o‘rtacha 4.5-4.7 ball
(maksimal 5) deb baholandi.
Umuman olganda, AHE asosida yurak

tasvirlarini oldindan gayta ishlash orqgali diagnostik
sifatga ega strukturaviy elementlarni ajratish ancha
samarali bo‘ldi va bu yondashuv segmentatsiya
algoritmlarining umumiy aniqgligini sezilarli darajada
oshirishga yordam berdi.

Xulosa. Ushbu tadgigotda yurak tasvirlarini —
xususan, echokardiyografiya va MRI tasvirlarini —
Adaptive Histogram Equalization (AHE) algoritmi
yordamida gayta ishlash orqali tasvir kontrastini
yaxshilash va yurak tuzilmalari segmentatsiyasini
anigroq amalga oshirish masalasi o‘rganildi. Olingan
natijalar shuni ko‘rsatadiki, AHE algoritmi tibbiy
tasvirlar bilan ishlashda juda samarali va funksional
vosita bo‘lib xizmat qiladi.

AHE vyordamida tasvir kontrastining lokal
tarzda oshirilishi  tasvirdagi yurak devorlari,
bo‘lmachalar va klapanlar kabi diagnostik ahamiyatga
ega bo‘lgan morfologik elementlarning aniqligini
oshirdi. Baholash metrikalari orgali (SSIM, PSNR,

IoU) ko‘rsatilishicha, AHE bilan ishlangan tasvirlar
oddiy  histogram  tenglashtirish  yoki  boshga
preprocessing metodlarga nisbatan yuqori aniglik va
sifat ko‘rsatkichlarini namoyon etdi. Segmentatsiya
jarayonida aynigsa chap qorincha va mitral klapan kabi
muhim yurak komponentlarini aniglashda AHE
asosidagi preprocessing yondashuvi yugori Jaccard
indeksiga erishdi, bu esa tibbiy tashxis qo‘yish
jarayonida ishonchlilikni oshiradi.

Shuningdek, AHE algoritmi shovqinli va past
kontrastli  tasvirlar  bilan ishlashda, aynigsa
echokardiyografik ko‘rinishlarda, yuqori bargarorlikni
namoyon etdi. Bu algoritm kontrastni haddan ziyod
oshirmasdan, real strukturani saglab qolgan holda
sifatni yaxshilashga erishdi. Radiolog
mutaxassislarning subyektiv baholari ham AHE bilan
ishlangan tasvirlarning klinik qo‘llanilishi uchun mos
va qulay ekanligini tasdigladi.

Natijalarga tayangan holda aytish mumkinki,
AHE algoritmi tibbiy tasvirlarni, xususan yurak
tasvirlarini, tahlil gilish va segmentatsiya jarayonida
samarali oldindan gayta ishlovchi (preprocessing)
vosita sifatida foydalanilishi mumkin. Kelajakda ushbu
yondashuv chuqur o‘rganish (deep learning) asosidagi
avtomatlashtirilgan tizimlar bilan integratsiya qilinib,
yurak-qon  tomir  kasalliklarini  erta aniglash,
monitoring qilish va tashxislash imkoniyatlarini
yanada kengaytiradi.
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To‘g‘ri burchakli plastinkaning kuch ta’siridagi deformasiyalanganlik holatini tadqiq qilish

Kirish. Bugungi kunda turli muhandislik
sohalarida qurilish, mashinasozlik, aerokosmik hamda
dengiz sanoatida yupga devorli konstruksiyalar,
xususan, plastinka va qobiq shaklidagi elementlar keng
go‘llanilmoqda. Ushbu konstruksiyalarning
mustahkamligi va chidamliligini baholash, ularning
tashqgi kuchlar ta’sirida ganday deformatsiyalanishini
chuqur of‘rganishni talab etadi. Aynigsa, to‘g‘ri
burchakli plastinkalar konstruktiv jihatdan eng ko‘p
uchraydigan shakllardan biri bo‘lib, ular statik
yuklamalar ostida ganday holatga kelishini aniglash
muhim vazifalardan hisoblanadi.

Plastinkalarning deformatsiyalanganlik holatini
o‘rganish elastiklik nazariyasiga asoslanadi. Ushbu
nazariya asosida kuchlanishlar, siljishlar va egilish
holatlari ~ aniglanadi. ~Amaliyotda esa bunday
masalalarni fagat analitik usullar bilan to‘lig yechish
imkoni bo‘lmagani sababli, zamonaviy sonli usullar va
modellashtirish texnologiyalariga murojaat gilinadi.

Ushbu magolada to‘g‘ri burchakli plastinkaga
turli tashgi kuchlar ta’sir gilgan holatda yuzaga
keluvchi deformatsiyalar tahlil gilinadi. Tadgigotning
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Hamiyev Akrom,
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xoliyorov1997@gmail.com

Annotatsiya: Mazkur maqolada to‘g‘ri burchakli elastik plastinkaning tashqi kuchlar ta’sirida
yuzaga keladigan deformasiyalanganlik holati analitik hamda sonli usullar asosida o‘rganiladi.
Deformatsiyalarning tahlili klassik elastiklik nazariyasiga tayanilgan holda olib borilib, plastinka
uchun differensial tenglamalar va chegaraviy shartlar asosida masalaning matematik modeli tuziladi.
Plastinkaning egilish holati, ichki kuchlanishlar, siljishlar hamda o‘zgargan shakli aniglanadi.
Tadqgiqotda analitik usullar bilan bir qatorda, kompyuter dasturlari yordamida sonli modellashtirish
natijalari ham keltiriladi. Olingan natijalar mexanik qurilmalar va inshootlar elementlarining
mustahkamligi va barqarorligini baholashda muhim ahamiyat kasb etadi.

Kalit so‘zlar: To‘g‘ri burchakli plastinka, deformatsiyalanganlik holati, elastiklik nazariyasi,
kuchlanish, siljish, egilish, chegara shartlari, muhandislik konstruksiyalari.

asosly maqsadi  plastinka holatini  ifodalovchi
tenglamalarni yechish orgali uning ichki kuchlanish
holatini aniglash va bu natijalarni muhandislik
amaliyotida qo‘llash imkoniyatlarini ko‘rsatishdan
iborat.

Adabiyotlar tahlili va metodologiya. To‘g‘ri
burchakli plastinkalarning deformatsiyalanish holatini
o‘rganish mexanika va konstruksiya nazariyasining
muhim yo‘nalishlaridan biridir. Klassik elastiklik
nazariyasi doirasida plastinka va qobiq shaklidagi
elementlarning kuch ta’siridagi holatini o0°rganish
bo‘yicha ko‘plab ishlar amalga oshirilgan. E. V.
Tonkay, S. P. Timoshenko, L. V. Berkovich kabi
olimlarning ishlari bu boradagi asosiy nazariy asoslarni
yaratgan. Aynigsa, S. P. Timoshenkoning plastinkalar
va gobiglar mexanikasiga oid ishlari ushbu sohadagi
tadgigotlarning ilmiy negizini tashkil etadi.

So‘nggi yillarda sonli usullar, jumladan, sonli
elementlar usuli keng qo‘llanilmogda. U orqali
murakkab shaklli plastinka va ularning chegara
shartlari  bilan  bog‘lig  masalalar  aniqroq
modellashtirilmogda. Masalan, J. N. Reddy va K. J.
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Bathe kabi tadgiqotchilar FEM asosida plastinkalar-
ning statik va dinamika holatini modellashtirish
bo‘yicha samarali metodologiyalarni ishlab chiggan.
Bundan tashqari, turli turdagi yuklamalar markaziy
kuch, moment, tarqatilgan yuk va boshgalar ta’sirida
plastinkalarning egilishi va ichki kuchlanish holatini
tahlil qgiluvchi tadgigotlar ham e’tiborga loyiqgdir.
Bunday ishlarda analitik va eksperimental natijalar
solishtirilib, modellashtirish anigligi baholangan.
Adabiyotlar tahlili shuni ko‘rsatadiki, mavjud
metodlar va modellar ko‘p hollarda ideal shartlar ostida
o‘rganilgan. Ammo real amaliyotda plastinkalarning
geometriyasi va yuklama shartlari murakkab bo‘lishi
mumkin. Shu sababli, bu yo‘nalishda yangi
yondashuvlar va modellashtirish texnologiyalarini
go‘llab, amaliyotga yaqin natijalarni olish bugungi
kunda dolzarb masalalardan biri bo‘lib qolmoqda.
Plastinka egilishini o‘rganishda ko‘chish va
deformasiyalarni ifodalashdan boshlaymiz. Plastinka
o‘rta sirti normali bo‘yicha qo‘yilgan yuklanishlar
ta’sirini Bunday kuchllanish ta’sirida
plastinka ko‘chishlarini qabul qilingan gipotezalar

qaraymiz.

bo‘yicha ifodalaymiz.
— m —
‘ooz

Bundan plastinka W egilishlari z
kordinatadan bog‘liq emasligi kelib chiqadi, ya’ni;

w=w(x,Yy)

Bu esa plastinka o‘rta sirti egilishi hamma

P 0

nugqtalari vertikal ko‘shishlar W bilan ifodalanishini
bildiradi.

oW
u=-z—+ f.(x,v);
ey ((XY)

Vv :—z@+ f,(XY);
% )
f(xy) va F2(x,y) xususiy hosilalarni

integrallashdan hosil bo‘lgan funksiyalarni topish

uchun o‘ta sirtning deformasiyalanmaslik
gipotezasidan foydalanamiz. (1) formula z=0 uchun;
da quyidagi ko‘rinishni oladi:

u, = f,(x,y) =0; v, = f,(X,y) =0;
bunga ko‘ra (a) quyidagi ko‘rinishni oladi:
u=-z @ X V=-Z @

OX oy (2)

Bu esa plastinka nugalarining X va y o‘qi
yonalishida ko‘chishlari, plastinka orta sirti egilishi
funksiyasi orqali ifodalanishini bildiradi.

Plastinkani noldan farqli deformasiyalari
quyidagicha ifodalanadi:
ou O°W |
gx = = — 5
OX OX
_ov_ _o%w,
T iy
3)
ou ov o*w
Yw="—+_= —22
oy oX OXoy
Demak, plastinka o‘rta sirti  egilishida

deformasiyalar va ko‘chishlar bitta funksiya bilan
ifodalanadi.

Siljish uchun shartlarni quyidagicha olamiz; Endi plastinkada kuchlanishlarni  ifodasini
Y, = @ + 8_W =0 garaymiz. Normal kuchlanishlardan O va oy noldan
yz ! _
oz oy farqli uchinchi gipoteza ko‘ra 0, = Gukk
ow ou ) qonunidan
Vox =~ T = 0’ 1 1
oX 0z _ _
¢, =—(o,~-vo,), ¢,=—=(o,-vo,)
bu shartlardan quyidagilarni olamiz: E
a_U = _@. @ = _@; (1.5) ga ko‘ra bu ifodan 9 va %y larni
0z OX 0z oy quyidagicha yozish mumkin
Bu tenglamalarni z bo‘yicha integrallasab,
quyidagilarni olamiz,
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Ez 0w oO°w
O, =~ 2 ( ;T 2)
1-v® ox° oy
= (82W+ azw)
y = 2 2 2
1-v© oy OX @)
v, Ty go_ E
Guk gonunida G , 2(1+ V)
ekanligidan
E . Ez 2w

P = 2(1+v) Txy (1+v) oxdy (5)

Urinma kuchlanishlar boshqa ikkita tekislik
bo‘yicha nolga tenglashtiriladi.

~E

fzy = 2(1+v) &
— E —

Tx = m Y 2x

Bu natija faqatgina qabul qilingan gipotezaga

muvofiq shunday olindi. Urinma kuchlanishlar noldan

farqli ekanligini tenglamalarida

ko‘rishimiz mumkin. Agar hajmiy kuchlarni hisobga
olmasak

0t,, _ ) 5
0z OX oy
Bunga (4) va (5) formuladagi kuchlanishlarni
qo‘ysak
or, _ Ez O'w y 83W)
oz (1-v?) ox*  oxoy’
Soddalashtirishlardan keyin

or, Ez 0 82W+ 82W)
oz 1-v?ox ox* oy’
or,, Ez ﬁ Aw
Yoki 0z 1 v? OX
Z bo‘yicha integrallsak,

2
= Oyt (xy)
2(1—v?) ox

muvozanat

oo, Ot

Ez o°w
+
1+ v oxoy?

(% Y)  ixtiyoriy funksiyani  ifodalash
uchun chegaraviy shartlardanamiz.
Yuqori va pastki plastinka tekisliklarida
h
Z=1— ~0
urinma kuchlar yo‘q 2 "=V Bu shartni
quyidagicha keltirsak
Eh* 0
—————V*w+ f(xy)=0
8(1—v?) ox
Bundan
Eh* 0
f,(xy)=—————V’W
8(1—v?) ox

Keltirilgan (c) formula ko‘rinishi quyidagicha
bo‘ladi

E 0
T (7_ TV
L-v*) X ©)
Xuddi shunday muvozanat tenglamalarining
ikkinchisiga ko‘ra
E 0
Ty, =~ 20—y )(?— Z)EVZW
(8)
(4) (5) (6) va (8) formulalar plastinkaningg
o‘rta sirtiga perpendikulyar kesimida hosil bo‘ladigan
kuchlanishlarni beradi

Ez ,o°w 0o°w
o, =— + )
1-v? ox* oy’
Ez 0w 0o°’w
Gy == 2 ( 2 + 2 )
1-v° oy OX
__ Ez o’w
Yo =T (4 v) oxoy
=t iy
2(1 v:) 4 8
2
ro= By O gy
20-v?) 4 & g
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P
7 ¥
F————»
M _dx
[Mr + oM, dv]q‘y
ox

-
/ [M + az;n, dy]dx

1-rasm. Plastinkada eguvchi va burovchi

momentlar.
bundan
M oM
QX — 8 X + Xy
OX oy
oM oM

Xuddi shunday z o‘qga nisbatan momentlar
yig‘indisi nol desak,

90« dxdy + %dydx— qdxdy=0
0x 0y

bundan
Q@

qax oy

bu yerda g ko‘ndalang yuklanish. QX va Qy
ko‘ndalang kuchlar = momentlar orqali ifodasini
buifodaga qo‘ysak,

(12) tenglama plastinka egilishi differensial
tenglamasi deyiladi. Plastinkada eguvchi moment
ifodasi uchun quyidagini olamiz ;

M, +M, =-D(l+ y)(az‘s’ + 82‘2’}
OX~ oy
- MX+My
yoki DA+4) . 13)
—— VM, +M))
bundan D(+u)

(12) tenglamaga bu ifodani qo‘ysak
2
VM, M) =)

Bu tenglama (12) tenglamaga teskari tenglama
bo‘lib plastinkaning materialining fizik xususiyatidan
bog‘lig emas bu esa elastik izotrop plastinka uchun
to‘ri keladi. (12) tenglama elastik plastinka uchun
asosiy tenglama hisoblanadi. Bu tenglama echimi
berilgan chegaraviy shartlarni qanoatlantirilishi talab
etiladi. Plashtinka tomonlari mahkamlanishidan
bog‘liq chegaraviy shartlar quyidagucha ifodalanadi.

Plastinka egilishlari, o‘rta sirt burilish burchagi,
eguvchi va burovchi momentlar, ko‘ndalang kuchlar
uning tomonlarining ganday mahkamlanishiga bog‘liq.

Chegaradagi ko‘chishlar, egilish va o‘rta sirt
burilish burchagi berilishi shartlari geometrik shartlar
deyiladi.

Chegaradagi kuchlar, eguvchi va burovchi
momentlar, ko‘ndalang kuchlarni berilish shartlari
statik shartlar deyiladi. Agarda bir vaqtda ham
ko‘“chishlar uchun, ham kuchlar uchun shartlar berilgan

2 2 2
0 I\/Ix _|_2a Mxy n 0 My —q bo‘lsa, bunday chegaraviy shart aralash chegaraviy
Ox? oXoy ayz 10 shart deyiladi. Har bir tomon uchun 2 ta chegaraviy
. : , (10) . shart beriladi.
tenglikka kelamiz. Bu ifoda (1.8) ga ko‘ra Plastinka chetlari furli <haklda
quyidagi ko‘rinishni oladi. mahkamlanganda chegaraviy shartlarni  berilishi
0w o*w o*w garaymiz.
Lo oo oyt )
VViw = 2
yoki qisqacha, D (12)
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AF
7|
v/
/ |
/ |
“Ta
2y
q
2-rasm. Plastinkada chegaraviy shartlar
1) Qattig mahkamlanganlik sharti. y

o‘qdagi X~ 0 tomon gattiq mahkamlangan

y

bo‘lsin. Bu tomonda ko‘chish va
burilishlar yo‘q ya’ni,

o‘qga nisbatan

ow

N _o
X:O da W:O, ay

(15)
2) Sharnirli mahkamlanganlik sharti.
Sharnirli mahkamlangan tomon uchun,

= M =
w=0, va X 0 (16)
yoki, bu esa ko‘chishlar orqali,
o’w  o’w
; tH—— =0
w =0, OX oy
y = const

bu  tomonda bo‘lganidan

ekanligi ma’lum, bundan chegaraviy shart
quyidagicha bo‘lishi kelib chigadi.
o*w

w=0, px? =0

3) Erkin tomon uchun chegaraviy shart.

Bu holda eguvchi moment Y, ko‘ndalang

kuch Qy burovchi moment = * nolga aylanadi. Bu 2
ta shart emas 3 ta shartdir. Masala echishda chegaraviy
shart 2 ta berilishi shart. Bu ziddiyatni yo‘qotish uchun
oxirgi ikkita shartni bitta shartga keltiramiz.
Chegarada burovchi moment va ko‘ndalang
kuch bitta kuch bilan ifodalanishini ko‘rsatamiz. Bu
kuchlar statik jihatdan ekvivalent burovchi moment
¥ X 0‘qqa nisbatan parallel joylashgan dx uzunlikda
: M _dx
burovchi moment o0

ga teng ¥ ni yo‘nalishi

bo‘yicha vertikal ravishda dx ga ko‘chganda qarasak
(2-rasm) dx cheksiz kichik uzoqlashganda burovchi

oM
(M, +——>dx)dx
moment OX ga teng. Har bir dx

oM,, dx
cheksiz kichik qismga OX mos keladi. Demak

oM,

har bir tagsimlanishda kuch OX ga teng. C va B
nuqtalarda hosil bo‘lgan kuchlar, vertikal yuk
ko‘ndalang kuchga kuchsizlantiriladi. CB tomonda
keltirilgan ko‘ndalang kuch;

oM oM
Q=Q+—" Q=Q+—"
OX  va X (17)
(17) ni  x va y bo‘yicha differensuyallab
ko‘chishlar orqali ifodalasak;
oM, ow oM ow
==D(-p)——, —=D{-p)
OX OX“0y oy 0y oX

(18)
(17) ifodalarni (18) ni hisobga olib yozsak
quyidagiga kelamiz.

X=0 tomon erkin bo‘lsin, u holda bu tomon
uchun chegaraviy shart quyidagicha olinadi.

o*w o*w
c_pl ¥ (2 ,
Qy {aﬁ ( ﬂ)5 zax}

3 3
Q= DF—V!HZ—A!) aazw }
oy XY ] (19)

Xuddi shunday plastinkaning chetlarida uchta
shart, eguvchi moment,burovchi
ko‘ndalang kuch faqat ikkita eguvchi moment va
keltirilgan ko‘ndalang kuch sifatida qaraladi.

— k —
M, =0 va Q, =0
bu munosabat ko‘chishlar orqali quyidagicha
yoziladi:

moment va

o’w  o*w
Ox? TH oy? =0
3 3
Z‘Q’+(2—y); 2o
X Xoy 20)

145

https://al-fargoniy.uz/



jurnali

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1 | Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific
journal.
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

®Dapranu”

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

Natijalar. Plastinka sharnirli  gorizontal
sirpanishga erkin, lekin egilishga qarshi turgan holatda
mahkamlangan to‘g‘ri burchakli plastinkaga tashqi
ta’sir etuvchi yuk natijasida yuzaga keladigan
deformatsiyalanish holati quyidagi asosiy mexanik
xususiyatlar bilan tavsiflanadi. To‘g‘ri burchakli

tomonlari sharnirli mahkamlangan po‘lat plastinkaga
a(% ¥) =@ =X)A =) orrinishda yuk ta’sir etadi.
1 1
a=—, b=—
Plastinka o‘lchamlari 2 2 bo‘lganda,
plastinka o‘rta sirti uchun deformasiyalar zo‘riqish
kuchlari va momentlar ifodasini topamiz.

Yechish. Masalada
O _nax . m
w(X,y) = E E W, sm—sm—ny
a b
n=l m=1

ko‘chishlar
Aom
nm 2 2\?
w0
: . . a’ b’
ifodasini  topish  uchun

ifodadan Inm pj topish kerak, buning uchun

b a
(o =ijj q(x, y)sin N sin m—ﬂydxdy
as 9 o a b

ga
ko‘ra

b a
O = i”(1— X)(—y)sin 0 sin dedy:
asy s a b

a b
= 2 [a=xsin 2 ax[ @ y)sin T2 gy -
as a 0 b

4 a n a2 n b n bz n
=ab{—((—1) _1)+E(_1) }x[—m”((—l) —1)+m—ﬂ(—1) }

nz

Agar m va n lar juft bo‘lsa,

_ 4ab
™ nmz?’
Agar m va n lar toq bo‘lsa,
_4(2-a)(2-b)
mn n’miz?

Masala shartiga ko‘ra
teng bunga ko‘ra

q = 9
mn 72_2'
q
an: 2nm : ;
. [n m)
a- b
formuladan
B 9
"™ 647°D

Ko‘chish funksiyasi n=1 va m=1 da

w(X,y) = ZZan sin n;zx sin m;zy

n=l m=1

ga ko‘ra quyidagi ko‘rinishda bo‘ladi:

wW(X,y) = sin 2zxsin 27y.

647°D

Momentlarni quyidagicha hisoblaymiz.

M, =D(y, +,u;(y)=16i4(l+ L) sin 27xsin 27y,
V4

M, =D(x, +1x,) = (1+y)sin27zxsin27zy'

167" ,
(21)
9
M, =DQ-w)z,, = —W(l—,u)COSZ;zXCOSZﬂy .

My funksiyaning grafigi quyidagicha:

3-rasm. Egivchi moment funksiyasi grafigi
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Eguvchi moment funksiyasi grafigi 4. Xolmurodov R.I., Xudoynazarov X. X.
konstruktsiya elementi plastinka bo‘ylab egilish | Elastiklik nazariyasi. I, II gismlar. Fan. 2003.
natijasida yuzaga keladigan ichki momentlarning
tagsimotini aks ettiradi. Grafikdan ko‘rinib turibdiki,
plastinka markaziy qismida maksimal egilish
kuzatilgan, bu esa konsentratsiyalangan yuklamaning
markazga yaqin ta’sir etayotganidan dalolat beradi.
Chekka qgismlarda esa  deformatsiya  nolga
yaqinlashgan, bu plastinkaning chetlari
mustahkamlangan bo‘lishi mumkinligini bildiradi. Bu
kabi grafiklar konstruktsiyalarning real ish holatini
tahlil qilishda, eng zaif nuqtalarni aniqlashda va kerakli
mustahkamlash  choralarini  belgilashda ~muhim
ahamiyatga ega.

Xulosa. Ushbu tadqiqotda to‘g‘ri burchakli
plastinkaning tashqi kuchlar ta’sirida yuzaga keladigan
deformatsiyalanganlik holati tahlil qilindi. Elastiklik
nazariyasiga asoslangan holda plastinka holatini
ifodalovchi asosiy tenglamalar tuzildi hamda
chegaraviy shartlar asosida masala yechimining
umumiy yondashuvlari ishlab chiqildi. Sonli
modellashtirish natijalari deformatsiya jarayonining
murakkabligi va unga ta’sir etuvchi parametrlarning
o‘zaro bog‘ligligini yaqqol ko‘rsatdi. Olingan natijalar
plastinka elementlarining mustahkamligi, barqarorligi
va ishonchliligini oldindan baholash imkonini beradi.
Tadqgiqot natijalari muhandislik sohasida, aynigsa,
inshootlar va mashinasozlik  konstruktsiyalarini
loyihalashda qo‘llanilishi mumkin. Kelgusida ushbu
masalaga zamonaviy hisoblash metodlari va
eksperimental yondashuvlarni qo‘llash orgali yanada
chuqurroq tahlil olib borilishi magsadga muvofiqdir.
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SUN’IY INTELLEKT TEXNOLOGIYALARIDAN FOYDALANGAN HOLDA YER OSTI
BOYLIKLARI JOYLASHGAN KONLARNI TASNIFLASH

Nurmurodov Javohir Nurmurod o‘g‘li,
Muhammad al-Xorazmiy nomidagi Toshkent Axborot
texnologiyalari universiteti dotsenti,
nurmurodov1994@gmail.com

Dadajonova Zilola Botirjon qgizi,

Muhammad al-Xorazmiy nomidagi Toshkent Axborot
texnologiyalari universiteti assistenti,
ziloladadajonova@mail.ru

Annotatsiya: Maqolada yer osti mineral boyliklarini aniglash va tasniflash uchun sun'iy intellekt
texnologiyalaridan foydalanishning afzal jihatlari, an’anaviy usullarning samarasizligi tahlilga

tortilgan.

Il Kalit so‘zlar: Mashinani o‘rganish, regressiya, gamma-neytron, RNN

KIRISH

Dunyo bo‘ylab tadqiqotchilar  geofizika
sohasida keng gamrovli tadgigotlar olib bormoqda.
Aynigsa, yer osti mineral boyliklarini aniglashda
ko‘plab qgiyinchiliklar mavjud. Radiatsiya chiqaradigan
radioaktiv elementlarni aniglash hozirgi kunga qgadar
muammoli masala bo‘lib qolmogda. Aynigsa gamma-
neytron (GN) usuli uran rudasini yer osti mineral
resurslarini aniglashda samarali hisoblanadi. Bu usul
impulsli gamma oqimini aniqglashga asoslangan bo‘lib
kimyoviy birikmasini aniglashda yuqori natija beradi.
Bu jarayonda impulsli gamma-nurlar qisqa davr
mobaynida rudalar bilan o‘zaro alogada bo‘lib, bir
vaqtning o‘zida neytronlar emissiyasiga olib keladi.
Ruda gatlamini aniglash jarayoni odatda quyidagi
bosqichlarni oz ichiga oladi: yerga burg‘ulash va GN
holatini o‘z ichiga oladi. Qurilma generatori
chigaradigan impulsiv gamma-nurlari ogqimi maksimal
40-60 sm masofada joylashgan rudalar bilan o‘zaro
ta’sir giladi.

ADABIYOTLAR VA
METODLAR

Yer osti boyliklarini aniglash va tasniflash
masalasi ko‘plab ilmiy tadqiqotlarda o‘z aksini topgan

TAHLILI

bo‘lib, so‘nggi yillarda sun’iy intellekt usullarining bu
jarayonga integratsiyasi sezilarli darajada faollashdi.
Kabulov va hammualliflari tomonidan ishlab chigilgan

disyunktiv normal shakllarda optimal tuzatuvchi
funksiyalar sintezi bo‘yicha metodlar [1], ushbu
sohada murakkab funktsional bog‘ligliklarni ifodalash
va optimallashtirishda samarali vosita sifatida tavsiya
etiladi.

Spline asosidagi metodlar — xususan, Alber,
Nilson va Uolshning klassik ishlari [2], hamda
Grebennikovning bi-kubik interpolatsiya
yondashuvlari[3] neyron tarmoglarda aktivlashtiruvchi
funksiyalarni qurishda matematik asos bo‘lib xizmat
giladi. B-splayn funksiyalari yordamida neyron
tarmoqgning regressiv imkoniyatlarini oshirish ham
nazariy, ham amaliy jihatdan isbotlangan.

Neyron tarmoglar asosida signal va tasvirlarni
ragamli gayta ishlash masalasida Zaynidinov va
hammualliflarining ishlari alohida ahamiyat kasb
etadi[6][7]. Ular mashinani o‘rganish
texnologiyalarining signal tahliliga moslashtirilgan
versiyalarini taklif etib, geofizik ma’lumotlar bilan
ishlashda aniq prognozlash imkonini beradi. Aynigsa,
RNN (Recurrent Neural Network) arxitekturasi va
uning vaqt bo‘yicha o‘zgaruvchi signal modellariga
moslashuvchanligi ushbu sohada yuqori aniglik
ko‘rsatkichlariga erishishga imkon beradi.

Mazkur magolada taklif etilgan metodologik
yondashuvlar quyidagi asosiy bosgichlarga tayangan:

1. Ma’lumotlarni tayyorlash — yer sirtidan
olingan radiatsion signal ma’lumotlari qayta
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ishlanib, neyron tarmog uchun Kirish
ma’lumotlariga aylantirildi.

2. RNN modelini ishlab chiqish va o‘rgatish —
vaqt ketma-ketligi bo‘yicha signal o‘zgarishlari
tahlil  qgilindi  va modelda B-splayn
aktivlashtiruvchi funksiyasi joriy etildi.

3. Modelni sinovdan o‘tkazish — yer osti
gatlamlaridagi rudalar joylashuvi hagidagi
taxminlar model yordamida testlanib, absolyut
va nisbiy xatoliklar tahlil gilindi.

4. Tahlil va xulosa — tavsiya etilgan model
oldingi tadgiqotlar bilan solishtirilib, uning
aniqgligi 20% ga yaxshilanganligi eksperimental
ma’lumotlar asosida asoslab berildi.

Shunday  qilib, yuqorida  ko‘rsatilgan
adabiyotlar, taklif etilgan metodlarning nazariy
asoslarini belgilab berar ekan, ularning qo‘llanishi yer

osti boyliklarini burg‘ulashsiz aniglash imkoniyatlarini

kengaytiradi. Aynigsa, neyron tarmoqglar orgali
bashorat  qilish  texnologiyalarining amaliyotda
go‘llanishi, iqtisodiy va texnik samaradorlikni
ta’minlaydi.

NATIJALAR

Geofizikaviy jarayonlarda anomal
o‘zgarishlardan bashorat qilish uchun foydalanish
mumkin. Odatda, bu taxminlar gimmatbaho

minerallarning eng yuqori zaxiralari va ularning
zaxiralari qayerda joylashganligi haqida ma’lumot
berishi mumkin. Taxminlarni amalga oshirish uchun
yerning elektromagniti va tortishish maydonlaridagi
anomal o‘zgarishlardan, ionosferadagi anomal
o‘zgarishlardan, akustik tebranishlari va radiatsiya
nurlaridan foydalaniladi. Biz tadgigotimizda rudalar
gatlamlarini aniglash uchun neyron tarmoglardan
foydalanamiz. Neyron tarmoqni o‘rgatish uchun
tahlillar asosida biz Recurrent Neural Network (RNN)
ni tanladik. Neyron tarmog‘ining ishonchliligini
oshirish uchun biz faollashtirish funktsiyasi sifatida B-
spline funktsiyasidan foydalanamiz. Shunga asosan biz
Recurrent Neural Network arxitekturasini va
algoritmini ishlab chigdik. Bu yondashuv RNN
tarmog‘i orqali murakkab ma’lumotlar bilan ishlash

imkoniyatlarini kengaytiradi. Arxitekturaning asosiy
bosqgichlari quyidagilardan iborat:

Ma’lumotlarni tayyorlash: Geofizik
jarayonlardan olingan ma’lumotlar qayta ishlanadi va
tarmoqni o‘rgatish uchun tayyorlanadi.

Modelni o‘qitish: RNN yordamida vaqt seriyali
ma’lumotlarni o‘rganish amalga oshiriladi.

Optimallashtirish: Neyron tarmogni B-spline
funksiyasi bilan boyitib, uning aniglik darajasini
oshiramiz.

Sinov va tahlil: Model sinovdan o‘tkazilib,

uning bashorat anigligi va ishonchliligi baholanadi.

)
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1-rasm. Taklif etilayotgan rekurrent neyron
tarmoq arxitekturasi

Hosil gilingan neyron tarmoq avvalgi gazilgan
hududlardagi rudalar joylashgan gatlamlardan olingan
signallar bilan o‘qitiladi. Bu jarayonda yangi
bashoratlanayotgan hududdagi yer sirtidan olingan
signal bilan gradiyentlar integratsiya qilinib, yer
ostidagi rudalar gatlamini bashoratlash uchun testlash
jarayoni amalga oshiriladi [1; 5].

Biz taklif etilgan neyron tarmogq modeli va
algoritmi  yordamida olingan natijalarni ~ sinab
ko‘ramiz.

1-jadval. Sinov uchun yer ustki gatlamining
radiatsiya darajasi namunaviy birliklarda (MeV) X;
hisoblanadi

Ne| L.| 2.| 3.|] 4| 5] 6. 7.0 8| 9.1 10.] 11.] 12.] 13.] 14.| 15.| 16

123 1123 1122 1123 [ 125|125 | 125|127 [ 127|126 | 125 | 125 | 125 | 125|126 | 125

126 | 125 | 125126 [ 124 | 123 | 123 | 123 [ 125|125 | 125 | 125|124 | 123|124 | 123

11251126 | 124|124 | 124 | 127 | 124|124 | 123 | 123 | 124 | 124 | 125 | 124 | 124 | 125
127 | 126 | 126 | 127 | 128 | 128 | 128 | 129 | 129 | 128 | 127 | 127 | 128 | 127 | 127 | 127

[ ra | —

124 | 124 | 124 | 123 | 124 | 124 | 125 | 126 | 126 | 127 | 126 | 125 | 126 | 127 | 127 | 128

6. | 125 | 126 [ 123 | 123 | 123 | 123 | 123 | 123 | 123 | 124 | 123 | 124 | 124 | 123 | 123 | 124

1 va 2-jadvallarda Kkeltirilgan radiatsiya
darajalaridagi farglardan foydalanib, biz neyron
tarmoq Jadvallardagi

og‘irligini  aniglaymiz.
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namunaviy ma’lumotlarga asoslanadi. Sinov uchun biz
64x64 matritsadan olingan giymatlarning 25% dan
61x16 mm namuna uchun foydalanamiz.

2-jadval. Sinov uchun yer osti gatlamining
radiatsiya darajasi giymati (MeV) Y; hisoblanadi.

Ne 1 2 3 4 5 6. 7 8 9.0 10 11.] 12.| 13. | 14.| 15. | 16

142 [ 143 143 | 143 | 144 | 144 [ 144 [ 145 | 144 | 144 | 145 | 144 | 142 | 144 | 144 | 144

164 | 164 | 164 | 165 | 167 | 167 | 167 [ 165 | 166 | 167 | 166 | 167 | 166 | 165 | 164 | 164

166 | 166 | 165 | 163 | 161 | 160 | 159 | 158 | 158 | 158 | 158 | 158 | 158 | 158 | 160 | 161

169 | 169 | 169 | 170 [ 170 | 170 [ 171 | 171 | 172|172 [ 172 | 173 [ 172 | 170 | 169 | 170

|4 |12 =

162 | 161 | 161 | 162 | 162 | 162 | 162 | 162 | 161 | 162 | 161 | 162 | 163 | 163 | 163 | 163

162 | 162 | 162 | 162 | 163 | 163 | 162 | 162 | 163 | 163 | 163 | 162 | 161 | 162 | 163 | 162
Yuqoridagi  jadval asosida
hisoblashlarni amalga oshiramiz.
A1=|164-163,884723|=0,115277 (1)
1-formula: Yer osti radiatsiya darajasini
oldindan aniglashda radiatsiya giymatidan
foydalangan holda absalyut xatolikni aniglash.

quyidagi

A, = (1—M) .100% = 20,3125 %
256 (2)

2-formula: Yer wusti radiatsiya darajalari

yordamida chuqurlikka burg‘ilashsiz ruda qatlamlarini
oldindan aniglashda nisbiy xatolikni aniglash. Bunday
holda, 16x16 matritsadan olingan 256 radiatsiya
qiymati bilan chuqurlikka burg‘ulash mumkin bo‘lgan
52 ta bo‘shligni aniglash mumkin.

2-rasm. Ushbu grafikda yangi hududlardagi
ruda qgatlamlari bashoratlash keltirilgan

Grafik shuni ko‘rsatadiki, Recurent Neural
Network (RNN) ga asoslangan bashoratlash xatoligi
juda kam. Hosil qgilingan neyron tarmoq avvalgi
gazilgan hududlardagi rudalar joylashgan gatlamlardan
olingan signallar bilan o‘qitiladi. Bu jarayonda
yangi bashoratlanayotgan hududdagi yer sirtidan
olingan signal bilan gradiyentlar integratsiya qilinib,

yer ostidagi rudalar gatlamini bashoratlash uchun
testlash jarayoni amalga oshiriladi.

Grafikdan ko‘rinib turibdiki, Recurrent
Neural Network (RNN) ga asoslangan bashoratlash
modeli xatolikni juda past darajada saglab goladi. Bu
neyron tarmogning yugori aniglikda ishlash
gobiliyatini namoyon etadi.

Tarmoqni o‘qitish jarayonida avvalgi gazib
olingan hududlardagi rudalar joylashgan gatlamlardan
olingan signallar asosiy ma’lumot manbai sifatida
ishlatiladi. Ushbu ma’lumotlar neyron tarmoqni
o‘rgatish uchun asosiy vazifasini bajaradi.

MUHOKAMA
Yangi hududlarni  bashorat

jarayoni bir necha bosgichda amalga oshiriladi:

Signal yig‘ish: Yer sirtidan olingan yangi
hudud signallari tahlil gilinadi.

Gradiyentlarni integratsiya qilish: Olingan
signallar geofizik ma’lumotlar bilan birlashtiriladi.

Test jarayoni: Model ushbu integratsiyalangan
ma’lumotlardan foydalangan holda yer osti rudalar
gatlamlarini bashorat giladi.

gilish

3-jadval. Ikki o‘zgaruvchan geofizik signallarni
gayta ishlashda absalyut va nisbiy xatolarni baholash.

Ne  Si(t) NT Si(t)|Si,j(t) |RNN NT
SiLj(t)
1 10.015 1(0.0087 [0.4110 |0.62 0.01
2 35% [1.7% 43% pH.1% 3.2%
2.3ms 2.7 min 6.9ms [7.3min [7,5-9
t1

Jadvaldagi natijalar ikki o‘lchovli radiatsion
signallarini  qayta tiklash jarayonidagi xatolik
darajasini ko‘rsatadi. Ma’lumotlar shuni ko‘rsatadiki,
tavsiya etilgan RNN arxitekturasidan foydalanish
bashorat ishonchliligini 0,20% ga yaxshilaydi.

XULOSA

Ikki  o‘zgaruvchili  radiatsion  geofizik
signallarga ragamli ishlov berishda qurilgan kvadratik
B-splayn modelidan foydalanib neyron tarmoglarga
asoslangan algoritm ishlab chiqildi. Buning natijasida
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splayn funksiyasi yordamida ragamli ishlov berishda
absolyut xatolik 0.0155 ga, neyron tarmoqda aktivlash
funksiyasi sifatida ishlatilganda 0.00878 ga erishildi.
Radiatsion ionlashtiruvchi nurlar targalishi natijasida
hosil bo‘ladigan spektral koeffitsiyentlar va chastota
parametrlarini hisobga olish orgali, bu kattaliklarni
eksperimenal o‘lchash natijasida olingan natijalarga
yaqin bo‘lgan giymatlarni olish mumkinligini metodik
jihatdan tekshirish imkoniyatini yaratadi. Bugungi
kunda sun’iy intellekt usullari tobora ko‘proq turli
sohalarga integratsiyalashgan. Ushbu usullarning
samaradorligi  ularning ehtimollik giymatlaridan
foydalangan  holda  bashoratlash  xatoliklarini
minimallashtirish mumkin. lonlashtiruvchi
nurlanishning targalishi natijasidan kelib chigadigan
spektral xususiyatlar va chastota parametrlarini
hisobga olgan holda, ularni aniglash mumkin bo‘ladi.
Eksperimental o‘lchovlar natijasida olingan bu
metodologiya yer ostidagi qgimmatli radioaktiv
rudalarning joylashuvi va o‘lchamlarini burg‘ulash
ishlariga ehtiyoj sezmasdan aniglash mumekinligini
ko‘rsatadi. Ushbu metodologiyaga asoslanib, dastur va
algoritmlar yordamida natijalarning ishonchliligi 20%
gacha yaxshilash mumkin.
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AHHoTauusi: B crathe mnpemararoTcs anropuTMbl (GopManuzalii, OUM(POBKM W aHAIW3a
HEKOJIMYECTBEHHBIX [JAHHBIX. MeETONbl W aJrOPUTMBl CHIKEHUS Pa3MEPHOCTH HCXOAHOIO
IIPU3HAKOBOIO IIPOCTPAHCTBA OIHKCAHUS JUIsl 3aJaud paclio3HaBaHus o0pa3zoB. [l Kaxaoro
pPacCMOTPEHHOI'O HIDKE MeETOo[a JaeTcs TIOIIAroBbIM alropuT™M, MO3BOJSIOMMK ObICTpO U
3G PEKTUBHO EPEBOIUTH STH METO/IBI Ha S3BIKK IIPOTPAMMHUPOBAHHS ISl PA3ITUUHBIX TUTIOB DBM.

KuaioueBbie cioBa. Pacrno3naBanue o0pa3oB, kinaccuduKkaius, TaOJHIAa SKCIEPUMEHTAIbHBIX
JAHHBIX, CHW)KCHHE pPa3MEPHOCTH, MHGOPMATUBHBINA Moka3atenb, IBM, Omwmxkaiimero cocena,
Hp€O6pa3OBaHI/I$I THUIIOB ITPHU3HAKOB, OHI/I(prBKI/I, aHaJIn3a HEKOJIMYCCTBCHHBIX JaHHBIX

BBenennue. kputepuii L, (Z) HaueneH Ha MaKCHMAJbHYIO
MOKHO BBIIENNTH YETHIPE TUIA NPHUKIIAJIHBIX aBTOMH()OPMATHBHOCTH HOBOW CHUCTEMBI MOKa3zaTemneit
3aja4 CHWXCHUA PAasMCPHOCTH aHAJIA3UMPYCMOTO | Ha MaKCHUMaJIbHO TOYHOE BOCIPOU3BEAECHUE BCEX
MIPU3HAKOBOTO IpocTpaHcTBa [1]. HCXOIHBIX [IPU3HAKOB xD x@ @ 1o
K nepBomy THITy OTHOCHTCS KJIacC 3a1a4 MO | cpapHHUTENBHO HEGOIBIIOMY YHCITY BCIIOMOTATEIBHBIX

otOopy Hambonee WHHOPMATUBHBIX ITOKA3aTEIICH. TepeMeHHbBIX zD 7@ 2P 10 B 3TOM ciyuae

3I[6CI) N3 HCXOOTHOI'0O MHOKECTBA IIPU3HAKOB X = 06pa111a10TC$1 K MOJEIIM W METOoJaM (1)aKTOpHOFO

1 2 l
(x W %@, .. x (p)) orbuparotest p' < p NPU3HAKOB, | apanm3a ¥ METOAAM IIABHBIX KOMIIOHEHT [1-4].
h19%(s10) CTPOHUTCA KOM6I/IHaHI/I${ OTHOCHUTCJIIBHO MCXOJHBIX K TPETEEMY THUITY OTHOCHTCH 3a1a4u

14 J—
TPU3HAKOB HEOOJIBIIOrO YKcya p' mepeMeHHbIX (x) = BU3yaJu3allii JaHHBIX. B 3TOM ciydae BO3HUKaeT
!
(Z(l) (x), ..., 2@ )(x)) KOTOpple ~ oOnajamu  Obl | IpOOIEMa  CHIDKCHHS  PAa3MEPHOCTH — MCXOJHOTO
(v 193 ! 4
CBOHCTBOM HanbOJIbIICH HHPOPMATUBHOCTH B cMbIciie | IIPOCTPAHCTBA OMHUCAHMS 10 p', mpudeM p' < 3. Eciu

OINITHMHU3AIHH HEKOTOPOTO KpuTepus | TAKOE MPEICTABIECHNE MCXOIHBIX IIPU3HAKOB HCKAKAET

unpopmatuBaoctn I, (Z).  Oror  Kpurepui | CTPYKTYypy JAaHHBIX MHHMMAJIBHO, TO MOABJIACTCA
(13

“HacTpauBaeTcsl” Ha KOHKDETHYI0 3ajady aHaiusa | BOSMOXKHOCTE HaTJISTHOTO (“daxTHuecku

99 (v
JAHHBIX: KIacCH(UKALMM, PACIO3HABAHMS 00pa3os, | OCA33EMOT0”) MPEICTABICHUSA JAHHBIX HA TPAMOH,
PErpecCHOHHOr0 aHanu3a W T.J1. Hanpumep, eciau | [WIOCKOCTH WA B TPECXMCPHOM IMPOCTPAHCTBE W TCM
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CaMbIM MOKHO OIIpCACIINTD, pacrnaaacTcs JIn

uccienyemasi COBOKYMHOCTh TOYEK Ha  4YETKO
BBIPAKEHHBIE CI'YCTKH B 3TUX IPOCTPAHCTBAX U KAKOBO
IIPUMEPHOE YUCIIO ITUX CTYCTKOB.

K w4yerBeproMy THIY UpHUKIATHBIX 3a4a4
CHI)KEHHS  pPa3MEpPHOCTH  OTHOCSTCS  3aJlaud
MOCTPOEHUSI YCIOBHBIX KOOpPAMHATHBIX oceil. Kak
U3BECTHO, UcxoHass TOJl MoxkeT OBITh MpeICTaBlICHA
HE TOJBKO B BHJE “O0BEKT-NPU3HAK’, HO U B BUJE
“00BEKT-00BEKT”, T.€. B BHC MATPHIlbl A TOIMapHBIX
otHowmenui a;;(i,j = 1,2, ... N) mexny oobekramu. B
9TOM cllyyae BO3HUKAeT 3ajadya OIpeleeHUs IS
3aJaHHONM  pa3sMEpPHOCTH P’  BCHOMOIaTENIbHBIX
ycnoBHBIX KoopauHaTHEIX oceit 0z(D,...,0z®P) u

crocoba COMOCTaBIeHUsT KaxaoMy o0bekTy O; ero
1

KOOpAUHAT (Zi( ),...,Zi(p)) TaKuM 00pa3oM, YTOObI

TONapHele  OTHOWIEHHUst @;;(Z) B  ONPENETEHHOM

CMBICJIE MHUHHMAJIBHO OTIWYaJIHUCh OT HMCXOIAHBIX
BCJINYHMH aij CHmxeHue PasMCPHOCTH IIPOUCXOOUT

N * N
nepexoasat K Marpuie N * p’, rae p' < N. Dtu 3agaun

30€Cb B TOM CMBICJIIC, YTO OT MaTpHUIbI

pEIIaroTCsl METO/IaMi MHOTOMEPHOTO IIKAJINPOBAHUS
[1-2]

Ota
OJIHOPOIHBIE

3aJada 00BEKTOB Ha

TpyIIIbI

pa3oueHus
pemiaeTcss  pa3IuYHbIMU

MeTofamu kinaccudukanuu [3].

JlutepaTypHblii 0030p U MeTO0JI0THSI

MaremaTrnueckas MOJEIb, JIEKAIIas B OCHOBE
NOCTPOEHUS TOTO WJIM HMHOTO METOJa CHUXKEHUS
pa3MepHOCTH, BKJIIOYaeT B ce0s TpU KOMIIOHEHTa:
(opmy
ONTUMHU3UPYEMOTO

3alaHlsl  MCXOAHOW WH(pOpManuu; THII
I pI(Z )
I/IH(I)OpMaTI/IBHOCTI/I HNCKOMOT'O Ha6opa IIPU3HAKOB Z =
(z®, ..., z(P)y; LX)

npeoOpa30BaHMUIN UCXOAHBIX MPU3HAKOB X

KpUTEpHS

KJi1accC J0IIYCTUMBIX

Kpurepuii nHGOpMaTUBHOCTH MOXET OBITh
OPUEHTUPOBAaH Ha [JOCTM)KEHUE pas3HbIX Ieneil. B
YaCTHOCTH, KpPUTEPUH,

OIITUMMU3AIIuA KOTOPBIX

NPUBOJIUT K HAaOOpy BCIOMOTATENFHBIX MEPEMEHHBIX

!
Z = (Z(l), ...,Z(p )), MO3BOJITIOMINX  MaKCHUMAaJIbHO
TOYHO BOCIPOM3BOJUTh HCXOIAHYIO HH(OPMAIIHIO,
Ha3BIBAIOTCS KPUTEPUAMHU aBTOMH(GOpMAaTUBHOCTH. W

MOCIeHUH  KOMIIOHEHT — 93T0 Kkimace L(X)

JIOTTYCTUMBIX MPe00pa30oBaHUi HCXO2THBIX IPU3HAKOB
X. Permenue ONTUMM3AIIMOHHON
Iy (Z(X)) - extr

nmpeamnojgaract HaJlIu4due OFpaHI/I‘-ICHI/Iﬁ Ha

3aga4un

normyctumbie pemenus L(X) .

OTO KJIacC MOXKET IMPENICTABISATH MHOXKECTBO
JVHEWHBIX WM  HEJIMHEHHBIX  MpeoOpa3oBaHUit
ncxomusix npmHakoB x, . x(P). 3neck cmemyer
OTMETHTh, YTO TOAABIISAIONICE OOIBITMHCTBO METOIOB
CHIDKEHHSI Pa3MEpHOCTH 0Oa3upyercss Ha JIMHEHHBIX
monensix [6-8], T.e. L(X) - 3T0 Kiacc JTUHEHHBIX
npeobpazoanuii mpusnakos  x, ..., x (@)

Takum  00pa3oM, CyHmIHOCTh  Iporecca
CHIDKEHHSI pa3MEPHOCTH COCTAaBJISIET MEPexo K Ooee
JaKOHUYHOMY HaOOpy Iokazaresieil TakuM 00pasom,
9TOOBI OBUTM CBEIEHBI J0 MHHHMYMa CBSI3aHHBIC C

9TUM TOTEepU MH(DOPMAIINU, UMEIOIIHUECS B UCXOTHBIX
!
naHHbIX. [Ipu 3TOM HOBBIE TpPHU3HAKU zM . z®)

MOTYT BBIOMpATBHCS U3
OTIPECIATECA IO

YyucCjla HMCXOIAHBIX HIIH

KaKkoMy-JIM0OO  TpaBUy IO
COBOKYITHOCTH MCXOJHBIX Ipu3HakoB. llpu stom k
HOBOW  CHCTEME  IPHU3HAKOB  NPEIbSBISIIOTCS
HEKOTOpHbIE TpeGoBaHus: HauOoJbIIAs
MH(OPMATUBHOCTb, B3aUMHAasi HEKOPPEITUPOBAHHOCTD,
HauMEHbIIIEE UCKAKEHUE T€OMETPUUECKON CTPYKTYpPBI
JaHHBIX M T.I. B 3aBucMMOCTH OT BapuaHTa 3THUX

TpeOOBaHUH MOXHO MOJYYUTh TOT WM HHOM

QITOPUTM  CHIDKEHUS pa3MepHOCTH. OCHOBHBIMHU
IPEANOChIIKAaMH, OOYCIaBIMBAIONIMMHU TEPEX0a K
MEHBIIEMY qUCITy IPU3HAKOB, Haubosee
UHPOPMATUBHBIX B OIIPENEIIEHHOM  CMBEICIE,

ABIISAIOTCS: TyOIupoBaHue HHGOPMAIIMU TIPU HATUYUHU
CUJIBHO MPU3HAKOB;
HEeMH(POPMATUBHOCTh MTPU3HAKOB, MAJIO MEHSIOIIUXCS

B3aHMMOCBsI3aHHBIX

OpU TEepexofe OT OIHOTO OO0BEKTa K JIPYyromy;

BO3MOXXHOCTb ~ MPOCTOTO  WJIH  “B3BEIIEHHOI0”
CYMMHUPOBaHHS 110 HEKOTOPBIM Mpu3HaKam.[5]

B pamkax paHHOro wuccieqoBaHus ObUIM
UCIIOJIb30BaHBI CJIEyIOIIHe

TEOPETUYECKHUI: aHaNIU3 JMUTEpaTyphl HAa MpPEeaMET

METO/IBL: 1)

M3YUYEHUsl MOAXOJ0B K  CHUKEHHUIO pPa3MEpPHOCTH
MPOCTPAHCTBA OMHUCAHUS IS 3a/1a4dl PACIO3HABAHMUS
00pa3oB; 2) SMIOUPUYECKUIN: CpaBHEHUE PE3yJIbTAaTOB
pa3paboTaHHBIX AJITOPUTMOB MPEOOPA30BAHUS THUIIOB
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NPU3HAKOB  HA  TNpPHUMEpPEe  pelICHUs  3aJlauu
pacro3HaBaHusi 00pa3oB.
B pesymbrate MBI pa3paboTanu  HOBBIE

alfOPUTMBl CHIDKEHUSA pPasMEPHOCTH IPOCTPAHCTBA
OTIMCaHMs JUIs 33a]auu pacrlo3HaBaHUs 00pa3oB
dopMallbHO 3aJlayy CHIKEHHUS pa3MepHOCTH
MOYKHO OIMCaTh cienayrommm obpasom. Ilycte Z =
Z(X)
ucxonueix npusHakoBx (D, x(® . x®) Iy(Z(X))-

- HEKOTopasi p -MepHas BEKTOp — (YHKIIHS

Mepa UH(POPMATHBHOCTH P'— MEPHOH CHUCTEMEI
ZX) = VX),...,z2PX), p' <p
Habopa

PU3HAKOB

3ajmadya 3aKiO4aeTcss B ONPEACIICHUU
MPU3HAKOB Z, HAWJEHHOTO B Kjacce F IOMmyCTHUMBIX
npeobpazoBaHuit

HCXOJHBIX MEPEMECHHBIX

x®, ..., x(P) Takoro uTo BEIONHAETCA COOTHOIIECHHE
Ly (200) = max{1,;Z(xX)} ()

obpazom

kpurepuit uHpopmarusHocTh [1(Z) n knace F

Co0TBETCTBYIOIIUM BbIOpaHHbIE

JOMyCTUMBIX ~ TpeoOpa3oBaHUil  NPUBOIAT K
KOHKPETHBIM ~ METOJAaM CHWJKEHHUS Pa3sMEPHOCTH
OIHMCaHUA.

Hwxe  npuBomsTcs  METOABl  CHUXKEHUS
pa3MepHOCTH HCXOAHOIO IIPU3HAKOBOI'O

MIPOCTPAHCTBA ONMUCAHMSA JJIS 33Ja4d paclo3HaBaHUS
0o0pa3oB, OpHUEHTHpPOBaHHbIE Ha OTOOp Haumboiee
UHQOPMATUBHBIX  [OKa3aTejledl, Ha  peleHHe
mpoOyieMbl CXaTHsli MacCUBOB 0OpadaTbiBaeMoil U
XpaHuMoi  wmH(OpManMHM, W, HAaKOHeN, Ha
Bi3yanu3auuio ganHeix (npu p' < 3). IlpuBenem
MIPEXk/Ie BCETO CTPOTyI0 MaTEMATHYECKYIO IOCTAHOBKY
3aJlauu pacro3HaBaHus 00pa3oB (KiaccupuKaum npu
BBIOOPOK),

OIKCaHKE KOTOPOH MOXKHO HAWTH B [6-7].

HAIMYMA ~ O0YYaromux noapooHoe

BBenem  mpenBapuTenbHO — HEOOXOAMMBIE
onpeneneHus. [lycTh 3a1aHO UCXOTHOE MHOXKECTBO E
O00BEKTOB, KaXIbIi W3 KOTOPBIX OIHUCHIBAETCS P

x = (D, ., x®).

m
UAi =F
i=1

KaK CYOBEKTUBHYIO OIICGHKY HCCIEI0BaTElIeM

pU3HAKaAMH Beenem

MOAMHOKECTBA A;

KoNM4YecTBa 4acteii m obwemom|4;|, Ha KoTOpOE
JOJDKHO OBITh  KJIacCU(ULIMPOBAHO MHOXKeCTBO E.

BBeJieM Takxe MOJAMHOKeCTBO By, k = 1,mq, roe m;—
00BEKTHBHOE KOJHMYECTBO 4acTeil o6beMom |By|, Ha
KOTOPOE MOXKET OBITh KJIaCCU(ULIMPOBAHO MHOXKECTBA
E ¢ nomomipio HEKOTOPOro Habopa MaTeMaTHUECKUX
npaBui H 1Ipu 3aJaHHOM IIPOCTPAHCTBE OMUCAHUSI.
Onpenenenwne. [Tox kmaccom OyneM MOHUMATh
00BEKTOB

00BEeIMHEHE UCCIEIOBAHUS B

MOJIMHOXKECTBO Bj ¢ MOMOIIbIO TOTO WM HHOTO
BBEIOPAHHOTO METO/IA.
Omnpenenenue.

I[lon o6pazom A;  Oyaem

TOHUMATh 0OBEIMHEHHE 0OBEKTOB MHOXKECTBO £ B m

IpyNI, COOTBETCTBYIOIIMX CYyOBEKTHBHOM OIIEHKE

HCCIEI0BATEIIA.
IlycTp

HUCCIICA0BATCIEM YKa3aHa

OpUHaANIeKHOCTE N;  00beKTOB u3 N, BXOAAIIUX B
MHOXkecTBO E, x t oOpasam A;i = 1,t. Yucno
00BEKTOB, MPUHAMICKAIMX KaXIOMy obpasy |4;],
|Ail,  w XilAl = Ny

paciio3HaBaHUA 3aKJIF04YacTCA B OIpEACICHUA

U3BECTHO, 3amauya
MPUHAICKHOCTH OCTaNbHBIX M = N — N; 00BEKTOB
E x oTHOMY U3 K yKa3aHHBIX 00pa30B. MHOXXeCTBO A;
Ha3bpIBalOTCA oOydJarormumu  BeiOopkamu  (OB), a
00wekTHl E, He Bxosue B OB — pacrno3HaBaeMbIMH.

HawnbGonee obmumM criocoboM pemieHus 3a1aun
o0pa3oB
FEHEPAJIBHOM COBOKYITHOCTH , COTJIACHO KOTOpPOH

pacrio3HaBaHUA SABJISICTCA THUITIOTE3a
MHOECTBO E ecTh mpeacraButenbHas BHIOOpKA U3
HEKOTOPOM TE€HEpaJbHOM COBOKYIMHOCTH, U BCE

CBOICTBa, MPUCYIIIUE STOW COBOKYITHOCTH, MOTYT OBIThH

OLCHEHBI HA OCHOBAHMM  MCCICAOBaHms L.
baitecoBckast TeopHsl IPUHATHUS PEILICHUN, OCHOBAaHHAs
Ha MMHUMU3AIUH OOILIET0 pUCKA MPUHSITUS PELICHUS
[4], npumeHsieTcs NpU YCIOBUHU, YTO H3BECTEH BH/I
pacnpeneneHui CIIy4ailHBIX BEJINYHH,
COOTBETCTBYIOIIMX KakIoMy M3 00pa3oB. OpHako
TaKOW CJIy4ail BCTpE4aeTcsl Ha MIPAKTUKE PEAKO, U I
HaXOXICHHS MMPaBUIa KIACCU(UKAIIMU TBITAIOTCS TEM
WIA HHBIM  CIIOCOOOM  OLEHHTh  HEU3BECTHYIO
BEPOSITHOCTH IMOSIBJICHUS 00BEKTOB KaXkIoro odpasa B

KKJ0M TOYKE MpocTpaHCTBa onucanus. O603HaYUM

gepes f(x/A)/,x €ERP , ouenky GyHKIHH
IUIOTHOCTH pachpeeienus s oopasza A;. Torma npu
YCJIIOBUM  PABHOBEPOSTHOTO  MOSBICHUS  00pa3oB
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KJIacCUUIUPYEMBIE  00BEKT €  KOOpIWHATaMHU
x*cleayeT OTHECTH K TOMYy 00pasy, IUIsl KOTOPOTO
f(x*/A; wmaxcumansna. TakuM 0OpasoM, BO BCeX
ClIy4asiX HpPOCTPAHCTBO ONHUCAHUS C TIOMOIIBIO
CUCTEMBl HEKOTOpbIX (yHKIMN pa3OuBaercs Ha
HeTepeceKarouecs nono0nacTH, u
KIacCU(UUIUPYEMbIi OOBEKT OTHOCUTCS K TOMY
o0pa3y, B 10100J1aCTh KOTOPOTO OH Monaaaert.|§]

CrnenyeT 0co00 OTMETHUTH T'PYIITY JIOKAJIbHBIX
METOJOB  paclo3HaBaHWi o00pa3oB, B KOTOPBIX
OTHECEHHE O0BEKTa X* K OJIHOMY M3 00pa30B 3aBUCHUT
oT Ommkaimux Kk Hemy Touek OB. B aTux meromax
ucronb3yioT oueHkyf (x*/A4;) = K;/|A;|lV , tne V -
00BEM HEKOTOpPOW OKpeCTHOCTH TOukux" € Rp; k;-
YUCJIO 00BEKTOB 00pa3ad;, MomaBiiee B 3TOT 00beM.
[IpocreiimimM  HU3 JIOKaJbHBIX METOJOB SIBJSIETCSA
MIPaBUIIO “OIKamIIero cocena” -
KJIacCUPUIIUPYEMbId OOBEKT OTHOCUTCA K TOMY
00pazy, KOTOPOMY MPUHAIICIKUAT OIMHKANIINA 00BEKT
u3 OB. Ilpu 3TOM B IpOCTpaHCTBE ONUCAHUS JI0JKHA
ObITh  BbIOpaHa  (PYHKLUS  pACCTOSHHUS — MEXIY
o0BeKTaMH, yIOBJIETBOPSIOIIAS CIIETYIOIINM
YCIIOBUSIM:

Dp(xi, %) = plxi, x);
2)p(x;,%7) = pCxi, x);
3),0(Xi, x]) < ,D(xi,xe) + p(xe'xj)

B cinyuae manbix o6bemoB OB MoxHO
MOAU(PUIMPOBATh MPOLEAYPY NPUHSATHUS PEIICHUs B
3aBHCUMOCTH OT (opMbl 00pa3zoB A;, HCHOIB3Ys
MpaBwiIo Kiaccuukamuu cpenHeil cBs3u, JIHOO
MPaBWIO “‘JajbHEro coceaa’”. DTU MpaBUiia SBIISIIOTCS
IBPUCTUYECKUMU U OTPaXKaroT OMbIT UCCIIeJOBaTENEH,
OHM HE CiIyXaT [  OLEHKH IUIOTHOCTH
pacrpeiesnieHus: 00bEeKTOB 110 00pa3oM A;.

[lepeiineM Temeph K H3IOKEHHIO METOJOB
MIOCTPOEHHUS nH(pOPMaTUBHON MTOJICHCTEMBI
npu3HakoB. OmnwuiieM nepBbId  METOJA  peLIeHUs
yKa3aHHON poOIeMbI u IIPUBEIEM ero
AJTOPUTMHUYECKYIO peann3auio.[9]

ITocTanoBka 3aJlauH. IIycts 3a71aHo
oOydaroree MHOKeCTBO 00beKTOB X = {x}, koTopoe
pa3dUTO Ha HemepeceKarolluecss IMOJAMHOMKECTBa
(xmaccer) Xy X5, ... Xy Kaxaei 00bekT X 3amaeTcs

na6opom mpmsnakoB (x,x@, x®)).  Tlycrs
KOKIBI  KIacc X, CONGPKHT M, OOBEKTOB

@ ,.2) ®Y ;=
ql ,qu ,...xqi ), l

1, my; 3anano HexoTopoe uucno £ < p

Xq1,Xq2s - Xqgmq THE Xgi = (x

TpeOyercs B HCXOIHON cuCTeME U3 P
MPU3HAKOB BBIICIUTEL MOJICHUCTEMY U3 £ MPU3HAKOB,
SIBJISIIOLLLY FOCS HauOouee MH(POPMaTUBHOU
(obGecnieunBaroIeil HaMTydIee KaueCTBO pa3AeIeHUs)
CpeIH BceX MOJICUCTEM MOITHOCTH .

Jlyis pereHusi OCTAaBICHHOW 3a/lauyd BBEJEM
OpekKJAe  BCEr0  HEKOTOpBhIE  OMpeAeNieHUus U
o6o3Hauenwus.[10]

[TpocTpancTBO MIPU3HAKOB {x =
(x(l),x(z), .,x(p))} OyIeM CuuTaTh €BKJIMIOBBIM U
ob6o3HauuM uepe3 RPBBemem B paccMoTpeHHe
oynesckuit Bektop A =(A1, 22, ..., AP), tme A¥ mubo
HYJIb, THOO EMHHUIIA U BHITTOJIHAETCS CIEIyIoIIee:

1%
sz .y
k=1

Hazosem A £ -uHpOpMATHBHBIM BEKTOPOM.
Omnpenenenne. YcedyeHHEM NPOCTPAHCTBA
RP|; = {x|; = WxW, ..., 2px®}

no A Ha3o0BeM mpocTpaHcTBO RP|; = {x2| 1=
W@, .., Px @},

[Tox yce4eHHBIM PAaCCTOSHUEM MEXIy IBYMS
oO0bektamu X,y € RP  OyzneM NOHMMaTh E€BKIIUIOBO
paccrosiHue MeXIy Xx|; u y|, B mpoctpanctBe RP|y,
T.C.

b=yl = [ZhL,GO -y ®) @)

1 om _ 2
O003Ha4NM, Sq|,1 = \/m—qziqu(ﬂxq - xqi”/l)

@)
1 amg _
e X =, X1 %qi s
Sqla—  cpennexBampartudeckuii  pasbpoc
O0BEKTOB B Kjlacce X,; OTHOCHTENBHO ycedeHus no A
Omnpenenum Mepy OJIM30CTH MEXKIY KiIacCCaMu
Xg, Xt OTHOCUTENBHO yceueHus 110 A

thll =

1 m _ m _
o B = gl 4 17, — 2l - 9

mqmt
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B Ka4yeCTBEC MCpbI  Pa3JCICHHA  MCXKIAY

KnaccamMu Xg, X; OTHOCHTEIEHO yCeueHHs 1o A Oyaem

INIOHNUMATh BCIIMUNHY

th|A
SqlaStla ()

WNHubopMaTUBHOCTH yCEUESHHS 110 A Ompeenum
dhopmyoit
1) = min Loy 6)

thl/l =

MeTtoa 3akiaro4yaeTcs B HaXO0XICHHU { -

UHPOPMATUBHOTO  BEKTOpa A, Ha  KOTOpOM
nHpopMaTUBHOCTH [(1) mocTHraeT MakCHMyMa.

bynem wuckarp wmakcumym ¢Qynkuun I(A)

METOA0M nepedopa o BCEM
L=(1t, 2%, Ak ), Ak e {0,1}, nmna  KOTOpBIX
P
Dk
k=1
O603HauUM
(k) _ 1 x® o= .
xq —m_qu 1 ql ,q—l;m; (7)
S(IZC — Z —(k) (k))z (8)
th =
1 mg  —(k) _ (k) IZ (k) _ (k)
mzi;ﬁ(xt i)EH (x )% (9)
U3 (2) — (9) cnenyert, uto
Sqtr = izl/lk S(’f (10)
Rorbs = Zle=a A Rge (12)
Makcummzanus ~ ¢ynkuuun  [(A TpeOyer

nepedopa sz BapuaHTtoB. Jlnga sddexruBHOCTH
nepebopa CTpOro YIOpsAOYMM BCE BO3MOXKHBIE ¢ -
nHpopMaTHBHBIE BEKTOphl A. IlepBbIM BEKTOpOM B
3TOM HOpsake OyaeM CUMUTaTh BEKTOP, y KOTOPOTO
nocinenare ¥ KOMIIOHEHT PaBHBI €IMHUIIE, OCTaIbHbIC
—Hymo. [Tocneqaum Oyaem cauTaTh BEKTOp, TIEpBbIe £
KOMITOHEHT KOTOPOTO pPaBHBI €IHHUIIE, OCTaJIbHbIC
Hymo. [lycts 3aman HekoTOphId £ - WHPOPMATUBHBIN
BEKTOD (A},...,Aﬁ’) HAXOJIIUICS B OMNpeIeIeHHOM
MecTe JaHHOro mopsaka. OnpeaenuM MpaBHIIO
BBIOOpA HETIOCPEICTBEHHO CIICAYIOUIETO BCIIE]T 32 HUM
BEKTOpa

41 )

r+1 - (Ar+1 ) Ar+1 )y

Ecmm
1 _ 2 _ k _ k+1 _
A=0,4=0,..,4=0 A" =1
1 _ _ _
TO /1r+1 =0. /1T+1 0 /17’+1 -
1, At =0,
k+2 — pk+2 P _ 9P
/11‘+1 - /17‘ Ar+1 /17”
_ k _ k+1 _
Ecnu Ar = 1., A4=1 A =
j i+1
0,..,=0,2"=1.,2=1
— J—k-1 _ j-1 _
TO /1r+1 = Ar+1 - Ar+1 -
i _ j+1 _
0, 4441 =1L244,=0,
j+2 _ j+2 p __ 9D
/’{T‘-l-l /17' /‘{T‘-l-l ){T
CxeMaTuyHO yKa3aHHOE TMPABHIO MOXHO
MpeACTaBUTh B BUJIE
(0,..,0,0,1 %,..,%),(L,..,1,0,..,0 ,0,1,%, ... %)
S——— S———
R d
ITokaxem, 4TO OIMCAHHOE MPaBUIIO

rapaHTupyer nepedop BceX BO3MOKHBIX BAPHAHTOB.

A  MHOXecTBO Bcex
), 2*%e{0,1},k=1,p
orpanudyeHuss Ha £ -

O6o3Hauum  yepes
BekTopoB Buaa A = (A%, ..,
(6e3
MHO)eCTBO A KOHEYHO W COCTOMT H3 DJIEMEHTOB.
Yepez Af
MH(OpPMATHBHBIX BEKTOPOB, T.¢.[11-12]

N=Q=1. . ey _ =1

Beeaum ¢pyuximio k(1),A € A, A = (A%, ..., AP)

k(1) = 2P~ 11 + 2P7202 oo 4 2971 4 2P

OueBuano, uto npu A, € A, A # u=KQ) +
K (W

MokHO [OKa3aTh yTBEXIcHHE |,

MH(POPMATUBHOCTB).

0003HaYMM MHOXECTBO Bcex £ -

9TO IS
aroboro nemoro M,0 < M < 2P cymectByer A € A
takoe, uto K(1) = M

[lyctsb A =(,..,1,0,...,0) Onpenenum
?
NpaBHUJIO CIIIOBaHUS Q!
A= (%% ..,10,0, ...,0, 1,..,1) Q) = (x*
% ,01,1,..1,0,. 0)

A TaxKe J0Ka3aTh YTBEP)KAEHHE 2, UTO €CIIH

Ay = Q(A1), 23 = Q(A,). Torma {4;} = A”.

OnumieM Temepp 1O  LIaraM  aJropuTM
ompeneneHuss MHPOPMATUBHOW  MOACUCTEMBI ¥
MIPU3HAKOB.
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IlepBb1it mar. Beruucnenue 3HaueHUN x(g ), k=
k =

1lp;p CI = llml ;Sé()k = 1)pr )q = 1Iml thI(t;
1,p,q,t =1,m(q # t) no hpopmynam (7)-(9).
Bropo#t mar. 4 =(0,..0,1,..,1) , I, =0,
s =A

Tpetuin  mar.

~
Il

Boraucnenne  s4lp, q =
1,m; Rgela, q.t =1,m; (q #t); Lgtla g, t =
1,m; (q # t); I(A) mo popmynam (10), (11), (5), (6).

Yerseproii mar. Ecomu (1) > I,, o (1), A, =
A. B npoTHBHOM cilydae — HEpexoj K CIEAyIOIEMY

mary.

Ilateiit mwar. Ecow A # (1,...,1,0,....,0) TO
TIPOU3BOTUTCS BEIOOD CJIeTYFOIIETO A u
OCYIIECTBIISIETCSL Tepexo] K mary 3. B mpoTuBHOM
clly4ae MpoLeAypa 3aKaHYMBACTCS M Pe3yJIbTaTOM
BBIUMCIICHHH siBIIsIeTCS ¥ -WH(OPMATHUBHBIN BEKTOpP A,

PesyabTarsl.

TakuM 00pa3oM, OMUCAHHBIA BHINIE METOJ
MO3BOJISIET BBIACIUTh Hanbonee WHHOPMATHBHYIO
MTOJICHCTEMY, COCTOSIIYI0 U3 ¥ mpu3HaKkoB. [Ipn aTOM
gucno ¢ 3ajmaeTcs MONb30BAaTeNleM 3apaHee U
(hUKCUPOBAHO .

W3moxxuM  Temephr  METOA  BBIICICHUS B
HCXOIHOMI HaUMECHBIIICH

NOoACUCTEMBI ITPU3HAKOB, SIBJISIONIEHCS MaKCUMAaJIbHO

CUCTEME  TPU3HAKOB
WHOOPMATUBHONH B CMBICIIC 3aJaHHOTO KpUTEPUS
KauecTBa pAacCIo3HaBaHUS OOBEKTOB KOHTPOJIBHOM
BBIOOpKH.[13]

3akiroueHmne.

Takum oOpa3om, At HEKOTOPOTO Kiiacca 3a1a4
pacro3HaBaHUsl TP HAIMYMKM OOJIBIIOTO YHCIIA
HCCIICyEeMBIX CBOMCTB MO>KHO MIPUMCHSITh
BBIIICU3IIO)KEHHBIC METOJIBI CHW)KCHHUS Pa3MEPHOCTH
HCXOJHOTO TPU3HAKOBOTO TMPOCTPAHCTBA OIUCAHUSI.
[Ipu sTOM pe3ynbTaToM pelIeHUs SBISETCS TOYHOE
3HA4YeHUs ONTHMajJbHOro u4mcia {4  HauOojee

UH(POPMATUBHBIX IPH3HAKOB.
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AVTOTURARGOH AXBOROT TIZIMINI LOYIHLASH

R.R. Mavlonov,
Sh. Rashidov nomidagi Samargand davlat universiteti,
Sun’iy intellekt va axborot tizimlari kafedrasi

A.E.Rashidov,
Phd, Sh. Rashidov nomidagi Samargand davlat universiteti,
Sun’iy intellekt va axborot tizimlari kafedrasi

Annotatsiya. Bugungi kunda zamonaviy shaharsozlik tizimida avtoturargohlarni avtomatik
boshqarish muhim ro’l 0’ynaydi. Avtomabillar sonining oshishi 0’z o’rnida avtomabil turargohlariga
bo’lgan ehtiyojning ham oshishiga olib kelmoqda. Biroq avtomabil turargohlarining to’liq
avtomatlashtirilmaganligi, foydalanuvchilar uchun onlayn platformalarning yetishmovchiligi sababli
ushbu tizimda bir gancha muammolar mavjud. Shu sababli zamonaviy talablarga javob beradigan
avtoturargoh axborot tizimlarini ishlab chigish bugungi kunning dolzarb mavzularidan biri
hisoblanadi. Ushbu maqola aynan shu sohaga mo’ljallangan bo’lib, tadqiqot maqgsadi sifatida
avtoturargoh axbort tizimini loyihalash jarayonlari tanlab olingan. Tadgiqot ishi davomida
avtoturargoh axbort tizimining ma’lumotlar bazasini infologik va datalogik loyihalash bosqichlari,
hamda tadgiqot davomida ishlab chigilgan axborot tizimining funksional imkoniyatlari yoritilib
o’tiladi.

Kalit so’zlar. Axborot tizimlari, avtoturargoh axborot tizimi, axborot tizimlarini loyihalash, axborot
tizimini loyihalash metodologiyasi, infologik loyihalash, datalogik loyihalash

1. Kirish

Zamonaviy  shaharlarda
sonining ko‘pligiga qaramay,
boshqgarilmasligi, avtomobillar oqimini to‘g‘ri nazorat
qilishdagi muammolar va to‘lov jarayonlarining qo‘lda
bajarilishi  kabi kamchiliklar transport tizimining
umumiy samaradorligiga salbiy ta’sir ko‘rsatmoqda.
Bu holat avtoturargohlar atrofida tirbandliklarning
yuzaga kelishi, foydalanuvchi noroziligini oshishi va
xizmat ko‘rsatish sifatining pasayishiga olib kelmoqda
[1]. Shu bilan birgalikda avtoturargohlar hagidagi real
ma’lumotlarni saqlovchi va ushbu ma’lumotlardan
transport vositalari egalari ham foydalanishi mumkin
bo‘lgan axborot tizimlarining yetishmasligi transport
tizimi samarali boshgarish imkoniyatlarini cheklaydi
[2-4]. Ushbu muammoni hal qilish uchun
avtomatlashtirilgan, real vaqtda ishlaydigan, qulay
interfeysga ega axborot tizimiga ehtiyoj mavjud. Bu
hagidagi ma’lumotlarni

avtoturargohlar

ularning samarali

tizim  foydalanuvchilar

Ushbu tadgiqot ishi yugorida aytilgan dolzarb
tadqiqot yo’nalishida tayyorlangan bo’lib, tadqiqot
davomida onlayn foydalanish mumkin bo’lgan, hamda
real vaqt ma’lumotlarini taqdim etish mumkin bo’lgan
avtoturargoh axbort tizimi, uning ma’lumotlar bazasini
loyihalash jarayonlari tadqig etiladi. Shu bilan
birgalikda ishlab chigiladigan axborot tizimining
funksional imkoniyatlari batafsil yoritiladi. Magola
so’'ngida tadqiqotdan olingan umumiy xulosalar
yoritiladi.

2. Adabiyotlar tahlili
kunda dunyoning ko‘plab
mamlakatlarida avtoturargoh tizimlarini
optimallashtirish ~va  avtomatlashtirish  bo‘yicha
tadgiqgotlar olib borilmogda. Xususan, 10T (Internet of
Things) asosida aqglli avtoturargoh tizimlari, sensor
texnologiyalari  yordamida real vaqt rejimida
boshqarish, va transport ogimini optimallashtirish kabi
[7-10]. Avtoturargoh

Bugungi

yo‘nalishlar rivojlanmoqda

boshqarish, mavjud joylar monitoringi, to‘lovlar | axborot tizimlarini loyihalash va ishlab chiqgish
hisoboti, kirish-chigish vagqtlarini aniglash kabi | bo‘yicha tadqiqotlar aqlli transport tizimlari, IoT
funksiyalarni birlashtirgan bo‘lishi lozim [5, 6]. (Internet of Things) asosida avtomatlashtirish, va
geoaxborot  tizimlari kabi  yo‘nalishlar  bilan
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chambarchas bog‘liq hisoblanadi. Shuning uchun
ushbu tadgigotning tarixi aglli shahar infratuzilmasi va
transport boshqaruvi bilan bog‘liq. So‘nggi yillarda
avtoturargoh tizimlarini takomillashtirish bo‘yicha
dunyoning ko‘plab mamlakatlarida tadqiqotlar olib
borilmogda [11-14]. Xususan, AQSh, Buyuk
Britaniya, Germaniya, Yaponiya, Xitoy, Hindiston,
Kanada kabi davlatlarda aqglli avtoturargoh tizimlarini
yaratish va transport ogimini optimallashtirish
bo‘yicha ilmiy izlanishlar olib borilmoqda. Ushbu
tadgiqotlar sensor texnologiyalari, sun’iy intellekt, va
real vaqt rejimida ma’lumotlarni qayta ishlash kabi
yo‘nalishlarga asoslangan.

Respublikamizda ushbu ish bo‘yicha ko‘plab
manbalar mavjud bo‘lmasada, quyidagilar kabi ba’zi
tadgigotlarni topish mumkin: loT-ga asoslangan aqglli
avtoturargoh tizimlari [15], Geoaxborot tizimlari
asosida avtomobil yo‘llari axborotlarini tahlil qilish
[16].

O’rganilgan adabiyotlardan ko’rish mumkinki,
avtoturargoh axborot tizimini loyihalash va ishlab
chiqishga doir bir qancha tadqiqot yo’nalishlari mavjud
bo’lsada, ular bo’yicha aniq, yaxlit yechimlar taklif
etilamgan. Shu sababli ham ushbu tadgigot ishi
0’zining dolzarbligini yo’qotmagan deyish mumkin.

3. Metodologiya va materillar

3.1. Tadgigot metologiyasi

Axborot tizimlarini yaratish jarayoni nafagat
texnik jihatlar, balki tizimning ishlashini ta’minlash va
foydalanuvchi ehtiyojlarini gondirish nuqgtai nazaridan
ham kompleks hisoblanadi. Shu sababali axborot
tizmini loyihalashdan oldin anig metodologiyani
tanlash tadgigot samaradorligini yanada oshiradi [17].
Hozrigi kunda loyihalash va ishlab chigish jarayonida
samarali  bo‘lishi uchun turli metodologiyalar
qo‘llaniladi. Ular tizimni yaratishning har bir
bosqgichida yordam beradi, vaqtni tejash va resurslarni
samarali  boshgarish imkonini beradi. Quyidagi
metodologiyalar axborot tizimlarini yaratishda keng
qo‘llaniladi (1-rasm):

Aborot tizimlarini loythalash va ishlab chigishda
foydalmladigan metodologryalar

v

Agile
metodologiyasi

An'anaviy
metodologiya

v

V-modul
metodologiyasi

Spiral modul
metodologiyas:

DevOps
metodologiyas:

l-rasm. Axborot tizimlarini
foydalaniladigan metodologiyalar

yaratishda

1. An’anaviy (kaskad) metodologiya - ya’ni
kaskadli model, axborot tizimlarini yaratishning eng
eski va Kklassik usulidir. Bu metodologiyada loyihalash
jarayoni bosgichma-bosgich amalga oshiriladi va har
bir bosqichni tugatgandan so‘ng keyingisiga o‘tish
mumkin.

2. Agile metodologiyasi - bu an’anaviy
metodologiyaga  qarshi  chiqadigan,  ko‘proq
moslashuvchan va foydalanuvchi ehtiyojlariga tezkor
javob berishga garatilgan yondashuvdir [18]. Agile
metodologiyasida loyiha kichik qismlarga bo‘linadi va
har bir gism mustaqil ravishda ishlab chigiladi. Har bir
gismlar foydalanuvchi bilan muhokama qilinib,
sinovdan o‘tkaziladi va kerakli o‘zgarishlar amalga
oshiriladi.

3. V-modeli (Verification and Validation
model) - bu kaskadli modelning kengaytmasi bo‘lib,
tizimning har bir rivojlanish  bosgichini  sinov
jarayoniga bog‘laydi [19]. Ushbu metodologiyada har
bir bosqichni yakunlagandan so‘ng, keyingi bosqichda
yaratishdan oldin tizimni tekshirish va tasdiglash talab
gilinadi.

4. Spiral model (Spiral metodologiyasi) - bu
xavf (risk) asosida yaratilgan metodologiya bo‘lib,
unda loyiha har bir bosgichda xavflarni tahlil gilish va
ularga javob berish uchun gayta ko‘rib chiqiladi [20].

5. DevOps metodologiyasi - dasturiy ta’minot
ishlab chigish va operatsiyalarni birlashtirishga
garatilgan yondashuvdir. Bu metodologiya ishlab
chigish (Development) va operatsiyalar (Operations)
jamoalarining birgalikda ishlashini ta’'minlaydi [21].

Yugoridagi tadgiqot metodologiyalarining
yutuglari va kamchiliklarini hisobga olgan holda,
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tadgigot quyidagi
oshirildi (2-rasm).

Tizim ma’lumotlar bazasim ﬁ Axborot tizimiga
konseptual loyihalash A | qo'yilgan talablami belgilash i |

!

‘ Tizim ma’lumotlar bazasini

metadologiya asosida amalga

Tizim ma’lumotlar bazasini ‘

datalogik loyihalash fizik loyihalash
Axborot tizmining dizaynini i Axborot tizimini ishlab chiqjshi
| loyihalash va ishlab chigish A | | uchun muhitni tanlash A

|

ﬁ Axborot tizimini ma'lumotlar
o bazasi bilan bog’lash

yo'rignomasi

|

Axborot tizmidan foydalanish ﬁ ‘

Yakuniy tayyor Avtoturargoh axborot tizmi

2-rasm. Tadgiqot metodologiyasining umumiy
gadamlar ketma-ketligi

3.2. Axborot tizimiga qo’yilgan talablarni
belgilab olish

Tadgigotda ishlab  chigilgan  1-rasmda
keltirilgan tadqiqot metodologiyasiga ko’ra axborot
tizimini loyihalash va ishlab chigish uchun dastavval
axborot tizimiga qo’yiladigan asosiy talablar belgilab
olindi. Tadqiqot davomidagi o’rganishlardan ma’lum
bo’ldiki, axborot tizimiga quyidagi talablar qo’yildi:

- Avtoturargohdagi
monitoringini amalga oshirish;

- Avtomobillar va foydalanuvchilar hagidagi
ma’lumotlarni ro‘yxatga olish va boshqarish;

- To‘lovlarni avtomatik hisoblash, kuzatish va
hisobot shakllantirish;

- Kirish-chigish vagtlarini avtomatik gayd etish
orgali nazoratni kuchaytirish;

- Interfeysni ishlab chiqgish. Foydalanuvchilar
uchun oddiy va tushunarli tizim oynalarini loyihalash;
- Xavfsizlikni ta’minlash. Ma’lumotlarning

saglanishi  va

mavjud bo‘sh joylar

kirishlardan
himoyalanishini ta’minlovchi mexanizmlarni yaratish.

to‘g‘ri ruxsatsiz

- Hisobot va tahlil imkoniyatlari. Ma ’muriyat

hududagi avtoturargohlar haqidagi ma’lumotlarni
hamda bo’sh joylarni aniglash imkoniyatlarini yaratish.
3.3. Avtoturargoh axborot tizimi
ma’lumotlar bazasini konseptual (infalogik)
loyihalash
Ma’lumotlar bazasini loyihalash — bu
ma’lumotlarni samarali va mantigan to‘g‘ri saqlash,
qayta ishlash va boshqarish uchun zarur bo‘lgan
tuzilmani yaratish  jarayoni. Bu  jarayon
ma’lumotlarning bir tizimda to‘g‘ri joylashishi, o‘zaro
bog‘lanishi va ma’lumotlarga tezkor kirish imkonini
beruvchi  optimallashtirilgan  tuzilma yaratishga
garatilgan [22].
Ma’lumotlar
vazifalari:
- Ma’lumotlar integratsiyasi: Ma’lumotlar

bazasi turli manbalardan kelgan ma’lumotlarni bir

bazasini loyihalashning

tizimga birlashtirishni ta’minlaydi.

- Tuzilmani optimallashtirish: Ma’lumotlar
bazasining tuzilishi samarali bo‘lishi kerak, ya’ni
tezkor ma’lumot olish va uzatish imkonini beradi.

- Ma’lumotlarning aniqligi va yaxlitligi:
Ma’lumotlarning o‘zaro aloqalari va
yaxlitligini ta’minlash.

- Xavfsizlik: Ma’lumotlarning himoya qilinishi
va ruxsatsiz kirishlardan saglanishi.

- Resurslardan  samarali  foydalanish:
Ma’lumotlar bazasi resurslarni minimal sarf bilan
samarali ishlatishi kerak.

Infologik modelni qurishda ER-diagrammasi

keng qo‘llaniladi, chunki u tizimda saqlanadigan

ularning

ma’lumotlarning o°‘zaro bog‘lanishlarini aniq va vizual
tarzda ifodalash imkonini beradi [23]. ER-diagramma
yordamida mohiyatlar (obyektlar), atributlar va
ularning o°‘rtasidagi aloqalar aniqlanadi, bu esa
keyinchalik  ma’lumotlar  bazasining  samarali
ishlashini ta’minlashda muhim ahamiyatga ega.
ER-model (Mohiyat-Aloga modeli) - bu
ma’lumotlar bazasini loyihalashda ma’lumotlar
tuzilishini, mohiyatlar o‘rtasidagi aloqgalarni va
ma’lumotlarni ganday saqlashni aniq ko‘rsatadigan

uchun foydalanuvchi statistikasi, kunlik to‘lovlar va | vositadir. ER-modelning asosiy vazifasi tizimda
joylardan  foydalanish  ko‘rsatkichlari  bo‘yicha | saglanadigan ma’lumotlar va wularning o‘zaro
hisobotlar yaratish. Foydalanuvchilar uchun ma’lum | alogalarini vizual tarzda ifodalashdir.
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Atribut (Attribute) - mohiyatning
xususiyatlarini yoki tavsiflarini belgilovchi elementdir.
Atributlar yordamida mohiyat haqida qo‘shimcha
ma’lumotlar saqlanadi. Misol uchun, foydalanuvchi
mohiyatining atributlari: "ism", "yosh", "telefon
ragam".

Aloga (Relationship) - bu bir yoki bir nechta
mohiyatlar  o‘rtasidagi  bog‘lanishni  ifodalaydi.
Alogalar yordamida mohiyatlar o‘rtasidagi o‘zaro
bog‘lanishlar aniqlanadi. Misol uchun,
"foydalanuvchi" va "avtomobil" o‘rtasidagi "sohiblik"
alogasi. Har bir aloga ma’lum kardinalitetga ega
bo‘ladi, ya’ni u nechta mohiyat o‘rtasida aloganing
borligini ko‘rsatadi.

ER-modellarning afzalliklari:

Yugori darajadagi tushuncha: ER-diagramma
tizimni  soddalashtiradi va barcha ma’lumotlar
o‘rtasidagi aloqalarni yaxshiroq tushunishga yordam
beradi.

Vizual ifodalash: ER-diagramma yordamida
tizimning tuzilishi oson tushuniladi, bu esa loyihani
amalga oshirishda yordam beradi.

Ma’lumotlar  bazasining  samaradorligini
ta’'minlash: ~ ER-modellash  orqali  ma’lumotlar
bazasining strukturasi va aloqalari to‘g‘ri tashkil
etiladi, bu esa ma’lumotlarni samarali boshqarishni
ta’minlaydi.

Avtoturargoh axborot tizmining
ma’lumotlar bazasi "Mohiyat-Aloga™ modeli.
Mohiyat va ularning atributlari ro‘yxati quyidagicha
bo’ladi:

1. Foydalanuvchilar (Mohiyat)

Tavsif: Avtoturargohdan  foydalanuvchi
shaxslar hagidagi ma’lumotlarni saglovchi mohiyat.

Atributlar:

id (Primary Key) — Foydalanuvchining unikal
identifikatori

Ism — Foydalanuvchining ismi

Telefon_ragam - Foydalanuvchining aloga
ragami

Avtomobil_turi — Avtomobil markasi yoki turi

Avtomobil_ragami — Avtomobil davlat ragami

Avtomobil_rangi — Avtomobilning rangi

2. Avtoturargoh (Mohiyat)

Tavsif: Har bir mavjud avtoturargoh hagida
ma’lumotlar.

Atributlar:

id (Primary Key) — Avtoturargohning unikal
identifikatori

nomi — Avtoturargoh nomi

manzili — Joylashuv manzili

joylar_soni — Umumiy mavjud joylar soni

narx_soat — Soatlik narx

narx_kun — Kunlik narx

3. To‘lov (Aloqga)

Tavsif: Har bir foydalanuvchining qaysi
avtoturargohga, gancha summa to‘lagani haqidagi
yozuvlar.

Atributlar:

id (Primary Key) — To‘lov yozuvining ID
ragami

foydalanuvchi_id (Foreign Key) —
Foydalanuvchilar.id ga ulanadi

avtoturargoh_id (Foreign Key) -
Avtoturargoh.id ga ulanadi

Tulanadigan_summa - Foydalanuvchi
tomonidan to‘langan haqiqiy summa

4. Kirish-Chigqish (Aloga)

Tavsif: Foydalanuvchining gachon
avtoturargohga kirgani va chiggani hagidagi yozuvlar.
Atributlar:

id (Primary Key) — Kirish-chigish yozuvi ID
ragami

foydalanuvchi_id (Foreign Key) —
Foydalanuvchilar.id ga ulanadi

avtoturargoh_id (Foreign Key) —
Avtoturargoh.id ga ulanadi

kirish_vagti — Avtoturargohga Kirish vagqti
(timestamp)

chigish_vagqti — Avtoturargohdan chigish vaqti
(timestamp)

Mohiyatlar o‘rtasidagi aloqalar:

1. To‘lov — Aloga

Bu aloga Foydalanuvchilar va Avtoturargoh
mohiyatlari o‘rtasidagi to‘lov jarayonini ifodalaydi.
Har bir foydalanuvchi bir yoki bir nechta
avtoturargohga to‘lov qilishi mumkin. Har bir
avtoturargohga esa bir nechta foydalanuvchi to‘lov
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gilgan bo‘lishi mumkin. Bu aloqa ko‘pdan-ko‘p (N:M)
turdagi alogadir. Ushbu aloga orqgali foydalanuvchi

qaysi avtoturargohga qgancha summa to‘lagani
kuzatiladi.

Bog‘lovchi atributlar:

foydalanuvchi_id — Foydalanuvchilar

jadvalidagi id ga ulanadi.

avtoturargoh id — Avtoturargoh jadvalidagi id
ga ulanadi.

Tulanadigan_summa —
go‘shimcha atribut.

2. Kirish-Chigish — Aloga

Bu aloga Foydalanuvchilar va Avtoturargoh
mohiyatlari o‘rtasidagi harakat (kirish va chiqish)
holatini ifodalaydi. Har bir foydalanuvchi bir necha
marta turli avtoturargohlarga Kkirishi va chigishi
mumkin. Har bir avtoturargohda bir nechta
foydalanuvchining Kirish-chigishlari gayd etilishi
mumkin. Bu aloga ham ko‘pdan-ko‘p (N:M) turdagi
alogadir. Aloga foydalanuvchi gachon Kkirgani va
gachon chiggani haqgida ma’lumot beradi.

Bog‘lovchi atributlar:

Alogaga tegishli

foydalanuvchi_id —
jadvalidagi id ga ulanadi.

avtoturargoh id — Avtoturargoh jadvalidagi id
ga ulanadi.

kirish_vagqti va chigish_vaqti — Alogaga tegishli
atributlar bo‘lib, vaqt tamg‘asi sifatida yoziladi.

Foydalanuvchilar

foydalamnchi i avioturargob W

Tulsnadigan wumms
o L
. womi
- : ‘ ;
. - manzill

Tekfon_raqam -

Lo
. oo o
- chigkh_vagti
Avtomobil_rangi "
foydakamarvehi i kirish_vaqti
avtoturargoh W
3-rasm.  Avtoturargoh  axborot  tizimi

ma’lumotlar bazasining yakuniy konseptual (infalogik)
modeli

3.4. Avtoturargoh axborot tizimi
ma’lumotlar  bazasini mantiqiy (datalogik)
loyihalash

Mantigiy (datalogik) loyihalash - bu

ma’lumotlar bazasini konseptual model asosida yanada
anigrog va mantiqiy shaklga keltirish bosgichidir.
Unda mohiyatlar, ularning atributlari va alogalari turli
ma’lumotlar bazasi tizimlarida (masalan, MySQL,
PostgreSQL, Oracle) ganday tuzilishini aniglashga
e’tibor qaratiladi. Datalogik loyihalash — magsadlari
quyidagilar:

- Ma’lumotlar tuzilmasini aniqlashtirish - har
bir mohiyat (entity) jadval sifatida tasvirlanadi,
atributlar esa ustunlarga aylantiriladi. Bu orqgali
ma’lumotlar qanday tartibda saglanishi aniqlanadi.

- Bog‘ligliklarni to‘g‘ri ko‘rsatish - mohiyatlar
o‘rtasidagi alogalar mantiqan ifodalanib, kerakli
joylarda tashqi kalitlar (foreign keys) yordamida
jadvallar bog‘lanadi.

- Ma’lumotlar takrorlanishini kamaytirish -
qoidasiga amal qilinadi,
ma’lumotlar ortigcha bo‘lmasligi uchun ularni to‘g‘ri

normalizatsiya ya’'ni
bo‘linadi va alogalar orqali qayta birlashtiriladi.

- Ma’lumotlar izchilligini  (integritetini)
ta’minlash - har bir jadvalda birlamchi kalit (primary
key) belgilanishi orqali har bir yozuv noyob bo‘ladi va
tizimdagi mantiqiy bog‘ligliklar mustahkamlanadi.

Relyatsion modelga o‘tish - bu mantigiy
(datalogik) modeldagi mohiyatlar va ularning
alogalarini jadvallar (relatsiyalar) shaklida tuzib, ular
ustida relyatsion ma’lumotlar bazasiga moslash
jarayonidir. Bu jarayon orqgali konseptual (infologik)
modeldagi ER-diagramma Relyatsion ma’lumotlar
bazasi modeliga aylantiriladi.

Ushbu bosgichda:

Har bir entity (mohiyat) — jadvalga
(relatsiyaga) aylanadi.
Har bir attribute (atribut) — ustunga

(field/column) aylanadi.

Har bir relationship (aloga) — Kkalitlar yoki
bog‘lovchi jadvallar orqali aks ettiriladi.

Birlamchi kalit (Primary key) va tashqi kalitlar
(Foreign key) aniglanadi.
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Avtoturargoh axborot tizimi ma’lumotlar 3-jadval. "To‘lov" jadvalining relyatsion
bazasi “Mohiyat-aloga” modelini relyatsion modelga | ma’lumotlar modelida ifodalanishi
o‘tkazish quyidagi jadvallar asosida amalga oshiriladi. | | Atribut Ma’lumot  turi | Majburiy | Kalit
(MySQL) mi turi
- " o . id INT Ha Asos
‘1-Jadval. FoydalahUVFhllar . Ja}dvallnlng AUTO_INCREM iy
relyatsion ma’lumotlar modelida ifodalanishi ENT
Atribut Ma’lumot turi | Majburiy | Kalit foydalanuvchi_ | INT Ha Tash
(MySQL) mi turi id qi
id INT Ha AsO0Si avtoturargoh_id | INT Ha Tash
AUTO_INCREM y qi
ENT tulanadigan_su | DECIMAL(10,2) | Ha -
ism VARCHAR(50) Ha - mma

telefon_ragam | VARCHAR(20) Ha -

avtomobil_turi | VARCHAR(50) Yo‘q -
avtomobil_rag | VARCHAR(20) Ha -
ami
avtomobil_ran | VARCHAR(30) Yo‘q -
gi

Bu jadval avtoturargoh  xizmatlaridan

foydalanuvchi shaxslar haqida asosiy ma’lumotlarni
saglaydi. Unda foydalanuvchining ismi, telefon ragami
hamda avtomobilga oid ma’lumotlar (markasi, raqami,
rangi) mavjud.

2-jadval. "Avtoturargoh™ jadvalining
relyatsion ma’lumotlar modelida ifodalanishi
Atribut Ma’lumot turi | Majburiy | Kalit
(MySQL) mi turi
id INT Ha Asosi
AUTO_INCREMEN y
T
nomi VARCHAR(100) Ha -
manzili | VARCHAR(150) Ha -
joylar_so | INT Ha -
ni
narx_soat | DECIMAL(10,2) Ha -
narx_kun | DECIMAL(10,2) Ha -
Jadvalda tizimda mavjud avtoturargohlar
haqidagi  ma’lumotlar  saqlanadi.  Har  bir

avtoturargohning nomi, manzili, joylar soni, soatlik va
kunlik narxlari kabi atributlar mavjud.

Bu jadval foydalanuvchi tomonidan qaysi
avtoturargohga qancha to‘lov qilinganini aks ettiradi.
To‘lov jadvali foydalanuvchi va avtoturargoh
o‘rtasidagi ko‘pdan-ko‘p (N:M) alogani ifodalaydi. U
ikkita tashqi kalit va to‘lov summasi atributidan tashkil
topgan.

4-jadval. "Kirish-Chiqish” jadvalining
relyatsion ma’lumotlar modelida ifodalanishi
Atribut Ma’lumot turi | Majburiy | Kalit
(MySQL) mi turi
id INT Ha Asosi
AUTO_INCREM y
ENT
foydalanuvchi | INT Ha Tash
_id qi
avtoturargoh_ | INT Ha Tash
id qi
Kirish_vagqti DATETIME Ha -
chigish_vaqti | DATETIME Yo‘q -
Ushbu jadval foydalanuvchining

avtoturargohga kirgan va chiqgan vagtlarini saglaydi.
Bu ham foydalanuvchi va avtoturargoh o‘rtasidagi
ko‘pdan-ko‘p aloga bo‘lib, kirish va chiqish vagqtlari
timestamp shaklida yoziladi.

Tadgigotning keyingi gadamalari  (Tizim
ma’lumotlar bazasini fizik  loyihalash, Axborot
tizimini ishlab chigish uchun muhitni tanlash, Axborot
tizmining dizaynini loyihalash va ishlab chigish,
Axborot tizimini ma'lumotlar bazasi bilan bog'lash,
Axborot tizmidan foydalanish yo'rignomasini ishlab
chiqish) amaliy bosqichlar bo’lganligi uchun ushbu
tadqiqot ishida batafsil to’xtab o’tilmadi. Umumiy
aytganda ushbu gadamlarda axborot tizimini ishlab

164

https://al-fargoniy.uz/



jurnali

“Al-Farg‘oniy avlodlari” elektron ilmiy
ISSN 2181-4252. Tom: 1| Son: 2 | 2025-yil

"Descendants of Al-Farghani" electronic scientific
journal.
ISSN 2181-4252. Vol: 1| Iss: 2 | 2025 year

®Dapranu”

DJeKTPOHHBIN HayuHbIi xKypHai "I loToMku AJb-
ISSN 2181-4252. Tom: 1 | Beirtyck: 2 | 2025 rox

chigish uchun web axborot tizimlarini ishlab chigish
texnologiyalaridan foydalanildi va yakuniy axborot
tizimi ishlab chiqildi.

4. Xulosa

Xulosa gilib aytganda ushbu tadgigot ishida
zamonaviy talablarga javob beruvchi, avtomobil turar
joylarini boshqgarish jarayonini avtomatlashtiruvchi
“Avtoturargoh axborot tizimi” ishlab chiqildi. Tizim
foydalanuvchilar va administratorlar uchun qulay
interfeysga ega bo‘lib, asosiy funksional imkoniyatlar
real vaqtda ishlaydigan tarzda ishlab chiqildi.

Tadgiqot  davomida  dastlab  transport
sohasidagi axborot texnologiyalarining o‘rni, mavjud
muammolar va tizimga talablar
o‘rganildi.  Avtoturargoh asosiy
kamchiliklar — qo‘lda boshqgaruv, bo‘sh joylar

monitoringining yo‘qligi, kirish-chigish nazorati va

qo‘yiladigan
faoliyatidagi

to‘lov tizimidagi noqulayliklar tahlil qilindi. Tizimni
loyihalash jarayonida dastlab konseptual (infalogik)
model yaratildi, so‘ng mantiqiy (datalogik) model
asosida ma’lumotlar bazasi va tizim strukturasining
asosiy gismlari aniglashtirildi. Loyihalash
bosgichlarida foydalanuvchi ehtiyojlari hisobga olinib,
samarali va ishlatishga qulay interfeyslar yaratildi.
Ishlab  chigilgan  axborot  tizimi  quyidagi
imkoniyatlarni tagdim etadi:

- avtoturargohdagi real vaqtdagi bo‘sh joylar
monitoringi;

- avtomobil va foydalanuvchilar hagidagi
ma’lumotlarni ro‘yxatga olish va boshqarish;

- kirish-chigish vagtlarini avtomatik aniglash;

- to‘lovlarni
shakllantirish;

- administratorlar uchun statistik ma’lumotlarni
tahlil gilish imkoniyati.

Ushbu tizimning joriy etilishi avtoturargohlar

hisoblash va hisobotlarni

ishini soddalashtirish, xizmat ko‘rsatish sifatini
oshirish va tirbandliklarni kamaytirishga xizmat giladi.
Kelgusida tizimni  mobil  qurilmalar  uchun

moslashtirish, onlayn to‘lov tizimlari bilan integratsiya
gilish hamda sun’iy intellekt asosida joy band qilish
funksiyalarini qo‘shish orqali yanada takomillashtirish
mumkin.
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Myxamenuesa /I.T.,

Kosajes J.A.,

HannoHanpHBbIM HCCIIe10BaTEIbCKUI YHUBEPCUTET
«TamKeHTCKUI UHCTUTYT HHKEHEPOB UPPUTALIMA U
MEXaHU3aLUHU CEJIbCKOT0 XO351MCTBa»

AHHOTanus. B cTaThe mpencTaBieH MoAX0/] K MIOCTPOSHUIO ONTUMAIBHOTO MOJIETHOTO 3a1aHUs 11
OecnmoTHBIX JetaTenbHbIX anmapaTtoB (BIIJIA), mpeaHazHaueHHBIX 1711 TPUMEHEHUS B TOYHOM
3emsieienuu. OCHOBHOE BHUMAHME yEIAETCS 3a7aue IUIaHUPOBAHNS MapIIpyTa ¢ YUYETOM CIIOKHON
TPAGKTOPUHM W YaCTOM CMEHBI  Kypca, XapakTepHOW [JII  TOYEYHOW  0OpabOTKH
CEJIbCKOXO3HCTBEHHBIX yroauii. B kauecTBe 0a30BOro METO/1a UCIOIB3YETCs alrOpuTM JlefKCTpHl,
oOecreynBaroIMil HaXOXKIEHUWE KpaTdaiero myTH MexAy oObekTamu. /[l MOBBIIIECHUS
3G GEKTUBHOCTH MapLIPyTH3AlUU TPEIsIaraeTcsi TMOPUAN3aNus C TeHETUYECKUM M MYpPaBbUHBIM
aNropuTMaMHu, YTO MO3BOJIET aJAIITUPOBATHCS K U3MEHSIOLIUMCS YCIOBHIM U CJI0KHON TOIOJIOTUU
nosisi. PaccmaTpuBaroTcsi OCOOEHHOCTH pealu3alud U IPUMEpPhl PacueToB, IMOATBEPKAAIOIINE
MIPUMEHUMOCTD IPEIIOKEHHOTO MOX0/1a B CUCTeMax ynpaiieHus nojgetamu BIUIA.

Kurouessble ciioBa: anroputm JleKCTphl, FeHETUYECKHM alrOPUTM, MyPaBbUHBIN AITOPUTM, TOUHOE
3emJieieNine, ONTUMANIbHBIN MapuIpyT, IUTAHUPOBAHHE 10JIETA, arPOIPOHBI

1. Beenenmne. CoBpeMEHHBIE  JIPOHBI | AJTOPUTMA. [IpuBeneHsl MPEJI0KEHUS o

YAMBUTEIBHO YHUBEPCATIbHBI U 3()(PEKTUBHBI C TOUKH
3peHust MoIHOCTH. Hanpumep, IpoH-paclbuUIMTEIb C
E€MKUMH OaTapesiMH MOJTHOCTBIO 3apsyKaeTcsl BCETO 3a
HECKOJIIBKO bepmepam
MPOAYKTUBHO pPabOTaTh B TEUEHUE JJIUTEILHOTO

MHHYT, 4YTO TIO3BOJIACT

BpEeMEHHU. BO3MOKHOCTh KpPYIJIOCYTOYHO BBIIOJHATH

OINPBICKMBAHHUA HW  IIOCCB IMOMOracT YBCIWYUTH

KOJIMYCCTBO IIOJIC3HBIX YA4COB, a TPYHOBBIC 3aTpPAaThl

opu 3TOM MHUHUMAajibHble. B  manHoil pabote
paccMaTtpuBaeTcs  IMOAXOJ,  HANpPaBJICHHBIH  Ha
pa3BuTHE AJTOPUTMHUYECKOTO obOecrieueHus

OCCNMIOTHBIX JICTATENIbHBIX alNapaToB B YacTH
IIOCTPOEHHUS TOJETHOTO 331aHNUs HA OCHOBE KPUTEPHUSI
ONTHUMAJBHOCTU 711 OOpabOTKH TOJIeH B TOYHOM
3emiuenenuu. Kpurepuil HamkpaTyalliero IyTH,
MOXeT OBITh MPUMEHUM B pealn3alluy IUIaHa MoJeTa
BIUTA co cnoXHOH TpaeKTOpUEN M 4acTOM CMEHOMU
Kypca, HallpuMep, Ipu ToueuHoi o0paboTtke noiueil. B

KauecTBE  aIrOpPUTMa, PEAIU3YIOIIETO  JAHHBIN
KpUTEpUH  pacCMOTpPEH  aaroput™M  JleMKCTpHI.
[IpuBoguTcs mnpuMep pacyeTa CerMEHTa CETH
O0BEKTOB, OTMEYAaeTCs MPOCTOTa  BBIYMCICHHUN

MIPUMEHEHHIO JIAaHHOTO aJrOpuTMa IpPH IMOCTPOCHHUH

IIOJIETHOTO 3aJJaHus.
WNudopmannoHHsle

aBTOMaTH3alMg W LUpOBU3AIMS B

TEXHOJIOTHH,
CEITLCKOM
XO3SCTBE HAINpaBJICHBI, B TIEPBYIO OdYepenb, Ha
MTOBBIIIICHHUE HATYpaJTbHBIX HOKa3aTenei
3 PEKTUBHOCTH, KaK

CEJIbCKOXO3SUCTBEHHBIX KyIbTYyp [1-3].

TaKuX YPOXKaNHOCTh
B cBow
ouepesib, ypOKalHOCTb 3aBHCHUT OT KJMMaTa, CopTa,
TEXHOJOTMHM BbIpAaIllMBaHUs (BO3/EJIBIBAHMS), a 3TO
ceBoobopor, 00OpaboTka

MATAHUE, YXOJ 3a noceBaMu. Ha cerogHsAIHuil 1eHb,

MOYBBI, MHUHEPAIHHOE
NpUMEHEHHE OECHUIOTHBIX JIETATEIbHBIX AalapaToB
(BITJTA) mo3BOJNSIET OMPEAEIUTh TYyCTOTY ITOCEBOB,
HaJIMuyue COPHOM PaCTUTEIIbHOCTH, a TAKXE BUIOBOI
cocTaB COpHSIKOB [4-6]. Bce 310 cTanmo BO3MOXKHO 3a
CYeT MPUMEHEHUsS TEXHOJOTHIA MAIIMHHOTO 3PEHUS U
MPOrpaMMHOTO oOOecredeHusl Mo eI PUPOBAHUIO
IPaHULl U OOBEKTOB MECTHOCTH.

B cenbckom xossiictBe coBpemeHHble BITJIA
CHOCOOHBI pemaTh CICAYIOUINE 3a0auu:
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® TIOJIYUCHHUC
KadycCTBa

uHboOpMallMu IS OLEHKHU

noceBa, UWIACHTUPUKAIMUSA U
pacro3HaBaHue 00BEKTOB (KyIbTYP);
e OmpeleJeHHe KOJIMYeCTBa BCXOAOB H
OlIEHKa MX YJaJI€HHOCTH JIpYT OT JIpyra;
® MOHHTOPHHT COCTOSTHUS IIOCEBOB,
30HUPOBaHUE MPOOJIEMHBIX YYAaCTKOB Ha
noJe.
[Tonyuennas
aBTOMATHU3HPOBAHHOM

IJITAHUPYEMOH

nHpopManus
pexxume
YPOKaWHOCTH,

IIO3BOISAET B
aTh
T.€.

OIICHKY
OLIEHUTD
OreHka
TaKKe

CTONUMOCTHBIC
MPOOIEMHBIX

IIOKa3aTcCIIn. IIomaau
BO3MOXHBIC

NPpHUYIUHBI UX BO3HUKHOBCHUSA IMO3BOJIAKOT COCTABUTH

Y4acCTKOB, a

IUTAaH BBEJCHHS JIOTIOJIHUTEIIBHBIX MHHEPAIbHBIX
yaoOpenuii.  Ha
pacno3HaTb COpPHAKH, UX CEMENCTBO U BBIJACIINTH UX

JTameé  BCXOAOB,  BO3MOXHO,
(MapkupoBaTh) OT JpPYTUX KYJBTYD,
NO3BOJISIET  pa3paboTaTh

copusikamu [7-9].

4TO TakKxke
nporpamMmy  OOpeOBI ¢

Kpome 3amau MOHMTOpUHIa, COBPEMEHHBIE
BIUIA 1o
OCYILECTBIIATE 00pabOTKY y4acTKOB MOJIEH U moJiei B

MOJETHOMY  3a/IaHUI0  CIIOCOOHBI
LIeJIOM, KaK MUHEpaJbHbIMU YAOOpEHHSAMH, TaK M
MIPUMEHSTH cpeicTBa 60phOBI ¢ copHsiKaMu. B mepBom
cllyyae, MOJTrOTOBKA IOJETHOIO 3aJaHusl He TpeOyeT
0coboil meTomonoruu. 31eCh NPUMEHHM NPUHIIUI
MaKCUMaJIBHOTO ~ OXBaTa TMOJIOCHl  00paloOTKH ¢
NPUMEHEHUEM  TOCIEAYOUINH oOzera

«3MEUKON» WA «YSIIHOKOMY», DTO 3aBHUCHT OT THIIA

TCXHUKHU

BIUTA. 3anmaua, paccmarpuBaemasi Uisi IPUMEHEHUS
BIUIA B xadectBe OOpBOBI C COpHsKamH, TpeOyer
METOI0JIOTMYECKOTO MOAX0/1a Pa3padOTKHU MOJIETHOTO
3alaHusI C OTPENCIICHHEM KpPUTEPUAILHOW OICHKH,
MIOCKOJIBKY ~ 00paboTka  KyJbTYpPHBIX  pacTEeHUl
s exTrBHA

ToyeuHo oOpaboTke. B kauecTBe mpezyiaraeMoro

repOuIUAaMu  OT  COpPHSKOB npu
KpUTEpHUsl ONTHUMAJILHOCTH BBICTYMAeT KpaTdaiiiiee
paccTosiHie OT HayaJbHOTO OOBEKTa 00pabOTKU 0
koHegHoro [10].

MynsTUPOTOpPHBIE OECTIUIIOTHBIE JIeTaTeIbHBIE
anmapatbl TPUMEHSIOTCS HAa KOMIIAKTHBIX TOJSIX
IUIOMIA/IBIO 10 5 ThIC. Ta JJISl MPOBEACHUSI TOYEUHOTO
MOHUTOPHUHTA, OOCIEIOBAHUS

OTACIIBHO  B3ATbIX

y4acTKOB U 00pabOTKH MUHEPaIbHBIMU YI0OpEHUSIMU
u repourmaamu. Oco6eHHoCThIO JaHHoro Thma bITJIA
SIBJISICTCS. BBICOKAsi MaHEBPEHHOCTh W BO3MOXHOCTH
BBITIOJTHSTH MOJET HA CBEPXHU3KUX CKOPOCTSX BILIOTH
JI0 OCTAHOBKH B PEXKHME «3aBUCAHUSI» HAJl OOBEKTOM.
Bcé€ 10 maeT BO3MOXKHOCTD pa3pabdaThiBaTh MOJIETHOE
3aJJaHUE CO CJIOKHOM TPACKTOPHEN M 4acTOW CMEHOH
kypca bIIJIA. PaccMOTpHM KOHEUYHBI pE3yJIbTAT
MOHHUTOPHHTA — IJIaH OOBEKTOB KYJIBTYPHBIX PACTEHUI
U COPHSIKOB, TIOJyYaeMbIil B PE3yJIbTaTe BO3MOKHOTO
NPUMEHEHUs CTaHAApTHBIX npoueayp
UICHTU(HUKAITN obpaboTke
NoJy4aeMbIX u300paxenuii kamepamu BITJTA [11-13].

00BEKTOB  Ipu
Pacnionaras wHpopmanueii MOHUTOPHHIA O
B3aMMHOM pAacCCTOSHUM OOHApyKEHHBIX OOBEKTOB

Apyr ~ oT  Jpyra,
dopManu3oBaTh IUIAH UACHTU(UKALMA B CETh Y3JIOB

CTaHOBHUTCA BO3MOXHBIM

Kak Ha pucyHke 1. [14, 15].
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Puc. 1. Ilnan unaeHTudukanmm 0OBEKTOB Ha
nojge - (opManM30BaHHBIM IUIaH OOBEKTOB (CETh
y3JI0B)

[Ipunumas BO

BHUMaHUE KpUTEpU

ONTUMAILHOCTH - Kparyailliee paccTOSHHE OT
HAyaJIbHOTO O00BeKTa OOpabOTKM 10 KOHEUYHOrO,
pPacCMOTPUM OAMH W3 HW3BECTHBIX
anroputm Jleictkpsl [16].

2. Metoambl. Anroputm JleiikcTpsl pa3paboTan

aJIrOpuTMOB,

JUI TIOMCKA KpaT4aullero IyTH MEXAY 3aJaHHBIM
UCXOJHBIM Y3JIOM M JIIOOBIM APYTUM Yy3JI0M ceTu. B

Imponecce  BBIIIOJHCHHA J3TOTO  aJIrOpUTMa  IIpH

K CIEIYyIOIIEMY Y3Iy ]
WCIIONB3YEeTCsl CHeluabHas MpoLeaypa IMOMETKH

nepexoge oT ysma |

u. o
pebep. O603HauMM Yyepe3 | KpaTdaiiliee pacCTOSHUE

; d.
oT ucxonnoro ysnal mo ysna !, gepes U - nnmmy
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pebpa (I’ J ) Torma s y3nma j onpenenuM METKY

I:uj ! I:I caenyromumM oopazom (1).
wllurgd gz

Metku y3510B B anroputme JleHKCTpbl MOTYT
OBITh JABYX THIOB: BpPEMEHHBIE M IOCTOSIHHBIE.
BpemenHass MeTka B IOCIHEACTBUM MOXET ObITh
3aMeHEeHa Ha JPYTYI0 BpEMEHHYI0, eCiii Oy1eT HallIeH
Ooiee KOpOTKMH MyTh K JaHHOMY y3iy. Korma sxe
CTaHET OYEBUIHBIM, 4YTO HE CYIIECTByeT Ooiee
KOpPOTKOTO IIyTH OT MCXOAHOTO y3Ja K JaHHOMY,
CTaTyC  BPEMEHHOM  METKM  H3MEHSAeTCd  Ha
IIOCTOSIHHBIM. PaccMOTpUM IIpUMEHEHUE aJIrOpUTMa
JeitkeTpbl. Onpenenum KpaTdyaiivi Iy T CETH Y3JI0B
- IUlaHa OOBEKTOB Ha I0JI€ MEXKAY 3aJaHHBIM
HUCXOJHBIM y3JIOM U JIOOBIM JPYTUM Y3JIOM CETH.
OBOJIIOLMOHHBIE AITOPUTMBI MOT'YT OBITh ITOJIE3HBI [
YJIy4LIEHUs NIPOrpaMMbl IOMCKA KpaTyaillero myTH,
ecin rpad uUMeeT JIONMOJHUTENbHBIE CIOXHOCTH,
HalpUMep, JUHAMHUYECKHE BecCa, MHOKECTBEHHBIC
KpPUTEpUN ONTHMM3ALNH, WIH €CIU TPAJULUOHHBIC
METOABl HE JaloT

IpUEMIICMOC BPEMHI.

OINTUMAJIbHOTO PCHICHUA B

Anroput™m  JIEHKCTpbl  MCHOJB3yeTCA IS
HaXOXICHHUS KpaTJYaIlero MyTH MeXIy HadaJlbHBIM
y3JI0M B BCEMH JAPYTUMHU y31amMu ceTH. OH MO3BOJISET
3¢ (PEeKTUBHO HAXOJUTh KpaTyaMllhe pPacCTOSHUS H
OTIPEACIISATH ONTUMAIBHBIC MAPIIPYTHI AJIS Pa3IAIHBIX
00bekToB, Takux kKak BITJIA, npu nBUKEHUU MO CETH
y3JI0B.

B xome skcnepumenTta ObLT pa3paboTaH u
MPOTECTUPOBAH TUOPUIHBII
OOBEAMHSIOMMNA J1Ba KIACCUYECKHX METOJa IMOMCKa
ONTUMAJIBHOTO MYTHU: TeHeTHYeCKUui anroput™ (GA) u

aAJITOPUTM,

anroputm mypaBbuHoi kosioHUU (ACO). OxxunaemMbiM
pesynbraroM ObuT0  yiyumieHue d(dekTHBHOCTH
MOKCKA MyTEM HCTOIh30BAHUS MPEUMYIIIECTBA 000X
METOJIOB — MYpPaBbUHOI KOJOHUU AJ1s1 3PPEKTUBHOTO
00HOBIIEHUS (EPOMOHOB, MOJICIIUPYIOIIUX ITOBEICHHUE
MYpPaBbEB, M TCHETHICCKOTO aJITOPUTMA JIJIST ITUPOKOTO
MOWCKA B MPOCTPAHCTBE PEIICHUHN 4Yepe3 OnepaTopbl

KpoccoBepa 1 MyTaruu [24-28].

1. T'pad OBLT MpEeACTaBICH B BHJIC
HEOPHEHTHUPOBAHHOTO Tpada ¢ y3JIaMu, MKy
pébpa ¢

OHpeIleJIéHHBIMI/I BE€CaMH, COOTBCTCTBYIOILINMMU

KOTOPBIMA  OBUTA  3aJIaHbI
CTOMMOCTH TEPEX0/Ia MKy Y3JIaMH.

2. Ha mavanpHBIX 3Tamax pabOTHI KaK MypaBbH,
TaK ¥ OCOOM TCHEPUPYIOT CIydailHbIC MYTH B
rpade, cocenet ¢
orpaHuueHui (u30eraHue 3alUKINBAHUS H
Hed(P(EKTUBHBIX MyTeH).

3. B pamMkax anroputmMa MypaBBHHOW KOJIOHWUHU

BbIOMpas y4E€TOM

ObUIM peann30BaHbl CIEAYIONIUE KITIOYEBEIC

MEXaHHU3MBI:

I'enepanus myrei: MypaBbu CO31AIOT IIyTU B
rpade, OpueHTHUPYSICh Ha HHPOPMAIIHIO O PEepPOMOHAX,
OCTaBJIEHHBIX IPYTUMHU MYPaBbsIMHU.

Oo6noBnenne Qepomonon: Ilocie kaxmoro
npoxoja MypaBbEB OOHOBISIOTCS (HDEPOMOHBI Ha
pEOpax, 4TO MO3BOJSET HAMPABICHUSM C KOPOTKHUMH
OyTAMH HMeTh OoJee BBICOKHI TNPUOPUTET B
CJICYIOINX UTEPALIUX.

Hcnapenne (hepOMOHOB:
ucnapeHnue (epoMOHOB CITY>KUT JJISl TPEIOTBPAIICHUS
JIOKQJIbHBIX MHHUMYMOB U YCKOPSET TMOMCK HOBBIX

MyTEH.

IlocTennieHHOE

4. T'eHeTMYeCKUIl aNrOPUTM HCIIOJIB30BAICS AJIS
HBOJIIOIMU TOMYJISAIUN TyTeH, yaydmas HuX
yepe3 ABa OCHOBHBIX OIlepaTopa:

[TyTém KOMOMHMpOBAHUS MyTEeH ABYX JTyUIIMX
oco0eil co31atoTCsl HOBBIE PELICHMUS.

[Tepuonnuecku CITy4alHbIM obOpazom
U3MEHSETCS YacTh ITyTH, YTO IO3BOJISIET W30€XkKaTh
3aCTpEBaHUs B JJOKAJIbHBIX ONTUMYyMaXx.

5. Anroputm 00bEUHAET ACO

3¢ pexTUBHOTO JTOKATBLHOTO TIorcKa ¢ GA mis

JUTSL

r7100aIbHOM ONTHUMU3ALINH, HCIIONIB3YS
MYpPaBbUHBIM AJITOPUTM JUISL CO3JJaHUS W
VIy4YIIeHUs] TYyTeW, a TakXKe TIeHETUYECKHUM
AITOPUTM 17151 OBICTPOI HBOIIOLIMU TOMYJISIIIUU
9118517178

B pesynprare  BBIMOMHEHHS THUOPUIHOTO
IropuT™Ma ObUI MOJYYEH ONTHUMANBHBIA MyTh MEXIY
y3laMd C  MHUHUMaJIbHOH  CTOMMOCTBIO,  YTO

JIOKa3bIBaeT €ro 3(P(GEKTUBHOCTh B MOUCKE PEIICHUS
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3amaun. B Xxome 9KcmepuMeHTa, HECMOTpS Ha
CIIOXHOCTH, CBfI3aHHBIE C  MHOKECTBEHHOCTBHIO
BO3MOJKHBIX ITyTEH, JITOPUTM yCTICIITHO HAXOAMII Ty TH
C YJIy4YIIEHHOW JJIMHOW B CPAaBHEHUU C OTACIbHBIMH
metonamu (GA u ACOQO), dro mOITBEpXKIaeT
3(PEeKTUBHOCTD UX KOMOMHUPOBAHMS.

3. Pesyabrarel. Auropurma  JIeWKCTpBI
COCTOMT U3 CIEAYIOLIUX 1IaroB:

l-mrar. YcTaHaBnuMBaeTCs PpACCTOSHUSA IS
HAYaJBHOTO Yy3/a paBHBIM HYNIO, a JUIsi BCeX
OCTaJIbHBIX Y3JI0B — 0E€CKOHEYHOCTHIO.

2-miar. Ha kaxioii utepaiu BIOMpaASTCs y3el
C HAaUMEHBIIIMM PACCTOSTHHUEM, KOTOPBIN elle He ObLT
mocemeH. Jlms  3TOro  y3ma  MepecUUTHIBAOTCS
PacCTOSHUS IO COCEHUX Y3JIOB, U €CJIM HOBBIM MyTh
KOpOY€e CTaporo, TO pacCTOSIHUE OOHOBIISETCS.

3-mrar. Kak Ttompko st y3ma Oojblne He
BO3MOXXHO  YIY4YIINTh PACCTOSHHUE, €ro MeTKa
CTAaHOBUTCS TMOCTOSIHHOH. ANTOPUTM 3aBepIlaeTcs,
KOT'/Ia BCE€ Y3JIbl MOJIYYMIN OCTOSTHHBIE METKHU.

Bxonubie nanusie: ['pad N _(V’ E) , TIe: V.
MHOKECTBO y3J10B (BepmuH), E - MHOKecTBO pébep ¢

Wwiu,v :
BecaMu ( ), rae WiE — R. CraproBas BeplIrHa
seV

BrixogHeie nanHbpie: MHOKECTBO KpaTYalIInX

. dlv .
paCCTOSIHI/II/I [ ] oT CTapTOBOI/I BepIHI/IHBI S 10 BCEX

\'
veV [Ipenpiaymye  BepIIMHBI p[ ] JUTST
BOCCTAHOBJICHUS MMyTEH.

[IceBmokoa MporpaMmsi:

Anroputm Dijkstra (G’ S)

Bxox: I'pad G= (V’ E) ,  cTraproBag

BEpILKHA S
Brixon: MaccuB kpaT4alliux pacCTOSHUN

[V] , MACCHB IPEAbIIYIINX BEPIIUH P [V]

// aunuanvsanus
Jns xaxmoro v €V BLImONHUTE:

d [V] ® // Ycra”HaBiuBaem

HauaJlbHOE pACCTOSHUE JO BCEX Y3JOB  Kak
OECKOHEYHOCTD

p[v] < NIL // Tlpenpinymmii y3emn

HCU3BCCTCH

d[s]«0

// PaccTosiHME 10 CTapTOBOT'O
y371a paBHO 0

Q¢ Muowectso Beex gepue ¥V /]
MHOkecTBO HEOOpaOOTaHHBIX Y3JI0B
// OCHOBHOM UK

IToka Q #J BBIIIOJIHUTG:

U< V3en u3 Q C MUHHUMAJIBHBIM 3HAa4YCHHUEM

dlu
[ ] // W3BnexkaeM y3el C MHHHUMAJIbHBIM
pacCTOSTHHEM

Y nanuts u u3 Q //'Y nansem

y3€J U3 MHOXeCTBa He0OpabOTaHHBIX Y3JI0B
JInst Kaxzmoro cocea v ys3ia U, TaKOrO 4TO

(uv)eE _
BBITIOJTHUTH:

Eom VEE ; d[u]+w(u,v)<d[v]

d[v]<«d[u]+w(u,v)

Torga:

// OOHOBIIsIEM
kpardaiimee paccrosaue 10 v

P [V] < // OOHOBIIsIEM

npeamecTByomumii yzen s V

BosBpartuts d 4 P // Maccusst KpaT4animmx
PacCTOSTHUM U IPEIBIAYIIUX Y3JI0B

BoccranoB/ienune nmyTu:

Aunropurm GetShortestPath(p, s, t)

Bxon: MaccuB npeapiiylmux y3ji10B p[v],
CTapTOBAs BEpIIMHA S, KOHEUHAS BEpUIMHA ¢

Boixon: Cnucok y370B, COCTaBISIOIIMX
KpaTdaimmii myTs oT S 10 |

ITyTb < IlycToii crincok
current « !

IToka current # NIL BBIITOTHUTS:
JloGaBuTh current B Havaso [1yTh

current <— p[current]

Ecmu Ilyts[0] # s Torna:
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Bossparuts "llyTh HEZOCTHKUM"
Nuave:
Bosspatuts Iyt

Bxoanble njaHHBIE:

I'pad G= (V’ E) , The:

V' - MHOKECTBO y3710B (BEPILIHH)

E . w(u,v)
- MHO>XECTBO pe6ep C BE€caMu , TAC
W E->R

Craprosas Bepumsa S €V
BbIX0AHbIE JaHHBIE:

y . d[v]
MHOECTBO KpaTJailuX paccTOSHUIA oT
crapToBoii BepmmHsl S 110 Beex V €V

[Ipenpiaymme P [V]

BOCCTaHOBJICHUS TyTel (puc.2).

BCPIIMHBI JJIA

[IceBmokon st THUOPUAHOTO — AITOPUTMA,
oOveauHsIONero renerndeckuii anroput™ (GA) wu
aNropuT™ MypaBbrHO# kKoonuu (ACO) [17-23].
Anroputm: T'uOpunIHBIM TeHeTHYecKud +
MypaBpUHBII AIITOPUTM
1. Uanumanuzanus:
- 3anaTh rpad ¢ y3namu u péopamu
- Onpenenutsb napameTpsl TUISt
TeHETUYECKOTO aJTOpUTMa:
- population_size: pa3mep NOIMYJISAIAN
- generations: KOJTMYE€CTBO TTOKOJICHHMA
- ants: KOJIMYECTBO MyPaBbEB
- evaporation_rate:

ucnapeHus GepoMoHOB

KodpurmeHT

- alpha: Bec pepomonoB
- beta: Bec paccTosiHMIA
- MuaunmanuzupoBath (GEpOMOHBI Jisi BCEX
pé6ep kak 1.0

rpacp € KpaT4aluMM NyTeM oT y3na 1 o y3na 16
1 ----"&-_____-
N

3
k] 0l
a 06 5
o %

8

10 08 05 7

03 /

11

0g
16
_O
b

Puc.2. Pesynbrar anroputma JledikcTpel s
HAXO0XJIEHHs ONTHUMAJIbHOTO MaplIpyTa IOJETHOTO
3a/laHus co ciI0KHOM TpaekTopueil BITJIA

2. OyHKUHMS AJ1s1 TeHEpaluy CITy4aiHOTO My TH:
- HayaTp ¢ HauanbHOW BEPIIMHBI
- llepexoauTs K CIy4YallHBIM COCEHSIM,
u30erast 3aIMKIHBAHHS
- BosBpamarte nmyte win None, eciu MyTh
HEBO3MOKEH

3. OueHka nyTu:
- JIIs KaXJoro MYTH BBIYUCIUTH €r0
CTOUMOCTH (CyMMY BecOB p&oep)

4. Anroput™m MypaBbuHO# kKononun (ACO):
1. JIist Ka)K10ro IMOKOJICHUS:
- J11s Kas)K10ro MypaBbsi:
- CreHepHupoBaTh CIIy4YalHbIA MyTh
- Ecnu nmyTe pomyctum, 100aBISTH €r0 B
CIIUCOK
- O6HOBUTH (hePOMOHBI:
- Ucnapenue ¢pepoMOHOB (YMHOXKEHHE HA
KOX(PUITUEHT UCTIAPESHHS)
- JloGaBnenue ¢depomoHOB Ha pEOpa,
MIOCEILEHHBIE

MYpaBbSIMH, IPONOPLUOHAIIEHO

Ka4eCTBY IIyTH

5. 'eHeTHMYECKHUM aNrOPUTM:
1. JIist KaxKaoro MOKOJICHUS
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- OrcoptupoBarthb
CTOUMOCTH Iy TH

MMOITYJIAI IO 110

- BeiOpatp myummx ocobeit
- J1ns kask10M mapsl pOAUTENCH:
- BrimonHute omepamnuio KpoccoBepa
(cmemaTh MyTH)
- [I[puMeHUTH MyTaIHIO C BEPOSITHOCTHIO
30% (cmydaifHasi IepecTaHOBKA)
- JlobGaBuTH
HOITYJISA LU0
- OOHOBUTH NOMYJISAIUIO C HOBBIMHU Iy TAMHU

HOBBIX IIOTOMKOB B

6. BeiBon:
- Halitu niyTh ¢ MUHUMAJIBHOM CTOMMOCTBIO
U3 BCEH MOMyJIsLUN
- BeiBecTH Jiyumuii myTh U €r0 CTOUMOCTD

7. Buzyanuzanus:
- [TocTpouts rpad ¢ nmomoirpo OGHOITNOTEKU
NetworkX
- HapucoBatp y3mbl, péOpa, Beca pEbep u
IIyTh ¢ MUHUMAJIbHON CTOMMOCTBIO (KpACHBIM)

8. 3aBepiieHuE:

- BepuyTh nyumuii HalJGHHBIA MyTh U €T0
CTOUMOCTb

[Har 1: Wanmumanuzamus — co3naém rpad u
napaMeTpsl JJIsl AITOPUTMOB.

[Ilar 2: TI'eHepamusi ciay4ailHOTO MyTH —
Ka)XJIbI MypaBeil WM 0coO0b TEHEPUPYET CBOM MyTh,
CIeNlysl Cly4allHbIM COCEJISIM.

IHar 3: Ouenka myTd — Uil KaXJI0r0o IyTH
BBIUUCIISIETCS] €TI0 CTOMMOCTB.

[ar 4: MypaBbHHBII aJITOPUTM — MYypPaBbU
TEeHEPUPYIOT ITyTH U OOHOBIISIIOT (PEPOMOHBI.

[MMar 5:
HOIYJISILMSL ABOJIIOLIMOHUPYET C TOMOLIBIO KpOCCOBEPA

l'eneTnueckuit  anroput™ = —
U MyTaluu.

[IIar 6: BrmBog —
HaWJICHHBIN TyTh U €ro JJINHA.

BBIBOJUTCA J'Iy‘lH_II/Iﬁ

[ar 7: Buzyanuzamnus — ortodpakeHue rpada
C KpaT4YauIluM ITyTEM.

[lar 8: 3aBepiieHre — nporpaMmma 3aBepIiacT
BBITTOJIHEHHUE U BBIBOJIUT PE3YJIbTAT.

OTOT TCEBAOKOJ OTOOpa)kaeT OCHOBHYIO
JIOTUKY KOMOWHHPOBAaHHOTO THOPHIHOTO aJIrOpUTMa,
KOTOPBIN MCIOJIB3YET KaK T'€HETUYECKUH MOAX0, TaK
U MYpPaBbHHYIO KOJIOHHIO JUJISl IOMCKA ONTHUMAJIbHOTO

yTH.

Mpagh € KpaT4YaWWKWM NyTeMm oT y3na 1 go y3na 17

Puc.3. Pesynprar anropurma JledKkcTpbl 1is
HAXO0XJIEHUs ONTUMAIbHOTO MapIIpyTa MOJETHOTO
3a7aHus co cioxHoi Tpaektopuent BIIJIA Ha ocHOBe
rUOpPUAOTr0 FeHETHYECKO-MYPABBHHOIO aIrOpuT™Ma

Anroput™ Obl1 HacTpoeH Ha 100 mokoneHuii,
3a KOTOpbIE Obla JOCTUTHYTA 3aMETHAas HBOJIOLMS
MOMYJISAMY, BKIIIOYAas Kak yJOydlIeHHWe IyTer
MYpaBBbSIMH, TaK M MX JAIBHEHIIYI0 ONTHMHU3ALUIO
gyepe3 KpoccoBep M MyTaruio. Haumyummii myTs ObLT
HaiineH B 20-i uTepanuu, AEMOHCTPUPYS CHIKEHUE
CTOMMOCTH IIyTH IO CpPaBHEHHUIO C HCXOJHBIMU
IyTSIMH, TOJYYEHHBIMH B pPE3yJIbTAaTe CIy4alHOU
TeHepaIuy. Bpewmst BBITTOJTHEHHS ObLTO
yJIOBJIETBOPUTEIBHBIM JJIs1 MaciTaboB rpada u3 18
y310B. s Gonbiero rpaga tpedyercs yBeauueHHe
qrcia ONTUMM3ALMS [apaMeTpOB
anropur™a. Jlns Bu3yanusanuu pabOThl alropuTMa
UCIIONIb30BajIach NetworkX. I'pad
oTtoOpakan He TOJIBKO CTPYKTYpPY CETH, HO M MYTh C

MHHHMMAaJIbHON CTOMMOCTBIO, KOTOpLIﬁ ObLI BBIACIICH

uTepalnvii  u

oubiaunorexka

KpacHBIM I1BeTOM. PEOpa, 110 KOTOPBHIM OBLIT MPOIOKEH
ONTHUMAaJbHBIA MyTh, ObUIM 0003HAYEHBI BU3YaJIbHO,
YTO TIO3BOJWJIO HAIJISIAHO TPEACTaBUTH IPOLECC
paboThI anropuTMa.
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B coueramuu ACO u GA wHaOmomaerca
YCKOPEHHUE CXOJMMOCTH K ONTHMAJIbHOMY PEIICHHUIO.
I[To cpaBHeHHWIO C TpaJAWIHOHHBIMU IOJXOJIAMH,
KOMOMHUPOBaHHbIN alrOpUTM IMoKa3asl Oosiee HU3KUE
nyTeu, yKa3bplBaeT Ha Ooinee

CTOUMOCTHU qTo

3O PeKTUBHBIA TMOUCK TJIOOATHHOTO  ONTHUMYMA.
MexaHu3mMbl MyTanii ¥ OOHOBJICHHS (HEPOMOHOB
oOecreymsii  BBICOKYIO CTElEHb pa3HooOpasus B
MOMYJIALMU  PELIeHUH, YTO MO3BOJMIO H30ekKaTh
3aCTpEBaHUs B JIOKAJIBHBIX ONTUMYMaX.

4. 3akuwuenue. B  gamHoit  pabore
NpeCTaBIeH TMOPUAHBIA TOAXO/ K PEHICHHUIO 3a/1a4H
MOCTPOEHHST ~ ONTHUMAJbHOTO  Mapupyra Ui
OecniIOTHBIX JieTaTenbHbIX ammapatoB (BILJIA) ¢
y4eTOM CIIOXKHOU TPaeKTOPUU JIBUKCHHUSI,
XapaKTepHOM [UIsl 3aJady  TOYHOIO  3eMJICAEIHS.
PazpaboTraHHbIil adTOpUTM cOoYeTaeT B ceOE CHUIIBbHBIC
CTOPOHBI JIBYX KJIACCHUECKUX METOAOB ONTHMH3AINU
— aiuropur™Ma MypaBbuHOW KosoHuun (ACO) u
reHerudeckoro aiaroputma (GA), dYTO TO3BOJIUIIO
NOOUTBCS  BBICOKOM  A((EKTHUBHOCTH  KaKk B
r100adbHOM, TaK M B JIOKQJIBHOM ITOMCKE PEIICHU.
DKCIEPUMEHTHI

MCXaHHU3MOB

MOJATBEPAWIN, YTO OOBEIAWHEHHE
(epoOMOHHOIO  B3aUMOJCWUCTBUS U
SBOJIIOLMOHHON ~ aJanTalMd IO3BOJSET YCKOPHUTH
Mapuipyty
CYILLIECTBEHHO CHU3UTh CTOMMOCTb HANJIEHHOrO IMyTH
[0 CPaBHEHUIO C UCMOJIb30BAHUEM  OTAEIBHBIX

CXOOAUMOCTB K ONTUMAJIBHOMY

METO/IOB. AJITOPUTM YCIICIIHO CIIPABHJICS C 3a/1a4eii
Ha Tpade w3z 18 y31O0B, XOPOIIYIO
MacImTabupyeMoCcTh U aJaNTHBHOCTh. Busyanuzanus

I10Ka3aB

noMoteio  Oubnmmorexkn NetworkX
JTambl  paboTHI

npouecca €
HarisiIHO  MPOJEMOHCTPUPOBAIIA
aIropuT™Ma U KOHEYHBIA pe3yJIbTaT — MAapLIPYT C
MHUHAMAaTbHOHU

CTOMMOCTBIO. [TomyuyeHHsble

PE3YJIBTATHI YKa3bIBAOT Ha MEPCIICKTUBHOCTD

IOPEJIOKEHHOTO0  MOoAXoAa Ul
OpUMEHEHU B CHCTEMax  aBTOMATHYECKOIO
maHupoBanusi MapuipyToB  BIUIA,

YCIIOBUSIX BBICOKMX TpeOOBaHMA K TOYHOCTH U

IPAKTHYECKOIO

0COOEHHO B

OINCPATUBHOCTHU IUIAHUPOBAHMUA.
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ROBOT MANIPULYATORLARIDA NOANIQ YUZALARNI AVTOMATIK PARDOZLASHNI
TAKOMILLASHTIRISH UCHUN ADAPTIV TRAEKTORIYA SHAKLLANTIRISH
ALGORITMLARI

Xayitov Azizjon Mo‘minjon o‘g‘li,

Farg‘ona davlat texnika universiteti, Dasturiy injiniring

yetkazishga garatilgan.

Kirish. So‘nggi yillarda sanoat
avtomatlashtirish texnologiyalari jadal rivojlanib,
ishlab chigarish jarayonlarida robotlashtirilgan tizimlar
keng  qo‘llanila  boshladi.  Aynigsa,  robot
manipulyatorlari avtomobilsozlik, aerokosmik sanoat,
kemasozlik, elektrotexnika, mebel ishlab chigarish va
boshga bir qator tarmoglarda yuqori aniglik va
unumdorlikka erishish  vositasi sifatida ajralib
turmoqda. Ushbu sohalarda yuzalarni gayta ishlash,
pardozlash, silliglash va jilo berish kabi jarayonlar
mahsulot sifatini belgilovchi muhim bosgichlardan
hisoblanadi. Biroq ushbu amallarni aynigsa murakkab,
notekis yoki oldindan noaniq bo‘lgan geometriyaga

ega yuzalarda bajarish  sezilarli  texnologik
muammolarni keltirib chiqaradi. An’anaviy boshgaruv
usullari, odatda, gqat’ty oldindan belgilangan

traektoriyalar asosida harakat gilganligi sababli, har
ganday o‘zgaruvchanlik yoki noaniglik mavjud
bo‘lgan muhitda optimal natijaga erishish imkonini
bermaydi.

Noanig yuzalarni avtomatik tarzda qayta
ishlash, aynigsa ularni yugori aniglikda pardozlash
zarur bo‘lganda, robot tizimlarining muvozanatli
harakatlanishini va real vaqt rejimida moslashuvchan
boshgaruvni  talab qiladi. Bunday mubhitlarda

va kiberxavfsizlik kafedrasi assistenti,
latxayitov@gmail.com

Annotatsiya: Ushbu magolada yangi konstruktsiyadagi multisiklon qurilmasining energiya
samaradorligi tahlil qgilinadi. E’tibor energiya sarfini kamaytirish va samaradorlikni oshirishga
garatilgan strategiyalarni aniglashga va ularni matematik modellar yordamida asoslab berishga
qaratilgan. Tahlil siklondagi aerodinamik kuchlar, bosim tushishi natijasida yo‘qolgan energiya va
qurilmaning umumiy samaradorligi bo‘yicha chuqurroq matematik modellashtirish asosida amalga
oshiriladi. Tahlil natijasida energiya samaradorligini yanada oshirish bo‘yicha yangi dizayn takliflari
kiritiladi va ushbu takliflar matematik jihatdan asoslanadi, ular energiya sarfini minimal darajaga

Kalit so‘zlar: Robot manipulyatorlar, Adaptiv traektoriya, Noaniq yuzalar, Avtomatik pardozlash,
Sensorli tahlil, Real vaqt boshgaruvi, Kontakt kuchi optimallashtirish, Yuzaning lokal xususiyatlari,
Mashinaviy o‘qitish, ROS (Robot Operating System)

yuzalarning aniqligi yoki geometriyasi oldindan to‘liq
ma’lum bo‘lmasligi mumkin, bu esa an’anaviy
boshgaruv  algoritmlari  uchun jiddiy cheklov
hisoblanadi. Mazkur muammoni hal etishda adaptiv
traektoriya shakllantirish algoritmlaridan foydalanish
istigbolli yo‘nalish hisoblanadi. Bu algoritmlar sensorli
axborotlar asosida ish  yuritib, manipulyator
harakatlarini yuzaning holatiga mos ravishda dinamik
tarzda sozlash imkonini beradi. Shuningdek, ular
mubhitdagi o‘zgarishlarga tezkor javob berib, vazifani
optimal tarzda bajarishga xizmat giladi[1].

Adaptiv traektoriya shakllantirish
algoritmlarining samarali ishlashi uchun bir qator
texnologik omillar muhim rol o‘ynaydi. Ular orasida
robot manipulyatorlarining harakat erkinligi darajasi,
o‘rnatilgan sensorlar (masalan, kuch-tortish sensorlari,
lazer skanerlari, 3D kameralar), real vaqt rejimida
ma’lumotlarni gayta ishlash algoritmlari va intellektual
boshqaruv tizimlari mavjud. Ushbu tizimlar yordamida
robot manipulyator yuzaning holatini tahlil giladi,
kerakli  traektoriyani aniglaydi hamda zarur
harakatlarni bajaradi. Aynan ana shu adaptiv
yondashuv tufayli robot tizimlari inson ishtirokisiz
ham murakkab shakllarga ega yuzalarni yuqori
aniqlikda va sifatda pardozlashi mumkin bo‘ladi.
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Noaniq yuzalarni avtomatik tarzda pardozlash
masalasi ko‘plab ilmiy-tadqgigot ishlarining markazida
turibdi. Bugungi kunga kelib, bu borada mashina
ko‘rish intellekt,
o‘rganish (deep learning), mustahkam boshqaruv
(robust control) kabi zamonaviy yondashuvlar
go‘llanilmoqda. Ayniqsa, mashina ko‘rish va sensorli
boshgaruv  tizimlarining  integratsiyasi  adaptiv
traektoriya shakllantirishning funksional
imkoniyatlarini kengaytirmoqgda. Misol uchun, 3D
ko‘ruv sensorlari yordamida yuzaning relyef xaritasi
olinib, bu ma’lumotlar asosida traektoriya dinamik
tarzda yangilanadi. Bu esa harakat anigligini oshirib,
yuzaning notekis gismlarida xatoliklarning oldini olish
imkonini yaratadi.

Shuningdek, traektoriya shakllanishida
ishlatiladigan algoritmlar ham har doim rivojlanib
bormoqda. Dastlabki yondashuvlar odatda geometrik
modellarga asoslangan bo‘lsa, bugungi kunda statistik
va neyron tarmoglar asosida ishlovchi moslashuvchan
tizimlar keng qo‘llanilmoqda. Ushbu algoritmlar ta’lim
jarayonida turli yuzalarni tanib olishni o‘rganib, har bir
konkret holatda optimal harakat yo‘lini taklif qiladi. Bu
esa inson aralashuvisiz samarali ishlashni ta’minlab,
ishlab chigarish sifatini va samaradorligini sezilarli
darajada oshiradi[2].

Magolaning ushbu tadgigotida aynan noaniq
yuzalarni avtomatik tarzda pardozlash jarayonida
go‘llaniladigan adaptiv traektoriya shakllantirish
algoritmlarining nazariy va amaliy jihatlari yoritib
beriladi. Dastlab, ushbu algoritmlarning ishlash
prinsiplariga, ya’ni sensorli axborotlar asosida real
vaqt rejimida garor gabul qilish mexanizmlariga

texnologiyasi, sun’iy chuqur

to‘xtalib o‘tiladi. Shuningdek, robot
manipulyatorlarning konstruktsion imkoniyatlari va
ularni  intellektual  boshgaruv  tizimlari  bilan

integratsiyalash masalalari tahlil gilinadi. Magolada
mavjud algoritmlarning tahlili, ularning afzallik va
kamchiliklari, shuningdek, amaliy qo‘llanilish holatlari
misollar asosida ko‘rib chiqiladi.

Adabiyotlar tahlili va metodlar.
Tadgigotning asosiy maqgsadi — mavjud adaptiv
traektoriya shakllantirish algoritmlarini

takomillashtirish va ularni sanoat muhitiga moslashgan

holda optimallashtirish imkoniyatlarini o‘rganishdan
iborat.. Bu orgali avtomatlashtirilgan  robot
tizimlarining imkoniyatlarini kengaytirish, ularning
ishlash anigligini va samaradorligini oshirishga
erishiladi. Aynigsa, avtomobil sanoatida tanlangan
yuzalarni silliglash, bo‘yashdan oldin ularni pardozlash
kabi texnologik bosgichlarda robot tizimlarining ushbu
imkoniyatlari amaliy jihatdan nihoyatda dolzarbdir.
Shuningdek, aerokosmik sanoatida  murakkab
geometrik shakllarga ega komponentlarni aniglik bilan
gayta ishlashda ham ushbu yondashuvlar muhim rol
o‘ynaydi.

Yuqgorida keltirilgan holatlar robototexnika va
sanoat avtomatlashtirish  sohalarining kesishgan
nuqgtasida joylashgan ushbu mavzuning dolzarbligini
yana bir bor tasdiglaydi. Noanig va murakkab
shakllarga ega yuzalarni inson aralashuvisiz yuqori
aniglikda gayta ishlash imkoniyatini  beruvchi
algoritmlarni ishlab chigish va amaliyotga joriy etish
hozirgi sanoat texnologiyalarining asosiy
yo‘nalishlaridan biri bo‘lib qolmoqda. Shu bois,
mazkur magola nafagat nazariy jihatdan, balki amaliy
nugtayi nazardan ham muhim ahamiyat kasb etadi..

Ushbu tadgigotning asosiy magsadi — noanig
yuzalarni avtomatik pardozlash jarayonida robot
manipulyatorlar harakatini optimallashtirishga xizmat
giluvchi adaptiv traektoriya shakllantirish
algoritmlarini ishlab  chigish  va  ularning
samaradorligini eksperimental sinov  orgali
baholashdan iborat. Shu magsadda zamonaviy sensorli
tizimlar, mashinaviy o‘qitish yondashuvlari va real
vaqtli boshgaruv usullaridan foydalanildi. Tadgigot
jarayonida quyidagi metodik bosqgichlar ketma-ket
amalga oshirildi:

1. Sensorli ma’lumotlarni yig‘ish va 3D model
yaratish. Yuzaning shakl va geometriyasini aniq
aniglash uchun lazerli skanerlar va yuqori aniglikdagi
3D-kameralardan foydalanildi. Ushbu sensorlar robot
manipulyatorga o‘rnatilgan bo‘lib, ular yordamida
yuzaning relyefi va holati hagidagi real vaqtli
ma’lumotlar yig‘ildi. Har bir sirt skanerlash
operatsiyasi davomida nuqta bulutlari (point cloud)
shaklida ma’lumotlar hosil qilindi va ular asosida
ob’ektning to‘liq uch o‘lchamli modeli qayta tiklandi.
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Bu model traektoriya shakllantirishning boshlang‘ich
nuqtasini tashkil etdi[3].

3D ma’lumotlar dastlab Python tilida ishlab
chigilgan maxsus modul yordamida Open3D va PCL
(Point Cloud Library) kutubxonalari orgali gayta
ishlanib, sirtning noanig, notekis va geometrik
murakkab qismlari ajratib ko‘rsatildi. Shuningdek, 3D
modellashtirish  jarayonida yuzadagi kamchiliklar
(shovginlar, sensordagi  noanigliklar) filtrlanib,
silliglashtiruvchi algoritmlar orgali tozalanadi.

2. Noaniq yuzalarni aniglash uchun mashinaviy
o‘qitish  algoritmlarini qo‘llash. Yig‘ilgan 3D
ma’lumotlar asosida yuzaning murakkablik darajasi va
pardozlash zarur bo‘lgan sohalarini aniqlash uchun
mashinaviy o‘qitish algoritmlaridan foydalanildi.
Aynigsa, sirtning relyef o‘zgarishlariga asoslangan
yo‘naltirilgan klassifikatsiya usuli ishlab chiqildi. Bu
bosqgichda sirtning turli segmentlari (sillig, egri, yoriqli
va hokazo) aniglanib, har bir segment uchun alohida
traektoriya talab etiladigan hududlar ajratildi[4].

Ushbu magsadlarda scikit-learn va TensorFlow
kutubxonalaridan foydalanilib, yuzalar xususiyatlarini
o‘rganishga qaratilgan besleme-chigish (supervised
learning) modeli qurildi. Modellarni o‘rgatish uchun
laboratoriya sharoitida yaratilgan turli shakldagi sirtlar
bazasi tayyorlandi. Har bir sirt uchun asosiy atributlar
sifatida  quyidagilar ~ olinib, ularning  asosida
klassifikatsiya amalga oshirildi:

— Normallarning o‘zgarish darajasi (gradient)
— Yuzaning lokal egilish radiusi
— Yuzaning balandlikdagi farglari (height map)

Mashina o‘rganish algoritmi bu xususiyatlarga
asoslanib, sirtni pardozlash darajasi bo‘yicha baholash
va Kklasslarga ajratish imkonini berdi. Ushbu
Klassifikatsiya keyinchalik traektoriya shakllantirish
algoritmlarini moslashtirishda asosiy rol o‘ynadi[5].

3. Adaptiv traektoriya shakllantirish va real
vaqtli boshqgaruv. Tadqiqotning asosiy texnik yutug‘i
— adaptiv traektoriya shakllantirish algoritmini ishlab
chiqishdan iborat bo‘ldi. Ushbu algoritm har bir
aniqlangan sirt segmenti uchun optimal harakat yo‘lini
hisoblab chiqgdi. Shu magsadda moslashuvchan
boshgaruv tizimi ishlab chigildi. U quyidagi
komponentlardan iborat:

Traektoriya generatori — yuzaning relyefiga
mos harakat yo‘lini tuzadi.
Adaptiv regulyator — real vaqt rejimida

manipulyatorning pozitsiyasini aniglik bilan sozlaydi.

Fikr-mulohazali boshgaruv moduli (feedback
controller) — sirt bilan kontakt kuchini doimiy nazorat
qilib boradi.

Yuqoridagi tizimlar birgalikda ishlash orqali
robot manipulyator harakatini doimiy tarzda sirtga
moslashtiradi. Natijada, pardozlash kuchi hamda
harakat tezligi yuzaning o‘zgarishiga qarab dinamik
ravishda o‘zgartiriladi. Real vaqt rejimida ishlash
imkonini berish uchun ROS (Robot Operating System)
platformasidan foydalanildi. ROS orgali robot
manipulyator, sensorlar va boshgaruv modullari
o‘rtasida samarali integratsiya ta’minlandi[6].

Traektoriya shakllantirish moduli ROS-ning
Movelt!, tf2, va actionlib komponentlaridan
foydalangan holda ishlab chigildi. Aynan bu vositalar
orgali manipulyatorning pozitsiyasi, orientatsiyasi va
harakat traektoriyasi  sinxronlashtirildi. Harakat
paytida kuch-tortish sensorlari orgali sirt bilan aloga
darajasi uzluksiz monitoring qilindi va kerak bo‘lganda
algoritm avtomatik tarzda yo‘nalishni va bosim kuchini
o‘zgartirdi.

4.  Eksperimental muhit va sinovlar.
Algoritmlar ~ samaradorligini ~ baholash  uchun
laboratoriya sharoitida maxsus test platformasi

yaratildi. Bu platformada turli murakkablikdagi
yuzalar (egri, notekis, botiq, chigindi sirtlar) tayyorlab
qo‘yildi. Tajriba uchun FANUC M-20iA sanoat robot
manipulyatori tanlandi, chunki ushbu modelda 6
darajali harakat erkinligi mavjud bo‘lib, aniqlik va
moslashuvchanlik talablariga javob beradi[7].

Natijalar. Ushbu tadgigot doirasida ishlab
chigilgan  adaptiv  traektoriya  shakllantirish
algoritmlari robot manipulyator yordamida noaniq
yuzalarni avtomatik pardozlash vazifasida sinovdan
o‘tkazildi. Algoritmlarning ishlash samaradorligi
yuzaning egri chiziqligi, gradient o°zgarishi, pozitsion
xatolik va kontakt kuchi kabi mezonlar asosida
baholandi[2].

1. Yuzaning lokal murakkabligi ko‘rsatkichi

(o)
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Sinov yuzalarining egri chizigligi (k) va
gradient o‘zgarishi (g) asosida har bir sirt uchun ¢
ko‘rsatkichi quyidagi formula asosida hisoblandi:

p=kKk-g

@ qiymatining ortishi sirt murakkabligining
yugorilashini bildiradi va algoritm ushbu giymatga
mos holda traektoriyani va kuchni real vaqtda sozladi.

2. Adaptiv kuch va harakat traektoriyasi

Pardozlash  jarayonida  manipulyatorning
kontakt kuchi ¢ ga bog‘liq tarzda avtomatik sozlanib

borildi. Quyidagi formula asosida adaptatsiya
koeffitsienti hisoblandi:

K = KXo

C1+1¢l

Bunda K, =2.0 deb olinib, murakkab
yuzalarda kuch kamaytirilib, manipulyator harakati
sirtga haddan tashqari bosim gilmasligiga erishildi.

Shuningdek, traektoriya radiusi ham sirt
murakkabligiga mos holda quyidagicha o‘zgartirildi:

Rt = Ryominal — & - ¢ bu yerda Rpominal
=50mm,a=0,1

Bu esa manipulyator harakatining yugori
sezuvchanlik bilan moslashishini ta’minladi.

3. Xatolik funksiyasi va o‘zgarishlar

Algoritmning samaradorligini baholash uchun
quyidagi pozitsion xatolik formulasi qo‘llanildi:

e(t) = Paes(t) — Pace(t)

Aynan ushbu xatolik ¢ ga bog‘liq ravishda
o‘zgarib bordi va adaptiv algoritm real vaqt rejimida
traektoriya va kuchni shunday sozladiki, xatolik
+0.5 mm doirasida saglanib goldi.

Bundan tashqari, 0‘z-0‘zini o‘rganish asosida
traektoriya adaptatsiyasi quyidagicha baholandi:

0 =—I-¢- e(t)

Bu formulada I'=0.8 deb belgilandi va tizim har
bir holatda pozitsion xatolikni minimallashtirishga
harakat qgildi.

Tadgiqot davomida ishlab chigilgan adaptiv
traektoriya shakllantirish algoritmi besh xil yuzaning
murakkablik darajasiga ega test muhitida sinovdan
o‘tkazildi. Har bir sirt uchun adaptiv algoritm bilan

erishilgan aniqlik darajasi, an’anaviy statik traecktoriya
algoritmi bilan tagqoslandi. Quyidagi jadvalda har bir
sinov uchun olingan asosiy natijalar ko‘rsatilgan:

Jadval 1. Adaptiv va statik algoritmlarning
aniqlik ko‘rsatkichlari

Sinov | Yuzaning Adaptiv | Statik
ragami | murakkablik | algoritm | algoritm
darajasi bilan bilan aniqglik

aniglik | (%)
(%)

1 Past 94.5 81.0

2 O‘rtacha 92.3 79.5

3 Yugori 89.7 75.3

4 Yugori 91.2 76.8

5 O‘rtacha 93.8 78.9

Yuqoridagi natijalar shuni ko‘rsatadiki, adaptiv
algoritm statik yondashuvga nisbatan har doim
yugorirog aniqlik darajasini ta’minlaydi. Aynigsa,
murakkab va o‘zgaruvchan relyefga ega yuzalarda
adaptiv tizim sirt relyefiga moslashib, manipulyator
harakatini real vaqt rejimida tuzatishga muvaffaq
bo‘lgan.

o Adaptiv va Statik algoritmlarning aniglik darajasi (sinovlarga nisbatan)

92.5

90.0

=3 @
o ~
o [

Aniglik (%)

®
)
n

80.0

Adaptiv algoritm
75.0 | —— Statik algoritm

1.0 15 2.0 2.5 3.0 3.5 4.0 45 5.0
Sinov ragami

1-rasm: Adaptiv va statik algoritmlarning
aniqlik ko‘rsatkichlari

Har bir
darajasi.

Grafikdan  ko‘rinib  turibdiki,  adaptiv
traektoriya shakllantirish algoritmi barcha sinov
holatlarida barqaror ishlash ko‘rsatkichini saqlab
golgan. Aynigsa 3- va 4-sinovlar  (yuqori
murakkablikdagi yuzalar) misolida adaptiv tizimning
ustunligi yaggol namoyon bo‘lgan. Statik algoritm esa

sinovda algoritmlarning aniqglik
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sirt relyefidagi o‘zgarishlarga moslasha olmagani
sababli aniglikda sezilarli pasayish kuzatilgan.

Qo‘shimcha kuzatuvlar:

Pardozlash kuchining bargarorligi: adaptiv
tizimda yuzaga qo‘yilayotgan kontakt kuchining
o‘zgarishi +5% ichida bo‘ldi, bu esa sirtga zarar
yetkazmaslikda muhim omil hisoblanadi.

Real vaqtli yangilanish: har bir sirt segmenti
uchun traektoriya algoritmi o‘rtacha 0.5 soniya ichida
moslashtirildi.

Xatoliklarni  kamaytirish: yuzaning noaniq
gismlarida adaptiv tizim manipulyator harakatini
avtomatik tuzatib, kerakli aniglikni saglab goldi.

Ushbu natijalar ishlab chigilgan algoritmning
sanoat sharoitlarida, aynigsa avtomobilsozlik va
aerokosmik sohalarda, noaniq yuzalarni silliglash va

pardozlashda samarali qo‘llanilishi mumkinligini
tasdiglaydi.
Muhokama. Ushbu tadgigotda noaniq

yuzalarga ega ob’ektlarni avtomatik pardozlashda
adaptiv traektoriya shakllantirish algoritmlarining
samaradorligi amaliy tajribalar va matematik
modellashtirish orgali baholandi. Olingan natijalar
robot manipulyator harakatining anigligi, bargarorligi
va sirtga moslashuvchanligini sezilarli darajada
oshirish mumkinligini ko‘rsatdi.

1. Lokal yuzaviy murakkablik va traektoriya
moslashuvi.

Yuzaning lokal xususiyatlari — egri chizigligi
() va gradient o‘zgarishi (g) — asosida hisoblangan
¢=k-g formulasi sirt murakkabligini aniglashda asosiy
mezon sifatida qo‘llanildi. Tajriba shuni ko‘rsatdiki, ¢
giymati ortgani sari:

Traektoriya
giyinlashadi,

Pardozlashda kontakt kuchining boshqaruvi
murakkablashadi.

Shunday holatlarda algoritm traektoriyani ¢ ga
proporsional tarzda moslashtirib  bordi R, =
Ryominal — @ * ¢ bu esa sirtga to‘g‘ri burchak ostida va

aniqgligini saglab golish

optimal kuch bilan ishlov berilishini ta’minladi[9].
2. Kontakt kuchining avtomatik boshgaruvi

Kontakt kuchi ¢ ga bogliq holda
optimallashtirildi. Kuch adaptatsiyasi uchun quyidagi
tenglama ishlatildi:

K =10
1+ 9|

Bu yondashuv manipulyator sirtning murakkab
joylariga yetib kelganda ortigcha bosimni kamaytirish
va sirtga zarar yetkazmaslik imkonini berdi.
Eksperimental natijalarda bu yondashuv yordamida
kuch og‘ishining 1.25% dan oshmasligi kuzatildi, bu
esa sanoat darajasidagi bargarorlik mezonlariga mos
keladi[10].

3. Pozitsion
boshgaruv

Traektoriya shakllanishida yuzaga keluvchi
pozitsion xatolik quyidagi tenglama orgali baholandi:

e(t) = Paes(t) = Pace(t)
Adaptiv boshgaruv bu xatolikni kamaytirish

uchun o‘zgaruvchan burchak tezligini moslashtirib
bordi:

xatolik va moslashuvchan

0 =-I-¢-e(t)

Bu model manipulyatorga real vaqt rejimida
harakatini moslashtirishga va +0.5mm aniglikda
ishlashga imkon berdi. Natijalar shuni ko‘rsatdiki, sirt
murakkabligi oshgan sari xatolik ortsa ham, algoritm
uni tezda kompensatsiya qilishga qodir bo‘ldi[11].

4. Algoritmning sezgirlik darajasi

Tajriba natijalariga ko‘ra, ¢<0.05 bo‘lgan
yuzalarda manipulyator harakati deyarli ideallikka
yaqin bo‘ldi (aniqlik 99.9%).

¢>0.2 bo‘lgan murakkab yuzalarda esa aniqlik
97.5% atrofida saglanib goldi, bu esa algoritmning
yugqori sezgirlik bilan ishlashini ko‘rsatadi.

Bu moslashuvchanlik  robotga har  xil
geometriyaga ega ob’ektlarni minimal dasturlash
orgali qgayta ishlash imkonini berdi — bu esa
zamonaviy avtomobilsozlik va aerokosmik tarmoglar
uchun muhim ustunlikdir[12,13].

5. ROS va Python asosida amaliy integratsiya

Tadgiqotda algoritmlar ROS (Robot Operating
System) platformasi va Python dasturlash tilida ishlab
chigildi. Bu esa real robotik tizimlarga osongina
integratsiyalash, ko‘p sensorli ma’lumotlarni sinxron
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tahlil gilish va traektoriya optimallashtirishni real vaqt
rejimida amalga oshirish imkonini berdi[14].

6. Solishtirma tahlil

Oddiy (moslashuvsiz) traektoriya
algoritmlariga nisbatan taklif etilgan adaptiv algoritm:

Pozitsion aniqlikni o‘rtacha 1.3% ga yaxshiladi,

Kontakt kuchidagi o‘zgarishni 2 barobar
kamaytirdi,

Pardozlash sifatini vizual va taktil nazoratda
yugori bahoga erishdi[15,16].

Xulosa. Ushbu tadgigot noaniq yuzalarning
avtomatik  ishlov  berilishi  jarayonida lokal
murakkablikni aniglash, kontakt kuchi va traektoriyani
adaptatsiyalash orqgali robot manipulyator harakatini

sezilarli darajada takomillashtirish mumkinligini
tasdigladi. Taklif etilgan adaptiv traektoriya
algoritmlari nafagat ishlov sifatini oshirdi, balki

tizimga moslashuvchanlik, bargarorlik va samaradorlik

kabi muhim sanoat talablari bo‘yicha ham ustunlik
berdi.

Ushbu tadgiqotda robot manipulyatorlari
yordamida noanig yuzalarning avtomatik
pardozlanishini  takomillashtirish  uchun adaptiv

traektoriya shakllantirish algoritmlari ishlab chiqildi,
matematik modellashtirildi va amaliy tajriba asosida
baholandi. Tadgigotning asosiy magsadi — real vaqt
rejimida manipulyator harakatlarini yuzaning lokal
xususiyatlariga mos ravishda moslashtirish orqali
pardozlash sifatini va tizimning barqarorligini
oshirishdan iborat edi.

Tadgigotdan
quyidagilardan iborat:

Yuzaning lokal murakkabligini baholash uchun
ishlab chiqgilgan ¢=k-g ko‘rsatkichi manipulyator
uchun traektoriya va kuch moslashtirishda ishonchli
ko‘rsatkich sifatida ishladi. U yuzaning egri chiziqligi
va  gradient o‘zgarishlari  orqali  aniqglanib,
manipulyatorning  sirt  bilan ta’sirini
bashoratlash imkonini berdi.

Adaptiv boshgaruv algoritmlari
manipulyatorga vaqt rejimida o°‘z harakat
yo‘nalishini va kuch parametrlarini moslashtirish
imkonini berdi. Kontakt kuchining ¢ ga qarab

olinadigan asosiy xulosalar

o‘zaro

real

avtomatik tarzda sozlanishi, yuzaning murakkab
gismlarida ortigcha bosimni kamaytirish va silliq
pardozlashni ta’minlashga xizmat qildi.

Traektoriya optimallashtirish formulalari (R, =
Ryominal — @ ¢ yordamida harakat yo‘li dinamik
tarzda sirtning geometriyasiga moslashtirildi. Bu esa
pardozlash anigligini 97.5-99.9% oralig‘ida ushlab
turishga imkon berdi.

Eksperimental
algoritmlar:

Oddiy (moslashuvsiz) algoritmlarga nisbatan
pozitsion aniqlikni o‘rtacha 1.3% ga yaxshiladi;

Kontakt kuchidagi og‘ishlarni ikki barobar
kamaytirdi;

Murakkab yuzalarda ham bargaror ishlash
imkoniyatini yaratdi.

ROS (Robot Operating System) va Python
dasturlash muhiti asosida tizimni modul ko‘rinishda
ishlab chiqish va sensorli ma’lumotlarni real vaqt
rejimida qgayta ishlash imkoniyati tizimning amaliy
ahamiyatini oshirdi.

Ushbu algoritmlar avtomobilsozlik, aviatsiya,
aerokosmik, elektronika sanoatida turli geometriyali
detallarni avtomatik qayta ishlash jarayonlarini
optimallashtirish uchun foydali yechimlar taklif etadi.

Tizimning moslashuvchanligi sababli, uni har
xil turdagi manipulyatorlarga moslashtirish imkoniyati
mavjud bo‘lib, bu sanoat ishlab chigarish liniyalarining
avtomatlashtirilgan elementlarini yaratishda katta
ahamiyat kasb etadi.

Tadgigot natijalari asosida ishlab chigilgan
yondashuvlar robotik tizimlarda mashinaviy ko‘rish,
sun’iy intellekt va adaptiv boshgaruv kombinatsiyasini
birlashtirish imkonini beradi, bu esa zamonaviy sanoat
robototexnikasining rivojlanishiga xizmat giladi.

tahlillar ~ orgali  adaptiv

Foydalanilgan adabiyotlar
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MHCTPYMEHTA B 3/IpaBOOXPAHEHUU.

BBeaenue

CoBpeMeHHasi MeIWIIMHA HAaXOJWTCSI HaA
MEPECECYCHUU TEXHOJIOTUNA U KIMHUYECKON MPAKTHUKH,
U BUpTyasjbHas peanbHOCTh (VR) cTaHOBUTCS OIHUM

U3 HauboJiee NePCIeKTUBHBIX HAMPaBICHUM [IUPPOBOIA

Tpanchopmaruu  oTpacid. B ycloBusX, Korjaa
TpeOyeTcsl BBICOKas TOYHOCTh, O€30MacHOCTh U
WHJIUBUYaIbHbIN HOXO0/I, VR MO3BOJSIET

BOCCO3/1aBaTh UMMEPCUBHbBIE CLICHAPUH J1JIs1 O0yUCHHUS,
Tepalui U JUarHOCTUKU. DTO OCOOEHHO aKTyallbHO B
XUPYpPIUH,

pea6I/IJ'H/ITaHI/II/I U TCUXOTCpariuuv, TAC

TPAaAULIMOHHBIE METOJIbl 3a4acTyl) OrPaHUYEHBI B

BO3MOKHOCTSIX.
Texnonorus BUPTYaJIbHOU

OCHOBHBIC TPUHLMUIBL. BHpTyanbHas peaibHOCTh —

OTO TCXHOJIOTHA, KOTOpPass C MOMOMIbIO CIICHHAJIBHBIX

PE€aIbHOCTHU:

ycTtpoiictB (VR-04kOB, HUIEMOB, KOHTPOJIJIEPOB U

CEHCOPOB)  CO3/laeT y  IMOJb30BaTelsl  IOJHOE
NOTPYKEHUE B HCKYCCTBEHHO CMOJEIMPOBAHHOE
MPOCTPAaHCTBO. B oTimuMe OT  JIONMOJHEHHOU
pEATbHOCTH (AR), KOTOpas HaKJIaJbIBaCT
BUPTyalbHbIE OOBEKTHI Ha peanbHbli Mup, VR
IIOJIHOCTBIO  3aMEHSET BU3YaJIbHOE U  3BYKOBOE

BOCTIpUSTHE, TO3BOJISAS MAIlMEHTaM M CHEIHaTucTam
B3aMMO/ICHICTBOBATH C BUPTYaJIbHOM CPEIOil.

Hunst  padotet  VR-cuctembr B
WCIIOJIB3YIOT BBICOKOTOYHBIC TpadUueCKUe JBUKKH,

CCHCOpPBbI IBMKCHHUA U JAXKC 6I/IOMCTpI/I‘-IeCKI/Ie

MEAUIIMHE

AHHOTanusA. B crathe paccMaTpuBarOTCS COBPEMEHHBIC HAIPABICHUS IPUMEHEHUs TEXHOJIOIMI
BUpTyasibHOU peanbHOCTH (VR) B Menummue. Oco0oe BHUMaHUE YACJICHO HCIOJIb30BaHni0 VR B
00yueHNH MEIMIMHCKUX CIEIHATUCTOB, MPEIONEePAllMOHHOM IUIAHUPOBAHUH, TICUXOTEpAlNUd U
peabunutarui. Ha ocHOBe aHanmm3a HAyYHOW JHUTEpaTyphl M CPaBHHUTEIBHOTO H3y4deHUs: VR-
NPWIOKEHUH TPEUIOKEHbl MaTeMaTHYeCKHe MOJENU Uil OUEHKH A(PQPEKTHBHOCTH TEparuu.
[IpencraBneHsl TabMUIBI U JUarpaMMma, WITIOCTPUPYIOIIME pe3yNbTaThl HMCMONb30BaHHA VR B
Pa3IMYHBIX METUIIMHCKUX oOnacTsax. CuenaH BBIBOJ 0 moTeHImane VR kak TpaHchOpMUPYIOLIETo

KuroueBble ci10Ba: BUpTyanbHas peajJbHOCTh, VR, Meauiunaa, Xxupyprus, o0yuenue, peadumuTars,
MICUXOTEpaIusi, HHHOBAIIMOHHBIE TEXHOJIOTUH, TEJIEMEIUIINHA, UCKYCCTBEHHBIN HHTEIIJICKT

JaT4YUKH, KOTOPKBIC co3J1aBaThb
PCATUCTUYHBIC W TICPCOHAIIM3UPOBAHHBIC CHCHApPUH.

IIO3BOJIAOT

3T0 0COOEHHO BaXKHO Il 00YUYCHHUS, XUPYPIHUECKOTO
IUIAHUPOBaHUA M peabuiauTanuM, rae HeoOXoauma
TOYHAs aHATOMUH

CUMYJIALUA u

OpraHusMa.

IIponeccoB

Llenp nanHO# pabOTHl — OOOOIMIUTE TEKYIIHE
TOCTIKEHUS B TpUMEeHeHnH VR B MeIMIIMHE, ONTUCATh
METOIUKH OIeHKH e€ d(hdeKkTUBHOCTH, a TaKxKe
BBISIBUTH IIEPCIEKTUBBI U OTPaHUYCHUS.

O0630p JuTEpaTYPHI H METOABI

Ucnonb3zoBanne VR B MeauuuHe Havaio
akTuBHO pa3BuBaThcsi ¢ 2000-x romoB. Ilo manHBIM
(2016), BupTyallbHBIE CUMYJISTOPHI
MO3BOJIAIOT OTPa0aThIBATh MEIUIIMHCKUE HABBIKM 0O€3
pucka mia mamueHTta. Botden & Jakimowicz (2009)

Riva et al.

nokazanu 3P QPeKTUBHOCTH
TpeHaxk€poB. Freeman et al. (2017) yxa3zanu Ha

HOJOXHUTENbHBIH 3(dexT VR B 3KCIO3UIMOHHON

VR-xupypruueckux

tepanuu ripu [ITCP. B peabunuranuu mocie nHCYIbTa
VR nomoraeTr yCKOpUTb BOCCTAHOBJIEHUE MOTOPHUKH
(Laver et al., 2017). OgHako €CTh U OTPAaHUYCHHUS:
BBICOKasi CTOMMOCTh OOOpYJIOBaHUS, MOTPEOHOCTH B

O0y4eHUH TMepCOHANA, TEXHHYECKHE CIIOKHOCTH
(Bohil et al., 2011).
MeTopoJ10rust Mccae10BaHUsA
e Heanb: onenuts >3ddexTnBHOCTE VR B

PA3INIHBIX MECOAULUHCKUX o0acTsX.
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e MeTtoanl: KOHTEHT-aHaJIN3 myOmuKanui
(20102024 rr., 6a3e1 PubMed, Scopus, WoS),
CpPaBHUTEIIbHBIN VR-npuiioxeHuit

(oOyuenue, Tepanusi, peabUIUTAINSA).

° KpnTeplm: HAJINYUC SMIIMPHUICCKUX NAHHBIX,

aHajin3

CHUCTEMaTHYECKUX 0030pOB, BEICOKOE Ka4eCTBO
My OJTMKAITUH.
e MaremaTnuyeckoe MO/IeJINPOBaHue
3¢ PeKTUBHOCTH:
[Ipocreitmas

ManueHTa:
P=t (1)

Ty
rae Ta — akTtuBHOE Bpems ceccuu B VR, Ty —

MOACIIb BOBJICYEHHOCTH

ob1ee peKOMEHI0BAaHHOE BPeMs TEPAITHH.

100 I dekTuBHoCTE VR No HanpaeneHuam

CpenHas 3cpdekTUBHOCTL (%)

Xnpypris

Peabunutauun NcuxoTepanua LlnarHocTuka

Huarpamma 1. DddextuBrocts VR 1o

HampaBJICHUSM (B MPOLEHTAX )

Taoauuma 2. Bausame VR-texHosiormii Ha

Pacumpennas Monens s¢dexTuBHOCTH: KJIMHHYeCKHMe M o0ydalomue napaMerpbl (mo
E=a-P+ R () pe3yabTaTaM 00001IIEHHOT0 AHAJIN3A)
rae R — peabunuranuonnsiii nporpecc, 0=0.6, | [Toxazatenn Tlo Tocre Yayumen
=0.4 — smnupuueckue KodhPUITUSHTHI. npuMeHe | mpuUMeHe | e /
HroroBas Mozmenp ¢ y4eTOM KOTHUTHBHOM nust VR nust VR dppexT
. Cpenusis 12 memens | 8 Hemenb Coxkparie
peakuuu:
(a-P+ B-R)C MPOJIOJKUTEIbH HHC  Ha
Ef = T (3) OCTh 33%
Y peabunuranun
T0CIIe MHCYJIbTa
rine C — ypoBeHb KOTHUTHBHOTO BOBJICUCHUS, Ommbku  mpu | 4.1 Ha | 1.7 Ha | CHIKEHU
S— crpecc-(pakrop, Y — NonpaBouHbli KOG UIUEHT | | BHIIOTHEHHH ceaHc ceaHc e Ha 59%
(0 .1-0. 3) ) JIalrapOCKOIIMn
(oOyJarormmmecs)
YpoBeHb 61 39 CHxeHu
Pe3yabTaThiio IMnupnyeckue pe3yabTaThl TPEBOKHOCTH e
Tabnuna 1. Dpdexrusrocts VR B pazmuuneix | | mpu IITCP (mo CHMIITOMO
- 0
MEJIMIIMHCKUX 0071acTsIX mkane PCL 5) B Ha 36%
06 X C I Bogneuénnocts | 3.2/5 4615 Poct Ha
JIACTh 0J1-BO penusis puMedaH J—— s 44%
NpHMeHeH | ucciaenoBa | 3Qp¢eKTuBH | He N
" y4eOHBIN
HA HUH octhb (%)
X 14 89% Hcnons3oBa upotee (1o
npyprude 0 mkane Likert)
CKOE HBI 3D
o0yueHne CHUMYJISITOPBI .
Tlcuxotepa | 10 78% SKCIIOSHIIHO B nmononmHeHWe K TOKaszarensM  CpemHen
st uHas  VR- | | addekTuBHOCTH, OBLT MPOBEAEH CPaBHUTEIbHBIN
(IITCP) Tepanus aHasm3 KOHKPETHBIX KJIIMHAYECKHX u
Peabumut 2% HrpoBsl
cabmmra | 9 82% POBBIC 00pa30BaTeNbHBIX PE3yIbTaTOB JI0 U M1OCIIE BHEAPEHUS
st CLICHAPHUH C
AIeMEHTAMM VR. Kak Bugno n3 Tabaunp! 2, ucnoiyipb3oBanne VR-
reiiMudukan | | CHEHAPHEB B PeaOMINTAIMH TO3BOJIIIO 3HAUYUTEIHHO
L2011 COKPATUTh CPOKH BOCCTAHOBJICHUS — B CPEeIHEM C 12
9
Muarnoctn | 5 1% Hcnosn3osa 1o 8 Henenab. AHAJIOTUYHO, PU O0YyUYEHUU CTYACHTOB-
Ka Hue VR ¢ 5
Grocercopa MEIAMKOB KOJUYECTBO JIOMYLICHHBIX OIIMOOK B
MU CUMYJISLIUAX JanapoCKOMUYECKUX ornepanuit
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CHU3WJIOCH OoJiee 4eM B JBa paza. B mcuxorepanuu
namuedToB ¢ [ITCP wHabmomamocs 3HAYUTEIBHOE
CHIDKCHHE YPOBHS TPEBOKHOCTH. Takxke OTMEYeH
POCT BOBJICYEHHOCTU CTYJCHTOB B 00pa3oBaTesIbHbIH
OpolecC MpH HCIONb30BaHMM VR B yueOHBIX
MOJTYJISIX.

OTH JaHHBIE TOMYEPKUBAIOT MPAKTHUECKYIO
3HAYMMOCTh VR He TOIBKO Kak BCIIOMOTaTEeIBEHOM, HO
TpaHcQOpPMHUPYIOIIEH  TEXHOJIOTUU B
COBPEMEHHON MEJIMIIMHCKOMN MpPaKTHUKE.

[Ipumep keiica.

U Kak
B xiunuke «Neuromed»
npumeHeHne VR B peaOmiurtanyy manyueHTOB MOCIE
WHCYJbTa MO3BOJIUIIO COKpPATUTh CPEZIHION
JUITUTENbHOCTD Tepanuu ¢ 12 1o 8 nenens. [Ipu pacuere
no ¢opmyne Et, addexkruBHOCT BhIpocia Ha 35% 1o
CPaBHEHUIO C KOHTPOJIbHOM TPYIIION.

3akJ/ouenue

BuptyansHast peanbHOCTb JI€MOHCTPUPYET
BBICOKYIO [IEHHOCTh KaK HHHOBAIIMOHHBI MHCTPYMEHT
B MenunuHe. E€ mpuMeHeHHEe MNOBBIIIAET KAauecTBO
MOATOTOBKM CHEIMAJIMCTOB, JAeNaeT JeueHue Ooiee

0e30MacHbIM U MNEPCOHATM3UPOBAHHBIM, YJIYYIIAET

PE3YyJIbTATBl TCPAIIMKM W TIOBBIINACT MOTHUBAIHUIO
IMIalrmMCHTOB. HCCMOTp}I Ha OHpe,Z[eJIéHHBIe
TECXHHUYCCKUC n OpraHru3aliiOHHBIC 6apbepbl,

JnanpHeimee pasButue VR u €€ wuHTerpauus ¢
WCKYCCTBEHHBIM HHTEJUIEKTOM U  TEIIEMEIUITTHON
OTKPBIBAIOT MIMPOKHE TMEPCIEKTHBHI B JUATHOCTHKE,
00y4YeHUHn U peaduIuTaInH.

10.

11.

integrated  education and research,
November 2022, p.53-56.

Pacynos A. M., Upmatosa /1. b. TEXHOJIOT' 1
BUPTYAJIbBHOU PEAJIBHOCTH B
COBPEMEHHOM MMHPE. — 2021.

PacynoB A. M., U6poxumos H. U., Upmatosa /I.
b. KOMIIBIOTEPHOE MOJEJIMPOBAHUE
[IPOLIECCA POCTA TOHKOM IUIEHKU. —
2021.

Koukoposa I' ., & HWpmarosa /I.b. (2023).
POJIb UCKYCCTBEHHOI'O MHTEJUIEKTA
B OBPA3OBAHUHMU. Journal of Integrated
Education and Research, 2(5), 59-64. Retrieved
from
https://ojs.rmasav.com/index.php/ojs/article/view

/1145

1(6),

3ynynoB P.M., Hpmarosa JI.b., & T'omboa
Xymopa.  (2023). HWCCIEJOBAHUE U
CO31AHUE I[TPOTPAMMHOI'O

OBECIIEUEHHA AJITOPUTMA PACYETA
[TOKA3ATEJIEN OLEHKM VYIIPABJIEHWA
MHHOBAILIMOHHOM  JESTEJIBHOCTHIO.
Journal of Integrated Education and Research,
2(5), 54-58. Retrieved from
https://ojs.rmasav.com/index.php/ojs/article/view
/1144

Upmatoa JI., Xamxaes C. HEWMPOHHBIE
CETHU W UCKYCCTBEHHbBIN UHTEJUIEKT
HA A3BIKE PYTHON: OB30P BUBJIMOTEK 1

®PEMMBOPKOB //Research and
Jlutepatypa implementation. — 2023.
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Rahmatullayev Ilhom Raxmatullayevich,

Ragamli texnologiyalar va sun’iy intellektni rivojlantirish

ilmiy-tadqiqot instituti, Toshkent, O‘zbekiston

Sharof Rashidov nomidagi Samargand davlat universiteti

ilhom9001@gmail.com

Kiyamov Jasur Utkirovich,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti Samargand filiali, Samargand,

O‘zbekiston

Nazarov Otabek,
Zarmed Universiteti

Xasanov Kamol Abdujalolovich,
Muhammad al-Xorazmiy nomidagi Toshkent axborot

texnologiyalari universiteti Samargand filiali, Samargand,

S-box, bufer, holat massivi

KIRISH
Kriptografik algoritm ishlab chigishda muhim
talablaridan biri — undagi akslantirish

(transformatsiya) mexanizmlarining ifoda jihatidan
soddaligi va hisoblash nuqgtayi nazaridan yengilligidir.
Bunday yondashuv, bir tomondan, algoritmning
akslantirish bosqichlarini kriptografik tahlil gilishni
osonlashtirsa, ikkinchi tomondan esa, uning
kriptografik samaradorligini oshirish, shuningdek,
apparat yoki apparat-dasturiy platformalarda samarali
va qulay tarzda amalga oshirilishini ta'minlaydi[1].
2019-2024 yillarda oqimli shifrlagichlar
sohasida nafagat yangi algoritmlar, balki mavjud
mashhur algoritmlarni tahlil qilish yuzasidan ham
muhim ishlar gilindi. Jumladan, ChaCha20 kabi keng
qo‘llaniladigan oqimli shifrlagichlarning xavfsizlik
darajasi chuqur o‘rganilmoqda[2]. Shotaro Miyashita

O‘zbekiston

Annotatsiya Mazkur maqgolada NSA (New Stream Algorithm) oqimli shifrlash algoritmining
xavfsizlik xususiyatlari, aynigsa akslantirish (reflection) va bufer yangilash mexanizmlarining
kriptotahlilga nisbatan bargarorligi tahlil gilinadi. NSA algoritmining tuzilmasi, S-box va MDS
matritsalari orqgali amalga oshirilgan chizigsiz konversiyalar, F-funksiyaning tahliliy teskari
yondashuvi, shuningdek, algoritmga qarshi amalga oshirilishi mumkin bo‘lgan hujum turlari
matematik asosda tadqiq etiladi. Tadgigot natijalari ushbu algoritmni zamonaviy axborot xavfsizligi
sohasida qo‘llash uchun istigbolli yechimlardan biri ekanligini ko‘rsatadi.

Kalit so‘zlar: NSA algoritmi, ogimli shifrlash, F-funksiyasi, chizigsiz transformatsiya, kriptotahlil,

va boshg. (2021) ChaCha algoritmiga differensial
kriptotahlil o‘tkazib, uning 7,25 raundgacha zaifligini
ko‘rsatuvchi  natijaga Ular oldingi
izlanishlarda cheklangan bo‘lib  kelgan PNB
(Probabilistic Neutral Bit) konsepsiyasini to‘liq tahlil
gilish orgali ChaCha uchun yangi differensial hujum
usulini taklif etdilar. Ushbu yondashuvda dastlab bitta
bitga chegaralangan differensiallar uchun barcha
mumkin bo‘lgan neytral bitlar to‘plami o‘rganilib,
so‘ng eng yuqori differensial og‘ish (bias) beruvchi
kombinatsiya tanlanadi[3-4].

Hujumning cheklangan tomoni shundaki, u
faqat qisqartirilgan raundlarga ta’sir qiladi — to‘liq
ChaCha20 hali ham amaliy jihatdan ishonchli
hisoblanadi[5]. Miyashita va boshqgalarning o‘zi ham
taklif etgan uslub bruteforce’dan sekinroq ekanini,
ammo u kelgusidagi takomillashtirilgan hujumlar

erishdilar.
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uchun asos bo‘lib xizmat qilishini ta’kidlaydi[6]. Bu
izlanish  ChaCha singari mustahkam  oqimli
shifrlagichlarda ham kichik zaxira zaifliklar bo‘lishi
mumkinligini nazariy jihatdan ko‘rsatib, ochiq
muammo sifatida to‘liq 20 raundli versiyani matematik
jihatdan isbotlash yoki imkon gadar ko‘proq raundga
hujumni kengaytirish masalasini qoldirdi[7].

Asosiy gism

Tahlil davomida har bir raundda ikkita F-
funksiyaning kirish ma’lumotlari sifatida
foydalaniladigan a4(t) ning oralig qgiymatlarini
belgilash uchun «,f,y,8,& kabi indekslovchi
harflardan foydalaniladi. Shuningdek, chigish giymati
sifatida Chiqish[t] = a,(t) deb deb faraz gilinadi.
Ushbu yondashuv bir nechta muhim kuzatuvlarni
amalga oshirish imkonini beradi[8].

Birinchi kuzatish shundan iboratki, a,(t) =
ag(t+ 1)) tenglik asosida ifodalanadi. Bu esa
tahlilchiga har bir raundda bufer giymatini aniglab
olish imkonini beradi, ya’ni 64 bitli bufer yangilanadi.
Bu orgali tahlilchi  A(:) funksiyasini — buferni
yangilovchi  mexanizmni — ramziy jihatdan
modellashtira oladi. Natijada bufer bitlari bilan bir
qatorda chizigli bo‘lmagan p-funksiyaga uzatiladigan
“qism kalit” bitlari uchun chiziqli tenglamalar tuzish
mumkin bo‘ladi.

Ikkinchi kuzatuv shundan iboratki, a;(t)
giymati raunddagi har ikki F-funksiyaga kirish sifatida
ishlatiladi,
matematik bog‘ligliklar yuzaga kelishiga
bo‘ladi.

Yakuniy kuzatish esa tahlilchiga quyidagi
tenglamani ifodalash imkonini beradi: (1) ifoda.
a®6=F(B b « 19)®F (y, b)), (1)

Mazkur tenglamada ishtirok etuvchi a, B, v, 0
kabi giymatlar chiqish oqimiga tegishli bo‘lgani bois,
ular hujumchi tomonidan kuzatish yo‘li bilan
aniglanishi mumkin (garang: 1-rasm).

bu esa tahlil jarayonida qo‘shimcha
sabab

CL
frl &)
b.fﬂ b 4
i—';,. l—\ a *
a Ty wah
AN F F
fr+1) (t+1)
b, ——— ‘
ft+1}
a, C,} F F D
fr+2) (t+2)
bm 4
- o g
(1+2) Y
a, C.) F F {) 8
ﬁ-—

&

1-rasm. Hujum yo‘nalishi

MDS almashtirishning teskari amali hamda
baytlar almashuvi bosgichi mos ravishda M~1 bilan,
sakkizta S-box gatlam esa S bilan ifodalanadi. F-
funksiyaning chizigli gismining teskari
transformatsiyasini tenglamaning har ikkala tomoniga
go‘llash orqali ushbu tenglama soddalashtiriladi va
quyidagi ko‘rinishga keltiriladi:

M- (a®6) =S (ﬁea(bﬁ,“) «

19))@sgeb! ). @

(2) ifoda har bir S-box tomonidan gayta
ishlanadigan 8 bitli qiymatlarni alohida ko‘rib chiqish
imkonini beradi, ya’ni u 8 ta o‘zaro mustaqil
tenglamaga ajratiladi.

Mazkur tenglamadan foydalanishning samarali
yondashuvlaridan  biri  —  chigish  ogimida
M~ 1(a @ &) ifodasidagi baytlardan kamida bittasi
nolga teng bo‘ladigan holatlarni aniglashdir. Ayrim S-
boxlar uchun bu yondashuv soddalashtirilgan quyidagi
tenglamaga olib keladi:

s (ﬁ@(bfgﬂ) & 19)) OS(y®b{H?)
soddalashtirishgan holatda:
(b «< 19)@b*? = pavy. 3)
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Bufer bitlari uchun ushbu yondashuv 8 bitli
chizigli cheklovlar tizimini hosil giladi. Barcha bufer
bitlariga nisbatan chizigli tenglamalar tizimini tuzish
uchun taxminan 1024/8 = 128 ta shunday tenglama
kifoya qiladi. Har bir 64 bitli blokda hech bo‘lmaganda
bitta baytning nolga teng bo‘lish ehtimoli quyidagicha
baholanadi:

1— (1 - 1/256)% ~ 275,

Demak, agar tahlilchi taxminan 25x128=2%ta
chiqish giymatiga ega bo‘lsa, u holda bu ma’lumotlar
asosida yechimga ega bo‘lgan tenglamalar sistemasini
tuzish va 1024-bitli buferni to‘liq qayta tiklashga
urinish mumkin.

Tahlilchi agar t raunddagi bufer holatini va

uchta ketma-ket chigish giymatlarini — ya’ni
aP,a® ol holat massivini quyidagi ifoda

orgali tiklashi mumkin:
® © ©Y_
(ao 4y 4, )—

(ay ™V, a1, F(a1”, ) @ai™™).

Shuningdek, agar shifrlash algoritmining
barcha bosqichlari teskari hisoblanadigan bo‘lsa, bufer
holatini va t vaqtidagi holatni aniglash tahlilchiga
shifrni nafagat oldinga, balki orgaga ham yuritish
imkonini beradi. Shifrni orgaga ishlatish orgali
tahlilchi boshlang‘ich 128 bitli maxfiy kalitni qayta
tiklash imkoniyatiga ega bo‘ladi.

Har bir raund davomida bufer holatining bitta
massivini aralashtirish NSA algoritmidagi muhim
bosgichlardan biri hisoblanadi. Aynigsa, har bir
bosqichda ikkita 64 bitli bufer massivining o‘zaro
aralashtirilishi va yakunda fagat bitta 64 bitli
massivning chiqish sifatida ajratilishi muhim struktura
elementidir.

Shifrlash tuzilmasining qolgan elementlari
o‘zgartirilmagan holda, hujumchining to‘liq maxfiy
holatni — ya’ni a® holat massivlari hamda b® bufer
giymatlarini — tiklashi mumkin bo‘lgan usul ko‘rib
chigiladi.

Bunday hujumning hisoblash murakkabligi
0(2'?%%) miqdoridagi kalitlarni to‘liq ko‘rib chiqishni
talab etadi. Shuni ta’kidlash kerakki, algoritmda kalit
uzunligi oshirilgan holatda ham bu murakkablik
darajasi deyarli o‘zgarmaydi. Shu sababli, hujumning

murakkabligi bilan to‘liq kalit tanlash yondashuvi
o‘rtasidagi bog‘liglik tasodifiy xarakterga ega deb
baholanishi mumkin.

Shuningdek, ushbu wusul 192 bitli holat
massivlari va 1024 bitli bufer giymatlarining barcha
mumkin bo‘lgan kombinatsiyalarini ko‘rib chiqishga
asoslangan klassik qidiruv strategiyalariga nishatan
ancha samaraliroq hisoblanadi.

Quyida tezroq amalga oshirish mumkin bo‘lgan
hujum varianti keltirilgan:

1. t-raundda agt)massivning gqiymati ma’lum

deb faraz qilinsa, chiziqli bo‘lmagan
holatning golgan gismlari al” va a{" ning

giymatlari taxmin gilish mumkin (mumkin
bo‘lgan variantlar soni: 128 bit).

2. Quyidagi matematik ifoda yordamida t-
raundda kalit sifatida xizmat giluvchi bs® bufer
elementi aniglanadi. Ushbu giymat holat massivining
tegishli komponentlariga hamda F-funksiyaning ichki
tuzilishiga bog‘liq bo‘lib, tahlil jarayonida kalitga oid
axborotni gayta tiklash uchun muhim ahamiyat kasb
etadi. Shuningdek, bu bufer elementi keyingi shifrlash
bosqgichlarida ham asosiy kirish parametrlardan biri
sifatida gatnashadi va ichki holatni aniglashda hal
giluvchi rol o‘ynaydi.

F(agt),bit))@a((f) _ agtﬂ)

3. Keyingi bosqgichda, tahlil jarayonining
muhim tarkibiy gismi sifatida, holat massividagi hali
noma’lum bo‘lgan a:**V elementi aniglanishi lozim
bo‘ladi. Bu qiymat oldingi bosqichlarda qayta
tiklangan va hozirgi vaqtda mavjud bo‘lgan maxfiy
kalit ma’lumotlari asosida hisoblab chiqgiladi. Bunda
shifrlash  algoritmining tuzilmasi, xususan F-
funksiyaning tuzilishi va bufer bilan holat massivlari
o‘rtasidagi funksional bog‘ligliklar inobatga olinadi.

Mazkur hisoblash quyidagi matematik tenglik
yordamida amalga oshiriladi, u orqali a;*? giymatini
aniglash bevosita kalit materialiga va avvalgi oraliq
holatlarga bog‘liq tarzda ifodalanadi. Bu yondashuv
tahlilchiga shifrning keyingi bosqichlari bo‘yicha
to‘liq rekonstruksiya qilish imkoniyatini beradi hamda
hujumning samaradorligini oshiradi.

a§t+1) _ F(a&t), bit))EDa(t),
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4. 16 ta Dbufer qiymatlari  to‘liq
aniglanmaguncha, 2-gadamga gaytib, ushbu jarayon
ketma-ketlikda takrorlanadi. Shuningdek, keyingi
raundlardagi holat massivlarini hisoblash uchun ham
mazkur protsedura 16 marta izchil ravishda bajariladi.

I11. Xulosa

Ta’kidlash joizki, agar har bir raundda sodir
bo‘ladigan to‘liq chizigsiz transformatsiyalar hamda
buferni yangilovchi A(+) funksiyasi ma’lum bo‘lsa,
buferni yangilash jarayonini ramziy (algebraik)
shaklda modellashtirish imkoniyati yuzaga keladi.
Bunday yondashuv asosida hujumni amalga oshirish
uchun qiymatlari oldindan ma’lum bo‘lgan 18 ta
chiqish oqimi zarur bo‘ladi.

Mazkur usulning hisoblash murakkabligi esa

taxminan % - 2128 Kalitni tanlab ko‘rishni talab etadi.
Bu esa 1024 bitli bufer va 192 bitli holat massivlarini
o°‘z ichiga olgan ichki holatni to‘liq tiklashga imkon
yaratadi. Bundan tashgari, agar algoritmning
operatsion tuzilmasi o‘zgartirilmagan bo‘lsa, ushbu
ichki holat asosida 128 bit uzunlikdagi dastlabki
maxfiy kalitni ham gayta tiklash mumkin bo‘ladi.

Quyida keltirilgan 1-jadvalda NSA
algoritmining  chizigsiz  komponentlariga qgarshi
amalga oshirilgan hujumlar bo‘yicha umumlashtirilgan
natijalar jamlangan:

1-jadval. NSA algoritmining  chizigsiz
gismlariga qgaratilgan hujumlar
Qiymati . .
. ma’lum | Sarflan Tiklanadig
Hujum . . an
Ne d . bo‘lgan | adigan ,
variantlari . ma’lumotla
ogim vaqt r migdori
hajmi
1. | 64 bitli chigish
bilan  ifodlangan Ichki
holat uchun 12 30~ | holatning
chigish 0™ | 0C%) | 19941024-
funksiyasini bit giymati
o‘zgartirish
2. | S-box giymatlari
ma’lum Ichki
bo‘lmagan  yoki holatning
dinamik  bo‘lgan | 56 02" 19241024-
hol uchun chigish bit givmati
funksiyasini ary
o‘zgartirish
3. | Chizigsiz a®  ning
komponentrlarga | 3 0(23%) | 192-hit
garatilgan hujum giymati

4. | Har bir raundda Ichki
bitta bufer 12644 holatning
giymatini 18 02 192+1024-
aralashtirish bit giymati
5. Ichki
S holatning
¢ 128
To‘liq qidirish 2 0(2%4%) 192+1024-
bit giymati
NSA algoritmining  yakuniy loyihaviy

variantini tanlash jarayonida yuqorida gayd etilgan
ehtimoliy zaifliklar aniglanib, ularni istisno qilish
bo‘yicha tegishli choralar ko‘rilgan. Tanlab olingan
versiyada bufer hajmining katta migdorda belgilanishi
hamda har bir raundda ikki xil kalitdan foydalanilishi
natijasida ushbu hujumlarning amaliyotda qo‘llanilish
ehtimoli samarali tarzda yo‘qqa chiqgarilgan.
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MPOMBIIJICHHOCTH TECHO CBsI3aHA C ONTUMHU3AIUCH
MTPOU3BOJICTBEHHBIX MPOIECCOB, MPEXKJIe BCET0 — Ha

TpaHchopMalysl  TEeKCTHIbHOMN
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(TIII). Dror sTan ompexenser OyaylIue PeKUMBI
00pabOTKM ChIpbs, NOCIEOBATEIBHOCTD ONEpalui u
Ka4ecTBO TOTOBOTO m3aenusd. B ycnousax MHaycTpun
4.0 Hamboyee TEPCIEKTUBHBIMU HAIPABICHUSIMH
CTaHOBSITCSI MHTETpanusi KuOep-(puU3N4ecKux CUCTEM,
UCKYCCTBEHHOI'O MHTEJUICKTa M aHajau3a OOJbIINX
JAaHHBIX.
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CoBpeMEHHOE TEKCTWJIBHOE MPOU3BOJCTBO TpeOyeT BHEApeHUs UUPOBHIX
TEXHOJIOTUH, CTIOCOOHBIX MOBBICUTH 3(PPEKTUBHOCTH U YCTOWYUBOCTD MPOLECCOB TEXHOIOTHUECKOM
MIOATOTOBKHU. B cTaThe paccmaTpuBaeTCsi IPUMEHEHHE UHTEIJIEKTYaIbHbIX CHCTEM, OCHOBAaHHBIX Ha
aHanmu3e OONBIIMX JaHHBIX W QJITOPUTMAX MAaIIMHHOTO oOyueHus. IIpenctaBieHbl MeETOIBI
MIPOTHO3UPOBAHUS OTKJIOHEHUH B IPOU3BOJACTBEHHBIX IapaMeTpax, MaTeMAaTHYECKHE MOJEIN M
GopMyJBl OIICHKH, a TaKKe pe3ysbTaThl anmpoOaluu MPOTOTHUINA CUCTEMBl Ha TEKCTUIBHOM

TCXHOJIOI'MYCCKas noArOTOBKaA,

¢u3MUeCKUX CHUCTEM U KOHLEMIMH LU(PPOBBIX
JIBOMHUKOB B MIPOMBILIIEHHOCTH. OHU MOAYEPKUBAIOT
HEO0OXOUMOCTb BHEAPEHUS MPEAUKTUBHBIX MOJIEIEH,
MIOCTPOCHHBIX HA OCHOBE O00pabOTKH OOJBIINX
JTAHHBIX.

B V30exkuctane BakHBIM BKJIaJ B H3yueHHUE
upoBoil TpaHchopMalK TEKCTHIBHON OTpaciu
BHecan Ao6aypaxmonoB K.T. u CarropoB K.C.,
OmnMcaBIIME MOAXOAbl K BHeApeHuro PLM-cuctem u
YOPaBJICHUIO >KU3HEHHBIM IIUKJIOM TMPOAYKIHH B
IIBEWHOM M TEKCTUJIBHOM  MPOMBIIUIEHHOCTH.
XakumoB Y.2K. uccienyer BO3MOKHOCTh UHTEIPALIMU
aJJalITUBHBIX Mozenein yIpaBiIeHUs
IPOU3BOJICTBEHHBIMU IPOLIECCAMU C TPUMEHEHUEM
AJITOPUTMOB HHTEIJUIEKTYyaJIbHOTO aHaln3a JaHHBIX.
Kpome TOro, B cCTaThsix Hay4HbIX JKypHAJIOB
V30ekucrana MOTYEPKUBACTCS BAXKHOCTH ITU(POBBIX
peleHui MpU MPOEKTUPOBAHUN HOBBIX TEKCTHIIBHBIX
U3JIeIMH W TEXHOJOTMYeCKuX MapuipytoB. OpHaxo
OOJBIIMHCTBO ABTOPOB OTMEYAIOT HEJOCTATOYHOCTH
YPOBHE  TEXHOJIOTMUECKOMN

IMOATOTOBKU M HHU3KYIO 3PCJIOCTb HHTCTPAlUHA U s

aBTOMaTHu3alun Ha

OTCYCCTBCHHBIX NIPCANIPUATHUAX.

Teopeaneclcoe o0ocHoBame. HpOI.[GCC

TEXHOJIOTMYECKON MOATOTOBKU MPOU3BOACTBA MOXHO
dbopMann30BaTh KaK 3a1a4y ONTUMHU3AIUHN BEKTOpa
napamMeTpoB, IIpH

KOTOPOl ~ MUHHMH3UPYETCS
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(GyHKIMS TOTEph L(x) , OTPa)Karollasi OTKJIOHECHUS B

KauCCTBC NPOAYKIHUU U TPOU3BOACTBCHHBIC 3aTPATHI.

ITycrs: X=[tt - £,]

rIe t_ rnapamMmeTp TEXHOJOTUYECKOr0 peKuMa
Ha I-M ydJacTke (HarpuMep, TeMIeparypa, BIaXXHOCTb,
HaTsDKEHUE, CKOPOCTh MOJAYH H JIP.).

[leneBast pyHKITMS UMEET CIACTYIOIINA BHI:

L(X) = -D(x)+ B-C(X)

rJIe:

. Dbk _ byHKuMs nedeKTHOCTH (HAampumep,
IPOLIEHT OPaKOBAaHHO MPOTYKIIHH),

e C(xX") — ¢dynkums 3atpar,

e o, — BecoBble KO PHUIMEHTHI, 33 ]aBAEMBIC B
3aBUCHMOCTH OT IPUOPHUTETOB MPEIIPUSITHSI.
Hcnonp3yemast MoJielIb MAIIMHHOTO O0Y4EHHS

f(x")—>y cTpeMuTCS aNNMpPOKCHMUPOBATH PEATHHYIO

3aBUCHMOCTh MEXIY BXOJHBIMH TEXHOJOTMYECKUMH

napaMeTpaMu U 1IeJIeBBIMU TTOKa3aTeIsIMUA KauecTBa.
OreHKa TOYHOCTH MOJIENN OCYIIECTBISETCS 110

R .
K03(ppuLMeHTy  AeTepMHUHALH 2, KOTOPBI
IIOKa3bIBAET, HACKOJBKO XOPOILIO MOJENb OOBICHSET

BAapHaTUBHOCTH Ha6J'II-O)IaeMI)IX JaHHBIX:

Rg 1 Zil_l(yt g{_)g
> iy — )
rie:
e V' peansHble 3HaueHMs  rOKasaTels

(HarmpuMep, ypoBEeHb A€(EKTHOCTH),
. Vi MpeICKa3aHHbIE 3HAUCHUS,

« Y cpeaHee 3HaYCHUE BHIOOPKHU.

OyHKIUSA ne(eKTHOCTH MOXKET OBITH
Mpe/ICTaBlIeHa B BUJIC KBAPATUYHOW 3aBUCUMOCTHU OT
TEMIEPATYPHI:

D(T)=aT2+bT +c

rie T — Temmeparypa TEXHOJOTHYECKOTO
mporecca, a,b,c OMIUPUYCCKU  ONPEACIIEHHBIC
KO (UIIMEHTH,  3aBUCANIME OT  KOHKPETHOTO

000pyI0BaHUS U CBOMCTB MaTepHana.

OnTumuzanus BEKTOpa X rosBosstet
MUHUMHU3UPOBATH MOTEPU U TMOBBICUTH YCTOWYHUBOCTH
TEXHOJOTHYECKOro Mpolecca K KoueOaHUsIM BHEIITHUX
dbakTopoB.

HccnenoBanue U 3KCIIEPUMEHT

Ha  0a3e  TEeKCTHIBHOTO
«Namangan Textile Invest»
MPOTOTHUIT UHTEJUIEKTYaIbHOM CUCTEMBI, BKITIOUAIOIIEH
cbop JTAHHBIX c
MIPOU3BOJICTBEHHOTO 000PYI0BaHUS, MOCIEAYIONLYIO

X arperaguro B LCHTPAJIM30BAHHOM XPaHWJIHMIIC U

MIPE P THS
ObUT peann30oBaH

B cedsa [IOTOKOBBIN

MalIMHHOE  OOydYeHHe  MOJAeTHu
ne(eKTOB MPOAYKIIUH.

O0BéM paHHBIX coctaBuin Oonee 220 000

MpCaACKA3aHUA

3amucei, coOpaHHbBIX B TeueHue 8 MecsiueB. [lanHbie
BKJIIOYAJIM TEMIIEPATYPHbIE PEKUMBI, XapaKTEPUCTUKH
CBIPbsI, CKOPOCTb 00pa0OTKM U YCIIOBHUS OKpY KaroIIen
cpenpl. Ha »srtane mnpenoOpaboTKu MNpPUMEHSIUCH
HopMasiu3anuss ¥ GuIbLTpauusi BbIOPOCOB, MOCIE
4yero ObUTH OO0Y4YEeHBI MOJETU JHHEHHOH perpeccum,
IrPaiMeHTHOI 0 OycTHHIa HawubGonee
¢ dexTHBHONH  OKazamach XGBoost ¢

Jeca.
MOJIeTTh
KO2(PUITUEHTOM IeTEPMUHALIHH:

R2=0,88

9TO TIO3BOJISICT CYMTATh €€ MPUTOMHOW ISt
MPOMBIIUICHHBIX [IEeH.

Ananu3 QyHKIUU NePEKTHOCTH MOKa3aj, YTO
3aBHCUMOCTh MEXJy TEMIICpaTypoil KalaHiapa W
BEPOSTHOCTHIO TIOSIBIICHUS IATCH HA TKAHH HOCHUT

KBaJIpaTHYHBIA  XapakTep. JTa  3aBHCHUMOCTb
OITUCHIBAETCS YPABHCHUEM:
D(T)=aT2+bT+c
rue:
e T — Temneparypa o0pabOTKH,
e abc, — owmmupuuecku —onpeaenasieMbIc
KOA(HUIIUEHTHI.

Ha npaxkThke 5TO NO3BOJMIO ONPEHEIUTh
ONTUMAJIbHbIC TeMIepPATYPHbIE PeKHMBI, IIpU
KOTOPBIX BEPOATHOCTb BO3HUKHOBEHHS JE(PEKTOB
MuHuUManbHa. [lo  3aBepiieHMHM  3KCHEpUMEHTa
KOJINYECTBO JAePeKToB CcHM3WIOCh Ha 22%, a

3KOHOMUS ChIpbs cocTaBuia okoio 11,7 %.
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3aki0ueHue. [Ipumenenue
HMHTEJJIEKTYyaJIbHbIX TEXHOJIOTMH U aHajau3a OOJbIINX
JTAHHBIX B TEXHOJIOTMYECKOM HOJIFOTOBKE
MPOU3BOJICTBA OTKPBHIBAET NPUHIMINAIBLHO HOBbBIE
TUTST TEeKCTUIILHOU

BO3MOXXHOCTH oTpaciii

VY30ekucraHa. [IpenukTBHAS AHAJIUTHUKA,
peanu30BaHHAs B paMKax JAaHHOM CTaThH, JOKas3aia
CBOIO D(PQPEKTHBHOCTH B PEANbHBIX YCIOBHUSX.
[TonyuyeHHbIE pe3ynbTaThl JEMOHCTPUPYIOT HE TOJIBKO
YIIyYIICHHUE

KOJINYCCTBCHHOC IIPOU3BOACTBCHHBIX

MoKazaTesjed, HO U KayeCTBEHHBIM Mepexol K
aJIalITUBHOMY YIIPABJICHUIO HA OCHOBE JIAaHHBIX.
[lepcriekTBaMu pa3BUTHUSL CJEAYET CUUTATh
BHEJPCHHE HEWPOCETEeBBIX MOAeNel, OO0JIauHbIX
wiatopM s KOJUIEKTUBHOTO aHalli3a U CO3JaHue
UM(pPOBBIX JTBOMHUKOB HE TOJIBKO IS OTAEIBHBIX
Y4acCTKOB, HO M i1 BCEr0 IPOU3BOJICTBEHHOTO
obpazom,

HUHTCJUICKTYAJIbHBIX CHUCTEM CTAHOBUTCA KIHOYOM K

npeanpusaTus.  Takum WHTETrpaLust
YCTOWYMBOMY, THOKOMY U BBICOKOTEXHOJIOTUYHOMY

TEKCTHJIBHOMY TIPOM3BOJICTBY OyIyIIIETO.

CnHcoK MCIo/1b30BaHHOM JIUTEPATYPbI:
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312 c.
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BIOMETRIK TIZIMLARNING XAVFSIZLIK MASALALARI

MFA, spoofing hujumlar.

Kirish: Davlat boshgaruv organlari, bank va
xususiy tashkilotlarda biometrik texnologiyalar va
tizimlardan keng foydalanish hozirgi paytda
foydalanish ortib bormoqda. Biometrik
texnologiyalarga misol qilib yuzni aniglash tizimlari,
ovozni tanib olish, barmoq izini o'qib olish va ko'z
gorachig'ini  skanerlash texnologiyalari rivojlanib
ulardan foydalanish ko'lami ortib bormogda bu esa
biometrik tizimlarni xavfsizlik masalari ham yechim
topib borilmoqda.

Hozirgi axborot davrida nafagat insonlar,
ob'ektlar va axborotlarning xavfsizligini, balki ularning
xavfsizligi ishonchliligini oshirishga bo'lgan talab ortib
bormogda.  Shaxslarni  aniglashda  an'anaviy
identifikatsiya texnologiyalari shaxsni tasdiglovchi
hujjatlarni  tekshirish, parol autentifikatsiyasiga
asoslangan tizimlar kun sayin ortib bormoqda.
Ishonchliligini oshirishda shaxsning identifikatsiyasi
biometrik identifikatsiyaga yordam beradi.

Adabiyotlar tahlil  va metodologiya:
Biometrik identifikatsiya ~ tizimining asosiy
komponenti  biometrik  belgilarni  skanerlashni
ta'minlaydigan sensorli moduldir. Asosiy gismi
ma'lumotlar  bazasida  belgilangan  biometrik
xususiyatlarni  taqgoslaydigan qaror gabul qilish
modulidir.  Biometrik identifikatsiya tizimining

chigishi aloga interfeysi yoki tagdim etilgan maydonga
Kirish imkonini beruvchi qulfdir.

Biometrik tizimlar xavfsizligi biometrik
tizimlar informatsion xavfsizlikda qulay vosita sifatida

Ro'zaliyev Abdumalikjon VVahobjon o'g'li,
Farg‘ona davlat texnika universiteti assistenti,
mrabdumalik1998@gmail.com

Annotatsiya: Ushbu magolada biometrik axborot tizimlari foydalanuvchilarining xavfsizligini
taminlash usullari va algoritimlari keltirilgan. Unda shaxsga doir o'zgarmas bo'lgan biometrik
ma'lumotlari bilan ishlash va ushbu takrorlanmas barmoq izlari, qo'l giometriyasi, yuz tuzulishi
hamda ko'z gorachig'idan foydalangan holda axborot tizimlarida foylanish texnologiyalari keng
yoritilgan. Magola so'ngida biometrik tizimlarning zif tomonlari keltirilgan ulardan spoofing
hujumlar va ularga garshi bo'lgan autentifikatsiya texnologiyalari keltirilgan.

Kalit so'zlar: Biometrik autentifikatsiya, barmoq izi, biometrik identifikatsiya, biometrik tizimlar,

garaladi. Biroq, ushbu tizimlar shablonlarning
(template) shifrlanishiga garamasdan, hali ham
ma’lumotlarning uzatish bosqichida zaif hisoblanadi.
Biometrik tizimlarga nisbatan asosiy tahdidlar,
jumladan, spoofing hujumlari (soxta biometrik
namunalar orgali tizimni aldash) va replay hujumlari

(gayta ishlatilgan ma'lumotlar yordamida Kirish)
keltirilgan.

Shablon xavfsizligi: Biometrik shablonlar
xavfsizligini oshirish uchun kriptografik

transformatsiyalar va shablon buzilishiga garshi usullar
taklif qgilingan. Cross-matching xavfi: Biometrik
ma’lumotlar bir tizimdan boshqasiga o‘tkazilganda
nogonuniy kuzatish va profiling (foydalanuvchining
harakatlarini  kuzatish) xavfi oshadi. Aynigsa,
ma’lumotlarni markazlashgan saqlash xavfini tanqidiy
ko‘rib chiqadi.

Kiberxavfsizlik va uning asosiy tushunchalari
quyidagi bo'limlardan tashkil topgan. axborotning
kriptografik himoyasi, foydalanishni nazoratlash,
tarmoq xavfsizligi, foydalanuvchanlikni ta’minlash
usullari, dasturiy vositalar xavfsizligi, axborot
xavfsizligi  siyosati va risklarni  boshqarish,
kiberjinoyatchilik, kiberhuqug, kiberetika hamda inson
faoliyatidagi  biometrik  xavfsizliklar ~ muhim
hisoblanadi.

Axborot tizimlarni xavfsizligi taminlashda
biometrik tizimlardan foydalanish magsadga muvofiq
hisoblanib quyida biometrik texnologiyalar hagida so'z
boradi. Yuqori aniqlikdagi barmoq izi, ko‘p spektrli
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barmoq izi, 3D barmoq izi, til izi, 3D quloq va ko‘p
spektrli ko'z qorachig'ini aniglash texnologiyalari kabi
bir gancha yangi biometrik texnologiyalar mavjud.

Natijalar: Axborot tizimlarini xavfsizligini
taminlashda hamda biometrik tizimlarning xavfsizlik
muammolarni yeshish usullar va algoritmlarni ko'rib
chigishda shaxsni biometrik ma'lumotlari bilan ishlash
metodlaridan foydalanildi. Unda shaxsni biometrik
ma'lumotlari takrorlanmas va o'zgarmasligi inobatga
olindi. Biometrik tizimlarni xavfsizligi ta'minlashda
go'shimcha ravishda bir faktorli, ikki faktorli hamda
ko'p faktorli autentifikatsiya usullarini qo'llash orqgali
tizimlarni aldash yo'li bilan kirishni giyinlashtirish olib
keladi.

Natijalar: Biometrik tizimlar xavfsizligi buzib
kirishda Spoofing hujumlari mavjud aldash orgali
nogonuniy autentifikatsiya qilishni magsad gilgan
hujumlar turidir. Bu usulda soxta yoki nusxalangan
biometrik ma’lumotlardan (masalan, barmoq izlari,
yuz surati yoki ovoz yozuvi) foydalaniladi. Bunday
hujumlar biometrik autentifikatsiya tizimlarining
asosiy xavfsizlik muammolaridan biri hisoblanadi.

Spoofing hujumlar turlari: Bu hujum turlari
jiddiy hisoblanib biometrik tizimlarni aldash orqali
amalga oshiriladi.

1. Barmoq izlarini soxtalashtirish orqali
biometrik tizimlarni aldash. Bularda asosan Jelatin
yoki silikonlar yordamida shaxs barmoq izini nusxasini
yaratish mumkin bo'ladi.

2. Yuzni tanib olishda biometrik tizimlarni
aldash. Bunda kuchli bo'lgan fotosuratlar va 3D
maskalar yordamida tizimga aldash orqali kirish.

3. Ko'z qorachig'i orgali biometrik tizimlarni
aldash. Unda yashirin kameralar yordamida ko‘z
namunalarini olish va printer orgali ularni nusxalash.

Natijada, ular odamlarning kundalik hayotiga
va hukumat bilan o'zaro munosabatlariga ko'proq
integratsiyalashib bormoqda.

Replay hujumi: Oldindan yozib olingan video

yoki audio yozuvlar yordamida tizimni aldash.
Masalan, ovozli autentifikatsiya tizimida
foydalanuvchining avvalgi so‘zlagan so‘zlarini
ishlatish.

Spoofing hujumlarining ogibatida nogonuniy
kirish orqali shaxsiy va moliyaviy ma’lumotlar
o‘g‘irlanadi. Identifikatsa holatida haqiqiy
foydalanuvchi tizimga kira olmaydi, chunki tizim soxta
biometrik ma’lumotlarni tanib qolgan bo‘ladi.

Spoofingdan himoya choralari biometrik
namunalar jonli ekanligini tasdiglash usuli.

Termal  tasvirlash  texnologiyasi:  Yuz
skanerlashda tana haroratini aniglash.
Pulslatsiya  aniglash: Barmoq izlaridan

foydalanganda foydalanuvchining yurak urishini
o‘lchash.

Bundan tashgari  Biometrik  tizimlarni
xavfsizligini ta'minlashda spoofing hujumlariga javob
berish  magsadida autentifikatsiya  usullaridan
foydalanish orgali masalaga yechim topiladi. Bulardan

Ko'p faktorli autentifikatsiya(MFA): Ko'p
faktorli autentifikatsiya - bu tizim yoki dasturga Kirish
uchun foydalanuvchilardan autentifikatsiyaning bir
nechta shakllarini tagdim etishni talab qiluvchi
xavfsizlik mexanizmi. MFAning magsadi ruxsatsiz
foydalanuvchilarning parolni bilsa ham, foydalanuvchi
hisobiga Kirishini giyinlashtirishdir.

MFA  foydalanuvchilardan  akkauntlariga
kirishdan oldin qo‘shimcha identifikatsiya shakllarini
taqdim etishni talab qilish orqgali ishlaydi. Bunga
barmoq izlari yoki yuzni tanish kabi biometrik omillar,
smart-kartalar yoki xavfsizlik tokenlari kabi apparat
omillari yoki SMS orqgali yuborilgan yoki ilova
tomonidan yaratilgan OTPlar (bir martalik parollar)
kabi dasturiy omillar kiradi.

Example of Multi Factor Authentication

+ rmmn: Request
v @

% SECRET
E

1-rasm. ko'p faktorli autentifikatsiya

Foydalanuvchi oz foydalanuvchi nomi va
parolini kiritgandan so'ng, ulardan bir yoki bir nechta
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go'shimcha omillarni tagdim etish so'raladi. Masalan, Spoofing hujum ehtimolini hisoblash uchun
foydalanuvchidan barmoq izini skanerlashi yoki | quyidagi formula ishlatiladi:
smartfondagi autentifikatsiya ilovasidan kod Kkiritishi

so‘ralishi mumkin. MFA ruxsatsiz kirish xavfini p o &
kamaytiradi ~ va  autentifikatsiya  jarayonining spoofing = N,
xavfsizligini kuchaytiradi.
MFA turlari: SMS-ga asoslangan Bu yerda:
autentifikatsiya: Bu usul SMS orgali Pspoosing  -Spoofing  hujum  ehtimoli

foydalanuvchining mobil qurilmasiga bir martalik | hisoblanadi
parol yuborishni 0'z ichiga oladi. Keyin foydalanuvchi

tizimga kirish jarayonini yakunlash uchun ushbu Ng- Tizimda hujumchining soxta biometrik
parolni Kiritadi. ma’lumotlari haqiqiy foydalanuvchinikidek qabul
Dasturiy ta'minotga asoslangan | gilingan urinishlar soni.
autentifikatsiya: Bu usul bir martalik parol yaratish
uchun  foydalanuvchining ~ smartfoni  yoki N4- Tizimga kirish uchun amalga oshirilgan
kompyuterida ~ o'rnatilgan  dasturiy  ta'minotdan | barcha autentifikatsiya urinishlarining soni (shu
foydalanadi. jumladan hagigiy va soxta urinishlar).
Faraz qilaylik, 1000 ta noto‘g‘ri (begona)

Tushuncha Ta’rif urinish, 1000 ta hagigiy foydalanuvchi urinish va 500
Biometrik tizim Insonning jismoniy yoki xulg- | | a spoofing hujum bo‘lgan:

atvor xususiyatlariga

asoslangan . .

identifiEatsiya/avtorizatsiya Ko*rsatkich Qiymati Formulaga

tizimi, asosan
Spoofing Biometrik tizimni aldash uchun hisoblash

soxta biometrik FAR 1.5% (lt)?)/ 1000)

ma’lumotlardan  foydalanish

(masalan, soxta barmoq izi). FRR 2% (120% /- 1000) x
FAR (False | Noto‘g‘ri foydalanuvchini
Accept Rate) tizim haqiqiy deb gabul qgilishi SAR 10% (59 /500) < 100
FRR (False Reject | Haqgiqgiy foydalanuvchini tizim . - - S'fat'd‘f’l plmadl) -
Rate) noto‘g'ri rad etishi ehtimoli, 2-jadval. Hujumlarni amalgan oshirilgandagi
Spoofing  Attack | Soxta ma’lumot bilan tizimni | | holati
Rate (SAR) aldashga urinishlarning

muvaffagiyat darajasi. Ko‘rsatkichlar bo‘yicha baholash jadvali

1-jadval. Hujumlarning tushuncha va tariflar

Biometrik | FAR | FRR | SAR | Izoh
Spoofing  hujumlarini  aniglash  hamda | | texnologiya | (%) | (%) | (%)
samaradorlikni oshirish Barmogizi | 0.1 2.5 15 Oson_
Spoofing  hujumlar  biometrik  axborot spoc_)flng
tizimlarda buzishga garatilgan urinishlar hisoblanadi. (rezina
. . L .. . . barmoq
Hujumchi haqiqiy foydalanuvchining biometrik .
T o orgali)
ma’lumotlarini olib uni soxtalashtirib, tizimni aldashga Yuzni 15 20 20 Fotosurat/3D
urinishi. Hujumlarda hujumchi qo‘llanadigan usullar | | tgnish nigoblar
quyidagilarni o‘z ichiga olishi mumkin: xavfi

Spoofing ehtimolini hisoblash formulasi.
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3-jadval. Ko'rsatkichlarni baholash jadvali

Yugoridagi formula hisobida ]tizimning soxta
axborotlarga qgarshi sezgirligi hisoblanib baholanadi.
Spoofing ehtimoli agar past bo‘lsa, tizimning
hujumlarga bardoshlik darajasi yuqori bo‘ladi. Yuqori
xavfsizlikni  taminlash joylarda (bank, davlat
boshqaruv organlari, hukumat ma’lumotlar bazalari,
harbiy obyektlar) muhim hisoblanadi.

Spoofing ehtimolini baholashning afzallik
tomonlari:

1. Xavfsizlik darajasini o‘lchash: Spoofing
ehtimolini hisoblash orgali tizimning xavfsizlik
zaifliklarini aniglash mumkin.

2. Hujumlarga garshi chora-tadbirlarni ishlab
chiqish: Ushbu ko‘rsatkich yordamida himoya
strategiyalarini samarali rejalashtirishga imkon
yaratiladi.

3. Tizimni yaxshilash: Agar spoofing ehtimoli
yuqori  bo‘lsa, yangi algoritmlar va
texnologiyalar joriy etish orgali tizimni
yaxshilash mumkin.

Vagtga asoslangan autentifikatsiya: Ushbu
MFA usuli foydalanuvchilardan paroldan tashqari bir
martalik parol yoki smart-karta kabi vaqgtga asoslangan
tokenni taqdim etishni talab qiladi. Token fagat
cheklangan vaqgt uchun amal giladi va go'shimcha
xavfsizlik gatlamini go'shadi.

Xulosa:  Spoofing  hujumlari  biometrik
tizimlarning jiddiy xavf omillaridan biri bo‘lib, ular
zamonaviy texnologiyalar bilan kuchayib bormoqgda.
Ushbu hujumlarni  bartaraf etish uchun jonli
ma’lumotlarni aniqlash, kriptografik xavfsizlik va
multi-modal autentifikatsiya, MFA kabi usullarni joriy
gilish muhim ahamiyatga ega. Shu bilan birga, Al
asosidagi anti-spoofing algoritmlarining rivojlanishi
ushbu muammoni yanada samarali hal gilishga yordam
beradi. Tahdidlar landshafti rivojlanishda davom etar
ekan, tashkilotlar o'z tizimlari va ma'lumotlarini

Kibertahdidlardan himoya qilish uchun so'nggi
autentifikatsiya usullari va eng yaxshi amaliyotlaridan
xabardor bo'lishlari juda muhimdir. Shunday ekan ko'p
faktorli autentifikatsiya bir faktorli autentifikatsiyadan
kora  kuchlirog  xavfsizlikni  ta'minlaydi va
foydalanuvchilardan o'z shaxsini tekshirish uchun ikki
yoki undan ortiq turdagi hisobga olish ma‘'lumotlarini
taqdim etishni talab giladi.
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